,OK@) USR IOT

Be Honest, Do Best ! USR-TCP232-310 User Manual h.usriot.com

USR-TCP232-310 User Manual

File version:V1.0.6

Jinan USR IOT Technology Limited 1783 www.usriot.com


http://h.usriot.com/
http://www.usriot.com/

O@

A

USRIOT

Be Honest, Do Best !

USR-TCP232-310 User Manual h.usriot.com

USR-TCP232-310 USEI MANUAL........c.ocoeiieiiieiiieieieiietiieete ettt s et b et besa bt sbesesbesesbesessesesesessesessesensans 1
T QUUICK STAI......ceieceee ettt s ettt s b e s b et e e b et e e b eseebeseebese b ese b esaeseseebeseebeseebesesesesbesesesessasens 4
1.1. Hardware Testing ENVIFONMENT...........ccoiiiiiiiieeeieeee ettt st ss e enas 4
1.2, CONNECHION.......ciiiiiiciieeetteest ettt ettt ettt bt bese b et e b ese s b e s e b et e b et e b eseebesesbesesesessesesasasasassesens 4
1.3, DEfaUIt Parameter.........cociiiiiiiiieceetette ettt se b es e b st se b s s b se b saebessebesaerenens 6
1.4. Data TransSmiSSION TESHNG........cccvevieieieieieeeeeeee ettt ettt te b e be s essesseseesenes 6
2. OVEIVIBW......ouiiieieiieietitetet ettt ettt ettt te st et et et et et e s s et e ss et e s b et e s ese s et e s b et esb et e s s et e s b et e b ese b ese b et e b etesbeseabesebesebesesens 7
2.1, BrEf INTFOAUCTION...... ..ottt ettt sb et bt et et sb et essesessesebesessesennas 7
2.2, FEATUIES ..ottt ettt ettt s et e s e e te et e s et e s s essese et e et e ebe b ense st ene et e es e et e ase s enbensenteseenensenee 7
B T = 1= 01T (=T T USSR 8
24, SZE....ooeeeeieeeee ettt b et bt bt b Rt h st b et b ekt bR e b et e b et e e b e st b e s e e b e st bes e b estebestebestebesene 9
2.5, INAICALOT TIGNT.....c.iieeeecce ettt ettt et e b st e b e b e s e st eseeseeseesesensensenseneeseas 9
R T 1Y 0T L8] L= 0 Te (e ] o FO ST PR 10
1 WOTK MO ..ottt ettt ettt et e s se s b e b e s e b essesaeseeseeseesasesensensensasensesan 10
311 TCP ClIENE MOUE.......coiieiiieiiieietetett ettt ettt b et b st b se b ssebassebeseesessesesseseseens 10
3.1.2. TCP SEIVEI MOUE.......coioiieiieeieieeietietettstett ettt es et v et st se bt bese b esa b esaebesesbesasbesaebessesesessesin 11
3.1.3. UDP CHENEIMOGE.......coeiieiiieiiietiieeetete ettt ettt ettt ss et b st et ess b esaeseseesessesessasesens 13
3.1.4. UDP SEIVEI MOGE........coiieiiieiiietiieeteteteest ettt ettt st s bbb b be st e st e s esessesassesessesessens 14
3.1.5. HTTPD CHENE MOUE.......cooiieiieieiieieiiietetetetetete ettt ettt s et b et besa b e saebesasbesaebesesseseesesens 15
3.1.6. TCP and UDP MECNANISM.........ccccciviiriiiierieieieieieretereeetestste ettt ebesasbese s s sesaesesaesesessesenas 15

3.2. DHCP and DNS FUNCHON.........cciviiiiieiiietiieteieteteestetestet ettt vesa b st e st b st b sa s esasbesaebassesessesasensens 16
3.3 WCOM...cieete ettt ettt b st s b st b st b st e b e st e b R b e st b e st b st b e st ebe st b e st b estebestebentebesene 17
3.3.1. TCP232-310 WOIKS @S CHENL.......c.cooiiiieiiieiieteieteeese ettt bbbt 17
3.3.2. TCP232-310 WOIKS @S SEIVEN.......cocveeiieeiiieiiererieieieetestsieeter et etese s s ssessssesaesessesessesessesessesens 18
3.3.3. Other Ways to Create VCOM...........oo ettt 19

3.4, SPECIAI FUNCHION.......c.oceieieeeeeeeeeeee ettt ettt et et e et et et s s eseereeteaseerennan 21
3.4.1. RSA8BE TUNCHION.......ciiiiicieeieietetetetee ettt ettt et b st sa et s e b ss b ese b esaesessebessebessesess 21
3.4.2. FACIONY RESEL..... oottt ettt ettt et e e reetaesteets e beereenseeanens 21
3.4.3. LINK FUNCHON.......ciiieiieieeeeee ettt ettt ettt b b e s st esseseeseesessensenes 21
3.4.4. RESEE FUNCHON........coiiiiieieeeee ettt ettt ettt s e be b ssesaesaesensens 22
4.5, ID FUNCHION......cciiiiiiiieieectete ettt s b st e st et e s e st eseeseese et essesbensensesansensensens 22
3.4.6. INAEX FUNCHION......c.oiiiiiieiieeeeee ettt ettt a et se st e be b ebesbenaesseseesensensens 22
3.4.7. RFC2217 FUNCHON......ociietiicietete ettt ettt ettt b et et te s esessesessesesnas 22

3.5. AAAItIONAl FUNCLION ..ottt ettt sttt ese s e e s e sbe s esensenseseeseans 22
3.5.1. Display [P and Data.............coooiiiiiiiceeeeeeeeeecte ettt ettt ettt e 22
3.5.2. Serial Port Parameter SEHiNg..........cocoiviiiieiiciceceeeee ettt 22
3.5.3. Set Client Number in TCP Server MOdE...........ccoeivieiiieinieiniciieeseeeeeie et 22
3.5.4. DefiNEd MAC AQAIESS.......cooieiieiiieiietiteeet ettt bttt b et e bt e b esa b esesbesensens 23
3.5.5. DEfiNEA DINS SEIVEI IP.......oioiiieiiietiietiettette ettt ettt bt besa b eseebesanas 23
3.5.6. Defined Registration PACKagEe..........c.ccoeiiiiiiiiiiiiicieisietsteteestetest et 23
3.5.7. Defined Heartbeat PacKage...........cccivieiieiiieiiciicieeesete ettt 23

Jinan USR IOT Technology Limited www.usriot.com


http://h.usriot.com/
http://www.usriot.com/

,OK@ USR IOT

Be Honest, Do Best !

USR-TCP232-310 User Manual h.usriot.com

3.5.8. HTTPD ClHENL......oviviiiiieeeeteteteteet ettt ettt se et beseebeseebeseebesessesessesaesesensesens 24

3.6. FIrmMWare UPQGIade..........cccooveieiiieieieieiesteeiete ettt ettt et st e s s be s essesseseeseeseesessesensensessesensens 24

3.7. Configuration ProtOCOL..........cc.cciiiiieiieieceiteete ettt bttt b et bete s esesbesesbeseseas 25
3.7.1. Network setting protocol COMMAN...........c.ccerieiiieieieiceeeeeeee et 25

3.7.2. Network €ChO COMMEANG.........cccciiiiiiieiciceeeee ettt b e b e saeseesensens 29

3.7.3. MONITOr FUNCHION.......ciiiiiiieiiiciee ettt b e se bbbt e b eseebesaebeseebesensens 31

3.7.4. Serial port Setting ProtOCOL..........ccceivieiiieiieiteee ettt sttt sb et bt sbeseeas 31

3.7.5. RESE COMMANM.......cciiiiieieieee ettt se b e s e b e s enseseenas 36

3.7.6. Similar T24 series Setting ProtOCOL.............ccooveiviiiriiirieieee e eaeeees 36

3.8. UART Framing MECNANISIM.........cccciiiriirieieieieieeeieste ettt sttt ettt ese et e ete s ssesensesseseasessessensan 38
3.8.1. PACKING METNOM. .....c.oiieiieiieieeeee ettt sttt ettt st e ebe b e s e nseneeseenenes 38

3.8.2. FIOW CalCUIALION........ccuiieeieieiieieeeee ettt ettt et sse b e sesensesseseeses 38

4. Parameter SEHING.......ccoooiiiiieicce ettt ettt bbbt bbbttt e b te bt e b ese b esebens 39
4.1, WEDPAGE SELNG.... ..ottt ettt ettt et e bbbt e b ete b et et et e b et e s esesbesebesessass 39

2 W o T | o T U U USROS 39
4.3. State CoNfIQUIAtION.........cocviiiieiiiciieeee ettt ettt bbbt ess s essesessesessesessesens 40

B4, LOCAI IP...oeiieeieteeteetete ettt ettt ettt ettt ettt s ettt b ke bt bt etk e bt e bt e bete b ese b esesens 40
4.5, SEIHAI POIM ...ttt ettt ettt ettt sb et e s et e b et e b e s et et e s et et ete b et e b ete b eseebens 41
4.6. EXPANA FUNCLON.........ooiiiiiiiieeeeeee ettt ettt ettt ettt eas e beeteeasesteesseseessenbeensenseasean 42
4.7. MiSC CONFIQUIALION.........ciiiiiiieiiieiiieiete ettt ettt ettt b et e b et bt e b et e s et e b esasbesesesesesessas 43

4.8, REDOOL.........eieieeeeeee ettt b bbbttt et e b b et e b eneesaeneeseereerens 44
4.9, SOftWAIE SEHING.......ciiieiieiceec ettt ettt ettt s bt e s s b es s b essesestesessesesnans 44

B APPENAIX......cceiiiietieeete ettt ettt ettt ettt te et et e ett e beete et e teetb e beeateabeeat et e eteenbereensenreersenteaaean 47
Appendix I :Meaning of Port parameter Dit..............ccoeoiieieiieeeceee s 47
Appendix I1:ID type of INdEPENAENT ID...........ccviiiiiieicieieeeeet ettt bbb sens 48
Appendix III:Upper computer Socket programming eXample..........cccccoeeinieeinieieneenieienieenesses e 48
SEIVEN SOCKEE COUE: ..ottt ettt ettt st et s bbbt ss e b e st e b estebessesessesessesesssens 48
ClENt SOCKEE COUE ..ottt et et b et b b et et e st esess et essesessesessaseseas 50

6. CONtACE INFOMMIELION........coiiitiiicic ettt ettt b st et se b eseebesa b esaebeseeseseesessesesens 52
T DUSCIAIMIET ...ttt ettt ettt ettt e e s et e s e st e st eseese et e esessessensensessessaseeseesesassensensensessasensensan 52
8. UNAAIEA HISTOMY.......oitiieieeeeee ettt ettt s b et e b e st ese et e ese s s e s e bessensesseseasenseasasensenes 53

Jinan USR IOT Technology Limited 3153 www.usriot.com


http://h.usriot.com/
http://www.usriot.com/

,OK@ USR IOT

Be Honest, Do Best ! USR-TCP232-310 User Manual h.usriot.com

1. Quick Start

USR-TCP232-310 is used for data bidirectional transparent transmission between R31032 and Ethernet .

TCP232-310 itself complete protocol conversion, parameter can be set by built-in webpage or software.
Once set, permanent preservation.

This chapter is quick start for using USR-TCP232-310 ,we advice users to read it carefully and operate
personally, it can help you know about module generally.

Here is application case for inference:

http://www.usriot.com/support/application-case/usr-tcp232-series-application-case/

You can also email it to Customer Support Center:

http://h.usriot.com/

1.1. Hardware Testing Environment
To test TCP232-310 conversion function, user should connect R31032 to computer by USB to serial line,

then connect its LAN port to computer LAN port by internet cable.
Here is schematic diagram for hardware link .

L]
USR-TOr232- 310 i
5

{Ji-' Serial Dewice Sarver

Diagram 1.1-1 Hardware Link

1.2. Connection
Computer should be set as follows:

1) Shut down firewall and anti-virus software .

4
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i U!“ WS Ciltorize Settings - |6ﬂ Segrch Control Panel 2|

ol sYsloakT e

Customize settings for each type of network
You can modity the firewall settings for 2ach type of nebwork lecation that you use.

What are network locations?

Home or work (private] network location settings

s (7 Turn on Windows Firewall

| | Block all incoming connections, including those in the st of allowsd programs

L@ i@ Turn off Windows Firewall (not recommended)

Public network loczation settings
E@ ) Turn on Windows Firewall
[] Block all incoming coennections, including those in the list of allowsd programs

[J] Motify me when Windows Firewall blocks a new program

|® @ Turn off Windaws Firewall (not recommended)

[ ok ][ canca |

% ¥ Cortrol Panzl » Metwork and Internet » MNetwork Connections »

File  Edit Wiew Toolz Advanced Help

Organize Connect To Disable this network device Diagnose this connection Rename tl
Local connecticns !_! | Wirgless network connection |

=y
kﬁ' FEEIRFE 14DE IKB
'ﬁ"ﬁj‘ Rezltek PCle GEE Farmily Controller . uﬂﬁ [}_ualr.u

Connect / Discennect
Status

Diagnose
@ Bridge Connections

Create Shortcut
Delete

@J Rename

# Properties

2) Shut down unrelated network card, just use one local connection.

3) If you want connect module to PC directly, user should set static IP for computer which is in the
same network segment with module.
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—_— [l Local conmectians Starus Y Local connactions Praperties _Fl.n'elrne! Protacal Version 4 [TCR/IPw) Propertie: |2 ) |
ile it LoF) i Ere —
N Ll
Organize Hehel i -
i s Lt e, m:mﬂ settings usammjwna;wrrfwurun_:kt;ukwmt:
ol Ll i = Ead | this o . Othervass, need o a our netw ministratorn
h! #0§ Py Conmectyity: Har et gtilha ke far the appropriate Fsem:;. g
ST Resid 1PuE Conrectuity: Ha nebavor
Meadw State: Thi " el | 7 Dtzin an 1P address autnmatically
st i jci.rr;?:f;::;::ﬁ:‘j:l‘;# i Uee the folowing [P addrecs:
Speed: il | s s i P addrez: 192 168, 0 201
[ Detaiz.. | 8l and Ponter Staa ol | subnet masi 355,285 255 . 0
f - W i fntemet Prot Werzizn B
[ i bemet Prifincl Version 41| Defaul gaewsy: 192,168 . 0 . 1
ol W — Link-Layar Topabegy Discogll
Aty ¥ i Link-Leyer Topaiogy Discond | Cirlain OF5 server addrese automaticaly
i Uge the following DMS cerver addressec:
I _1_ Preferred OMS server:
Eyies: Daeciption Alt=miats DRE s=rver:
Transmsion Cortrol Protecol Ankgd
3 o wide area network protacol that ol -
[ HiDsse || Ciagnose aorces divamss infarconnectad nelll T vakdate settings upon exit | e
. o] e
[ = = — :
1.3. Default Parameter
Item Content
User name admin
Password admin
IP address 192.168.0.7
Subnet mask 255.255.255.0
Default gateway 192.168.0.1
Serial baud rate 115200
Serial parameter None, 8 ,1
Local port 20108
Target IP 192.168.0.201
Target port 8234

Diagram 1.3-1 TCP232-310 Default Parameter

1.4. Data Transmission Testing

Steps for network communication parameters:
1) Install USR-TCP232-Test.exe .

2) Connect
3) Protocol:

UART to PC, LAN to PC.
TCP Server

Server IP: 192.168.201 ( PC Static IP)
Server Port No: 8234
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File(F) Options(O)
COMSettings

COM port data receive

4 USR-TCP232-Test RS5232 to Ethernet Convert tester
Help(H)

MWetwork data receive

PartMum IEDMS j

Baudr |115200 -
DPaty |MOME =
DataB 8 bit et

StopB 1 bit -

@ Open

Feew Options

[ Receive to file. ..
[ Add line retwrn
W Receive As HEX

[7 Receiwve Pauze

Save. .. Clear

Send Options

I Data from file ...
[T Auto Checksum

[T Auto Clear Input
[T Send A= Hex

™ Send Recyele

Interval |[1000 ms

Load. . . Clear

[& Ready!

2. Overview

http:/fen usr. cn

Jinan USE Technology Co.,

Ltd.

Send: 0

2.1. Brief Introduction

Send

Recv: 0

Diagram 1.4-1

Reset [& Ready!

Jinan USE Technology Co., Ltd.

http: /fen usr. cn
Send

Send: 0

Port to LAN Test

[E=H(E=E
MetSettings
[1] Protocol
TCP Server -
[2] Local host IP

192.168. 0 .2M

[3) Lozal host port
a234

@ Listening

‘Reecw Options

[ BReceiwe to file. ..
[ #dd line return
W Eeceive As HEX

[” Receiwe Pause

Sawe. . . Clear

Send Options

[T Data from file ...
[ Auto Checkzum

[ Aute Clear Input
[7 Send Az Hex

[~ Send Recycle

Interwal |1000 m=

Load. .. Claar

Recy: 0

TCP232-310 is a new serial to Ethernet device server which realizes data bidirectional transparent
transmission between R31032 /RS485 and RJ45 Port. It is equipped with ARM core with characters of
low power, fast speed, high stability.

It integrates internal TCP/IP Protocol, it also has some industry characteristic function.

2.2. Features

eSupport DHCP (Dynamic Host Configuration Protocol), obtain an IP address automatically;

eSupport DNS (Domain Name System), server address can be defined, domain name resolution;
e\Web-set: Setting parameters through web;
eUpgrade firmware via network;
eSupport AUTO MDI/MDIX, can use a crossover cable or parallel cable connection;
eSerial port baud rate 600 bps ~230.4 Kbps, and None, Odd, Even, Mark, Space, five check bits;
eWork mode: TCP Server, TCP Client, UDP Client, UDP Server, HTTPD Client;
e\Working model related parameters can be set via a serial port or network, setting protocol is available;
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user can integrate it into software;
eSupport virtual serial port, self-developed USR-VCOM software;
eHeartbeat package mechanism to ensure connection is reliable, put an end to connect feign death;
eUser-defined registration package mechanism, check the status of connection;
eUnder TCP Server, Client number is 1-16, default value is 4, the IP connected to Client is visible;
eSupport User-defined MAC address;
eRestore factory default;
eAcross the gateway, switches, routers;
eAcross the gateway, across switches, routers;
eProvide(socket), VB, C++, Delphi, Android, 10S;
eDownload application cases;
eSupport customization;

2.3. Parameters

Parameter Parameter Value
Voltage DC 5~16V
Current 110mA
Consumption <1W

Working temp: -25 ~ 75 °C
Temperature Storage temp: -40 ~ 105 °C
Storage humidity: 5% ~ 95% RH

Diagram 2.3-1 USR-TCP232-310 Parameter

Jinan USR IOT Technology Limited 8753 www.usriot.com
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2.4. Size

—=25+1.0=

|

USR-TCP232-310

t Serial Device Server

75+0.5

50+1.0
83£1.0

Diagram 2.4-1 USR-TCP232-310 Size

2.5. Indicator light

1) power on : both red and green light up, then green light off.
2) Connection : If user turn on Link function , after connection, green light light up.
3) Restore to factory setting for hardware : press” Reload “ and keep it for 5 seconds, green light will blink,
Setting is done.
4) Restore to factory setting when power on : press ” Reload “, then power on, Link light light on , release
“Reload” key after 5 seconds , Link light light off , the module restart, setting is done.
5) Restore to factory setting for software : it can be done by setting software, when the green light
blinks, setting is done.
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3. Module Function

Heartbeat package

"y _ TCP Server/Client
L 3 Serial package Socket A UDP Server/Client
Transparent Transmission Model

Protocol
analysis

Registration package

Liser

“ Parameter setting

L Serial package ¥"8

RFC2217

Serial package iy HTTPD “ HTTPD GET/POST
HTTPD Client Model

Diagram 3-1 Functional flow

Device

3.1. Work Mode

TCP Client
TCP Server
UDP Client
UDP Server
HTTPD Client

3.1.1. TCP Client Mode

It has to be connected before transferring data.

1) In TCP Client Mode, TCP232-310 connects TCP Server actively, establish a connection to transmit date

2) In TCP Client Mode, It has function of identifying disconnected link. When connected, it will send
keepalive package every 15s.If unconnected ,it can be detected timely and enforceTCP232-310 to disconnect
the former link to establish a new one.

3) When TCP232-310 try to connect remote server ,if the local port number is not “0" ,it will establish a
connection with the same source port every time.

4) 1t has synchronizing function of baud rate, user should install USR VCOM Software.
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5) When local port number is “0” , it means local port is random.

3 USR-MO Series ¥2.0.1.521 = EERE
File Language Help =

Operate ¥ia LaH . Operate ¥ia COM
= Base Param (which is without W, usually keep default)
Dewice IF Device Hame MaC Ye. .. .
IF Type % Static IF - HTTP Fort &0
192.168.0.7 05 BO 4C B3 59 83 4012
ModuleStaticlP d¢ 192 168.0.7 Uzer Hame admin
SubnetMask ¥ 255 255 255 0 Fazsword admin
Gateway W 192 168.0.1 Device Hame
[[]Es4zz  [] B3485 Device ID 1
[] Index [] Link [7] Send dewvice ID when comnected
L) Zearch Dewice [ Reset [¥] BFC221T [7] Send data with device ID
Fort Param
Data has been sent Parity/DatafStop HOHE » & = 1| = Baudrate 115200
Dlata has been sent =01TA
Click dewice can read the parameters, right-click Device list I Module work mede TCP Client hd I Local Port
show more RemoteIP 192 168.0.201 Remote Port 5234
Q,-/’ Save Config
Operation Log | Hex Str_egms_

Diagram 3.1.1-1 TCP Client Setting

1. Wodule try to connect to server 1. Server listen & TCP port

o

2 Data transfer through the conpection

MCU

_‘_%24%2?, TCP232-310 < pihernet

Module work at TCP Client mode
Diagram 3.1.1-2 TCP Client Mode
3.1.2. TCP Server Mode

1) It has to be connected before transferring data.

2) In TCP Server Mode, 310 monitors local port, it will response and establish a connection when there
is a request. Up to 4 links at the same time. Once received data, 310 serial port will send data to all the devices
which connect to TCP232-310.

3 ) It has synchronizing function of baud rate, user should install USR VCOM Software.

11
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4) In TCP Server Mode, The maximum number can be configured by user. TCP Client number is from 1
to 16, default value 4. When the Client link is more than 16, the new link will replace the former link from Link 1

& USR-MO Series V2.0.1.521
File Language Help

Operate ¥ia LAN Li Operate ¥ia COM -I
1 Base Param (which is without 9, usually keep default)
Dewice IF Dewice Hame MAC Ve, .. .
IF Type W Static IF - HITF Fort &0
192.165.0.7 I3 BO 4C B3 59 &3 4012
toduleStaticlP J¢ 192 165.0.7 User Hame admin
SubnetMazk % 755 755 705 O Fassword admin
Gateway W 192 165.0. 1 Dewice Hame
L—_: RS425 'l;ﬁ FS4585 Dewice ID 1
[] Index [] Link ] Send dewvice ID when conmected
() Search Dewice [ Reset [ BFCZZIT [ | Send data with device ID
Port Param

Data has been sent Farity/Data/Stop HOHE = 8 - 1 Baudrate 115200 +

Data has been sent
Click dewice can read the parameters, right—click Dewice list Medule work mede TCP Server -

Local Fort 20108

192. 168, 0. 201 Remote Fort 0234

show more

v’ Save Config

Operation Log Hex Streams

Diagram 3.1.2-1 TCP Server Setting

12
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1. module listen TCF port 1. PC connect to the port
o 5 -

2 data transfer from MCU to PC
i o

MCU

- RS2, TCP232-310 <FEthernet

Diagram 3.1.2-2 TCP Server Mode
3.1.3. UDP Client Mode

1) The Model belongs to UDP Protocol.

2) In UDP Client Mode, TCP232-310 won'’t establish the connection actively. It can only communicate with
the target port whose IP has been set. When serial port receive data, it send data to target IP and port. If data
doesn’t come from this channel, it will not be accepted by TCP232-310.

3) In UDP Client Mode, if target IP is set as 255.255.255.255, it can realize function of entire network
broadcast, also can receive broadcast data. If broadcast in network segment ,eg.192.168.0.255, it can only
send data ,can’t receive data.

4) Under UDP Client, maximum data length sent from MCU to TCP232-310 is 1460.

1
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1. Module listen a UDP port

1.PC listen a UDP port
»— iy - &

2. Data transfer With out connectiop only data pg'.f.&t

MCU TCP232-310

. RSEIE e =FEthernet

FS485

Module work at UDP mode

Diagram 3.1.3-1 UDP Client Mode

3.1.4. UDP Server Mode

1) UDP Server is based on normal UDP, it doesn’t validate the source of IP address. Once received UDP

data, it convert target IP to data source IP, similar to TCP Server.

2) In UDP Server Mode, TCP232-310 records an IP, Once it receives data, it will send data to record IP.
TCP232-310 also works as a server, can receive data from Ethernet and convert target IP to data source IP.

# USR-MO Series V2.0.1.521 |_|:|_| = |_§
File Language Help
Operate ¥Wia LaH | Operate ¥ia COM
Baze Param (which iz without M, usually keep default)
Devwice IP Tlevice K MAC Ve, ..
S i ol . 5 TP Type & Static IP g HITE Fort &0
B D BO 40 0 o
ModuleStaticlP d¢ 192, 168.0.7 User Hame admin
SubnetMask ¥ 255 255 255 0 Fazzwerd admin
Gateway W 192 168.0.1 Device Name
[] Bs4zz [¥] B3485 Device IT 1
[] Index [ Link [7] Send dewvice ID when comnected
Ld Search Devwice [] Reset. [V] RFC221T [] Send data with device ID
Fort Param
Data haz been =zent FS Parity/Data/Stop HONE + & + 1 = Baudrate 115200 «

Dlata haz been =zent

Click dewice can read the parameters, right-click Device I Module work mode

UDE Serwver -

192 165.0. 201

li=t show more

-
IS BO 4C 63 59 83 ] L

Fead [ Mac :
Dlata has been sent
Eead 0K

Receive unlmown, length is: 50
RKeceive unlmown, length is; 54

Local Port 20108

Remote Port G234

-

x\/ Save Config

Hex Streamsz

Diagram 3.1.4-1 UDP Server Setting

Operation Log
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L. llodul&e listen a UDP port L.PC listen a UDP port
: : &

2 Data transfer from Module to PEA
By e

MCU

-« Rs2i2., TCP232-310 «FEthernet

RS455
Module work at UDP Server mods
" A

31 ¥

=] E E F

£n

2 @ E E g

® - B )

a 2\ B -]

g | CDE’ !GD oy

E E % ;
5

Diagram 3.1.4-2 UDP Server Mode
3.1.5. HTTPD Client Mode

1) In HTTPD Client Mode, TCP232-310 send data to HTTP Server or receive data from HTTP Server,
complex HTTP protocol will be done by TCP232-310, it is convenient for user to programming.

2) TCP232-310 received data from HTTP Server will send to serial port without process.

3) According to demand, user can define HTTP content. If the request type is POST, TCP232-310 will add
Connection and Content-Length.

4) In HTTPD Client Mode, it supports GET and Post Function .

3.1.6. TCP and UDP Mechanism

TCP UDP
Stable; No connection mechanism;
Advantages Not easy to lose data package; Easy and flexible;
Reliable connection mechanism; Transmission interval is accurate;
Disadvantage | Easy to block up Information; Under bad network condition, it is
Because of check and resend high risky to losing data package
mechanism, interval isn’t accurate
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3.2. DHCP and DNS Function

DHCP: Dynamic Host Configuration Protocol

When 310 connects to remote server, it can obtain an IP address automatically which router or gateway
distributed. If you don’t know how to set IP address or it can’t connect because of the set IP is not in the same
segment, the function is helpful. IP address obtained from DHCP can be checked ,but can’t be modified.

&8 USR-MO Series V2.0.1.521 ==
File Language Help

Operate ¥ia Lill i Operate Via COM
: Base Faram (which iz without 3k, usually keep default)

Device IF Dewice Hame HAC . - e T * T . S
192.168.0.7 User Hame admin
£85. 255, 255.0 Fassword admin
197, 165.0. 1 Dlewvice Hame

[[] Rs4zz  [J] RS485 Device ID 1
[ Index [ Link 7] Send dewice ID when connected
'_:\. el P [] Beset [V] EFCZ217 7] Send data with dewice I

Fort Faram

- Parity/TatafStop HOHE » & = 1| = Baudrate 115200
[ 192.168.0.201 : 50079 ] < [ 192 188.0.7 : 1500 ]
[ Length : 84 1 Module work mede TCP Client - Local Fort 20108
00 00 00 00 40 41 42 43 44 45 46 47 45 49 44 00 00 00 00 OO0 EemateIF 192, 168.0.201 Eemote Fort 5234

00 00 00 0000 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00
00 00 00 00 40 41 42 43 44 45 46 47 48 49 54 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Diagram 3.2-1 DHCP

m

DNS: Domain Name System

e.g. domain name sever is cloud usr.cn, when we don’t know Server IP or Server IP changed, this function
plays an important role, it can connect remote server by resolving server domain name

Note: when use NDS function, gateway must be same as router IP or choose DHCP function.
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&% USR-MO Series V2.0.1.521
File Language Help

Operate Via LaN |

Operate ¥ia COM |

Dewice IF Device Hame

[ Index [ Link

e :
‘4, Zearch Deviece

Fort Faram

EEER R
HiEERE

SEEFRTRECIERNESH. SRoHRENRETESTE

HD [ Mac : D3 BO 4C B3 59 83 ]
#HiETEE

jeo: el

ElFAEHE EA: 50
FHFRAEHE FEN: e

Operation Log

Farity/DatafStop HOHE » & - 1| =

IF Type % Static IF
MaduleStaticlP d¢ 192, 168.0.7
SubnetMask ¥ 755 255 255 0

Satewsy X 105 15 gy

[ Es42z  [U] Bsdas

[ Reset [¥] RFCZ21T

Module work mode TCP (C1ient

| RemoteIF 192 1685.0. 201

Base Param (which is without W, usually keep default)

HITP FPort &0

User Name admin

Fazzword admin

Device Hame
Dewvica I0 1

[] Send dewice ID when comnected

[] Send data with deviee ID

Baudrate 115200
Local Fort 20103

Remote Fort 5234

Hex Streams

3.3. VCOM

USR-VCOM Download: http://www.usriot.com/usr-vcom-setup-software-v3-7-1-520/

Diagram 3.2-2 DNS

USR-VCOM Manual: http://www.usriot.com/usr-vcom-setup-software-user-manual-v3-5-2/

If user’s upper computer and device are all connect by serial port, user can create a COM which has TCP/
IP to realize remote control by USR-VCOM software.

1) Turn off firewall and anti-virus software.

2) Install USR-VCOM.

| advise user to select “Search”or “Smart vcom” to create virtual port. Please refer to 3.3.3

3.3.1. TCP232-310 Works as Client

1) Set module parameters. 310 work model: TCP Client.
2) Open USR-VCOM, set virtual port as follows :

Jinan USR IOT Technology Limited
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& USRVCOM Virtual Serial Port Server V3.7.1.520 [= =] =]
Device(D) Tools(T) Options(O) Chinese  HelpiH)
I onitor il —
Met Protocol Remote [P Remote Port | Local Port | COM Heceivedl Met Receiv | Met State I Reg Il | Cloud D |
COM4 Mot used TCP Server 8234 u] o Connected(1]
& Add Virtua| Serial Port &5 USR-MO Series ¥2.0.1.521 (== d |r_
File Language Help
tutua\ COM:  |COMd | | Operate Via LA [ Operate ¥ia COM
Base Paran (which is without Jr, usually keep default)
Met Protocal: TCP Server -
Device IF Device Name MAC Wao s <
Statie IF - a0
Local IP: 1592168.0.201 \\\ I& B0 4C B3 R S e HITE Fort
ModuleStaticlP ¢ 192. 168.0.7 User Hame adnin
Femote Port: 20108 o
SubnetMask ¥ 555, 255, 285 0 Password  admin
| Local Pt [823¢ |,_\\ Gatersy X oo 1ea 0 1 Davice Hame
> “"“—
Remarks: [ [ Bz FE4TE Dewice I 1
= []Index  [7] Link [7] Send device ID when connected
é oK | 0 Cancel Advanced -
o e [F] Beset RFC221T  [7] Send data with device ID
[~ UseD2D o
Register [0 [0 2)
[~ Use USR CLOUD Heln [FF 01 05 4B A P Baudrate 115200 «
T !-—- |[ 192, 166.0.201 : 48603 ] < [ 192 166.0.7 : 1500 ] Wodule werk fode TCP Client al Port 20108
Claud IC
|T Length : 4 1
s oot 5 RemoteIP 192, 165.0.201 Renste Fort 5234

Diagram 3.3.1-1

Create Server Virtual Port

3) If the work mode and parameter is correct , TCP232-310 will connect automatically. If user want to
monitor sent data, please click “Monitor”. It is used to check whether the data is correct .

@k USR-VCOM Virtual Serial Port Server V3.7.1.520
Device(D) Tools(‘l_’] Options[_OJ _Chinese

Help(H)

! .
Add COM Del COM Conhect | Reset Count K anitar Search Smart VCOM Cluit
Femarks COM Mame |[Parameters COM State Met Protocol emote IP Remote Part | Local Part I COM Fleu:eivedl Met Received I et State

COmM3 Mot uzed TCP Server 8234 a 0 Connected(1)

& Data Monitor |_|;| =] &2

# | Timefms] | COM/MNET | Length | s | Hex
4 1 3
i
Start | Stop | Clear | Save |

Diagram 3.3.1-2

3.3.2. TCP232-310 Works as Server

1) Set TCP232-310 work mode: TCP Server.

2) Set virtual port as follows:

Monitor Date
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@ USR-VCOM Virtual Serial Port Server V3.7.1.520
Device(D) Tools(T) Optionsi0) Chinese Help(H)

@R B O

%ol
Sa

AddCOM | DelCOM Connect | Reset Count Moritor Search Smart VCOM Quit
Remarks I COM Name [ Parameters COM State Met Protocol Remote [P Remate Port | Local Port I COM Recawedl NelF\a:eivﬁ Net State | I ReqlD | CloudlD |

COM1 Mot used TCP Client 192168.0.7 20108 e 1} 0 | Cornected | 0

@ Add Virtual Serial Port [ 52 || &% USR-MO Series V2.0.1.521 ==
File Language Help
Vitual COM. [COMT ~] Operate Via LAN Operate Via COM
Baze Param (which is without W, usually keep default)
Net Protocel] | TCP Client ~z]
= rieoed =0 Devies TP Device Hame HAZ Ve. —_— -
IF Type % Static IF - HITP Port &0
| Remate [P/add: [192.168.0.7 ] N =
4 el | hodul=StaticlP k192, 168.0.7 I Vser Name aduin
Remote Port: | 20108 SubnetMask Y 255, 255 255, 0 Password admin
Local Part: [Ty ~_ Gateway W 192,168 0.1 Ditine B |
Remarks: | - 1 \ [7] Bsazz S485 Device II 1
[F] Index  [F] Link [7] Bend device ID when cennected
6 oK. | 0 Cancel | Advanced + | l a SMMN [[] Reset RFC2217T  []Send data with device ID
i

Bandrate 115200 v

latafStop HONE = 8 =

| E®hT -

| IERRATT 20108
PR [T8E. 165, 0. 201 a3
& |192. B | Remote Port G234
HiREEE .

[iripy

Diagram 3.3.2-1 Create Client Virtual Port

3.3.3. Other Ways to Create VCOM

1) Create VCOM by “search” button.

DTN TINAS 2803 SO SEOVET WS Ladad
Ck

Dinewiy T 53] Halp(H)

& G O e R.@ )

g :I_d ]
s W e : i 4
Ade COM | Del COM Comwrt | Rassl Couni Moo | Geach Smal YO Oui
- UER-TCP232-T24
Romane | DUMMane | Paonelee | Cld Slie | N boieedd | F iFot | LA Reveved | Nel Roroeed | et St [ Reqin | Gody ]
ik Molummd TCPSemwm - | onelcraadibdn ] 0 n Ligken i
LISR-WIFR3Z-%
T el iy i n .
= 3 -‘Fﬂlnﬂﬁ: -id ﬁi’h.l.:.m:pl [T mmw:n—m‘m!ﬂk g
Dewee | | Henoizlp | RenolepPon | Deveepon | Gatewar | MetProiocol | Bouhone | COMPaame [ 10 | Snstosk |
Diagram 3.3.3-1 Search Function
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&k USR-VCOM Virtual Serial Port Server V3.7.1.520
Device(D) Tools(T) Options(Q) Chinese Help{H)

FRemarks COM Mame | Farameters COM State Met Protocol Remote IP Remote Port | Local Port I CO Hecei\redl NetHeceivel I Met State
COM1 Mot uged TCP Server - - 8234 0 0 Connected(1

-

& USR-TCP232-T24 series add virtual serial port Compll'arrt:USRJlTCP232-T24 series |_|:|__|@

[evice [P I MAC | Remote P | Remote Fort ” Device Port | Gateway | et Protocol
192.168.0.7 DHEO4CEIRI 83 192.1658.0.201 8234 2008 192.168.01 TCP Client
Q Add Virtual Serial Port @
Vitual COM: | COM1 |

Met Protocal: ITEF' S%r j

Local IP: I 92)68_0.201
Remate Fort: W 0a

Local Port:

Remarks:

o Cancel

Advanced +

4 T | 3

2 O§ Search Device

7 |
eﬁ‘ Connect Yirtual COM v Set Device

Diagram 3.3.3-2 Search Function

2) Automatically Create
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& USR-VCOM Virtual Serial Port Server V3.7.1.520 (=&
Device(D) Tools(T) Options{O) Chinese Help(H)
e . = - o %l - $—
B RGO S e . O ﬂ
- (__J — . — - -
Add COM Dl COM Cornect | Reset Count Monitar Search Sgrt VCOM Quit
Remarks | COM Mame | Parameters ‘ COR State ] Net Protacal | Remate [P | Remote Part l Local Port ] COM Received | Met Received l Met State ] Reg D | CloudID
COM1 Mot us Smart VCOM
# | Device type | De%e MALC | Device P | Device nhame | State |
[~ Select al ’\_.éb Re sean i Next ‘ -iu Finish ‘
| Click "next” config the mark the device and create virtual serial ports.

Diagram 3.3.3-1 Smart VCOM

3.4. Special Function

3.4.1. RS485 function

TCP232-310 has RS485 terminal . User can use the RS485 terminal of Line 2 to connect directly.
Or use the RS485 terminal of Line 3 , we reserve RS485 interface of Line 3 on PCB.

3.4.2. Factory Reset

1) Hardware: pull “ Reload “ down to 0 V level for 5 seconds then pull CFG( Reload) up to 3.3 V or don’t
connect it, resetting is finished.
2) Software: finish it by set-up software.

3.4.3. Link Function

Link pin can be used as indication pin for TCP connection status.

When connected, it output low level; When unconnected, high level.

When TCP232-310 is in TCP mode,after connection, Link pin will pull down automatically. Otherwise,
Link pin will pull up.

When TCP232-310 is in DUP model, Link pin will always pull down.

Note: Reserved Link pin of TCP232-310 can be used as Link indication.

As Link pin doesn’t stretch out of shell , to realize the function ,user can only use TCP232-310-PCBA
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3.4.4. Reset Function

When TCP232-310 works as TCP Client, it connects to TCP Server actively. When start Reset function,
TCP232-310 try to connect TCP Server for 30 times, if failed, TCP232-310 will restart automatically.
By default, this function is not checked.

3.4.5. ID Function

When TCP232-310 works as TCP Client, it can send ID when establish a connection or carry ID when
sending data. TCP232-310 ID is decimal .1-65535
( 1D function and transparent transmission can’t work at same time )

3.4.6. Index Function

When TCP232-310 works as TCP Server, it can establish 16 links simultaneously at most. Default is 4
Take 4 link as example, Server send data to 4 Client simultaneously or Server can’t distinguish the data
source, Index can realize the choice of data source of sending or receiving.
Index function can be set by setting software or web-page.

3.4.7. RFC2217 Function

By this function , TCP232-310 port parameter can be modified when working . E.g. change baud rate
from 115200bps to 9600bps. The function can be set by software or webpage. By default , it is checked.

When RFC2217 function of TCP232-310 is checked, RFC2217 function of USR-VCOM software is also
checked, the baud rate of software on PC will automatically matched with the baud rate of TCP232-310.

3.5. Additional Function

3.5.1. Display IP and Data

On the webpage of TCP232-310, it can display the IP of device and sent/received data byte, and the total
data byte of TCP232-310.

In TCP Mode, it can display the TOP 5 device IP and sent/received data byte. In UDP Mode, it only
display sent/received data byte.

3.5.2. Serial Port Parameter Setting
For TCP232-310 parameter setting, it doesn’t need CFG (Reload) pin and specific baud rate.
3.5.3. Set Client Number in TCP Server Mode

In TCP Server Mode, The maximum number can be configured by user. TCP Client number is from 1
to 16, default value 4. When the Client link is more than 16, the new link will replace the former link from Link 1
When the Client link is more than 4, send and receive data at same time , the data flow should be within
2.5 KB/s
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3.5.4. Defined MAC Address
Mac address can be modified. Factory Mac address is exclusive.
3.5.5. Defined DNS Server IP

To resolve server domain name, user should send data by gateway or router, then gateway or router
Distributes IP address, it can show IP in the webpage. User can set specific domain name resolution IP,
to specific gateway or router to resolve domain name.

3.5.6. Defined Registration Package

The content of registration package can be defined, 40 bytes at most.

It includes sending registration package when connecting and carrying registration package when sending
data. It can be used singly or together. It support TCP Client.
It is set by webpage, support decimal input and hexadecimal input, doesn’t support character input.

By default, heartbeat package turns off. User can turn on it as follows:

Be Honest, Do Best!

parameter
Local IP Config Enable USR Cloud : [
Heartbeal

Cloud ID:
. Packet:

xpand ction Cloud Password: this function is
: e not open,does not
. Heartbeat For H
Misc Config ma

Send To Com [0 Send To Net support the

tramsmission
3.5.7. Defined Heartbeat Package

= Cuslom

[HEX) A
Custhm Heartbeat Packet: : direction can be
[@ABCDEFGHIJ chosen Chinese
" . 2 characters, and
Heartbeat Time{0~255): 0 (5] 40 bytes in langth

Register Format: [0 Data With [0l Connect with Custom Register
B Packet:

{HER] this function is

@ABCDEFGHIZ not open,does not

support the
Reload ON/OFF : | kil

Jr— direction can be
Cancel | chosen Chinase
characters, and

40 bytes in length

Custom Register Packet:

The content of heartbeat package can be defined, 40 bytes at most. Time set from Os to 65535s.
When Os or data transmission, heartbeat package stop working.
It can ensure connection is reliable, put an end to connect feign death; It can send to LAN Port or Serial
Port singly or at same time. If don’t choose direction, heartbeat package stop working.
User can set the parameter in webpage, it can work in TCP Client and TCP Server .It support decimal
input and sixteen input , doesn’t support character input.
By default, heartbeat package turns off. User can turn on it as follows:
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State Config

Local IP Config

Misc Config

Cloud ID:

Cloud Password:

Heartbeat Format:

Custpm Heartbeat Packet:

Heartbeat Time((0~255):

Register Format:

Custom Register Packet:

Be Honest, Do Best!

Send To Com 7] Send To Net
] (HEX)
@ABCDEFGHN
] (s
7] Data With ] Connect with
(HEX)
@aBCDEFGHIZ

Reload ON/OFF & |

3.5.8. HTTPD Client

= Cuslom

]

Enable USR Cloud : |

Hearthaal
Packet:

this function is
not open,does not
support the
transmission
direction can be
chosen Chinese
characters, and

40 bytes in length

Custom Register
Packet:

this function is
not open,does not
support the
transmission
direction can be
chosen Chinese
characters, and
40 bytes in length

TCP232-310 has HTTPD Client, it support GET and POST. In HTTPD Client, package head and end can
be modified . In GET Mode, package head data is replaced by “$’. In POST Mode, put port data in the end,
“$” means data length in package head, TCP232-310 will assign a value, user don’t need to modify. The
Parameter can be set in webpage.

3.6. Firmware Upgrade

When Module TCP-310 IP and PC IP is in the same segment , click here, then click “firmware upgrade”
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L Series

File Language Help

Operate ¥Wia LA Operate ¥Wia COM

Device IF Device Hame MaC Ve

192 168.0. 7

Restart

Firmware upgrade

=1
Copy The Mac
Cope All Mac
o\\ Search Device
1
00 00 0o 0o 0o 0o 0o oo o0 oo s

[ 192.168.0.201 : 64781 ] = [ 192.168.0.7 : 1500 ]

[ Lemgth : &84 ]

00 00 00 00 40 41 42 435 44 45 46 47 45 49 44 00 00 00 00 Q0
00 00 00 0o 0o o0 00 00 00 00 0000 00 00 00 00 00 00 00 0o
00 00 00 00 40 41 42 435 44 45 46 47 45 49 SA 00 00 00 00 Qo
00 00 00 0o 0o o0 00 00 00 00 0000 00 00 00 00 00 00 00 0o
00 0o 0o oo

+ [l

Operation Log I Hex Streams

Diagram 3.6-1 Firmware Update

3.7. Configuration Protocol

Configuration flow: to configure protocol cross segment ,all communication protocol is set by UDP
Broadcast, Little-endian .In UDP communication,target port number should be 1500. Local port
number is random. All communication protocol is UDP broadcast.

3.7.1. Network setting protocol command

Chart 3.7-1 - Query command

Search FF 01 01 - - - 02

[usrname]
Restart FF XX 02 [MAC] - XX
[password]

2
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Read [usrname]
) . FF XX 03 [MAC] - XX
configuration [password]
. . [usrname] Basic
Basic setting FF XX 05 [MAC] XX

[password] | parameter

. [usrname] Port
Port O setting | FF XX 06 [MAC] XX
[password] | parameter

Factory [usrname]
FF XX Ob [MAC] - XX
Default [password]

. [usrname] Port
Cloud setting FF XX Oc [MAC] XX
[password] | parameter

Heartbeat

[usrname] Port
package FF XX 21 [MAC] XX
Setting [password] | parameter

Extension
setting

To confirm command accuracy ,we set algorithm of sending data and check method: sum check .
From length byte (include length) to check bit (not include check ) ,the sum is check value, only keep
lower byte.

Search command : Fixed command FF 01 01 02, sum check 02=01+01
Restart command : send (22 byte) FF 13 02 00 71 77 7C 42 2F 61 64 6D 69 6E 00 61 64 6D 69 6E 00
FC,

sum check: FC=13+02......6E+00,

From 4th to 9th is TCP232-310 MAC address. The last 12 byte before check bit is user name and

password, both is 6 byte, if not, write 0 (the last byte of user name and password should be 0, the
following name and password is the same rule)

Read Configuration command :send (22 byte) FF 1303 00 71 77 7C 42 2F 61 64 6D 69 6E 00 61 64 6D
69 6E 00 FD,

FD=13+03+ 00+ ... + 6E + 00

From 4th to 9th is TCP232-310 MAC address. The last 12 byte before check bit is user name and
password, both is 6 byte, if not, write 0.

Basic setting command: it includes 67 basic parameter.

E.g:send FF 56 0500 7177 7c 42 2F 61 64 6d 69 6e 00 61 64 6d 69 6e 00 95 63 03 00 00 00 50 00
0007 00 a8 c0c9 00 a8 c000 FF FF FF 55 6¢ 6¢ 2d 66 32 00 00 00 00 00 00 00 00 00 00 61 64 6d 69 6e
00 61 64 6d 69 6e 00 00 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 04, check byte uses sum
check method 04 = 56 + 05 + 00+ ... + 01;

From 4th to 9th is TCP232-310 MAC address,10th to 22th is user name and password .The following
byte is basic setting parameter,the last byte is sum check byte.

Chart 3.7 -2 - basic setting command

ucSequenceNum 1 00 Reserve package head

ucCRC 1 00 Reserve package head
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ucVersion 1 00 Reserve package head
8th 0:DHCP;
ucFlags 1 80 1:Static IP .
7 th  O:Turn off factory default function
1:Turn on factory default function
usLocationURLPort 2 00 00 Not enabled, reserved protocol
usHTTPServerPort 2 50 00 HTTP service port
ucUserFlag 1 00 Not enabled, reserved protocol
ulStaticlP 4 07 00 A8 CO Static IP
ulGatewayIP 4 C900A8 CO Gateway
ulSubnetMask 4 00 FF FF FF Subnet mask
ucModName 14 5553 522D 48 3200 00 Module name
00 00 00 00 00 00
Protocol reserved 2 00 00 Must be 0
username 6 61 64 6D 69 6E 00 User name
password 6 61 64 6D 69 6E 00 Password
ucNetSendTime 1 00 Not enabled, reserved protocol
uild 2 0100 Device ID
bit0(1): send ID when connecting ;
bit1(2): send ID when sending data;
bi310(4): RS485;
ucldType 1 A4 bit4(16): Reset;
bit5(32):Link-state;
bit6(64): index function;
bit7(128):Similar RFC2217 function,
mac_addrs 6 00 00 00 00 00 00 Device Mac address (only support query)
DNSGatewaylP 4 01 00 A8 CO DNS address (only support query)
ucReserved 4 00 00 00 00 Unused

Port configuration: The parameter which is used to configure Lan port and Serial port is 63 byte .

E.g.:send (63 byte ) FF 52 06 00 71 77 7C 42 2F 61 64 6D 69 6E 00 61 64 6D 69 6E 00 00 C2 01 00
0801010100 0000008CA4E 2A 203139 32 2E 31 36 38 2E 30 2E 32 30 31 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 c9 00 ABCO 0001000000 000000 00 0500000000 FO,

Check byte method : FO=52 + 06 + ... + 00 ;

From 4th to 9th is TCP232-310 MAC address,10th to 22th is user name and password.the following
is port parameter +1 byte and check bit .

Chart 3.7-3 - Port setting command

ulBaudRate 4 00C20100 Serial port baud rate
ucDataSize 1 08 Serial port data bite (0X05/0x06/0x07/0x08)
, Serial port check bite
Parit 1 01
ucranty 1:no, 2:0dd, 3:even, 4:mark, 5:space

271753
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ucStopBits 1 01 Serial port stop bite (0x01/0x02)
ucFlowControl 1 00 Not enabled, reserved protocol
ulTelnetTimeout 4 00000000 Not enabled, reserved protocol
usTelnetLocalPort 2 8C4E Local port
usTelnetRemotePort | 2 2a 20 Remote port
31 39 32 2E 31 36 38
2E 30 2E 31 00 00 00 .
uiTelnetURL 30 |00 00 00 00 00 00 00 Egad?g;sj gg_gzma'” name send by ASCII
00 00 00 00 00 00 00
0000
ulTelnetIPAddr 4 00000000 Not enabled,
Cloud function: For 5th ,
ucFlags 1 00 0: turn off cloud 1: turn on cloud
Work mode :
ucWorkMode 1 01 0: UDP, 1:TCP Client, 2: UDP Server,
3: TCP Server 4: HTTPD Client
HTPucFlags 1 00 0: HTTPD GET; 1:HTTPD POST
tc_number 1 04 Client number that TCP Server can connect
uiPackLen 2 0000 Not enabled, reserved protocol
ucPackTime 1 0A Serial port packing time
ucTimeCount 1 91 Write the read data as it is .
ucReserved 5 0000000000 Write 00 00 00 00 00. For extension use

Factory default : send FF 13 0B 0071 77 7C 42 2F 61 64 6D 69 6E 00 61 64 6D 69 6E 00 07;
Sum check: 07 =13+ 0B+ ... + 6E + 00
From 4th to 9th is TCP232-310 MAC address,10th to 21th is user name and password , both is 6

byte ,if not , write 0.

Cloud function command : send FF 13 0c 00 71 77 7c 42 2F 61 64 6d 69 6e 00 61 64 6d 69 6e 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 08;
Sum check: 07 =13+ 0c+ ... + 6E + 00+...+00;
From 4th to 9th is TCP232-310 MAC address,10th to 21th is user name and password , both is 6
byte ,if not , write 0. The following is Cloud ID and password, the last one is check bit.
Heartbeat package function: send FF 1321 007177 7c 42 2F 61 64 6d 69 6e 00 61 64 6d 69 6e 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0000 00 00 00 0000 0000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 0O 0000 0000 00 00 00 000000 00 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 1d;
Sum check: 1d =13 + 21 + ... + 6E + 00+...+00;
From 4th to 9th is TCP232-310 MAC address,10th to 21th is user name and
password, both is 6 byte ,if not , write 0. The following is heartbeat and registration
Sending direction,heartbeat time, heartbeat package length,registration package
length,heartbeat package,registration package,heartbeat package and registration
package are both 40 byte, if not,write 0, the last one is check bit.

Chart 3.7-4 - Heartbeat&registration package command
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1this 1: heartbeat package to
Lan port.
2th is 1: heartbeat package to
Serial port.
3th is 1: send registration
package.
4th is 1: data carry registration
package.
H_R_ucFlags ! 00 5this 1: httpd remove package
head.
6th is 1: turn on serial port setting
parameter function.
7this 1: input heartbeat package
16 binary system.
8th is : input registration package
16 binary system.
heart_times 1 3c heartbeat time
heart_len 1 00 heartbeat package length
register_len 1 00 registration package length
00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00
heartbeat 40 00 00 00 00 00 00 00 00 00 00 00 00 00 heartbeat package content
00
00 00 00 00 00 00 00 00 00 00 00 00 00
register_s 40 00/00/00 0000 00 00 00 00 0000 00 00 registration package content
- 00 00 00 00 00 00 00 00 00 00 00 00 00
00

3.7.2. Network echo command.

Search command return result : (36 byte) FF 24 01 00 00 cO a8 00 07 00 71 77 7c 42 2F 01 Oc 00 00 55 53
52 2d 4b 32 00 00 00 00 00 00 00 00 00 00 F2

Initial value is 0X00, subtract each byte in sequence.

F2=00-FF-24-01-00-4B-...-31-00-00.

Chart 3.7-5 - Search instruction reply command

TAG_STATUS 0 FF Fixed number

Packet_length 1 24 Fixed number
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CMD_DISCOVER_TARGET 2 01 Fixed number
Board_type 3 00 Fixed number
Board_ID 4 00 Fixed number
Client_IP_address 5~8 CO A8 00 07 Device IP (big-endian)
MAC_address 9~14 AC CF 2320 FE3D | Device MAC (big-endian)
Firemware_version 15~18 01 00 00 Firmware version

5553 52 2D 4B 32
Application_title 19~34 00 00 00 00 00 00 Device name
00 00 00 00

Initial value is 0x00, subtract
TAG_STATUS byte in sequence
u until the last byte. Result is
checksum

checksum 35 FO

Return result of restart command: (4 byte )

FF 01 02 4B ,if user name and password is correct 4B = 'K’

FF 01 02 50 ,user name and password is wrong 50 ='P'
Return result of read command: return result is all parameters of TCP232-310 ,264 byte
Not include check and protocol ,return parameter directly. Refer to Chart 2-4. Return result
In 3 package. 130 byte, 50 byte, 84 byte.

e.g.. 9563030000 005000000700A8C00100A8CO0O00FFFFFF 5553522D 544350323332
2D 33 31 300000 61 64 6D 69 6E 00 61 64 6D 69 6E 00 00 01 00 A4 AC CF 23 20 FE 10 00 00 00 00 00
00 00 008025000008010101000000008C4E 2A 20 3139 32 2E 31 36 38 2E 31 2E 31 33 33 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 8501 A8 CO 00 0100 00 00 00 00 00 00 00 00 00 00;
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 0000000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 30 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 000000000000 000000000000
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00;

If password is wrong ,it returns FF 01 03 50.

Return result of basic parameter setting :

If correct ,itreturn  FF 01 054B.  If password is correct 4B = 'K'
FF 010550 If passwordis wrong 50 ='P'

Return result of serial port parameter setting :

If correct, it return FF 01 06 4B If password is correct 4B = 'K

FF 01 06 50 If password is wrong 50 ='P"
Return result of cloud parameter setting :
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If correct, it return FF 01 06 4B If password is correct 4B ='K'
FF 01 06 50 If password is wrong 50 ='P"
Return result of heartbeat registration parameter setting :
If correct, it return FF 01 06 4B If password is correct 4B ='K'
FF 01 06 50 If password is wrong 50 ='P"
Other return result:
If check sum is wrong , it return "E” + right check sum.
Right operation: FF 01 CMD 'K
If user name and password is wrong , it return FF 01 CMD P’
Other is wrong ,it returns FF 01 CMD’E’

3.7.3. Monitor function

If user want to monitor message, please do as follows with USR-MO0 software.

& USR-MD Series VL0151
File Language Help

e T

Sulact aerial pert [COR =

4, Raad Confug

[ EC ] =+ [ Daweca -
[ Length - 137 ]

55 ED 00 OO 00 &3 00 20 50 00 00 07 OO AE CO 01 00 AS CD 00
FF FF FF 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 00 00 &1
&4 B0 &9 BE 00 &1 B4 &0 28 &E 00 0D 01 00 &4 DB RO 4C &3 59
53 01 00 A3 CO 00 03 03 00 00 CZ 01 00 0§ 01 01 00 90 00 00  _
00 BC 4F 24 20 31 39 32 2B 31 36 38 2F 30 2E 32 30 3 00 00
00 00 00 00 00 03 03 03 00 00 00 00 00 00 00 C8 00 AS CO 00
01 00 04 00 00 00 00 00 00 00 00 00 CO AR 0D 07 AC

Dparation Log Hax Streams

3.7.4. Serial port setting protocol

In order to enter serial port setting mode, user must set command according to
Protocol .TCP232-310 setting commands are as follows. User can also use set up
Software , there is no limit for baud rate of sending data, 9600 and 115200 is high recommend.
Package head is as follows:

55 BD read MO series parameter configuration.

55 BE configure basic parameter configuration

55 BF configure serial port 0 parameter configuration

1
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55 BB configure extend parameter configuration

55 B1 5A restart command

Basic configuration : It includes some serial port parameter configuration. Total
67 byte, check bit xx= 00 + 00 +00+80 ... + 00. Send 55 BE+basic parameter+check bit,
If configuration is right ,it returns BE 4B, otherwise ,it returns BE 45.

Chart 3.7-6 - Port setting command

ucSequenceNum 1 00 Reserve package head
ucCRC 1 00 Reserve package head
ucVersion 1 00 Reserve package head
8th 0:DHCP;
1:Static IP
ucFlags 1 80 7 th  0:Turn off factory default function
1:Turn on factory default function
usLocationURLPort | 2 0000 Not enabled, reserved protocol
usHTTPServerPort | 2 50 00 HTTP service port
ucUserFlag 1 00 Not enabled, reserved protocol
ulStaticlP 4 07 00 A8 CO Static IP
ulGatewayIP 4 C9 00 A8 CO Gateway
ulSubnetMask 4 00 FF FF FF Subnet mask
555352 2D 4B 32 00
ucModName 14 00 00 00 00 00 00 00 Module make
Protocol reserved 2 0000 Must be 0
username 6 61 64 6D 69 6E 00 User name
password 6 61 64 6D 69 6E 00 Password
ucNetSendTime 1 00 Not enabled, reserved protocol
uild 2 0100 Device ID
bit0(1): send ID when connecting ;
bit1(2): send ID when sending data;
bi310(4): RS485;
ucldType 1 A4 bit4(16): Reset;
bit5(32):Link-state;
bit6(64): index function;
bit7(128):Similar RFC2217 function,
mac_addrs 6 00 0000000000 Device Mac address (only support query)
DNSGatewaylP 4 01 00A8CO DNS address (only support query)
ucReserved 4 00 000000 Unused

Port setting command: it include 65 byte, sum check method . Send 55 BF+basic parameter + check bit. If
correct ,it returns BE 4B. Otherwise, it returns BE 45.
Chart 3.7-7 - Port setting command
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ulBaudRate 4 00C20100 Serial port baud rate
ucDataSize 1 08 Serial port data bite (0X05/0x06/0x07/0x08)
Serial port check bite

ucParity 1 01 1:no, 2:0dd, 3:even, 4:mark, 5:space
ucStopBits 1 01 Serial port stop bite (0x01/0x02)
ucFlowControl 1 00 Not enabled, reserved protocol
ulTelnetTimeout 4 00000000 Not enabled, reserved protocol
usTelnetLocalPort 2 8C 4E Local port

usTelnetRemotePort | 2 2a 20 Remote port

31 39 32 2E 31 36 38

2E 30 2E 3100 00 00 IP address or domain name send by ASCII

uiTelnetURL 30 00 00 00 00 00 00 00
00 00 00 00 00 00 00 E.g.: 192.168.0.1
0000
ulTelnetIPAddr 4 00 00 00 00 Invalid byte , arbitrary configuration
Cloud function: For 5th ,
ucFlags 1 00 0: turn off cloud 1: turn on cloud
Work mode :
ucWorkMode 1 01 0: UDP, 1:TCP Client, 2: UDP Server,
3: TCP Server 4: HTTPD Client
HTPucFlags 1 00 0: HTTPD GET; 1:HTTPD POST
tc_number 1 04 Client number that TCP Server can connect
uiPackLen 2 0000 Not enabled, reserved protocol
ucPackTime 1 0A Serial port packing time
ucTimeCount 1 91 Write the read data as it is .
ucReserved 5 0000000000 Write 00 00 00 00 00. For extension use

Read configuration command : TCP232-310 send 55 BD, return value is 137 byte, there is
no check bit. TCP232-310 return parameter is as follows.
Chart 3.7- 8 - Read configuration command

ucSequenceNum 2 55 bd Reserve package head
ucCRC 1 00 Reserve package head
ucVersion 1 00 Reserve package head
8th 0:DHCP;
1:Static IP
ucFlags 1 80 atie

7th  0:Turn off factory default function
1:Turn on factory default function

usLocationURLPor
t
usHTTPServerPort | 2 50 00 HTTP service port

2 00 00 Not enabled, reserved protocol
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ucUserFlag 1 00 Not enabled, reserved protocol
ulStaticlP 4 07 00 A8 CO Static IP
ulGatewayIP 4 C900A8CO Gateway
ulSubnetMask 4 00 FF FF FF Subnet mask
5553 522D 4B 32 00
ucModName 14 00 00 00 00 00 00 00 Module name
Protocol reserved 2 0000 Must be 0
username 6 61 64 6D 69 6E 00 User name
password 6 61 64 6D 69 6E 00 Password
ucNetSendTime 1 00 Not enabled, reserved protocol
uild 2 0100 Device ID
bit0(1): send ID when connecting ;
bit1(2): send ID when sending data;
bi310(4): RS485;
ucldType 1 A4 bit4(16): Reset;
bit5(32):Link-state;
bit6(64): index function;
bit7(128):Similar RFC2217 function,
mac_addrs 6 000000000000 Device Mac address (only support query)
DNS Gateway IP 4 01 00A8 CO DNS address (only support query)
ucReserved 4 arbitrary value Unused
ulBaudRate 4 00C20100 Serial port baud rate
ucDataSize 1 08 Serial port data bite (0X05/0x06/0x07/0x08)
) Serial port check bite
uckarity 1 01 1:no, 2:0dd, 3:even, 4:mark, 5:space
ucStopBits 1 01 Serial port stop bite (0x01/0x02)
ucFlowControl 1 00 Not enabled, reserved protocol
ulTelnetTimeout 4 00 000000 Not enabled, reserved protocol
usTelnetLocalPort | 2 8C4E Local port
;JtsTeInetRemotePo 5 2820 Remote port
31 39 32 2E 31 36 38
, 2E 30 2E 31 00 00 00 | IP address or domain name send by ASCII
uiTelnetURL 30 10000 000000000000 | E.q.: 192.168.0.1
00 0000 00 00 0000 00
ulTelnetIPAddr 4 00000000 Not enabled,
Cloud function: For 5th ,
ucFlags 1 00 0: turn off cloud 1: turn on cloud
Work mode :
ucWorkMode 1 01 0: UDP, 1:TCP Client, 2: UDP Server,
3: TCP Server 4: HTTPD Client
HTPucFlags 1 00 0: HTTPD GET; 1:HTTPD POST
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tc_number 1 04 Client number that TCP Server can connect
uiPackLen 2 00 00 Not enabled, reserved protocol
ucPackTime 1 0A Serial port packing time

ucTimeCount 1 91 Write the read data as it is .

ucReserved 5 0000000000 Write 00 00 00 00 00. For extension use
Current IP 4 07 00 A8 CO Current module IP address

Version 1 01 Version number

Serial port configuration extended function parameter: extended function 112 character, send 55 BB +
special function character + check bit. If correct , it returns BB 4B. Otherwise It returns BB 45.

Chart 3.7-9 - Serial port setting extended function parameter command

00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00

Device ID 20 00 00 00 00 00 00 00 00 Module Cloud ID
CLOUD_password | 8 00 00 00 00 00 00 00 00 Module Cloud password
1this 1: heartbeat package to
Lan port.
2th is 1: heartbeat package to
Serial port.
3th is 1: send registration
package.
4th is 1: data carry registration
package.
H_R_ucFlags ! 00 5this 1: httpd remove package
head.
6th is 1: turn on serial port setting
parameter function.
7this 1: input heartbeat package
16 binary system.
8th is : input registration package
16 binary system.
heart_times 1 3c heartbeat time
heart_len 1 00 heartbeat package length
register_len 1 00 registration package length
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
heartbeat 40 00 00 00 00 00 00 00 00 00 00 00 00 heartbeat package content
00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
, 00 00 00 00 00 00 00 00 00 00 00 00 . :
register_s 40 registration package content
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3.7.5. Reset command
Send 55 B1 5A, if correct , it returns BA 4B, then module restart. If wrong, it won’t return.
3.7.6. Similar T24 series setting protocol

Network command : Fixed format 40 byte data package, please refer to the following format and data ,
TCP232-310 will return 35 bytes data package. 30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39
30 31 32 33 34 35 36 37 38 39 30 31 32 33 34 35 36 37 38 39. When setting parameter ,it send 40 bytes,
returns 35 bytes.

Chart 3.7-10 -Network command

MAC 6 00 CE 83 254D 60 Module MAC that need to be set
Password for network module, 110415
Old password 6 31313034 3135 o
is initial password.
Target IP 4 C9 00 A8 CO Target IP
Target Port 2 2A 20 Target Port
Module IP 4 07 00 A8 CO Module IP
Module Port 2 8C 4E Module Port
Gateway 4 C900A8CO Gateway IP
Work mod 1 01 0:UDP Client, 1:TCP Client
° oae 2:UDP Server, 3:TCP Server
Baud rate 3 00 C201 Port baud rate
Port parameter bit 1 03 Data bit, stop bit, check bit
00 00 00 ID-H,ID-L,ID-type, if don’t need, write 0
Independent ID 3 (ID type has addition meaning ,refer to
appendix [ )
Subnet mask 4 00 FF FF FF Subnet mask,Little Endian

Chart 3.7- 11- Network return parameter

MAC 6 00 CE 83 25 4D 60 | Module MAC that need to be set
Version 1 42 Version

Target IP 4 C9 00 A8 CO Target IP

Target Port 2 2A 20 Target Port

Module IP 4 07 00 A8 CO Module IP

Module Port 2 8C 4E Module Port

Gateway 4 C900A8 CO Gateway IP

Work mode 1 01 0:UDP Client, 1:TCP Client
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2:UDP Server, 3:TCP Server
Baud rate 3 00 C201 Port baud rate
Port parameter bit 1 03 Data bit, stop bit, check bit
00 00 00 ID-H,ID-L,ID-type, if don’t need, write 0
Independent ID 3 (ID type has addition meaning ,refer to
appendix [ )
Subnet mask 4 00 FF FF FF Subnet mask,Little Endian

Port parameter set : Port parameter set of similar 3104 set protocol.
Read parameter command: send 55BC to TCP232, return message and set
Parameter command as follows:

Chart 3.7-12 -Read parameter return command

Head of dat
eadof data 2 55 BC Head of data package

package

Target IP 4 C9 00A8 CO Target IP

Target Port 2 2A 20 Target Port

Module IP 4 07 00 A8 CO Module IP

Module Port 2 8C 4E Module Port

Gateway 4 C900A8 CO Gateway IP

Work mode 1 01 0:UDP Client, 1:TCP Client
2:UDP Server, 3:TCP Server

Baud rate 3 00 C2 01 Port baud rate

Port parameter 1 03 Data bit, stop bit, check bit

bit

00 00 00 ID-H,ID-L,ID-type, if don’t need, write 0

Independent ID 3 (ID type has addition meaning ,refer
to appendix [ )

Subnet mask 4 00 FF FF FF Subnet mask,Little Endian

Firmware version | 1 58 Firmware version lowest byte

Sum Check 1 B9 Sum check, from target IP to sum
check (result keep low byte )

Chart 3.7- 13 - Set parameter command

Head of data
eadorda 2 55 BA Head of data package
package
Target IP C9 00A8 CO Target IP
Target Port 2A 20 Target Port
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Module IP 4 07 00 A8 CO Module IP
Module Port 2 8C 4E Module Port
Gateway 4 C900A8 COo Gateway IP
0:UDP Client, 1:TCP Client
Work mode 1 01 en en
2:UDP Server, 3:TCP Server
Baud rate 3 00 C2 01 Port baud rate
Port parameter ’ 03 Data bit, stop bit, check bit
bit
00 00 00 ID-H,ID-L,ID-type, if don’t need, write O
Independent ID 3 (1D type has addition meaning ,refer
to appendix [ )
Subnet mask 4 00 FF FF FF Subnet mask,Little Endian
61 S heck, f t tIP t
Sum Check 1 um check, from targe 0 sum
check (result keep low byte )

3.8. UART Framing mechanism

3.8.1. packing method

TCP232-310 accepts time packing method.

1) packing time standard: more than 4 byte packing time.

2) Calculation method :
\ TCP232-310 Port parameter :data bit 8 byte, stop bit 1 byte, start bit 1byte.
\ Length of one data : 8+1+1=10
\ Packing time of four byte:

P L

Baud rate

\ Port packing length : 400 byte.

\ When baud rate is 115200, default packing time 0.4ms.
3.8.2. Flow calculation

When TCP232-310 work in Cloud mode ,it receives network data, then it sends to

Port. Because port speed is limited, sometimes data will overflow.

E.g network data will send m byte data every n seconds. To check whether data can

Overflow : (support notwork is in good station ,network data transmission time is negligible ) If data won't
overflow , m byte data can be finished in n seconds.

M byte data transmission time :
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1

r=

* 10 + m

Baud rate

If n> 2T ,data won'’t overflow, TCP232-310 work well.

4. Parameter Setting

Parameter setting can be done by webpage and software.

1)TCP232-310 connects PC by LAN (TCP232-310 IP and PC IP should in the same network segment)

2)TCP232-310 connects PC by Router. Under this situation ,one PC can connect several TCP232-310
or one TCP232-310 can connect several devices.

4.1. Webpage Setting

Parameters need to be set:

1) Work Mode

@ TCP Client/ TCP Server/ UDP Client/ UDP Server
2) TCP/UDP parameter:

@ Connection Type : Server/ Client / HTTPD Client
®Remote Port and IP

@ Local Port

3) Serial Parameter

€ Baud rate/Data bit/ Check bit/ Stop bit

®RS485

4) IP and Server setting

Note : After setting parameter, please save and restart.

4.2. Login

Open a browser, type 192.168.07 , Name and password: admin
User can also log in by software.
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P USHE-IWIU »eres VAL LIAL

ile Language Help

Operate ¥Via LAN Operate ¥Wia COM
B
Deyice IF Device Name MAC Warss
192, 168. 0.7 o5 BO 4C B3 59 .33 4012

OpenWeb

Restart

Firmware upgrade

Reset

Copy The Mac
Cope All Mac
'~:{a Search Dlewice | | |

Diagram 4.2-1 Open Web

4.3. State Configuration

Current IP ,Mac, Remote IP/ TX/RX, TX Count/RX Count

Be Honest, Do Best!

State Con
-

Local IP Config Module Name: « Current IP

Sarial Port Current IP Address: 192.168.0.7 J:udfdﬁlﬁs:uf
MAC Address: d8-b0-4¢c-53-50-83 e

, odule
Expand Function I i
R P RX-1: f 0.201/0 /!
emote [P/TX/RX-1 : 192.168,0.201 / 0 byte / 0 byte Remsats
-2 : 0.0.0.0/ 0 byte / 0 byte 1P/ TX/RX:
-3 : 0.0.0.0/ 0 byte / 0 byte IP of server or
Reboot ! device connecting
-4:0.0.0.0/ 0 byte / O byte with module;reset

-5 :0.0.0.0/ 0 byte / 0 byte for dimconnact
TH/RX:data
TX Count/RX Count: 0/ O bytes volume that each
server or device

Diagram 4.3-1 State Configuration

44. Local IP

IP type: Static IP (TCP232-310 Fixed IP)and DHCP (obtain an IP address automatically)
Static IP: don’t set it the same as local network IP

Submask: aims to distinguish network segment, default is 255.255.255.0

Gateway: Router IP

DNS Gateway: default IP is module gateway when gateway or router is resolving domain name
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State Config .
parameter

Local IP Config IP type: | Static IP ¥ | - 1P type:
Serial Port staticte: 192 |.[168 |.Jo  |.[7 . Staticlh o DIk

: 5 ol — . StaticIp:
Expand Function Submask: |255 -|255 - |265 -0 Module’s static ip
—— Gateway: (192 |.[168 [.[o0 [.[1 f Submask:

:._'"" g . ;_"'__ :I l_'_ i HE o . usuail'f

DNS Gateway: |[192 . 168 |-10 1 255.255.255.0
Reboot e
Gateway:
Save | Cancel Usually router’s ip

address

DNS 1IP:
DNS gateway or

Router's IP

Diagram 4.4-1 Local IP

Be Honest, Do Best!

-I0T Experis-

Rebot/Reset Module Restart module

Diagram 4.4-2 Local IP

4.5. Serial Port

1) Baud rate: 600bps~230.4Kbps

2) Stop bit:1, 2

3) Databit:5,6,7,8

4) Check bit : NONE, ODD, EVEN, MARK, SPACE

5) Local Port Number : Fixed port number by default, It can be set “0” when router is connecting Extranet
6) Remote Port number

7) Work Mode: TCP Client/ TCP Server/ UDP Client/ UDP Server/ HTTPD Client

8) Remote Server Address: IP address or Domain name.

9) HTTPD: HTTPD Get or HTTPD Post
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USR

-I0T Experis-

Be Honest, Do Best!

parameter

Local IP Config

Baud Rate:
Serial Port Data Size:
Expand Function Parity:

Misc Config

Local Port Number:

Remote Port Number:

Stop Bits:

115200 [bps

|8 v | bit

i;None "

1 v | bit

20108 | (0~65535)
8234 | (0~65535)

I Work Mode:

\TCP Client v |

I Remote Server Addr

:192.168.0.201

-#R5485:

” RESET:

LINK [

INDEX:

Sync Baudrate(RF2217 similar):
Send device ID when connected: [

Send data with device ID:

Ll

Save || Cancel
Diagram 4.5-1 Serial Port

4.6. Expand Function

Defined registration package and Defined registration package
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USR

-I0T Experis-

e T I BTN

Enable USR Cloud : [
Cloud ID: ||

Cloud Password:

] Send To Com |
[ (HEX)
|@ABCDEFGHIJ

Heartbeat Format:

Custpm Heartbeat Packet:

Heartbeat Time(0~255): 0 | (s)
[ Data With
8 (HEX)
\@ABCDEFGHIZ
Reload ON/OFF @ [

Register Format:

Custom Register Packet:

| Send To Net

| Connect with

Be Honest, Do Best!

« Custom
Heartbeat
Packet:
this function is
not open,does not
support the
transmission
direction can be
chosen Chinese
characters, and
40 bytes in length

Custom Register
Packet:

this function is
not open,does not
support the
transmission

| Save _Cancel_

Expand Function

Diagram 4.6-1

4.7. Misc Configuration

Set module name, user name, pass word, MAC.

USR

-I0T Experts-

parameter

Medule Name: .-

weberver port number: ESU

{1~65535)

Module Id{use for indentify modue): '1

direction can be
chosen Chinese
characters, and
40 bytes in length

Be Honest, Do Best!

« MAC Address:
The module can
modify the MAC
address,all'Fis not
allowed

User name: |admin

Pass word: [admin

Max Clients
Connect To TCP
Server:

MAC Address: [D8B04C635983

when Module is
TCP Server, the

Max Clients Connect To TCP Server: |4 | (1~16)

max number of
TCP client allowed

| Save || Cancel |

Diagram 4.7-1

Misc Setting

to connect
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4.8. Reboot

USR Be Honest, Do Best!

-10T Experts-

State Confi w
e | wew

Local IP Config Rebot/Reset Module Reset Module | Restart module

Serial Port
Expand Function
Misc Config

Reboot

Diagram 4.8-1 Reboot Setting

4.9. Software Setting

1) Search device

&# USR-MO Series V2.0.1.521 Tl @ |

File Language Help

Operate ¥Wia LANW

erate Wia LCNM

"~ Click device can read the pa
right-dick Device list show m

V4

9E.1658.0.7

'«:{h Search Dewvicea

Data has been sent
Data has been =ent
[C1lick device can read the parameters, right—click Dewice list

|show more

Operation Log Hex Streams
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Diagram 4.9-1 Search

2) Set parameters

py wa Er AN AR N

File Language Help

143 USR-MO Series V2.0.1.521 (== [=

Operate Yia LANW Operate ¥ia COW
Base Param (which is without W, usually keep default)
E Device IF Dewice Hame =
1] I IP Type % Static IF - I HITF Pert 80
1 a. ==
ModuleStaticlP d 192, 188. 0.7 User Name admin
SubnetMask ¥ 2552552550 Pazsword admin
Gateway W 192.163.0. 1 Device Hame
[] Rs4zz R5485 Dewvice ID 1
[7] Index [7] Link | Send device ID when conmected
Q S i b T g D Eezet FFCzZ217 :| Zend data with dewice ID

Fort Param

i . Data has been =sent - FParity/Data/Stop HOWE = & - 1 = Baundrate 115200 -
- | Data has been sent F CinE
[Click device can read the parameters, right-click Dewice Module work mede TCP Client b Local Pert

[1ist show more RemoteIP 192.1B5.0.201 Remote Fort D234
|Read [ Mac : D5 BO 4C B3 59 83 ]

Data haz been sent
|Read 0K
Receiwe unkmown, length 1s: 50
Receiwe unkmown, length iz 54 =

al L — l ’VSave Config

Operation Log | Hex Streams /

m

Diagram 4.9-2 Parameter setting
3) Check data
Click “Hex Stream” , it's helpful to understand the protocol and check data by observing data.
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&% USR-MO Series V2.0.1.521
File Language Help

Operate ¥ia LAN [ Operate ¥ia COM |

Dewice IF Dewvice Hame MAC Va. ..

CL Search Dewvice

FF 01 05 4F

[ 192, 165.0.201 : B4781 ] = [ 192 165.0.7 : 1500 ]
[iLength. g 1
FF 01 06 4E

[ 192.168.0.201 : B4781 1 < [ 192, 166.0.7 : 1500 ]
[ Lenzth @ 4 ] |
FF 01 02 4B (3l

l Operation Log I Hex Streams

Diagram 4.9-3 Check Streams

4) Press CFG (Reload) and click “operate via COM” — select serial port— Read Configuration, user can
also set parameters by this way.
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& USR-MO Series V2.0.1.521

File Language

Help

Operate Via LaN

Select serial

Operate ¥Wia COM

port |COM3 -

IF Type ¥ Static TP =
ModulsStaticlP e 192, 168, 0.7
SubnetMask ¥ 255 255 255 0

Gatevay K Jgp 155 g1

'\_.}0 Read Config

[7] R34z2 [¥] B5485
[7] Index [ Link
[j Recet E EFCZ21T

| Fort Param

=]
|FF
64
a3
an
oo
01

ED
FF
(1]
o1
aCc
an
ao

oo
FF
69
aa
4E
oo
04

00 oaon
0o oo
BE 00
AS CO
24 20
00 ao
0o oo

an
ao
61
oo
b |
oo
ao

[LPC ] = [ Dewice ]
[ Length : 137 ]

uli]
oo
64
an
39
uli]
oo

20
oo
[a1]
an
32
oo
oo

S0
ao
69
ao
ZE
an
ao

oo
ao
GE
ao
31
oo
ao

o0
oo
an
cz

o0
o0

a7
ao
aa
a1
38
an
ao

oo
ao
01
[ul}
ZE
oo
co

A
oo

0
30
uli]
A

co
oo
g4
01
ZE
oo
oo

o1
ao
I3
a1
32
ca
a7

oo
ao
EO
[ul}
30
oo

AG €O 00
00 0o Bl
4C B3 58
0o 0o oo
31 00 00
AG €O 00

Farity/DatafSteop HONE +~ 8 + 1 =
Module work mode '[:CP Ciient

‘ FemoteIP 192, 168. 0.201
.

Baze Param (yhich iz without ¥, usually keep default)

HITF Fort

Uszer Hame

Fassword

Device Hame

Dewice ID

| [

a0
admin

admin

1

[] Send device ID when connected

[] Send data with device ID

Bandrate 115200 +

Local Port 20108

Eemote Port 5234

Q_./ Save Config

Operation

La

7e

Hex Streams

5. Appendix

Diagram 4.9-4 Port Setting

Appendix I :-Meaning of Port parameter bit

Jinan USR IOT Technology Limited

Bit number | Instruction Value Description
00 5 bit data bit
01 6 bit data bit
1:0 Data bit choice - -
10 7 bit data bit
11 8 bit data bit
] 00 1 bit stop bit
2 Stop bit - -
01 2 bit stop bit
] 00 Unable check bit
3 Check bit enable -
01 Enable check bit
00 0ODD check
] 01 EVEN check
5:4 Check bit type
10 Set 1
11 Zero Clearing
8:6 Undefined 000 Write O
47153

www.usriot.com
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Appendix Il :ID type of Independent ID

This byte is the last byte of 3 bytes, additional meaning is as follows:
bit0(1) send ID when connecting;

bit1(2)send ID when send data;

bi310(4) RS485;

bit3(8) NC;

bit4(16) Reset;

bit5(32) Link-state;

bit6(64) tcp server index;

bit7(128) baud rate synchronization, similar RFC2217.

When each bit is 1, it means related function is invalid. Otherwise, it is valid, default is
RS485 and similar RFC2217 set 1 .(turn on function, value is 0x84 )

Appendix III:Upper computer Socket programming example

Server Socket code:

1. #include <stdio.h>

2. #include <string.h>

3. #include <sys/socket.h>
4. #include <netinet/in.h>
5. #include <stdlib.h>

6. #include <syslog.h>

7. #include <errno.h>

8. #define MAX_LISTEN_NUM 5
9. #define SEND_BUF_SIZE 100
10. #define RECV_BUF_SIZE 100
11. #define LISTEN_PORT 1010
12. int main()

13. {

14. int listen_sock = 0;
15. int app_sock = 0;

16. struct sockaddr_in hostaddr;

17. struct sockaddr_in clientaddr;

18. int socklen = sizeof(clientaddr);
19. char sendbuf[SEND_BUF_SIZE] = {0};
20. char recvbuf[RECV_BUF_SIZE] = {0};
21. int sendlen = 9;

22. int recvlen = 9;

23. int retlen = 0;
24. int leftlen = 0;
25. char *ptr = NULL;

26. memset ((void *)&hostaddr, @, sizeof(hostaddr));

4
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27. memset((void *)&clientaddr, @, sizeof(clientaddr));
28. hostaddr.sin_family = AF_INET;

29. hostaddr.sin_port = htons(LISTEN_PORT);

30. hostaddr.sin_addr.s_addr = htonl(INADDR_ANY);

31. listen_sock = socket(AF_INET, SOCK_STREAM, ©);

32. if(listen_sock < @)

33. {

34. syslog(LOG_ERR, "%s:%d, create socket failed", _ FILE_ , _ LINE_ );
35. exit(1);

36. }

37. if(bind(listen_sock, (struct sockaddr *)&hostaddr, sizeof(hostaddr)) < @)

38. {

39. syslog(LOG_ERR, "%s:%d, bind socket failed", _ FILE_ , _ LINE_ );
40. exit(1);

41.  }

42. if(listen(listen_sock, MAX_LISTEN_NUM) < @)

43. {

44. syslog(LOG_ERR, "%s:%d, listen failed", _ FILE_ , _ LINE_ );
45. exit(1);

46. }

47. while(1)

48. {

49. app_sock = accept(listen_sock, (struct sockaddr *)&clientaddr, &socklen);
50. if(app_sock < 0)

51. {

52. syslog(LOG_ERR, "%s:%d, accept failed", _ FILE_ , _ LINE_ );
53. exit(1);

54. }

55. sprintf(sendbuf, "welcome %s:%d here!/n", inet_ntoa(clientaddr.sin_addr.s_addr), clientaddr.sin_port);
56. //send data

57. sendlen = strlen(sendbuf) +1;

58. retlen = 0;

59. leftlen = sendlen;

60. ptr = sendbuf;

61. //while(leftlen)

62. {

63. retlen = send(app_sock, ptr, sendlen, 0);

64. if(retlen < @)

65. {

66. if(errno == EINTR)

67. retlen = 0;

68. else

69. exit(1);

70. }

71. leftlen -= retlen;

Jinan USR IOT Technology Limited 49783
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72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.

100.

Client

10.
11.
12.

13.

ptr += retlen;
¥

//receive data
recvlen = 0;
retlen = 0;

ptr = recvbuf;

leftlen = RECV_BUF_SIZE -1;

//do
{

retlen = recv(app_sock, ptr, leftlen, )

if(retlen < @)

{
if(errno == EINTR)
retlen = 0;
else
exit(1);
¥

recvlen += retlen;
leftlen -= retlen;
ptr += retlen;

}

//while(recvlen && leftlen);

printf("receive data is :

close(app_sock);

}

close(listen_sock);

return 0;

}

Socket code:

#include <stdio.h>
#include <string.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <syslog.h>
#include <errno.h>
#include <stdlib.h>
#tdefine MAX_LISTEN_NUM 5
#tdefine SEND_BUF_SIZE 100
#tdefine RECV_BUF_SIZE 100
#define SERVER_PORT 1010
int main()

{ int sock_fd = 0;

%s", recvbuf);
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14. char recvbuf[RECV_BUF_SIZE] = {@};
15. char sendbuf[SEND_BUF_SIZE] = {@};
16. int recvlen = 9;
17. int retlen = 0;
18. int sendlen = 0;
19. int leftlen = 0;
20. char *ptr = NULL;
21. struct sockaddr_in ser_addr;
22. memset (&ser_addr, @, sizeof(ser_addr));
23. ser_addr.sin_family = AF_INET;
24. inet_aton("127.0.0.1", (struct in_addr *)&ser_addr.sin_addr);
25. ser_addr.sin_port = htons(SERVER_PORT);
26. sock_fd = socket(AF_INET, SOCK_STREAM, 0);
27. if(sock_fd < @)
28. {
29. syslog(LOG_ERR, "%s:%d, create socket failed", _ FILE__, _ LINE__);
30. exit(1);
31. }
32. if(connect(sock_fd, (struct sockaddr *)&ser_addr, sizeof(ser_addr)) < @)
33. {
34. syslog(LOG_ERR, "%s:%d, connect socket failed", _ FILE_ , _ LINE_ );
35. exit(1);
36. }
37. //receive data
38. recvlen = 0;
39. retlen = 0;
40. ptr = recvbuf;
41. leftlen = RECV_BUF_SIZE -1;
42. //do
43. {
44. retlen = recv(sock_fd, ptr, leftlen, 0) ;
45. if(retlen < @)
46. {
47. if(errno == EINTR)
48. retlen = 0;
49. else
50. exit(1);
51. }
52. recvlen += retlen;
53. leftlen -= retlen;
54. ptr += retlen;
55. }
56. //while(recvlen && leftlen);
57. printf("receive data is : %s", recvbuf);
58. sprintf(sendbuf, "hello server/n");
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59. //send data
60. sendlen = strlen(sendbuf) +1;
61. retlen = 0;
62. leftlen = sendlen;
63. ptr = sendbuf;
64. // while(leftlen)
65. {
66. retlen = send(sock_fd, ptr, sendlen, 0);
67. if(retlen < @)
68. {
69. if(errno == EINTR)
70. retlen = 0;
71. else
72. exit(1);
73. }
74. leftlen -= retlen;
75. ptr += retlen;
76. }
77. close(sock_fd);
78. }

6. Contact Information

Company: Jinan USR 10T Technology Limited.

Address: Floor 11,Building1,N0.1166 Xinluo Street, Gaoxin Distric, Jinan, Shandong, 250101 China.
Tel: 86-531-55507297 86-531-88826739-803

Web: http://www.usriot.com/

Support:http://h.usriot.com/

Email: sales@usr.cn

7. Disclaimer

The document provides information about USR-TCP232-310 module, it doesn’t grant any license to the
intellectual property rights. Except the responsibility declared in the product sale clause, USR does not assure
any other responsibilities. In addition, USR does not make any warranties for the sale and use of this product,
including the suitability of products for a particular purpose, merchant ability or fitness for any patent, copyright
or other intellectual property infringement.USR may make changes to specifications and products description
without notice.
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8. Undated History

V1.06 2016-7-21 First Version
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