'.K® USR IOT

, .
Be Honest, Do Best ! USR-N540 User Manual www.usriot.com

USR-N540 User Manual

File Version: V1.1.2

Jinan USR IOT Technology Limited 1/73 inquiry@usriot.com


http://www.usr.so/

Be Honest, Do Best !

'.K@) USR IOT

USR-N540 User Manual WWWw.usriot.com
Contents

I O L0 [ Tol QS - AP OUPPPTPTPRTN 4
1.1. Hardware TeSting ENVIFONMIENT .cuuuuuiieiiiiieiiiee e ettt e e ettt e e e e e e e ettt e e e e e e eeeeabaa e e e e e e eeetsnaneeeaaaeee 4
1.2. NetWOTK TESt ENVIFONMIENT. ..eiiiieeiiitiie ettt ettt e e e et ettt e e e e e e eeettb e e e e e e eeeesbaa e e aeeeeeessnnaeeaaaeees 4
(R T B LS [V L T a 1= T TP SPPPPRINt 5
R D T = 41 0 0T ST (o o T T PP 6
B O 1Y T V1 YU RPPPIN 7
D I = T 1=y oo [¥ oy o] o I PP UUPPPPPPTN 7
D T 1 U LT PPN 7
P B = - T (ol o = Y0 =L =T PP UUPPPPPPTN 8
D 11 o 1= o Yo AP UPPUPPPPTRN 9
2.5. INdIicators and Dial SWILCN «.uiveuuueiiii ettt e e e e e e e et e e e e e et e et b e e e e e e eaeb e e e e e eaenaaan 10
BTN B T 1o 1 oY T4 o PP RRPPN 10

B T B T 1 )Y/ ol o S 10

B ST B 1S I T o T Tt AT oY o o 12
B A L2 I T o To T o PPN 12
TR 2 oY 61 il VT o Vot o Yo HF SRR 13
3.1, SOCKET A COMMUNICATION 11tttttttise e e ettt ettt e ettt s s e e e e e e et ab e e e e e e e eeesbae e e e e e e e e eesaa e e e eeeeeassaaneeeeeeeenennnan 14
TR 0 O 1 12 0 1 =T o 1Y/ oo | PPTRRPPN 14
3.1.2. TCP SEIVEI IMIOUE 1.t e e ettt e ettt e e e ettt e e e e ettt e et s e e e e e e et e bbb e e e e e eeeesaban e e eeeeeeeeabnnnneeeeaanes 17
3.1.3. UDP ClENT IMOTE 1.ttt ettt e e e et e et e e e e e e e ettt b e e e e e e e e eesbban e e e e eeeeeeabnaneeeaaanes 18
3.1.4. UDP SEIVEE IMIOTE «.ieiiieeeeiitie st ettt e ettt e e e e ettt et b s e e e e e e et et b e e e e e e e eesaba e e e eeeeeesann e aaaaenes 21
3.1.5. TCP aNd UDP COMPAIISON ttttuuttittttititiuiasseeseeetettuuseseeseeaesssasseeeseeessssaaeeeeeeeesssnnsseeeeeeesssnnnasaaaaenes 24
TR ST = N I 24 0 1= o N 24

3.2, SOCKEL B COMMUNICATION 11tttttttieeseeeeteeeiitie s e e e e e eeettta s s e e e e eeeeebaa e e e eeeeeeessa e e eeeeeeeesanneeeeeeeeasnnnnaeeeeeeenennnnn 26
TR TR o T 1] PPN 28
I B U RV @01V, 1Y o] o] ot o] o I PPN 28
R T Y [oTo | o TU R G (1Y VUSRS 30
3.5.1. Transmit Modbus Protocol in Transparent MOGE .....oiieeieeeiiiiiiee et e et e e e eeeaane e e e e eeees 30
3.5.2. Modbus RTU t0 MOABUS TCP ....iiiieeiiiiiee ettt ettt e e e et e e e e e e e e eaaan e e e e e e eeeensnnneeeeeeees 30
RISTC 1Y, FoTe | o OIS Ao 41V @ L0T=Y VAN SV ot o] o PR 31
TR SV FoTe | o U3 2] 11 T V= PRSP 34

I ST O] 2 1o 1 W T I 1] ot o o RPN 39
I Y [§1SEr=To [T N ST ot o] oLy PPN 40
0t R L P 40
0 N 40
3.7.3. Heartheat PaCKet FUNCLION. ... ittt ieeeitce s et e et e e e e e e e et e e e e e e e e e asanneeeeeeeeeennnnaeeaeennes 40
3.7.4. Registration Package Packet FUNCLION ...iiuuuiiiiiiii e e e et e e e et e e e e e e e e e et e e e esaeeeeenaneeeeens 42
T A T VAV o I T o - SRR 44
I A T OV o0 YT IV =T o1 = Yo RPN 46
3.7.7. NetWork Printing FUNCEION .uuuui et e e e e e e e et e e e e e e e e e asaan e e e e e e eeeennnaeeeeeeens 47
3.7.8. Serial Port Packaging MECNANISIN cuveuuuee i e eiieeities e e e e eeeeees e e e e e e e e e s e e e e e e e eeeaaaaeeeeeeeeeensnnnnaeeeeaees 49

Jinan USR IOT Technology Limited 2/73 inquiry@usriot.com


http://www.usr.so/

,‘x@ USR IOT

Be Honest, Do Best !

USR-N540 User Manual Www.usriot.com

3.7.9. FIOW CalCUIGEION ettt ettt ettt e e e e e e e ettt e e e e e e e e eetaba e e e e eeeeeenbaneeeaaaees 49

3.7.10. Synchronous baud rate (RFC2217) .uuu i e e et e et e e et e e e e e e e e e e e e e eaa e e e eaaneeeeanneeeennneaarenn 50

TR B CT=T o B Y Y TSP UTPPTRR R PPRPPPN 51

N B B T2 ol 1 I PP 51

I S Tl o o= T ={l oo o PSP PPRPPPN 52

N AV Y Y Y PP 52

3.7.15. FIrmMWare UPEIade oo e e eeee ettt ettt e ettt e e e e e e e ettt e e e e e e e e eeeabaa e e e e e e eeesann e eaeaeees 52

3.7.16. Flow Control RTS/CTS & XON/XOFF .uuuuiiieeieeeiiie et ettt e e e e ettt e e e e e e e e e et e e e e e e e eesnananeeaaaeees 52

T A =Y Lo - o PSP PPPPN 52
Yy ] oY= = o) o Tole ] PSRRI 53
L= AN T Yl W Tg T e o] o Tl | F PSSP 53
N I A = Y= T g (=l e 0 Tol =1 PPN 53

4.1.2. Setting CommMand CONTENT. ... iiieiiiiiie et e ettt e e e e et et e e e e e e et e et e e e e e e eeeebbaa s e eeeeeeeesbaaneeeeeeenssnnnn 53

4.1.3. CommaNds’ RETUIN CONTENT. . iiiiiiitiiiii e e et e eeeitie e e e e e et e e e e e e et et e e e e e e e et tsbaa s e e eeeeeeesaaaaeeeeeeeeennnnn 56
T g Y= g Y= =] (o) o Tl | E PP 58
Nt R = o o] g o T [T PR 58

O AN @o 14 1Y - 12 Vo SRR 58

4.2.3. Enter AT COMMANT MOGE...iiiiiiiiiiiie ettt e ettt e et ettt e e e e e e e et taba e e e e e e eeeessnaneeeaeeenennnnn 60

5. ParameEter CONTIGUIATION .iiiiiiieiiiit sttt e e et e ettt e e e e e e ettt b e e e e e e e ettt b e e e e e e eeeebba e e e e e eeeennnnnn s 60
ST Yo VY (LN O] ol A= {0 [ =1 AT PR 60

I o o (Sl o] Y =N = o Yo F PR 66

I Y= A Y Ol ol A= {0 L= 4o o PPN 72

TR 00 017 ot f PP 72
80 1111 =11 1 0 T=Y S UUPPPRR 72
LU 0T =Y {11 e VPRSP 73

Jinan USR IOT Technology Limited 3/73 inquiry@usriot.com


http://www.usr.so/

,OK® USR IOT

Be Honest, Do Best ! USR-N540 User Manual www.usriot.com

1. Quick Start

Four serial port server USR-N540 is used to realize data transparent transmission between TCP/UDP data package
and RS232/RS485/RS422 interface. Three in one serial port communicating code, support common RS232/RS485/RS422
serial interfaces.

Any question during testing, please submit it on our technical support center: http://h.usriot.com

1.1. Hardware Testing Environment
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Hardware Connection
USR-N540 connects to PC by serial port and RJ45 Port. Then power on USR-N540 with our AC adapterThe below
picture will show you the connection.
Notes:
B ACadapter (12V) and connection cable are provided by USR IOT.
B RS232isinvolved, no connection for RS485.
B PCsin above picture is the same one.

1.2. Network Test Environment

Please check PC setting after hardware connection.
1) Disable PC Firewall and anti-virus software.
2) Disable the network card nothing to do with testing and just leave one local connection.
3)  As for USR-N540 connect with PC directly, should set static IP for PC, which in the same network segment
with USR-N540, like 192.168.0.201.
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PC Local Connection Configuration

1.3. Default Parameter

Default parameter is as below:

User name admin
Password admin

IP address 192.168.0.7
Subnet mask 255.255.255.0
Default gateway 192.168.0.1
Default work mode of port 1 TCP Server
Default local port of port 1 23

Default work mode of port 2 TCP Server
Default local port of port 2 26

Default work mode of port 3 TCP Server
Default local port of port 3 29

Default work mode of port4 TCP Server
Default local port of port 4 32

Baud Rate 115200
Parity bit/Data bit/Stop bit None/8/1
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1.4. Data Transmission Test

Data transmission test is based on the default parameters, please refer to the following steps:

1) Open test software “USR-TCP232-Test.exe”, and do hardware connection according to Chapter 1.1 Hardware
Testing Environment.

2) The right side is Network Settings: TCP Client, IP address: 192.168.0.7, port number: 23, click “Connect” to
build TCP connection.
The left side is Serial Settings: Baud Rate: 115200, Parity/Data bit/Stop bit: None/8/1,
Click “Open” to enable the COM.

Then we can test data transmission between COM and network.

Data from serial to network is: PC’ COM->USR-N540" COM->USR-N540 Ethernet port->PC Network;

Data from network to serial is: PC Network->N540" Ethernet port->N540 COM-> PC’s COM.

The below picture is for your reference:

o %% USR-TCP232-Test RS232 to Ethernet Convert tester - ] x
File(F) Options(Q) Help(H) Ik
N COMSettings COM port data receive Metwork, data receive MetSettings
PartNum |CUM13 j http:/fen usr. cn Jinan USE Technelogy Co., Ltd {13 Protocol
’—_| http:/ en. usr. en Tinan USE Technology Co., Ltd TLCF Client
Baudfi |115200 http:/fen usr. cn Jinan USE Technelogy Co., Ltd (2
DPsity NOME - http:/fen usr. cn Jinan USE Technelogy Co., Ltd 2) Server P
- http:/fen usr. cn Jinan USE Technelogy Co., Ltd 192.168. 0 . 7
Dataft |8 bit :|v http:/fen usr. cn Jinan USE Technelogy Co., Ltd {2} Server Port
StapB 1 bit o http:/fen usr. cn Jinan USE Technelogy Co., Ltd bE
http:/fen. uzr. en Tinan USE Technology Co., Ltd
. Close http:/fen. uzr. en Tinan USE Technology Co., Ltd e .
M http:/fen. uzr. en Tinan USE Technology Co., Ltd ©‘ Disconnect
B ot http:/fen. uzr. en Tinan USE Technology Co., Ltd R ot
57 LpEnes http:/fen. uzr. en Tinan USE Technology Co., Ltd G5 LpEnens
[ Receive to file. .. http:/fen. uzr. en Tinan USE Technology Co., Ltd [ Receive to file...
v add line retwn http://en usr. on Jinan USE Technology Co., Ltd v add line retwn
[~ Receive As HEX http:/fen. uzr. en Tinan USE Technology Co., Ltd [~ Receive As HEX
[ Recsi P http:/fen. uzr. en Tinan USE Technology Co., Ltd [ Recsi P
ecelve Fause Tinan USE Technology Co., Ltd ecelve Fause
Save. .. Clear Tinan USE Technology Co., Ltd Save. . . Clear
Send Options | Send Options
[ Data from file ... [ Data from file ...
[ Auto Checksum 7 dnto Checksum
[T Auto Clear Input [T Auto Clear Input
[7 Send Az Hex ’7 [ Send As Hex
B3EE2
v Send Recycle ey 192.168. 0201 Fort [v Send Recycle
inan USE Technelogy Co., http:/fen. usr.
Interval [1000 ms i:{‘”‘ echnology Co cond B /fen usr. en cond Interval 1000 ms
Load. . . Clear Load. .. Clear
[& Ready! Send: 1140 Recy : 576 Reset [& Ready! Send : B24 Fecy : 1081 Feset
e | T Communication Code

Default Parameter Test
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2. Overview

2.1. Brief Introduction

USR-N540 is used to transmit data transparently between TCP/UDP data packet and RS232/RS485/RS422 interface. It
carries ARM processor, low power, fast speed, high stability and four serial port can work as R$232 or RS485 or RS422
serial interface which comfort to industrial standard.

2.2. Features

ARM base on Cortex-M4 kernel, and reliable TCP/IP protocol stack

Industrial working temperature range from -40C ~85C

Auto-MDI/MDIX,RJ45 port with 10/100Mbps

Support TCP server, TCP client, UDP, UDP server and HTTPD client work modes

One port corresponding to two socket

Support network printing via IP address

Function of Modbus gateway, modbus RTU to modbus TCP, modbus multi-host Polling

Four serial port, each port can work as RS232 or RS$485 or RS422 and work individually

L 0 N o A W N

Distinguish which serial port connect to device via port number

[EEN
o

. Support virtual serial port and provide corresponding software USR-VCOM

[E=N
[EEN

. Serial baud rate from 600bps to 230.4K bps; Check bit of None,Odd,Even,Mark and Space

[EEN
N

. Support static IP, DHCP/DNS and search devices within network through UDP broadcast.

[EEN
w

. Provide serial and network setting protocol, TCP/IP socket example code such as VB, C++ Delphi,Android,|0S

[N
~

. Built-in web page; Customized web page is acceptable

[EEN
O}

. Reload button, one key to restore default settings

[EEN
[@)]

. RJ45 with Link/Data indicator light, built-in isolation transformer and 2 KV electromagnetic isolation

[EEN
~

. The global unique MAC address bought from IEEE, also user can define MAC address

[EEN
(0]

. Upgrade firmware via network

[EEN
No)

. Support web port revise (80 by default)

N
o

. Keepalive, detect dead links and reconnect rapidly

N
[E

. Support account and password, used to page log in and network settings safely

22. Support one channel Web socket, realize bidirectional transparent transmission between web page and serial
side

23. Power supply in two mode, DC adapter or 5.08-2 terminal pin

24. Communication indicator light of four serial port: RX/TX

Jinan USR IOT Technology Limited 7173 inquiry@usriot.com
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25. UPD broadcast function, can receive/send data to all IP in the same network

26. Support DDNS

27. Four serial port (can choose RS232/RS485/RS422 freely) default is DB9, provide the RS485/422 conversion

28. Provide upper TCP/IP socket example.

2.3. Basic Parameter

Network protocol

Parameter Value
Input Voltage DC5~36V
Working Current 95mA@5V
Power <1W
Storage Temp. -45~105°C, 5~95%RH
Net port Rj45, 10/100mMbps
Serial port 600~230.4K(bps)

IPV4, TCP/ IP, UDP, HTTP, DHCP, DNS, ARP,
ICMP, Web socket

Access way to IP

Static IP, DHCP

DDNS

Support

User parameters

Software setting, webpage setting

Single transparent transmission

TCP Server/TCP client/UDP Server/UDP Client

Modbus

Modbus gateway

Webpage to serial port

Support the webpage to serial port in
websocket communication

customize Support
Synchronous baud rate Support
Httpd client support

TCP Server connection

At max connected 8

Net buffer

Send:16Kbyte; receive:16Kbyte

Serial port buffer

Send: 2Kbyte; receive: 2Kbyte

Average transport delay

<10ms

Set software

USR-VCOM, USR-Cloud, parameters setting

software
others
Certification CE,FCC, ROHS
Jinan USR IOT Technology Limited 8/73 inquiry@usriot.com


http://www.usr.so/

'.K@) USR IOT

Be Honest, Do Best !

USR-N540 User Manual WWWw.usriot.com
Stable class 2KV ESD
SIZE 33.0x19.0x19.2 mm(L*W*H)
Operating Temp. -40~+85°C
Storage temp -45~+105°C
operating humidity 5%~95% RH
Storage humidity 5%~95% RH
Setting with delivery none
Package Electrostatic bubble

2.4. Dimension

% [y
r— =]
ol
200
299
210
200 |§

° USR-N540

4 Ports Serial Device Server

122,

29
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2.5. Indicators and Dial switch

2.5.1. Indicator light

"
K <) ;
Pow ) Reload

DC:9-36V DC:9-36V Etharnes
Indicator Description
@Power Indicate power. It is on when power is supplied
Indicate working status. It twinkles when N540 works well.
@Work If it is on or off for a period, N540 works improperly, you
should cut the power and restart.
(3)Tx1 It twinkles when port 1 sends data
(4)Rx1 It twinkles when port 1 receive data
(B)TX2 It twinkles when port 2 sends data
(6)RX2 It twinkles when port 2 receive data
@D1x3 It twinkles when port 3sends data
(8)RX3 It twinkles when port 3 receive data
(9)Tx4 It twinkles when port 4 sends data
(10 RX4 It twinkles when port 4 receive data

2.5.2. Dial Switch

N540 setting serial port can using webpage or dial switch. When choosing the dial switch mode in webpage, the dial
switch is on work; when setting serial port into customize mode, webpage is on work, the webpage is more priority
than the dial switch.

Jinan USR IOT Technology Limited 10/73 inquiry@ustriot.com
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Local TP Config Baud Rate: |[115200 bps(600~230400)bps

SRR Data Size: bit
Parity:

PORT2
Stop Bits: bit

PORT3 ) - -

Serial Mode: |Dial Switch v
FORTS Run Serial Mode: A
Web to Serial Flow Mode: |NONE v
Misc Config UART Packet Time: [0 | (0~255)ms
Reboot UART Packet Length: EI {0~1460)chars

Sync Baudrate(RF2217 Similar):
Enable Uart Heartbeat Packet: [ ] I

Waork Mode: |TCP Server V|| Mone V|
TCP Server MAX Sockets: Up to MAX
Local/Remote Port Number: (1~65535)
PRINT: []
ModbusTCP Poll: [ ] Poll Timeout : (200~9999) ms

Enable Net Heartbeat Packet: []

Registry Type: |None ™| Location v

<> For RS232 port, dial switch are down, such as the below picture.

<> For RS485 port, dial switch are up, such as the below picture.

<> For RS422 port, dial switch on the left are up, dial switch on the light are down,

Jinan USR IOT Technology Limited 11/73 inquiry@ustriot.com
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2.6. DB9 Pin Definition

f
w— 2 3 4
000
. ® 00
© 7 8

S

<> For RS232 port, pin definition is as below

Pin Definition
2 RXD, pin of receives data
3 TXD
5 GND
7 RTS
8 CTS
<> For RS485 port, pin 3 works as “B(-)”, Pin 7 works as “A+”
<> For RS422 port
Pin Definition
2 RX+, pin of receives data
3 TX-
5 GND
7 TX+
8 RX-

2.7. DB9 Pin-board

We provide DB9 pin-board for user to use terminal connection.

Jinan USR IOT Technology Limited 12/73

inquiry@ustriot.com


http://www.usr.so/

'.K® USR IOT

, .
Be Honest, Do Best ! USR-N540 User Manual www.usriot.com

USR 10T

GND

RS232 X RX GND
RS485 A+ B- GND
RS422 T+ T- R+ R- GND

3. Product Function

internal serial N
parameter setting

— pwipserage __, | WTTE profocol | yT7P GET

Httpd Client Mode

AT Command Mode

e Modbus RTU o-—o‘-* Modbus TCP —

| Modbus RTU to Modbus TCP

USR-N540 Function Diagram

Each serial port corresponds to two socket: socket A and socket B. Socket B can be opened or closed.

Notes: USR-N540 supports double sockets. It means one serial port corresponds to two sockets.
Socket A: Supports TCP client, TCP server, UDP client, UDP server, Httpd client

Jinan USR IOT Technology Limited 13/73 inquiry@ustriot.com
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Socket B: Only support work mode of TCP client, UDP client.

Current Status Flow Mode: [NONE v

Local IP Config UART Packet Time: [0 [ (0~255)ms
PORT1 UART Packet Length: [0 | (0~1460)chars

PORT2 Sync Baudrate(RF2217 Similar):
Enable Uart Heartbeat Packet: [ ]

PORTS3
[ Socket Alparameters

Sl Work Mode: |TCP Client V| | None V}
Web to Serial Remote Server Addr: [192.168.0.201 | [N/A]
Misc Config Local/Remote Port Number: |23 I [23 | (1~65535)
Reboot Timeout Reconnection : (1~99999)s
PRINT: []
ModbusTCP Poll: [] Poll Timeout : 200 (200~9999) ms

Enable Net Heartbeat Packet: [ ]

Registry Type: | Nope Y]Location ect With W

Socket BlParameters |

Work Mode: | TCP Client Vv

Remote Server Addr: {192.168.0.201 \

Remote Port Number: [20105 (1~65535)

3.1. Socket A Communication

3.1.1. TCP Client Mode

1) Different from UDP mode, in this mode, connection has status of disconnection and remaining. Connection is
still remained although USR-N540 does not send data.

2) Identify disconnects. After connection built, it sends keepalive searching packet every 15 seconds. Once there
is an interrupt, it can be detected rapidly then make USR-N540 disconnect from former connection and
reconnect.

3) It will connect to same source port when USR-N540 try to connect server and local port is not “0”.

4) It supports USR Synchronous baud rate (Similar RCF2217), which can revise USR-N540’s serial parameter as
baud rate accordingly. This function should be combined with USR-VCOM.

5) Under the same LAN, USR-N540 must be in the same network segment then can communicate. If not,
USR-N540 must be set with right one.

Jinan USR IOT Technology Limited 14/73 inquiry@ustriot.com
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6) Support USR Cloud (http://console.usriot.com)

7)  Support Modbus TCP function.

8) USR-N540 work as TCP Client, it connects to TCP server, Destination IP and port should be cared. The IP can
be device with same LAN, also can be different LAN or cross public network. If it connects to server cross
public network, the server should have public IP.

9) USR-N540 work under TCP Client, It connects to the target IP/Port automatically, will not accept other
connection request.

10) As TCP Client, need to set USR-N540Q’s local port number to be “0 then it can visit server with randomized port
number, so that it can solve unsuccessful re-connection in case server judge connection status abnormally
and shield USR-N540 re-connection request.

11) Test Example

(D Open “USR-TCP232-M4_EA45 setup” software.

Set USR-N540 as TCP Client, Remote IP: 172.16.11.11 Remote port: 8234
Notes: Default IP address and type is static IP at 192.168.0.7. But in order to keep the device and PC in the
same network segment to make the communication correct so we change IP type as DHCP. Just likes the
following picture.
Click “Save COM1”, and search USR-N540.
Then check if the parameters are correct when USR-N540 is found.
4% USR-TCP232-M4,E45 V2.3.3.102 (=] 2 ==
Device(D) FAZI(L) Help
Search List [Click a device to read parameters in the Search List] Fortl Fomr I Ey—— | Y-y |
Device IP Device Mame MAC Wersioh
172161173 USR-N540 DEB04CBAFD FE 3033
Bandrate: [ 115200 - @
Parity/DatafStop: [NOEE  ~|[8 ~|[L ~] @
FlowControl: [35232 v] 7]
Work Mode: [TCE Client - @
EemoteIl: 172 16.11. 11 7
Clear ARP table
[ L, Search Device l ‘ Eemote Fort: 8234 7]
[] Compatible with
Local Port: brc] ]
search word {Hex) 4Bwtes FFO10102 FFOI010Z is universal
Transparent transmi ()
[ =] Open Dewice % Dewice Restarl] l .@E‘ Factory Reset ModbusTCE: Wone v] 3]
Basze Save FackTime: 0 ms (07255) 7
Pacllen: 0 byte M71480) (7]
o e 2
Synchronize bandrate (RFCZ21T 7
192, 186.0.7 & [7] Enable USE Cloud )
2595, 2595, 255.0 (71
192.168.0. 1 ®)
% Sawve COML
FFO10102 (Hex) 4Bptes
Full Show + ] [ %" Baze Save
ACK. TEEEER 1 Search Port:1901
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@ Open “USR-TCP232-TEST” software:
Need to connect to PC’s TCP Server, its IP: 172.16.11.11, Port number: 8234, Click “Listening”

s USR-TCP232-Test RS232 to Ethernet Convert tester = |
File(F) Options(O) Help(H)

COMS ettings COM port data receive Metwork, data receive MetSettings

PortMum ‘EDM1 j (1] Protacal

Baudr 115200 = TCP Server

[2] Local host IP
DPaity [NOME >
’—_|_ 172.16 .11 .11
DatsB |8 bi = [3] Local host port
Stops |1 bit &2 5234

@ Open © Disconnect

Recv Options

7 Receive to file...
[7 Add line return
[v¥ Receive As HEX

Recy Options

[ Receive to file...
[7 hdd line return
[v¥ Receive hs HEX

[ Receive Fause [~ Receive Pause

Save. .. Clear Save. .. Clear

Send Options Send Options

[~ Data from file ...
™ Aute Checksum

[7 Auto Clear Input
[ Send A= Hex

™ Auto Checksum
[7 Auto Clear Input

,—_| [ Send As Hex

[” Send Recyele il 17216117323 d [” Send Recycle
Interwal |1000 Tinan USE Technology Co., http:/fen usr. cn Interval |1000 ms
e " Ltd. Send Send
Load. .. Clear Load. .. Clear

& Ready! Send: 0 Recv: 0 Resst | [& Message:FD_ACCEPT Send: 0 Recy: 0 Reset

TCP Client Test Screen shot

(3 USR-TCP232-TEST software:

Configure serial parameter. Click to open the port. Test software network part shows connection
message:192.168.0.7:49153(port# assigned randomly). Click “send”, you can gain data from each side.
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s USR-TCP232-Test RS232 to Ethernet Convert tester =n| Wl <
File(F) Options(0) Help(H)
COMSettings COM port data receive Metwork data receive MetSettings
PortNum |COM1 bty "'"_"“ s, o CReaeive from 102 165.0.7 | 4%163] (1) Protocal
TR hitp:/fen usr. oa Tinan 1GR Teshnelogs Co, Lid TEP Server
Baudh http:/Ven. wor. om Tinan 168 Teshnalogy Co.. Lid
DPaity |MOME = :*"5 ;","' . o Tinan 158 Teahnelogy Co.. Ltd (2] Local host IP
tep! fien usr. om Tinan 158 Teshoelogy Co., Lid 172.16 .11 .11
DataB |G hit - http "'"_"“ asy. o Jinan USH Teahmeloge Co. Ltd {2 Local host port
stopp [TBE =] | [y Ao e Tinan 1R Teshnelogr Ce. Ltd o
P bty /an. usr. Tinan 5B Testnelogy Co . Ltd
W Close bty /an. usr. Tinan VSR Teshmelogr Co, Lid e
- htsp: /e wsr, o Tinan 158 Teshmelogr Co . Ltd © Discomnect
htip S en usr, o Tinaa 15H T P Ltd
) T elogr Co. L
Recv Options htty .l'.'.lh TEr. oo Tina 158 Teshnelogy Co . Ltd ey Greiams
[7 Receiwe to file... kitkp :"_m B Jinas VSR Teshmelogy Co ., Ltd [7 Receiwe to file...
tip S0 e, o : - N
I hdd L e | [T 10 i 18 Tekeloo . Lt I Add 21 metern
] s inan Technaloge Ce, Lt ]
| Bemaion (s G0R btty.//an. uwr. o= Tinaa 15R Teshneloge Co . Ltd Bl Boefivn Ls [
[~ Receive Fause htip /fen wer, e [~ Receive Fause
http:/fen mer, cm
Save. .. Clear Litp:/fen wer, @ Save. .. Clear
http: ffen oer, o2
Send Options http: /fen mir. o2 Send Options
[7 Data from file ... http: /fon wer. =
[~ Auto Checksum ity Mo v, [~ Auto Checksun
bty /fen mer. em
[7 Auto Clear Input [7 Auto Clear Input
[7 Send As Hex ,—_| [7 Send As Hex
[7 Send Recycle eyl 17216117323 d [7 Send Recycle
Interval |1000 ms i:;\an USE Technology Co., cond http:/fen usr.en cond Interval [1000 ms
Load. .. Clear ) Load. .. Clear
& Ready! Send: 0 Recv: 0 Reset [& Message:FI_ACCEFT Send: 0 Recy: 0 Reset

TCP Client Software Configuration

3.1.2. TCP Server Mode

1) Different from UDP, in this mode, connection has status of disconnection and remaining. Connection is still
remained although USR-N540 does not send data.

2)  USR-N540 listens to local port set firstly, respond and build connection when there is a connection request.
Serial port will send data to all client which connected with USR-N540 at the same time once serial port
received data.

3) It supports USR Synchronous baud rate (Similar RCF2217), which can revise USR-N540 serial parameter as
baud rate accordingly. This function should be combined with USR-VCOM.

4)  Support Modbus TCP function.

5) It support 8 clients connections at max.

2

Under TCP Server mode, USR-N540 listens to local port actively and will not monitor connected IP and port.
When the 9™ client is connected, the oldest one will be ticked.

Test Example

Set USR-N540 as TCP Server Mode, local port 23, same as default.

Open "USR-TCP232-TEST” Software, on the side of Net Settings:

Protocol: TCP Client

Server IP/Port: the same value as the device IP N540

Default IP address and type is static IP at 192.168.0.7 You can find it in the “USR-TCP232-M4_E45 setup”
software you are using.

©® e
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® Click "Connect” to test data transmission.

& USR-TCP232-Test RS232 to Ethernet Convert tester
File(F) Options(0) Help(H)

Metwork data receive

COMSetting: COM port data receive
Parttum ICDM‘I LI

BaudR |1152DD VI
DPsity |NDNE -]
D ataB I8 bit j'
Stopk |1 bit VI

@® Open

rReew Options——
[~ Receiwe to file...
[~ 4dd line retuwrn
¥ BReceive As HEX

[~ Receive Pause

Save. .. Clear

Send Options

[~ Data from file ...
[~ Auto Checksum

[~ Auto Clear Input

[~ Send As Hex

MetSetting
[1] Protocal
I TCP Client vl
[2] Server IP
172.16 .11 .73
[2] Server Port

23

© Disconnectl

~Reew Options

[~ Receiwe to file...
[~ 4dd line retuwrn
¥ BReceive As HEX

[~ Receive Pause

Save. .. Clear

Send Options

[~ Data from file ...
[~ Auto Checksum

[~ Auto Clear Input
[~ Send As Hex

[~ Send Recycle Localllost{172.16 .11 . 11 Port|52304 [~ Send Recycle
l_ inan USE Technology Co. [ hitp: usr. l_
Interval [1000 ms i:‘\an echnology Co., cond poffen usr. en cond Interval [1000 ms
Load. .. Clear Load. .. Clear
& Ready! [ Send: 0 [ Recv: 0 Reset I [& Ready! [ Send: 0 [ Recv: 0 Reset
TCP Server Test Screenshot
3.1.3. UDP Client Mode
UDP
& O#IEAA IP:192. 168. 0. 200
5 wO: 23
USR-N520 RE s C e
C B#RIP:192. 168.0.201
BHrmOS: 23)
v
UDP
( & O##EAA m . O%EEAA IP:192. 168. 0. 201
St plee
R & $¥ECC H R & $¥ECC mH: 23
UDP
) IP:192. 168. 0. 201
& O £0EAA wO: 20
4% 1#EDD

1) It subjects to UDP protocol, no connection, just only sending data.

2)  USR-N540 only communicate with destination port of IP. Otherwise, the data cannot be received.
3) Under this mode, destination Address is 255.255.255.255, then it can make UDP broadcast and receive
broadcast data. Broadcast within segment as 192.168.0.255, it can be sent but cannot be received currently.

4)  Under UDP Client/ UDP Server mode.
5) Test Example:

@ Open USR-TCP232-M4, E45 Setup Software: build a UDP firstly. PC’s IP is 192.168.0.95. Port to be listened

Jinan USR IOT Technology Limited 18/73
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is 20108.
(2) Open USR-TCP232-TEST Software: set USR-N540 as UDP Client, destination port: 20108.
@ Click “Send” at serial side. Remote IP and port becomes USR-N540’s after receiving the data.
Then click “Send” in network part and send data to COM.

ﬂ USR-TCP232-M4,E4A5 V2.3.3.102 EI = IEI
Device(D) H3I(L) Help

Search Lizt [Click a device to read parameters in the Search List]
Portl FortZ I Fortd I Fortd |
Device IP Device Marme MAC Yersion
D2 ED 4
Bandrate: 115200 - @

Parity/Data/Stop: [HOME <[ <[t =]

FlewContral: [35232 v] 71
Fork Mode: [1me -
EemoteIF: 172.16.11. 11 72

_ Clear ARF tahle
[ LJ\. Search Dewice . Femote Fort: 23 71
] Compatible with

Local Port: 23 ]
search word (Hex) 4Bytes FFOL0102 FFOL0102 is universal
Transparent transmi )
[ =| Open Dewice F@_‘ Dewice Restar(] [ @ Factory Reset Home i3]
Base Save FackTime: o m=s (0™255) 71
Faclklen: 0 byte [O714B01 (%)
IF Type: |DHCE Auto II | (7)
Synchronize bamdrate (RFCZ2LT e
192 165.0.7 ) [F] Ensble USE Cloud )
255 255 P55 0 | (7) Dewice 1IN
12 1650 1 ) Communication Code
o/ Save COML
[IModify search word to: FFOI010Z | [(Hex] 4Bytes
Full Show + l l %/ Baze Save
EERE 1 Search Port:1901

UDP Client Software Configuration
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’“‘ USR-TCP232-Test R5232 to Ethernet Convert tester
File(F] Options(Q) Help(H)

COMSettings COM port data receive Metwark, data receive

Porthum |CDM13 j http:/fen. uzr. en [Receive from 192 168.0.7 : 491647 :

http:/fen. uzr. en Tinan USE Technology Co., Ltd

Baudri |115200 http:/fen. uzr. en Tinan USE Technology Co., Ltd

DPaity NOME - http:/fen. uzr. en Tinan USE Technology Co., Ltd

- http:/fen. uzr. en Tinan USE Technology Co., Ltd

Datab 8 bit :|v http:/fen. uzr. en Tinan USE Technology Co., Ltd

m http:/fen. uzr. en Tinan USE Technology Co., Ltd

StopB

@ Close

Fecr Options

" Receive to file...

v #dd line retwn
7 Receive As HEX
" Receive Pause

Save. .. Clear

Send Options

[7 Data from file ...

7 #nto Checlksum

[ Auto Clear Input
[ Send As Hex

v Send Recycle

Interval [1000 ms
Load. .. Clear
[€ Ready!

Tinan USE Technoloegy Co.,

Ltd.

Send: 2260

http:/fen. usr. en
Send

Resat [& Ready!

Recv: 1072

UDP Client Testing Screenshot

RemoteTP[172.16 .11 .11  Port: [49154

Send

Send: 1168

— m] *
NetSettings
{1} Protocol
uoF

{2} Local host IP
172.16 .11 .11,

{3} Local host port
23

@ Disconnect

Feor Options

I Receive to file...
v #dd line retwn
[ Receive As HEX

" Receive Pause

Save. .. Clear

Send Options

[7 Data from file ...
7 #mto Checkzum

[7 Auto Clear Input
[~ Send As Hex

v Send Recycle

Interval (1000 ms
Load. .. Clear
Recv : 2071 Feset

T
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3.1.4. UDP Server Mode
4# USR-TCP232-M4,E45 V2.3.3.102 o] @ |23
Device(D) (L) Help
Search List [Click a dewice to read parameters in the Search List]
Portl FortZ I Fort3 I Fortd |
Device [P Device Mame AT Yersion
A7216.11.73 USR-M540 DEBO4CBAFD FE 3033
Bandrate: 115200 ~| @
Farity/Dats/Stop: [HME  ~|[8 ~|1 =] @
FlowContrel: [R5232 v] (7]
Work Mode: IU'DP Serwver v] (7]
17201681111 ¥}
) Clear ARF table
U\- Search Deviece ‘ 23 (7
D Compatible with
Local FPort: 73 (7]
search word §Hex) 4Bytes FFOI010Z  FFO10102 is uniwversal
Transparent transmi (71
=| Open Device L Dewice RestarL| | @ Factory Reset ¥one 71
Baze Save FackTime: i] mz (072550 ]
FackLen: 0 byte [O714800 (%)
Synchronize baudrate (RFC2ZIT (7]
19 1880 T () [[] Enable USE Cleud (2]
955 55 S50 | (7)
192, 16G.0.1 (7
% Save COM1
[TIModi £y search word to: FFOI0I0Z | (Hex) 4Bptes
Full Show + | | %/ Base Save
a1 Search Port:1901
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i USR-TCP232-Test RS232 to Ethernet Convert tester =] =]
File(F) Options(0) Help(H)
COMS ettings COM port data receive Metwork, data receive MetSettings
PartMum |CDM1 ﬂ (1] Protacal
UoP

Baudf |179200 =

DPaity |MOME = [2] Local host IP
. 172.16 .11 .11
Datak | Sbit hd

[3] Local host port

Stopg | 1bit < 23

__® o | @ Diccomnecy

BRecw Options BRecw Options

|7 Receiwve to file. .. |7 Receive to file. ..
[ Add line retwrn [7 Add line retwrn
¥ BReceive bz HEX ¥ BReceive hz HEX

|7 Receive Fanze |7 Receive Fanze
Save. .. Clear Save. .. Clear
Send Options Send Options

[~ Data from file ... [ Data from file ...
[ Ante Checl=um [~ futo Checkzum

[~ Auto Clear Input [ Auto Clear Input
[ Send k= Hex v B d

RemoteIF:|172.16 .11 .11  Fort: |23

[ Send Reecyele [~ Send Recyele

Tnterwsl (1000 ms Jinan USE Technology Co., 653 T4 T4 TO 3A ZF 2F 65 BE ZE Tnterwal [1000 ms
Ltd. Send 7S T3 T2 2E 63 6F Send
Load. .. Claar Load. . . Clear
& futo Clear Input Send: 0 Recv:0 Reset [& #uto Clear Input Send: 0 Recw: 0 Reset

1) Base on normal UDP, it doesn't verify source IP address. Every time USR-N540 receive one UDP data packet, it
changes destination IP to where data comes and it sends the data to the IP and port which communicate
latest.

Test Example:

Open “USR-TCP232-M4_ E45 Setup” Software: Set USR-N540 as UDP Server, local port: 23.

Open “USR-TCP232-TEST” Software twice. Set work mode as UDP, remote IP and port same with USR-N540".
Click “Send” then the COM receive data.

Click “Send” at serial side, only the software communicate latest can receive the data.

O =
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COM port data ieceive

s USR-TCP232-Test RS232 to Ethernet Comvert tester
Help(H)

FilelF) Options()

COMS eitings

Pt [T 2]

Baudq 115200 -

DPaiy  |MOME -

Datap  |S5d x

Shopd |1 -
# Close J

Raew Oplissa

[T Beceive 1o file
[T hdd line retuwrn
¥ Beceive Az HEX
[T Bsceive Fauxs

Sawe...  Claar

Sand Optisss
[ Data Erom fila
[T hute Checksus
[~ Awte Clear Input
[T Send ks Hex
[T Ssnd Escycls

Interval (1000 ==

Load . Clear

|4 hoto Claar Isgat

htep: /fem usr. an
Lllp:f_l'lln wir.
thekp: /e usy.
hikp: /fam war
hekp: /fem wsr, an
}.l-l.-_p'_."_.'lln wEr
hekp: /e wsr. an
thtep: /Fem usr. on
Lll.?:fj'lll i,
thetp: S/ fem usr

Timan USE Techoslegy Co.,
Ltd

Serd ! (1

Fieev: 0

= F

Rasat |4 huts Clawr Isput

==~

Telellrg:
[1] Protocal

I -
[2] Local hoat IP
172.16 .11 .11
[3] Loc-al it paoat

@ Disconnect

hlm dala receive
Receive fronit. 16 11,11 @ 31
L Ml Taahasl c TF|
Tinen WEE Teobnology Co.. Lzd.
[Timan WEE Tachnalagy Co.. L&d
Tinen WK Teohnology Co., Lid
Timan WSE Technalagy Co,, Lid
Timan WEK Tashnology Co., Led
Timan WK Technology Co.. L&d
Tinesn VSR Tachaalagy Co., Led
Tinen V5K Teshnology Co.. Ltd
[Tinan WSE Techaslogy Co.. Lid
Jiman WEE Teahoology Co., Led
\Temnn WSE T+hm1nnr Co,. Ltd
Timasn WS Technology Co., Lid.
BamataIF:|172. 16, 11,10 Fert- [23
T4 74 TO 3& 2F 2F 65 BE ZE
73 T2 EE B3 GE Send
Send - )

UDP Server Test Screenshot

Reev Oplians

[7 Raceive to £ile
[T Add lise retwrn
I Beceiwe hs HEX

[ Racaiws Fauze

Save...  Clesr

Send Opilions
™ Data frem file ..
T duts Chaskom

= COMSetting:

i Q USR-TCP232-Test R5232 to Ethernet Convert tester
File(F] Options(Q) Help(H)

—LCOM port data receive

Parthum IEDM13 d
BaudR I‘I152DD vl
DPaity |NDNE 'I
| pae [so0 <]
| StopB I‘Ibit VI

un

http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen. usr.

@ Close |

~Recr Options
|~ BReceive to file ..
¥ #dd line retwn
[~ Receive Az HEX

http:
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen usr. on
http:/fen. usr.
htt. /fen nsr. oo

BIL ST

Jinan USE Technology Co., Ltd.
Tinan USE Technoloa Co., Ltd.

|~ Receive Fause

Save. .. Clear

—Send Options

|~ Data from file ...
[~ uto Checksum

[~ huto Clear Input
I~ Send As Hex

¥ Send Recycle

Interval |1 000 ms

Load. .. Clear

|& Input text to send

Jinan USE Technology Co., Ltd.
Jinan USE Technology Co., Ltd.

— O >}

—Metwork data receive —MNetSetting ]
[Receive froaim. 6,10 44 2310 | £13 Protocol

Jinan USE Technology Co., Ltd. I UDF Vl v
Jinan USE Technology Co., Ltd. =
Jinan USE Technology Co., Ltd. £2) Local host IP
Tinan USR Technolosy Co., Ltd 17, 16,11 .11 | |
Jinan USE Technology Co., Ltd. n nn L
Jinan USE Technology Co., Ltd. IMA |
Jinan USE Technology Co., Ltd. - |
Jinan USE Technology Co., Ltd.

@ Disconnectl 0

Tinan VSR Technology Co.,
Ltd

Send

| Send:2820 |

Recw: 1328

~—Recv Options

|~ Receive to file ..

Jinan USE Technology Co., Ltd. ¥ 4dd line retwn |
Jinan USE Technology Co., Ltd. [~ Receive As HEX 9
Jinan USE Technology Co., Ltd. [~ Receive P
Jinan USE Technology Co., Ltd. goRlve fause
Jinan USE Technology Co., Ltd. Save. .. Clear ]
—Send Options .
[~ Data from file ... :
[~ futo Checkzum 3
3
[~ Buto Clear Input 2
I~ Send As Hex "y
172, 16.11. 11 2123
RemoteIP | Port: [# Send Recyole A
E
http:/fen usr. on Interval [1000
Gered] ntery I ms
Resst | [& Input text to zend | Gend:1424 | Recv: 2581 Reset

s AA R TrD andlTND MrAamnarie an

UDP Server Test Screenshot
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3.1.5. TCP and UDP Comparison

Advantages Stable, no loss No Connection mechanism, simple, flexible
Reliable connection mechanism Suit for small packet and high frequency
Resend after data sending fails Accurate data sending interval
Disadvantages Long packet starting More less under bad network environment

Jam for small packet and high frequency
Inaccurate interval resulted from check and

resend mechanism

3.1.6. HTTPD Client

It is used to transmit data from USR-N540 to HTTP server or gain data from HTTP server.
USR-N540 can handle complex HTTP protocol so user just do programming for serial, and not need to worry about
HTTP.
When USR-N540 sends data to HTTP server via serial port, it only needs to send the header of requested data; All the
returned data will be transmitted by USR-N540, user need to analyze the packets.
Test Example:
1) Entry http://192.168.0.7 (N540’s IP) to open its web page
1. Set USR-N540 as HTTPD Client.
2. Set HTTPD packet Header.

Jinan USR IOT Technology Limited 24173 inquiry@ustriot.com
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Current Status Enable Uart Heartbeat Packet: ||
Local IP Config _
'w:::rk Maode: | Hitpd Client ¥ || Mone v

- Httpd Type: | GET ¥ | Remove Httpd Head [#)

PORT2 F1.php?
PORT3
Httpd URL{<100byte):
PORT4

Web to Senal

ET /l.pho?data=$ HITP/1, |
Misc Config st fest.usnen

Httpd Client Headeri<180bvyte):
Reboot P I: veel O

Remaote Server Addr: (172161111 [N/A]
Local/Remaote Port Number: |23 80 (1~65535)
Server Response Time @ |10 (2~255)s
PRINT: L[J
MadbusTCP Pall: | Poll Timeaout @ 200 (200~9999) ms

Enable Met Heartbeat Packet: [

Registry Type: | Mone ¥ | Location| Connect With +

Work Mode: |NOMNE v

HTTPD Client Web page Configuration Screen shot
<Note>:
HTTPD Client only support GET to request HTTPD Server. POST will be available in the following.
GET/ is fixed packet header.
1.php?data= is the visited/submitted the page
S stands for data sent by serial (Serial port does not need to send “$”)
HTTP/1.1 is requested protocol.
Host is means requested IP address/ domain.

Enter twice

2) Save the parameters and restart USR-N540.

3) Open serial port to send data, then the data can be submitted onto our webpage server.
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§¢ USR-TCP232-Test RS3 o8 %
File(F) Options(O) Help(H)
COMSetting COM port data receive Metwork. data receive MNetSetting:

PortMum IED'\"|1 LI [1] Protocol

Baudr 118200 = I TCP Server Vl

lﬁ [2] Local host 1P
DFaty [NONE = 172 16 .11 _11
DataB I8 it j'
= [3] Local host port
StopB I‘I bit j' 23

@ Close |

Recy Options
|~ Receive to file. ..
[~ Add line return

@ Listening |

~Recy Options
|~ Receive to file. ..
[~ Add line return

¥ Receive hs HEX ¥ Receive hs HEX
[~ Receive Pause [~ Receive Pause
Sawe. .. Clear Save. . . Clear
rSend Options—— rSend Options
[~ Data from file ... [~ Data from file ...
[~ Auto Checksum [~ Auto Checlsum
[~ Auto Clear Input [~ Auto Clear Input
I~ Send s Hex [~ Send s Hex
|~ Send Reeyele [~ Send Recyele
Tnterval I-mgg ms Jinan USE Technology Co., http:/fen usr.cn Tl reill |1UUU oS
Ltd. Send Send
Load. .. Clear Load. .. Clear
|& Ready! | Send:30 [ Recv: 0 Reset | [& Ready! [ Send: 0 [ Recv: 0 Reset

HTTPD Client Test Screenshot

3.2. Socket B Communication

USR-N540 support double socket communication mode, socket A and socket B. One serial port corresponding to
two socket communication mode can be realized through setting the parameter of socket B.

Notes: socket B is only used for transparent transmission and only worked as TCP client or UDP client.

Set USR-N540 as double socket communication mode, the data of serial port will be transparently transmitted to
socket A and socket B at one time. When data comes from socket A and socket B simultaneously, USR-N540 will
transmit the data of socket A to serial port firstly, and then transmit the data of socket B once the data of socket A
finished.

Communication example:

1. Setthe parameter of socket A and socket B by web page
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Local 1P Config

Mise Config

Flow Mode: |[NONE e
UART Packet Time: |0 | (0~255)ms
UART Packet Length: |0 {0~14&0)chars

Sync Baudrate{RF2217 Similar):
Enable Uart Heartbeat Packet: [ ]

Work Mode: | TCP Client || None
192.168.0.201

23

Remote Server Addr:

Local/Remote Port Number: |23 (1~65535)

86400
O

[ poll Timeout :
O

'Mone

Timeout Reconnection : (1~09999)5
PRINT:

ModbusTCP Poll:

Enable MNet Heartbeat Packet:

Registry Type: v Location

Socket B

Work Mode:

Paramelters

192.168.0.201

20105

Remote Server Addr:

Remote Port Number: {1~65535)

(200-9999) ms

2.
3.

Cancel

Set up socket A and socket B by “USR-TCP232-Test.exe”, and open serial port which connects to server.
Click “Send” on the software, data will be transmitted from socket A and socket B to serial port.

4% USR-TCP232-Test RS232 to Ethernet Convert tester - o X & O p
File(F) Options(O) Help(H) File(F) Options(0) Help(H)
~COMSettings- 1 ~COM port data receive Network data receive | NetSettings—— || [COMSettings | [ COM port datareceive— [ Network datareceive | [NetSeftings
Portum | COM3 <] SEAANRERAR (1) Protocol Potum |COM3  ~| | [hetp: /fwen. usr. on STRAAREARAT (1) Protocol
v http: . usr. CP Se -
S | TCP Server pas 5200 = p://wwn. usr. on TCP Server
(2) Local host IP (2) Local host IP
DPaity |NONE ¥ DPaity |NONE ¥
. 192.168. 0 .95 - 192.168. 0 .95
DataB |8 bit 5 DataB  |8bit
(3) Local host port - (3) Local host port
Stop |1 bit 20105 Stops |1 bit -l 23
@ Open @ Disconnect © Close @ Disconnect|
Reev Options Recy Option: Recy Option: ~Recy Options-
I Receive to file... [~ Receive to file... [ Receive to file... [ Receive to file...
[V Add line retwrn [V Add line return [V Add line retwn ¥ Add line retwn
™ Receive As HEX |~ Receive As HEX [~ Receive As HEX I~ Receive As HEX
I Receive Pause |~ Receive Pause ™ Receive Fause ™ Receive Pause
Save... Clear Seve... Clesr Save... Clear Save.. Clear
Send Options Send Option: ~Send Options ~Send Options
[ Data from file ... [~ Data from file ... [~ Data from file ... [~ Data from file ...
[~ Auto Checksum I Auto Checksum I~ Auto Checksum I~ Auto Checksum
I~ Auto Clear Input [ Auto Clear Input [~ Auto Clear Input [~ Auto Clear Input
[ Send As Hex = | T Send As Hex [~ Send As Hex [~ Send As Hex
2 192.168.0.7:43153
[~ Send Recycle peers: [i216R0748158 <] [~ Send Reeycle [~ Send Reeycle — | SIS [ Reoyele
ﬁﬁ‘ﬁ‘)\ﬂﬁﬁﬁﬁ http:// SAEAREE http: //www. usr.
Interval [10 ms P:/ e nsro, Sy Interval [10 Interval [10 Rfn . o —_ Interval [10
Load .. Clear Load ..  Clear Load..  Clear Load.. Clear
[€ Ready! Send: 0 Recv:0  _ Reset | [& Ready! [ Send:177 | Recv:20 _ Resst || 1& Readyt | Send:20 | Recv:34 Reset | j& Ready! | Send:17 | Recv:20 _ Reset
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3.3. Short Link

Short link means that the server is not connected at the beginning. It will connect to the server after the serial
ports receives the data and then sends the data. If there is not data transmission in the serial port after sending the
data, device will disconnect with the server. Short link can save server resources to avoid maintaining too many useless
connections.

Enable Net Heartbeat Packet:

Registry Type: | Mone ¥ | Location| Connect With r

Work Mode: | NOME ¥

5 Save || Cancel

Current Status Flow Mode: | NOMNE v
Local IP Config UART Packet Time: |0 (0~255)ms
: 0~1480%chars
SORTY UART Packet Length: |0 ( )
Sync Baudrate(RF2217 Similar): [«
PORTZ2
Enable Uart Heartbeat Packet:
PORT3 Socket A|Parameters
PORT4 1 | Work Mode: |TCP Client ¥ || Shart Connection ¥
. 2 : N/
Web to Serial |Remote Server Addr: [172.16.11.11 [N/A]|
_ 3 |Local/Remote Port Number: [23 23 11~65535]]
Misc Config
Timeout Reconnection : (36400 (1~99990)s
4 |Disconneact Time : |3 (2~255)s |
PRIMNT:
ModbusTCE Poll: Poll Timeout @ {200 (200~9999) ms

»  Only for the mode of TCP client
» Disconnect time: Only for TCP client. If the network failure causes the link to break, the device will actively
connect to the server within fixed time

3.4. USR-VCOM Application

It solve the transmission problem of traditional device PC software working as COM. USR-VCOM  (Virtual com
software) support receiving data from set COM and send serial data out as network.
How to connect USR-N540 with Virtual COM:
1. Set USR-N540 as TCP server
2. Open USR-VCOM software, click “Add COM’ and select COM2 (Avoid existed COM).
Net Protocol: TCP Client
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Remote IP and port is the same one with USR-N540
Remarks: Can write the name of device

3. Click “OK’ to check whether connection is built. “Connected” sow ready for data transmission.

& USR-VCOM Virtual Serial Port Server V3.7.1.520 =@ = |
Device(D) Tools(T) Options(Q) Chinese  Help(H)
) %l
@ bl -
Add COM _[~Diel COM Connect | Reset Count HManitor Search Smart VCOM Quit
Remarks COM Namlamelels COM State MNet Protocol Remote IP Hemote Port | Local Port | COM Hecelvedl Net Received | Met State | Req D | CloudID |
@ Add Virtual Serial Port [ =]
L Wirtusl COM: Comz2 A
Net Pratocol TCP Client A
Remote [P/addr: [192168.0.7
Remote Port 20108
Lacal Port 6234
Remarks Device 1
9 | € cacel | Advanced
USR-VCOM Add a COM
A @ USR-VCOM Virtual Serial Port Server V2.7.1.520 - [m] o
Device(D) Teels(T) Optiens(Q) Chinese  HelpiH) 1
¢ ¢ - ] by
S G| | Sa .
Add COM Del COM Connect | Reset Count Maritar Search Smart VCOM Quit
COM Gtate | Met Protocal | Rerate [P Bemote Pod | Loral Port | COM Beceied | Mat Beceied | Wt Giate [ Begin [ Cloudn |
COmM2 Not used TCP Client 192.168.0.7 23 - 0 0 Connected 0 I
4
E
H
Y |
USR-VCOM Build Connection
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3.5. Modbus Gateway

3.5.1. Transmit Modbus Protocol in Transparent Mode

USR-N540 supports the transmission of modbus protocol in transparent mode

3.5.2. Modbus RTU to Modbus TCP

USR-N540 support Modbus RTU to Modbus TCP, setting method as below:

1.  Open USR-TCP232-M4,E45 Setup Software, set USR-N540 as TCP server or TCP client.

2. Select “ModbusTCP” on the red color
3. Click to save the parameter

& USR-TCP232-M4E45 V2,3.3.102
Device(D) =L Help

Drewvice IF Drewice Mama MaC
1721811.73 LISH-ME40
[ - Sesrch Bevice

[ IJ: Opem Device |L Device Restart

DEBDICBAFDFE 3023

Clear AEF twhle

: :l:m]:llllall wikh

search word (Hex) 4Byies FPOLOIOZ  FROLODIOZ is umiversal

.ﬂ' Factory Reset

Saarch List [Click a dewice to reed paremetars in the Sesrch List]

Bage Save

Bodul eSkmticIF: 182, 168.0.7
SabnetWazk: 255. 2555555, 0

Gatenay: 182.168.0.1

Full Shew +

ACK.

IF Tipe: | Static IF =

£
i)
i)
)

Hodi fr search word to; FFOI0102  (Hax) 4Bytes
w" Hame Sawe

TR - 1
Modbus TCP Configuration

Port] | Parwz | Parnd | Peru

Bandrate: (115200

Farity/Tata/Step :llilﬁ v::ﬂ vl.i 'vl 71

FlasContrel F] (7
Fork Made: m L8
182, 166 0. 201 iy}
23 oy
Local Fort 23 (71

TCP Server style Transparant Lransai -] 71

[H-:-d.hfu:TCE. NodbusTCF -,l ] kg
FackTime: i) wz {0°255) 71
Facklen: o byte DT14600  (7)
& Syncheend re bauds et (RFCZ21T (7

" Enable WSE Clowd 71

% Swwe CORI

Search Port:1801

4. Check and verify Modbus RTU to Modbus TCP through modbus Poll and Modbus Slave

5. Setting modbus software is as below:
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ad - O x| - O X
File Edit Setup Display View Window File Edit Connection Setuo Functions Displav  View Window
Help Connection Setup -4
EECEEERELE - S El
- Connection i
r | ak. | —
Modbus TEP/IP v [
X
Cancel _—
. Senal Settings
) g COM Mode
Pat | O TCRAP O UDPAP P
RTU ASCI
Cancel 9500 Baud
Fart 2 A o O st : Response Timeout
8 Data bitz
115200Baud ~ | | Flw Contral 1000 [ms]
Ewen Parity
9 Data bits v (Josk  [JCTS } Delay Between Pollz
RTS Togale [ms]RTS dissble delay 1 Stop Bi PR (me]
Mone Parity ~ ~
TEP’J”:;Dz _Flemate Modhis Serer
1 Stap Bit v | [P Ignare Unit ID IP Address or Maode Mame
. vl = | [192188.07 v
7 ] Server Port Connect Timeout | ® |d 4
a 0 3000 [ms] O IFvE
] 1] m o ' [T
For Help, press F1. Port 3: 115200-8-N-1 :[For Help, press F1. [192.168.0.7]: 23

6. Click OK once configuration finished, update the data of modbus slave and modbus data will also be updated.

2% Modbus Slave - Mbslavl — O > o — O >
File Edit Connection Setup Display Wiew Window File Edit Connection Setup Functions Display View Window
Help Help
DEE&M[= 22K DESES|X|M = 21|05 061516 17 22 23| TC 12l
Mbslavi Mbpalll
,‘ ID=1:F=03 Tx=199:Err=22:1D=1:F = 03: SA = 1000ms
;
Aliasl 00000 Aliasl 00000
yo 2 0 2
B : 1
B : o
3 0 ? o
4| 0 4 0
B 0 5| 0
| 0 0 0
7| 0 7] 0
| 0 0 0
ol 0 ol 0
For Help, press F1. Port 3: 115200-8-N-1 For Help, press F1. [192.168.0.7]: 23

3.5.3. Modbus Active Query Function

Modbus active query function can be realized through the serial heartbeat packet function of USR-N540.

1. Open serial heartbeat packet function via web page, query command is heartbeat packet data, example:
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Local IP Config Baud Rate: |115200 bps(600-~.230400)bps
Parity: |None
v
PORT3
Serial Mode: |Dhal Swiich
Run Serial Mpde: | HS5232 &
Web to Senal Flow Mode: | NONE v

Misc Config UART Packet Time: |0 (0~255)ms

UART Packet Length: [0 | (0~1460)chars

I Sync Baudrate(RF2217 Similar):

2. Set modbus slave software, refer to the following:

Current Status

Enable Uart Heartbeat Packet: [+]

Uart Heartbeat Packet: |ww.usr.1:n

HEX: [] ASCIL:

Beat Time: |30 | (1~65535)s

Work Mode: |TCF-‘ Client VH MNone W
Remote Server Addr: [192.168 0201 | (/A
Local/Remote Port Number: 23 | |23 | (1~65535)

Timent Rernnnectinn + 85400 1 00000
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2

File Edit Connection Setup Display
MEldS == 8l f s

— O et

View Window Help

| :}(: -

|- Conhection 0K, -
| (®) Serial Part () TCPAP (IUDPAP

s Mode Cancel | —

o @RTU O asCl
115200 Baud ~ ' Flow Control
DSk CTS
g Data bits B N _
RTS Toggle |1 [mz] RTS dizable delay
Maone Parity  » TCR/P
1 Stop Bit v | Pat 302 lgnare Unit 1D

For Help, press F1.

3. Return result for query command is as drawing:

Port 3: 115200-8-M-1
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232 to Ethernet Convert tester — O *
3(H)
Metwork data receive M etSettings
01 03 14 00 01 Q0 02 OO0 Q0 Q0 00 00 00 00 00 Q0 00 00 o0 Q0 00 OO 00 3F FB €12 Protocal
01 03 14 00 01 Q0 02 OO0 Q0 Q0 00 00 00 00 00 Q0 00 00 o0 Q0 00 OO 00 3F FB TCF Client

01 03 14 00 01 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3F FB

01 05 14 00 01 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3F FB t2) ServerlP

01 03 14 00 01 00 02 00 00 OO0 00 00 00 OO 00 00 00 00 00 00 00 00 00 SF FE 172.18.11. 11
01 03 14 00 01 00 02 00 00 00 00 00 OO OO 00 00 00 00 00 00 00 00 00 3F FB {2} Sarver Port
01 03 14 00 01 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3F FB =

01 03 14 00 01 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 3F FB

01 03 14 00 01 00 02 00 00 00 00 00 00 00 Q0 00 00 00 00 00 00 00 00 3F FE @ A sEanee:
01 03 14 00 01 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 0o 0o 00 3F FB

Reov Options

[ Receive to file. ..
¥ 4dd line retwn
¥ Receive hs HEX

[~ Receive Fauze

Save. .. Clear

Send Options

™ Data from file ...
[~ Auto Checksum

[~ Auto Clear Input

[ Send A= Hex
LocalHest|1T2.16. 11,11 Fort|E1089 [ Send Feoyele

http:/fwww. uzr. en Sond Interval [10  ms
[& Eeady! Send: 0 Recy: 250 Reset

3.5.4. Modbus Polling

USR-N540 support modbus polling function under TCP server mode. Set USR-N540 as Modbus Poll, support multiple
host polling to check parameter.

1. Multiple host polling is realized through virtual com.

(D Set parameter of USR-N540 via web page, make sure to select Modbus TCP Poll and set time
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. Flow Mode: | NONE W
Lurrent Status

UART Packet Time: (0~255)ms
0o
_ UART Packet Length: D {0~1460)chars
PORT1
Sync Baudrate({RF2217 Similar): [

PORT3 Uart Heartbeat Packet: |w'.w.r.usr.t:r1

W Beat Time: (30 (1~65535)s
L socketalparameters |

Enable Uart Heartbeat Packet: V]

Misc Config —
| work Mode: | TCP Server || None ~
Reboot TCP Server MAX Sockets: |E_V| Up to May | KICK
Local/Remote Port Number: |23 23 (1~65535)
PRINT: []
[odbusTCP Poll:_[v] Poll Timeout T200 [(200~9999) ms]

Enable Met Heartbeat Packet: [

Registry Type: |None | Location| Connect With s
|l socketBlrarametes |
Waork Mode: | TCP Client V|

Remote Server Addr: |192.168.0.201

Remote Port Number: [20105 (1~65535)

@ Open virtual com software to setup serial ports and connects to USR-N540
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@& USR-VCOM Virtual Serial Port Server V3.7.1.520 hd - ] x
Device(D) Tools(T) Options(Q) Chinese Help(H)
g -
~IEq)
==
M onitor Cluit
Hemote IP Remote Port | Local Part | COk Hecewedl Met Received I MNet State | Reg D I Cloud D |
CliME TNolused it Jeriegny o - i i Connected i :
COM2 Not uzed TCP Client 192168.0.7 23 - 0 0 Connected 0
COM3 Mot used TCP Client 182168.07 23 - il il Connected il
COM4 Notused TCP Clignt T92.168.0.7 23 - 0 0 Connected 0
COME Not used TCF Clignt 192.168.0.7 23 0 0 Connected 0

@ Open modbus slave software, choose the serial port which connected with USR-N540. Run modbus Poll
software and make port-forwarding with this serial port.

@ The value of modbus poll will also be changed when you revise the value of modbus slave.

[FEsE) e NI
File Edit File Edit Connection
Connection  Setup Setup Functions
Display View Display View
Window Help Window Help

S EEE I EEEEEE
Mbslavl Mb..[o |[@ ][]
ID=1:F=03 T<=703: Err=28:1D =
Alias| 00000 Alias|
0 o
1] 0
2| 5
B 7
4| 0
? 12
CE
7 o
B
B
For Help, press F1. For Help, press FL.

| = |
B R B
Mgl B g 1| = |
File Edit File Edit
Connection Setup Connection Setup
Functions Display Functions Display
View Window View Window
Help Help
DEH&E x||| DSE&| x|
Mbpolll Mbpalll
Tx = 754: Err = 28: Tx = 842: Err = 30: 11
Alias 00000 Alias 00000
o |8 o
2 3 2 5
3 7 3 7
4 0 4 ]
5 12 5 12
6 6 6 6
T a 7 0
8 0 8 o
9 o 9 o

|=|E] =& wim= B R
File Edit Connection File Edit
Setup Functions %nnedian Setup
Display View Functions Display
Window Help View Window
DS E & x ||| Hele
===

Mbpolll

Tx =857 Err =352 1D

For Help, press F1. For Help, press F1.

For Help, press F1.

2. Conduct Modbus Polling through Modbus TCP to Modbus RTU

(D Set USR-N540 via software, select Modbus TCP

Mbpalll
Tx=732: Err=27:

For Help, press F1.
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i USR-TCP232-M4,E45 V2.3.3.102 o] @ |3
Device(D) F3Z(L) Help
Search List [Click a dewice to read parameters in the Search List]
Fartl Portl | Portd | Portd |
Device [P Device Name MaC Wersion
1721611.73 USR-ME40 DEBO4CBAFDFE 2033
Bandrate: 115200 - (]
Fasasos .
FlowContral: R5232 - )
o
(71
i Clear ARP table
[ U\.. Search DNewice l (71
[7] Compatible with
Local Port: (]
search werd {Hex) 4Bwtes FFO10102 FFOL010Z2 iz universal
TCP Server style: (]

:‘-ﬂ Dewice Restart] l @ Factory Resetl

[ % Open Dewice

ModbusTCE : ,]] )
= FackTime: m= (017255 (71
Facklen: brte [O714600 ()

Ir Type: |DHCR/duto IF = | (%)

)

)
2]

Symehronize baudrate (RFC2217
[7] Enable USE Clond
)

)

[TIModi fy search word to: FFO1010Z

Full Show +

(Hex) 4Bytes

o Bave COML

ACK.

On-line Device NUM:1

Search Port:1901

@ Open modbus slave software, choose the serial port which connected with USR-N540. Run modbus polling
software to select network mode and connect with USR-N540.

® The value of modbus poll will also be changed when you revise the value of modbus slave.
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RN LY TN ] N ML S ICTR S o S ESNeoy =) NI TN
-
File Edit File Edit File Edit File Edit File Edit File Edit |
Connection Connection Connection Connection Connection Connection
Setup Display Setup Functions Setup Functions Setup Functions Setup Functions Setup  Functions
View Window Display View Display View Display View Display View Display View
Help Window Help Window Help Window Help Window Help Window Help
~u “u = 4 u u
DEESM||DSES x| DEHE X DFES X DsEa x||DEE8 |
i)
e | ENEEn)| EEEE) | R Ch= EEE|
ID=1:F=03 Tx = 956: Err = 0:| | | [Tx = 885: Err = 0:) ||| [Tx = 581: Err = 1:{ [l T = 441: Err = 2: ||| fTx = 375:Err = 0:1]!
- g-Hl| - . . 1 . l
AIlaleOOO AIlasI)OOOO ” || Alias 00000 Allas|00000 H Alias| 00000 Allasl 00000 |y
o ollfe i | E 0 0
1 2 1 2 1 2 1 2 1 2 1 2|
il — A 1 — | il
2 0 2 4l 2 0 2] o 2 0 2 0 l.
3 0 3 o F- 0 3 0 3 0 3 0
4 0 4 o |4 o 4 olff 4 0 a4 0
5 o 5 o i Bl o 5] 1] 5 [i] g ol [l
6 o il ls o | ¢ 0 6 0 6 0 6 0
7 o] 7 o] l o ri o 7 1] 7 1]
8 o [l | e 0 8 o g o 3 ) g 0
B ) o [l1s ol | | et || B o [l .
For Hel E For Help, press F1.
For Help, press F For Help, press F1 or He'p, press F. | | |For Help, press F1 | |l|For Help, press FL.

3. Modbus Polling supports 8 host query for the most, more in the near future. Need set polling time properly
when using modbus polling function. If polling interval is too shot and baud rate is too low for the process of polling
command which might lead to conflict between command circle and polling time.
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3.6. USR-Cloud Function

w

.6.1.

Current Status Flow Mode: | NONE v

Local IP Config UART Packet Time: 0 |(0~258)ms

: 0~14a80)chars
SORTY UART Packet Length: D ( )
Sync Baudrate(RF2217 Similar): 1«

Enable Uart Heartbeat Packet: ||

PORTS

PORT2

PORT4 1 |work Mode: | TCP Client v || Mone v ||

i 2 . i MA
Web to Sexial Remaote Server Addr: |clouddata usrtiot.com [MN/A]

) 5 |Local/Remote Port Number: |0 | 115000 | (1~65535
Misc Config
Timeout Reconnection : 86400 (1~9999Q)s
Reboot
FRIMNT: ||

ModbusTCE Poll: |1 Poll Timeout : (200~9999) ms

Enable Net Heartbeat Packet: ||

4 |-Rel:_:||5tr'gfr ﬂ'pe: | USE Cloud ¥ | Location Connect With v [}

5 |De'ufin:e ID: |please check cloud |

6 ommunications Code:

Work Mode: | NONE \a

T | Save ICanceI

USR-Cloud software is a platform for communication between devices and PC software. The cloud software is mainly
used for data transmission or monitoring remotely. This function only works in TCP client mode and supports the
devices with firmware 3009 and later versions.

»  Login link of USRIOT Cloud: http://console.usriot.com

»  Remote server address: clouddata.usriot.com

»  Local port: The port of device, Remote port: Cloud software’s port

»  Device ID: It is assigned to device by cloud software

» Communications Code: Pass word generated after adding the device to cloud software
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3.7. Value-added Functions

3.7.1. DHCP

DHCP is obtaining IP address automatically. USR-N540 IP obtaining have 2 types: DHCP and static IP. It is static

IP192.168.0.7 by default.

DHCP is effective after change to DHCP and restart. When USR-N540 connects to router or device assigning IP, it
require IP address from host within network, which takes about 5-15 seconds.Then you can search N540Q’s IP address. It

is convenient for setting different IP address in different environment.

<Notes> Don’t set DHCP when USR-N540 connected to PC directly because generally PC don't have the ability of

assigning IP. Otherwise, USR-N540 cannot transmit data normally, but wait for IP.

3.7.2. DNS

USR-N540 access the domain name or dynamic domain name when work under Client mode. The length of domain
name must be less than 30 bytes .USR-N540 will analysis the domain name constantly if cannot connect to destination

server.
When server’s IP address is dynamics, DNS make USR-N540 " parameter no changes if according IP doesn't change

no matter how server IP address changes.

3.7.3. Heartbeat Package Function

Heartbeat packet is divided into network heartbeat and serial port heartbeat. It can send heartbeat packet to serial port
or to network.
Serial heartbeat packet: It can be sent to the serial port as a fixed query command
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Data Size: |!-_V| bit
Parity: |Mone
Clop Bis: |1_V| kot port
Serial Mode: | Deal Smbch F|.1:r_|||.1ll|: Port
R Serial Mode: w FHESSE
Fiow Mode: [NONE — w|
UART Packet Time: Iﬂ—l [0~255)ms
UART Packst Length: [0 | (o~1460)chars
Sync Baudrate(RF2217 Similar):

0 m
random local

Enable Uant Heartbeal Packet: B

Uart Heartbeat Packet: [www.usr.cn

HEX: [ ASCII: ]

Beat Tame: |30 | (1~&5535)s
wark Mode: [TCP Client | [None v|
Remate Server Addr: [152.168.0.201 [h/A]

Local/Remobe Port Mumber: |23 | .23 [1~65535)
Timeowt Beconnection ; [36400 | [1~99009)s
PRINT: []

MaodbusTCP Pell: B Poll Timeout @ |200 | (200-0000) ms

Network heartbeat packet: It used for maintaining connection. Only valid at the mode of TCP client and UDP client.
» Beat time: Set the heartbeat packet time
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Current Status Flow Mode: | HOME v
Local IP Config UART Packet Time: |0 (0~255)ms
UART Packet Length: |0 {0~1460)chars

;

Sync Baudrate(RF2217 Similar): |«
Enable Uart Heartbeat Packet: [ |

PORT3

PORT2

PORT4 Wark Mode: | TCP Server ¥ || Maone v
' v L

Web to Serial TCP Server MAX Sockets: | 8 Up to MAX | KICK

Local/Remote Port Number: |23 23 (1~65535)
Misc Config

PRINT: [
Reboot ' .
ModbusTCP Poll: | Poll Timeout ;200 (200~9999) ms

Enable Met Heartbeat Packet: ||

Registry Type: | USER Register ¥ |Location Connect With

Met Registry Packet: www.usr.cn

HEX: || ASCIIL: |#

SoCker B|Paramerers
Waork Mode: | NOME r

3.7.4. Registration Package Packet Function

USR-N540 supports self-defined registration package function and also supports to send self-defined registration
package after connection establishment, meanwhile, it supports to send registration package when sending data.
Network registration packet includes: Establish a connection to send the registry packet, data carrying or both.
Establish a connection to send the registry packet: Send the registration packet immediately after the connection is
established. The length of registration packet is 40 bytes.
Data carrying: The packet header is carried uniformly when sending data. It used for protocol transmission
One example as blow:

(D Configure the relevant parameters via web page
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Current Status

Local IP Config

;

PORT2

PORT3

PORT4
Web to Serial
Misc Config

Reboot

Flow Mode:
UART Packet Time: |0

UART Packet Length: [0

ModbusTCP Poll:

Sync Baudrate(RF2217 Similar):

HOMNE v
(0~2557ms
(0~1460])chars

¥

Enable Uart Heartbeat Packet: |

PRINT: ||

[ Poll Timeout : 1200

Enable Net Heartbeat Packet: ||

Work Mode: | TCP Server ¥ || Mone v
TCP Server MAX Sockets: |8 ¥ | Up to MAX |KICK
Local/Remote Part Number: |23 23 (1~65535)

(200~9999) ms

Registry Type: | USER Register

MNet Registry Packet:

Work Mode:

WWW_LIST.CN

HEX: || ASCII: |«

MNOME ¥

¥ | Location| Connect With

Save || Cancel

@) Testing result:

COMS etting

@ USR-TCP232-Test RS232 to Ethernet Convert tester
File(F) Options(Q) Help(H)

—COM port data receive

Metwork data receive

Porthum IEDM3 j
BaudR [115200 VI
DPaity  |MNONE 'I
Datag | 8bit j‘

Stoph 1 bit VI

@ Close

Recr Options——
[~ Receive to file...
[¥ #dd line return
¥ Receive hs HEX

[~ Receive Pause

Save. . . Clear

~Send Options
[~ Data from file ...
[~ Auto Checksum
[~ Auto Clear Input
[~ Send As Hex
[~ Send Recycle

Interval |1U ms
Load. . . Clear
| & Ready!

‘Www. USE. on

TREAREERAR

Send

Paers: |172.16. 11.11

| Send:240 |

Recv: 0

Feset | [& Ready!

- [m] *

~NetSettings——————
(1) Protocol

I TCP Server 'l

{2) Local host IP
[172. 16.11. 11

{3} Local host port
23

@ Disconnectl

~Reev Dptions
[~ Receive to file...
¥ 4dd line retuwrn
[~ Receive Az HEX
| Receive Pause

Save. . . Clear

~Send Options
[~ Data from file ...
[~ Auto Checksum
[~ Auto Clear Input
[~ Send As Hex
[~ Send Recycle

Interval |1U ns

Load. . .

Clear

Send: 0

Recv: 10

Reset
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3.7.5. Web to serial

Web to serial function can make interaction between webpage and serial.
1. Set port 6432 as default.
2. Open webpage and click “web to seria

|II

. It pops up “connect success” then can send/receive data. Open
USR-TCP232-TEST Software, configure serial parameter and click “Open”.
3. Click “send ASCII data”, COM can receive data. Click “Send” in TEST Software, webpage can receive data.

gzl 0P Gt Websocket connection: 0

PORT1

Receive hex data
PORT2

PORT3

PORT4

Web to Serial

Misc Config

Reboot

send ascii data || send hex data | | clear |

Web to Serial Webpage
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Current Status

parameter

e P Websocket connection: 0

PORT1

Receive hex data
PORT2

PORT3

PORT4

Web to Senal

send ascii data || send hex data | | clear |
*| %3 USR-TCP232-Test RS232 to Ethemnet Convert tester — u] X
| File(F) Options(Q) HelpiH)
COMS etting COM port data receive Metwork. data receive MetSetting: I;
Porttum |COM13 >| | |[Tinen USK Technolozy Co., Ltd {1} Pratacel o
Tinan USE Technology Co., Ltd I TCP Client Vl
Bauch [115200 ] Tinan VSR Technology Co., Ltd (93 Sorver P
i NONE vl Tinan USE Technology Co., Ltd Srver
L 172 1611 11
DataB | 8bit j‘
{2} Server Port
Stoph 1 bit VI I
-@- Close | @ Connect |
~Recr Options ~Recv Options
| Receive to file. .. | Receive to file. ..
W Add line return ¥ Add line return
[~ Receive Az HEX [~ Receive As HEX
[~ Receive Pause [~ Receive Pause
Save. .. Clear Save. .. Clear
Send Options— rSend Options
[~ Data from file ... [~ Data from file ...
[ Auto Checksum [ Auto Checksum
I~ futo Clear Input [~ Auto Clear Input
[~ Send As Hex [~ Send As Hex
[~ Send Recycle ¥ Send Recycle
http:/fen. usr. on
Interval I‘IDDU ms Send Send Interval I'IEIEIEI ms
Load. .. Clear Load ..  Clear
& Ready! | Gend:30B0 | Recv:1448 Reset | [& Ready! | Send: 1424 | Recv: 2581 Feset
. | R =TT Finn and rn T¥n AANE 1

Web to serial test

Web to serial needs user’s webpage programming ability. Design webpage, request own device’s data and process
data then reveal the results on webpage. According to chapter4.1.17 Customized Webpage, can download revised
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webpage into USR-N540 .
1. Build a connection and connect to USR-N540
function connectx(){

try{

socket=new WebSocket('ws://'+window.location.host+':6432");

socket.binaryType = "arraybuffer";
}catch(e){
alert('error');
return;
}
socket.onopen = sOpen;
socket.onerror=sError;
socket.onmessage=sMessage;
socket.onclose=sClose
}
2. Receive Data Function
function sMessage(msg)
3. Send data function
function send()

3.7.6. Customized Webpage

User can make revision as LOGO/NAME on the basis of USR-N540’s webpage to realize the personalized

applications.
1. Download Upgrade

2. http://www.usriot.com/e45-m4-seriesk3-self-defined-webpage/ (Different firmware version with different tool,

please contact sales@usriot.com)
3. Revise webpage code

4. Open “UpgradeHtml.exe”, set USR_N540’ IP, Select product M4 and upload revised webpage file.

Then upgrade.

& USR Upgrade Html For MA&E45 =] = %
Chinese
Destination |P 172 16.11. 11
Select Product v M4 " E45
Select Path |E:\M PTivaware C Seres-21.0728 | ...
Upgrade
Please select upgrade folder path|Not Connected
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Customized Webpage Upgrade

3.7.7. Network Printing Function

Network printing function is similar to printer server, it can be realized by the previous serial printer through the

existed printing driver.

Testing Method:
(D Configure the parameter, set work mode as “TCP Server”, local port number “9100”, and have to choose “Net
Buffer” and “PRINT”. Others do not need to be chosen.

Current Status Flow Mode: | NOME v
Local IP Config UART Packet Time: |0 (0~255)ms
: 0~1460)chars

SORT1 UART Packet Length: [0 ( )

Sync Baudrate(RF2217 Similar): [«
PORTZ2

Enable Uart Heartbeat Packet: ||
PORTS
PORT4 Work Mode: | TCP Server ¥ || Mone v

_ TCP Server MAX Sockets: |8 ¥ |Upto MAX KICK r
Web to Senal P
- ILocaI,‘Remote Port Number: 23 PR (1~B3535) I
Misc Config
| PRINT: |« |
Reboot : .
ModbusTCP Pall: || Poll Timeout ;200 (200~9999) ms

Enable Net Heartbeat Packet: |
Reqgistry Type: | USER Register ¥ | Location Connect With v

Met Reqgistry Packet: \www.usr.cn

HEX: [ | ASCIL: [+

Work Mode: | MOME v

Save || Cancel

) Set Printer Driver
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[E2 Control Panel
@5 Devices and Printers
= ~ 1 [E» Control Panel

<« v ‘I @5 5 Control Panel » Hardware and Sound » Device
Wa Word 2013 b Adjus‘[ your compu‘[er's se  Addadevice Add a printer See what's printing Print server g
= PC-20151020EXC  PPTVEEERE PPTVEEEMR  USER-20130
& BEROOEWIR B - £ - HETES
System and Secu LENOVO-PC LENOVO-PC

Review your computer
Save backup copies of
Backup and Restore (W
Find and fix problems

Control Panel

~ Printers (5)

w .

i See what's printing

Network and Inte
View network status an
Choose hemegroup ar

. ~ Setas default printer ¢
Foxit Reader PDF |

Printer Printing preferences
View devices and prints . _
R SR ~ Unspecified (2) _Prlnterprnpertle;

Create shortcut
~- Programs
) Remove device

Troubleshoot

[" Uninstall a program

File Explorer Properties
J-Link USE Serial
Settings Converter
Lenovo M1851  Stte: () Default Status:
Pawer / Model: Lenovo M1851

- Category: Printer
= All apps

General Sharin Advanced Color Managem ===

Add Standard TCP/IP Printer Port Wizard
! ,% Lenovo M1851

Welcome to the Add Standard
TCP/IP Printer Port Wizard

Print to the fo

checked port pAwvailable port types:

This wizard helps you add a port for a network printer,

Local Port

Standard TCP/IP Port Before conFinL!ing be sure that:
1. The device is turned on.

2. The network is connected and configured,

MNew Port Type...

Add Port... Delete Port

Enable bidirectional support
nebie DidrEctonat suppor To continue, click Mext.
[JEnable printer pooling

< Back MNexd = Cancel

QK Cancel Apply Help

Click next and input the USR-N540’IP address,then keep clicking next til finished

®  Serial port connects to the printer, open a word file to print
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Add Standard TCP/IP Printer Port Wizard Detecting TCP/IP port
Windows is detecting the TCP/IP port and will move toft,

Add Standard 109/1P Printer Yot Wizard

Add port

For which device do you wart to add a port? Completing the Add Standard TCP/IP

Printer Port Wizard

Enter the Printer Name or IP address, and a port name for the d Wau have sdleced a per: with the following characteristics,

Detecting the TCP/IP port...

‘Windows will automatically move to the next pag)
Printer Name or IP Address: 192.168.0.7
Port Mame: 192.168.0.7_1
Q

SNMF: Mo

Prolinnl: RA&WN, 21 Q100
Dievice: 192 68010

Pot Mame: 192.768.0.10

Adopter Type Generc Netwvork Cerd

Toreomplele Bis wirand o Lok Frish,

< Back II Next'> II Cancel

3.7.8. Serial Port Packaging Mechanism

USR-N540 can configure serial port packaging time and serial port packaging length. USR-N540 will make packaging

for the data of serial port according to the packaging length and packaging time in the transparent transmission mode.

Example for judgment of packaging time and packaging length:
(D Set packaging time as 10ms, packaging length as 512 bytes

When serial port received data, USR-N540 will package and send it to network if the interval time of receiving data

is over than 10ms or data length is more than 512,
@ If the value of packaging time or packaging length is 0, the packaging rule is effective for non-zero one.

(3 Set packaging time and length as 0. USR-N540 will conduct default packaging time when packaging time is set

as Oms. Namely, when serial port receiving data, USR-N540 will package and send the data to network if interval time

more than packaging time of sending 4 bytes. For example, baud rate 115200, packaging time for 4 bytes is T=0.4ms,

when the calculated value is smaller than 0.1ms, packaging time can be calculated as 0.1ms.

T=1/baud rate*10*4

3.7.9. Flow Calculation

When USR-N540 receives data from network and then send to serial port, as the limit of serial port speed, user have

to control the flow, if not the problem of data overflow on serial port side will occur. So data flow is required to

calculated when sending data from network to serial port.

Example:

Network sends data in m bytes every n seconds. Method of checking if there is overflow: ( Supposed network

condition is good and network data transmission time is negligible)
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(@D If there is no overflow, m bytes data must be transmitted within n seconds, then the transmitting time of M
bytes data:
1

T = * 10 *m
Baud Rate

If n >2T, then data will not overflow, USR-N540 can work normally. Just need keep n>T under baud rate 9600.

3.7.10. Synchronous baud rate (RFC2217)

Current Status Parameater
Local IP Config Baud Rate: 115200 bps(600~230400)bps
Data Size: |§ ¥ | bit
Parity: |Mone =
Stop Bits: |1 v | bit
Senal Mode: | Dial Switch
Run Seral Mode: |R5232 ¥
Flow Mode: | NONE v

UART Packet Time: |0 (0~2551ms

Misc Config

ART g : (0~1460)chars
Reboot UART Packet Length: [0 )

IE.\_\- nc Baudrate(RF2217 Similar): |« |

Enable Uart Heartbeat Packet:

L socetalparametes |

Work Mode: | TCP Server * || Mone ¥

TCP Server MAX Sockets: |8 ¥ |Up to MAX KICK -

Local/Remote Port Number: (23 23 (1~65535)
PRINT:
ModbusTCP Poll: Paoll Timaaut : 200 (200~2992) ms

Enable Met Heartbeat Packet:

Registry Type: | Mone ¥ | Location Connect With *

For encryption during data transmission, devices change data bytes, baud rate, parity and so on. USR-N540
supports revise serial parameter accordingly.

Synchronous baud rate is named RFC2217. USR Similar RFC2217 make adjustments on the basis of RFC2217
protocol to improve accuracy of transmission.

Protocol length is 8 bytes. And values taken for example is in HEX:

Name Packet Header Baud Rate Bytes parameter Parity

Bytes 3 3 1 1
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Remove 4 bits of
High is in front,
reduce data bytes, baud header and
Explanation smallest is 600(00
misjudgment rate, parity ignore the high
02 58)
bit
(115200,
55 AA 55 01C200 03 46
N,8,1)
(9600,
55 AA 55 00 25 80 03 28
N,8,1)
Serial parameter bit:
Bit # Explanation Value Description
00 5 bits
01 6 bits
1:0 Data bit selection :
10 7 bits
11 8bits
_ 00 1 bit
2 Stop Bit -
01 2bits
_ 00 Disable Parity
3 Parity Enable
01 Enable Parity
00 OoDD
6.4 ooty T 01 EVEN
: ari e
vy vp 10 Mark
11 Clear
8:6 NC 000 0

Using methods:

1. USR-TCP232-M4,EA4S5 Setup software, click “Synchronous baud rate (RFC2217)".
2. When serial parameter changes is needed, it send RFC 2217 packet. USR-N540 receive the command from

network and revise serial parameter accordingly, do not transmit the RFC2217 command transparently.

3.7.11. Keep-Alive

When USR-N540’s network is abnormal, it can judge the status in time and disconnect. And connect to server once

network recovers.

3.7.12. Device ID

The function have 2 types: send ID once connection and send ID once sending data. It is used to condition that

need register packet or need packet header/tail for normal transmission.
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3.7.13. Webpage Port

USR-N540 has built-in webpage server and the port is 80. Also the port can be revised and visit the web via revised

port.

3.7.14. Revise MAC

User can check software’s MAC address. USR-N540 MAC is Globally Unique. Also it support customized MAC.

3.7.15. Firmware Upgrade

Firmware upgrade is fulfilled via network. For details, please refer to Chapter 5.1 configure parameter with

configuration software.

3.7.16. Flow Control RTS/CTS & XON/XoFF

Flow control: the way for serial port to flow control, can choose enable 485 mode to control 485 transceiver or not.
It is default to enable 458 control mode in the 3031 and the later version, enable 485 mode if you do not choose the
hardware control.

None: default serial port mode. In this mode enable the control for 485 in 3031 and the later mode.

RTS/CTS: Hardware flow control function. It is disabled by default. Don’t enable it if device doesn't support
Hardware flow control . Notes: It is only run under RS232 port.

XoN/XoFF: Software flow control function. It is disabled by default. In this mode, the command character of serial
port sends data is 0x11. 0X13 is not allowed.

By the flow control , user can deal with the data that serial port received or sent. If the buffer more than the
threshold value, inform the remote serial port stopping. After the serial port buff, inform remote serial port to deal the
data.

Generally, receiving on the serial port and dealing need some time.

3.7.17. Reload

Cut off power firstly.
Press “reload” and supply power. Then keep pressing reload for 5 seconds.
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DC:9-36V DC:9-36V Ethernet

Reload

4. Setting Protocol

USR-N540 includes two protocol: network setting protocol and serial port setting protocol.

4.1. Network Setting Protocol

4.1.1. Set Parameter Process

1. Build SOCKET:
Build UDP SOCKET, destination IP: 55.255.255.255, destination port: 1901. Low is in front.
2. Setting command process:
The network send searching command
USR-N540 returns IP address and MAC
The network read USR-N540’s parameter
Organize setting command according to MAC, known user name/password and parameter to be configured.
Send setting command
USR-N540 returns “correct setting”
Host PC send “save setting” command
USR-N540 returns “correct”
Restart command
USE-N540 returns “correct setting”

EO®LURO® OO

4.1.2. Setting Command Content

Command Look-up List:

Function Header | Length | command | MAC (6 | User name | Parameter Parity
bytes) /password (sum)
(12bytes)
search FF 01 01 - - - 02
reset FF XX 02 [MAC] [usrname] - XX
[password]

Jinan USR IOT Technology Limited 53/73 inquiry@ustriot.com


http://www.usr.so/

Be Honest, Do Best !

'.K@) USR IOT

USR-N540 User Manual Www.usriot.com

read FF XX 03 [MAC] [usrname] - XX
settings [password]

Save FF XX 04 [MAC] [usrname] - XX
settings [password]

Basic FF XX 05 [MAC] [usrname] Basic XX
settings [password] parameter

Com 0| FF XX 06 [MAC] [usrname] COM XX
settings [password] parameter

Com 1| FF XX 07 [MAC] [usrname] COM XX
settings [password] parameter

Com 2| FF XX 08 [MAC] [usrname] COM XX
settings [password] parameter

USR 0x10 [MAC] [usrname]

Cloud [password]

Notice: Check bit is sum check, starts from length byte (including length) to adding before checking (not
including checking), result is check value, only low byte is remained.

1. Command examples
(D Search command example
Search command is set to:
FF 010102
Sum check: 02=01+01
@ Reset command example
FF 1302 d8 b0 4c 00 04 c9 61 64 6d 69 6e 00 61 64 6d 69 6e 00 c8
Sum check:
C8=13+02+..+6E+00
User name and password both are 5 bytes+00 bits O for the lack.
® Read settings command example
Send (16 bytes): FF 1303 AC CF 23 6666 67 61 64 6D 69 6E 00 61 64 6D 69 6E 00 F9
@ Save reading settings command example
Send (16 bytes): FF 1304 AC CF 23 66 66 67 61 64 6D 69 6E 00 61 64 6D 69 6E 00 FA
2. Some commands detailed annotation

(D Basic setting parameter command
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Basic Parameter:

Name Byte | Example Explanation
ucSequenceNu 1 XX Write the read values
m
ucCRC 1 XX Write the read values
ucVersion 1 XX Write the read values
ucFlags 1 80 IP address type:
0in 8" bit: DHCP;1 in 8" bit: Static IP
usLocationURLP | 2 2019 Write the read values
ort
usHTTPServerPo | 2 50 00 HTTP server port
rt
ucUserFlag 1 Write the read values
ulStaticlP 4 38 00 A8 CO Static IP
ulGatewaylP 4 0100 A8 CO Gateway
ulSubnetMask 4 00 FF FF FF Subnet Mask
ucModName 16 55 53 52 2D 54 43 50 32 | USR-N540 name
3332 2D 4500 0000 00
username 6 61 64 6D 69 6E 00 username
password 6 61 64 6D 69 6E 00 password
ucNetSendTime | 1 Write the read values
uild 21 0100 Device ID
ucldType 10 Device ID type (0~3)
0:no use
1:send id when connect
2:send id when send data
3:both
ucUserMAC 6| FFFFFFFFFFFF MAC
ucReserved 8 Unused
Example:

FF 56 05 AC CF 23 66 66 67 61 64 6D 69 6E 00 61 64 6D 69 6E 00 61 66 03 80 20 19 50 00 02 07 00 A8 CO 01 00 A8 CO
00 FF FF FF 5553 52 2D 54 43 50 32 33 32 2D 45 34 3500 00 61 64 6D 69 6E 00 61 64 6D 69 6E 00 02 01 00 00 AC CF
2366 66 67 0048 54 54 50 2F 31 2E 1C

@ Port settings parameter command

Port parameter:
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Name bytes example Explanation
ulBaudRate 4 00C20100 Baud Rate
ucDataSize 1 08 COM data bits (0X05/0x06/0x07/0x08)
i COM parity
ucParity 1 01
1:no, 2: odd, 3: even, 4: mark, 5: space
ucStopBits 1 01 COM stop bit (0x01/0x02)
ucFlowControl 1 01 COM flow control ( 0x01; no, 0x03:HW)
ulTelnetTimeout 4 00000000 Network reconnection time
usTelnetLocalPort 2 17 00 Local Port
usTelnetRemotePort 2 1700 Remote Port
313932 2E3136382E
. 30 2E 31 00 00 00 00 00 | IP address send in ASCII.
uiTelnetURL 30
00 00 00 00 00 00 00 00 | Example: 192.168.0.1
00 00 00 00 00 00
ulTelnetIPAddr 4 00 00 00 00 Not adopted
Enable MODBUSTCP: 0x010(bit2)
ucFlags 1 02 Enable 2217: 0x08(bit3)
Enable USR cloud: 0x010(bit4)
Working mode:
ucWorkMode 1 03 0: UDP, 1: TCP Client, 2: UDP Server, 3: TCP
Server, 4: HTTPD Client
uiPackLen 4 C8 000000 COM pack length
ucPackTime 1 0A COM pack time
ucTimeCount 1 91 Write the read values
TCP server type 1 1 Write the read values
ucReserved 4 Casual value saved
Example:

FF52 06 ACCF 23 66 66 67 61 64 6D 69 6E 00 61 64 6D 69 6E 00 00 C2 01 00 08 01 01 01 00 00 00 00 17 00 17 00
313932 2E 31 36 38 2E 30 2E 32 30 31 00 00 00 00 00 00 00 00 OO 00 OO 00 OO 00 OO 00 OO 00 00 00 00 08 03 C8 00

00 00 OA 9511 0000000042

4.1.3. Commands’ Return Content

1. Return results of search command

Return command:
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Bytes Name Example Explanation
0 TAG_STATUS FF
1 Packet_length 24
2 CMD_DISCOVER_TARGET 01
3 Board_type 00
4 Board_ID 00
5~8 Client_IP_address CO A8 0007 Device IP(High in front)
9~14 MAC_address ACCF 23 20 FE 3D Device MAC(High in front)
, ] DO 07: device version# (low in front)
15~18 Firemware_version DO071234 )
- 12 34: encrypted version

55 53 52 2D 54 43
19~34 Application_title 50 32 33 32 2D 35 | Device name

30300000
35 checksum FO checksum

Example:

Return results of search command(36 bytes)

FF 240100 4B COA8004D D8 BO4C0004 C9DD 07 01005553522D5443503233322D3430310000 EF
The method of the check is as follow:

OXEF=00-FF-24-01-00-4B-...-31-00-00

Return results of reset command

Response(4 bytes): FF 01 02 4B, if user name and password are right, 4B ="K’

FF 01 02 45, if user name and password are wrong, 45 ="E'

Return results of read command

Description:

Return all parameter of USR-N540 network. 193 bytes in total, no parity, no protocol, return parameter directly.
Returned content: 193 (basic parameter+serial parameter+serial parameter)

Return results of save settings command

If settings are correct, it returns:

FF 0104 4B

Return results of basic settings command

FF 0105 4B

Others return results

Sum check fault returns 'E' + right parity
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Correct execution: FF 01 CMD 'K'
User name/password fault returns: FF 01 CMD 'P'
Others faults return: FF 01 CMD 'E'

4.2. Serial Setting Protocol

4.2.1. Error Code

List of Error Code
Error State
ERR1 Invalid command format
ERR2 Invalid command
ERR3 Invalid Operator
ERR4 Invalid Parameters
ERR5 Operation not allowed
ERR6 No operation permission

4.2.2. AT Command

Details of AT command refer to: https://www.usriot.com/download/M4/USR-N50-AT-Command-Set_V1.0.0.pdf
AT Command List:

Command Instruction
E Open/close display function
z Reboot device
VER Query version number
ENTM Enter to transparent transmission mode
MAC Query MAC
USERMAC Set customize MAC
RELD Restore to factory setting
WANN Query/set parameters of WAN port
DNS Query/set DNS
WEBU Query/set username and password of webpage
WEBPORT Query/set port of webpage
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SEARCH Query/set search key words
PLANG Query/set webpage language
RSTIM Query/set timeout reboot function
UARTCLBUF Query/set net cache function
UARTN Query/set parameters of UARTN
UARTTLN Query/set package parameters of UARTn
RFCENN Query/set enable/disable RFC2217
SOCKAN Query/set socketA parameters of UARTNn
SOCKBn Query/set socketB parameters of UARTn
SOCKLKAN Query/set connection status of UARTN
SOCKSLn Query/set short-connection function of UARTn
SHORTON Query/set short-connection time of UARTn
SOCKTONnN Query/set timeout re-connection time of UARTN
MODTCPnN Query/set Mudbus TCP function of UARTn
MODPOLLN Query/set Modbus poll function of the UARTn
MODBTO Query/set Modbus poll time function of the UARTn
NETPRn Query/set network printing function of UARTNn
WEBSOCKPORTN Query/set websocket port of UARTn
REGENN Query/set registration package of UARTn
REGTCPN Query/set the type of send registration package of
UARTh
REGUSRN Query/set customize registration package
REGCLOUDnN Query/set USR-Cloud parameters
HTPTPNn Query/set the work mode of the Httpd client UARTn
HTPURLN Query/set URL of the Httpd client UARTN
HTPHEADnN Query/set head information of the Httpd client UARTn
HTPCHDnN Query/set delete head of UARTN
HEARTENN Query/set enable/disable heartbeat package
HEARTTPn Query/set type of heartbeat package
HEARTDTn Query/set content of heartbeat package
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HEARTTMn Query/set heartbeat package sending time

4.2.3. Enter AT Command Mode

Send +++ to USR-N540 through serial port by test program
USR-N540 return ‘@’

“un

Need reply “a” within 3s once received previous ‘a’

®»®O e

Return+ok to enter AT command mode

5. Parameter Configuration

It is setup software configuration, webpage configuration and serial configuration.
How to configure:

Revise user name/password—>set IP access method—>serial parameter->USR-N540 work mode—>work mode
related parameter

5.1. Software Configuration

To make sure setup software normal running, please check the below firstly:
1. USR-N540 and setup software PC are within same LAN.

2. Disable the anti-virus software and firewall on PC.

3. Disable network card nothing to do with this testing.

Download [USR-TCP232-M4&E45] Setup software here:
https://www.usriot.com/support/downloads/usr-vcom-virtual-serial-software.html
Search device and all USR-N540 device within LAN can be found. It includes IP, name, MAC and version.

Jinan USR IOT Technology Limited 60/73 inquiry@ustriot.com


http://www.usr.so/
https://www.usriot.com/support/downloads/usr-vcom-virtual-serial-software.html

'.K® USR IOT

, .
Be Honest, Do Best ! USR-N540 User Manual www.usriot.com

Search Lizt [Click & device to read parameters in the Sewrch Lizt]

Portl | Part2 | Port3 | Portd

[rewice P [rewace Mlame MaC Wersion
1721611.73 LISR-NGE40 DEBDACBAFD FE 3033

Bandrats 115200 = m

Parity/Data/Step: [BBE |8 =[1 = @

FlosCentral : [Bszaz -
Hork Yode: [TCP Sarver = @
192. 168, 0. 201 7l
- | | Claar AEF tabls
4 Sewrch Device | o 23 7]
. Compatible with
Loecal Port 23 71

zearch word {Hex) 4Bytez FFOLOLOZ FEOLOLO? iz wniverszal

TCPF Serwer style: |T}‘ﬂi#lﬁ-ﬁ Lramsmi = el

g Open Device [{_ Device Bl:lu’t| j Facteory Eeset Nz dbuzTCE: |I¢ﬂllTl:F - Ica
Basa Save FackTine i} ng (07255) k]
Packlen: 0 byte (0714800 (7)
1P Type: |Statac IF = ([7)
e — ] Synchromize baudrate (RFCEZLT [y
NoduleStaticIF: 19, 168.0.7 ) 7] Znable USE Cloud )
Subnetlack: 255, 255.555.0 (%) - I
Gatevay: 182 185.0.1 z)
i Save COAL
[FImedi by seareh word Lo FEOIOIE | (Hex) 4Bytes
Full Show + l [ ' Base Save
ACK R 1 Search Port1901

Software Configuration—Search
1. Click ‘Device’ on the top of the program and then check user name/password via ‘User config’. If it is correct, it
reveals USR-N540 information. If not, it pops up retype window, click “Confirm”.
User name and password is admin by default.
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i USR-TCP232-M4.E45 V2.3.3.102 IEI = E

Search List [Click & device to read parameters in the Search Lizt] T — I — I — -|
or or ar
Davice P Drevice Hame AT ‘Warzion
172161173 USR-H540 D3B04CBAFDFE 3033
Baudrate: 135200 - @
Parity/DataiStop: |HOKE v][ﬂ v].l v] 7l
FlowComtrel: Home .-] 7
o ICE Cliant -| @
%)
&
| ':l‘ Search Device ﬁ 7]
7]
search word (Hex) 4Bwies  FEO10102 )

I & oK | i i Canel i ¢ Transparent wrasami v|  ©7)

Y

l é’] Opan Davice

'l 7]
Pase Save PackTing nx 072SE) 7l
Packlan! byte 0714800  (7)
IF Type: |Statie IF = | (7] . _
] Symchronize baundrate RFC2Z1T (7)
Modul aStaticIP: ] 7 Enable USE Cloud [y
Submetlask: 7 D | 123455 TEODI Z345ATEE0
Comrnd catl on 1z | 12345675
Gakaway: [
% Save COHML

|_|leﬂ.i.fr search word to: FFOLO10Z | (Hex) 4Bytes

Fall Show + l l ' Bage Save

UsrMame or Password Error! On-line Device MUM:1 Search Port:1901

Software Configuration-Password
2. Basic parameter configuration
Click “Full Show” and all basic parameter is revealed.
Set the parameter as needs and click “Base Save” then can set successfully.
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Device(D) Help

Search List [Click a devies to resd parameters in the Search List] Pertl — I — ] — |
Device IP Device Mame MALC Version
1721611.73 LISA-M540 DEBOACEBAFD FE 3033
Baudrate: [115200 v 7

Farity/Data/Stop: [HOKE |8 =/[1 =] @

FlewContral ! |B232 -r] (71

Work Nade: [TCE Server -| )

[122. 168.0. 201 )
[ Claar ARP table

| Q; Search Device | =3 (i
|| Compatible with

Local Fork: 3 71

search word (Hex) 4Bytes FFO1010Z FFOLD10Z2 15 uniwersal

TCF Serwver style: [Trmpn-nt tranzni -r] (72

| |§1 Open Device [ | Device Eest :l| |'ﬁ Factory Reset MedbusTCE: |Iunl '] 7]
Baze Save FackTime: o ms (07255) (71
Facklen: 0 byte (0714800 (%)
E e “ 7] Synehronize baudrate (FFCZ2IT (71
ModuleStatialP: 192 166 0.7 ) ] Enable USR Clod o

SubmetNask: 265 955 255 0 7] Device ::'l

Communi catlon L'.-J-.-l

Gateway: 1892, 166 0.1 (71

& Save COMIL

FRO10102 Hex) 'I.B'_'artvls

Ceeed | s

On-line Device MUM:1 Search Port:1901

Software Configuration --Full Show
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4# USR-TCP232-M4,E45 V2.3.3.102 =] 2 =
Device(D) HZI(L) Help
Search List [Click a device to read parameters inm the Search List] — e
Device P Device Mame AT Wersion
17216.11.73 USR-N540 DSBO4CEBAFD FE 3033
Baudrate: (115200 ~| @
Parity/Data/Stop: [HOHE  =|[8 ~|[1 =] @
FlowControl: [Rsz3z ~| @
Work Mode: |TCE Server - @
192, 188. 0. 201 )
L Search Device ‘ E::tii::i; 23 (7]
Local Fort: 23 )]
search word {Hex) 4Bytes FFOI0102  FROL0102 is universal
TCP Server style! |Iransparent tramsmi v| (7)
| Open Device K| Dewice Restar4 &) Factory Reset Modbu=TCE - [Fome - @
P—— FackTime: 0 ms (0™255) )
Webzocket Port: 5432 (?)  Device Hame: USE-FG40 ) FackLen: 0 byte 0714601 (7]
Web Port: 80 71 User MAC: D5 EO 4C BA FD (7] Synchrenize baundrats (RFC2ZIT ]
Device ID: 1 rzy IP Type: ] [7] Enable USR Cloud 7]
Device T0 Type: Disd v (2] 192 168.0.7 )
User Fame: admin 7] 755 755.255.0 | ()
el dnin @) 192, 163. 0.1 )
&/ Sawe COML
FFOL10102 | (Hex) 4Bytes
Tidy Show 4/ Base Save
On-line Device NUM:1 Search Port:1901
Software Configuration-Base Save
B Websocket port: refer to Chapter 4.1.8.3 Webpage to serial
B Webpage port: it is 80 by default when visit webpage.
B Device ID: refer to Chapter 4.1.8.6 Device ID
B Device ID type: sending ID type
B User name: Authentication Code for revising parameter to avoid other users within same LAN revising it.
B Password: same as user name.
B Device Name: USR-N540’s name an be revised.
B MAC address: USR-N540 " MAC
B |P address type: Static and DHCP
B USR-N540 static IP: same segment with router.
B Subnet Mask: 255.255.255.0 by default.
B Gateway: it is router IP generally, can transmit cross network segment and DNS if set correctly.
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3. Port configuration ( Portl1 / Port2 configuration)
Click the COM to set, revise parameter then click “Save COM1”.

%@ USR-TCP232-M4,E45 V2.3.3.102 —— |
DevieeiD) 320 Help

Saarch Ligh [(lieck & devies to resd puranaters in the Search Lizt]

Fortl | Pori2 [ Pertd | Pernd
Device: IP Device Name: AT Wiession

172161173 LUSA-M5L0 DABD4CBAFDFE 3033 . .
Bandrate: 115200 - 71

Paritp/Data/Stop: [HIBE =8 =[1 = 70

FlowContral ey = @
York Meda: [TCP Sarwer -] T
152 184, 0, 200 [y

\d  Bearch Device 23 [y}

| 1 | Clear ARF table
Conpatibls with

Loeal Fart 23 [
gearch ward (Mex) 4Bptea  FRO10102  FROLOI02 i usiversal

TCF Server style! | Transparent brassai | 7
| __" Opan Deview '.L_ Duwica Eastart ¥ Fuetory Beset Rodbus TP 'Imu—v 7
Bazs Save FackTime: 0 wx (07255) 71
Webuockst Port: G432 (*)  Davice Nane: USR-¥540 =) FacdLan 0 byts @7L4E0) (7]
Nab Fart B0 (F]  Usar MAC: D& BD 4C BA FOL (%) 7| Synchreni ze baudrste RPCERIT [l
Dewice ID: 1 7y IF Type: Static IF = (7} Ensble USE Cloud ]
Device ID Twpe: Diza ol Modal oS haticIF 192, 163 0.7 )
WUear Wams: sdain (7)  SubmetWask: 95, 855, 5550 (F)

Fazzword sdain 7y  Gatevay 192, 168 0,1 3]
Weodi fy zaarch word te: FFII000C Hex) 4Byles

On-line Device NUM: Search Port1801
===

Software Configuration-COM 1 Configuration
Serial Baud rate: it can be standard or customized.
Parity/Data/Stop: serial parameter.
Serial Flow control: None/Hardware/XON XOFF, None for no flow control, Hardware for hardware flow control,
XON/XOFF for software hardware flow.
Work Mode: TCP Server /TCP Client/HTTPD Client/UDP Client/UDP Server
Destination IP/Port: IP connected when USR-N540 works as client (TCP Client/HTTPD Client/UDP Client)
Local Port: port USR-N540 to connect. Advice to set it to “0” when USR-N540 works under TCP Client for
connection with Random port.
TCP Server Type: No.
Modbus TCP: set this when Modbus TCP to Modbus RTU is needed.
Serial pack time: relate to serial unpacking mechanism.
Serial pack length: relate to serial unpacking mechanism.
Similar RFC2217: Please refer to Chapter 3.5.10 Similar RFC2217
4. Firmware Upgrade

If USR-N540 need to upgrade with new firmware, please contact USR sales.
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During firmware upgrade, USR-N540 connects to PC directly. PC Upgrade via Wi-Fi is prohibited.

& USR-TCP232-M4,E45 V2.3.3.102 (=] @]
FHL) Help

izt [Click o dewice to resed paremeters in the Search List]

Portl | Port2 | Portd | Partd

Diavice IP Draica Mame MaC ‘Valzion
17216.11.73 USA-N540 DABOACBAFDFE 3033
Bundrate: [ 115200 - @
firmware upgrade Faritp/DatefSeep: (WOME  =|[8 =|1 =| @
Firmware Upgrade
‘* Pleaze tunn off antivinaz: software and fressall, and then upgiadie!
| Clear ARF table Select Client
| ", Search Device | o ) .
| Conpatible with Cliart IP Addrez: 172161173
search word {Hex) dBytes FFOI0102  FROIOI0Z is universal Cliert MAC Adcress: DA BOACBAFDFE
l = Opan Davies l l" Dewice Euuﬂ] ﬁ Factery Ea
= el ¥ Ragal
' Select .bin fie
Base Save [:]
Yebzocket Fort- 6432 (] Device Hane: USE-H340 (g ]
¥eb Fort: an (%1 User WAC: D9 BO 4C BA FD (%) | % Priogiam | | i Exl ‘
Device ID- 1 71 IF Typa! [Static IF = (7]
Device ID Type Diza o (1 WodulaStaticIP 192, 16868, 0.7 7 | |
User Hame: wdnin 77 SubnetMask: 255, 255, 255.0 7]
Faswaord: wdvin 7 Gt away! 192 188.0.1 7]

[ :Hodlfjr search werd to: [FFOI0I0Z | (Hax) 4Bytes

Tidy Shew = w” Baze Save

On-line Device NUM:L Search Port:1901

Firmware Upgrade

5.2. Webpage Configuration

User can login web-page by N540’s IP address.
Example: Open browser and type in USR-N540 " IP (192.168.0.7 by default).
Then user name: admin and password: admin.

Jinan USR IOT Technology Limited 66/73 inquiry@ustriot.com


http://www.usr.so/

'.K® USR IOT

Hehanestoo et USR-N540 User Manual

www.usriot.com

Authentication Required

http:/f192.168.0.8 requires a username and password,

Your connection to this site is not private.

User Mame:  admin

Password:

i

Log In Cancel

Webpage Log In

USR IOT

-10T Experts-

Local IP Config Module Name:

PORT2

PORT3

Wweb to Serial
Misc Config

Reboot

Firmware Revision:
Current IP Address:
MAC Address:

Run Time:

TX Count{ETH) :

RX Count{ETH) :
Conn Status(ETH)A:

Caonn Status(ETH)B:

parameter
USR-N540
3033
172.16.11.73
dg-b0-4c-ba-fd-fe
Oday: Ohour: 1min
0/0/0/0 bytes
0/0/0/0 bytes
LISTEN/LISTEN/LISTEN/LISTEN

IDLE/IDLE/IDLE/IDLE

Be Honest
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1. Current Status - reveals basic information:

B N540 name

B Version

W CurrentIP

B MAC address

B Total running time: from be powered

B Count of data sending: how many data sent from powered

B Count of data receiving: how many data received from powered

B USR-N540 connection status: check whether connection is built.
2. Local IP Config

Save configuration after revising the parameters. Then restart.

Local IP Config IP Type: Static P ¥
— Statictp: 192 |-[1e8 |- [0 7
PORT2

Submask: |255 . |255 . |255 - |0
PORT3
PORT4 Gateway: 192 - 163 -0 1
Web to Serial Dns Server: 208 |- |67 Jzez (222

Misc Config

| Save | Cancel |

Reboot

Webpage Configuration-Local IP Configuration
IP setting
3. PORT1

(D Basic Parameter, as below
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Local IP Config Baud Rate: [115200 bps{600~230400)bps
POR Data Size: |8 ¥ | bit
Parity: |Mone ¥
PORTZ2 ] ]
Stop Bits: |1 ¥ | bit
BLHE Serial Mode: | Dial Switch
PORT4 Run Serial Mode: | R5232 ¥
Web to Serial Flow Mode: | NOME v
UART Packet Time: 0 (0~255)ms
: 0~1460)chars
UART Packet Length: |0 ( J
Sync Baudrate(RF2217 Similar): ¥
- Enable Uart Heartbeat Packet: [
@ Socket A Parameters Configuration
Current Status Flow Mode: | NONE v
Local IP Config UART Packet Time: |0 (0~255)ms
: 0~1460)chars
UART Packet Length: |0 ( )
Sync Baudrate(RF2217 Similar): |#
Enable Uart Heartbeat Packet: [ |
PORTS
PORT4 Wark Mode: |TCP Client ¥ | Shart Connection ¥ |
: MN/A
I — Remote Server addr: [192.165.0 201 [N/A]
~ Local/Remote Port Number: |23 23 (1~55535)
Misc Config
Timeout Reconnection : (86400 (1~99999]s

Reboot

Disconnect Time @ |3 (2~255)s
PRINT: [

ModbusTCP Poll: [ Poll Timeout : 200 (200~9999) ms

Enable Net Heartbeat Packet: [J

Registry Tyvpe: |Mone ¥ | Lacation| Connect With »

Waork Mode: | NONE v

Save || Cancel

B Work Mode: TCP Client, TCP Server, UDP Client, UDP Server

B Timeout re-connection: When the ethernet port of device fails to receive the data or no data
transmission within the specified time, the device will re-connect server to avoid the
abnormal situation affecting the communication

B Disconnect time: Only for TCP client. If the network failure causes the link to break, the device will

actively connect to the server within fixed time
B Print: Function for network printing
B ModbusTCP Poll: Function for Modbus Polling
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3 Socket B Parameters Configuration

Reqgistry Type: | Mone ¥ | Location Connect With =

Work Mode: | TCP Client -

Remote Server Addr: 192.168.0.201

Remote Part Number: (20105 (1~55535)

| Save || Cancel |

B Work Mode: Only supports TCP Client/UDP Client

4. Web to serial
Click “web to seria

|H

and “connect success” pops up. Confirm then send data.

parameter

Local IP Config Websocket connection: 0

Current Status

FORT1 Eeceive hex data
PORT2

PORT3

PORT4

Web to Serial
Misc Config

Reboot

send ascii data || send hex data || clear |

b

Web to Serial
5. Misc Config
This part refers to the parameters of the device itself. User can modify them according to the application.

B Module Name: USR-N540 ( User can modify it)
M Websocket port
M Webserver port: 80
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6.

MAC address(can be revised)

User Name/ Password: Used for login web-page, user can modify it
Buffer data before connected: whether serial and network data are cached if disconnection.
Reset timeout: how long USR-N540 reset when no data from COM or Network. Set to “0” then no rest.

Current Status

Local IP Config

PORT1

PORTZ2

PORT3

PORT4

Web to Senal
Misc Config

Reboot

e
[©)
(o
o
o
—+

Module Name: USR-M540
Websocket Port : 6432

Webserver Port: |80

parameter

MAC Address: |d3-b0-dc-ba-fd-fe

User Name: |admin
Pass Word: |admin
Buffer Data Before Connected: ||

Reset Timeout: 3600

(560~65535) 5

Save || Cancel

Save all data then click restart to take effect.
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Current Status Reboot/Reset

Restart Module -

Local IP Config Restart Module

PORT1

PORT2

PORT3

PORT4

Web to Senal

Misc Config

Webpage configuration- Restart

5.3 Serial Configuration

Serial configuration use AT command, please refer to this documents:

6. Contact

Company: Jinan USR IOT Technology Limited
Address: Floor 11,Buildingl,No.1166 Xinluo Street,Gaoxin Distric,Jinan,Shandong,250101 China

Tel: 86-531-55507297, 86-531-88826739
Web: http://www.usriot.com

Support : http://h.usriot.com

Email: sales@usriot.com

7. Disclaimer

This document provide the information of USR-N540 products, it hasn’t been granted any intellectual property license
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by forbidding speak or other ways either explicitly or implicitly. Except the duty declared in sales terms and conditions,
we don’t take any other responsibilities. We don’t warrant the products sales and use explicitly or implicitly, including
particular purpose merchantability and marketability, the tort liability of any other patent right, copyright, intellectual
property right. We may modify specification and description at any time without prior notice.

8. Update History

2015-10-22 V1.0.1 Established.

2015-11-24 V1.0.6 Add the connection diagram

2015-11-24 V1.0.7 Modify the instr of HTTPD

2019-5-9 V1.1.0 Using new hardware type, cover picture, correct the faults of the DB9
2019-5-22 V1.1.1 Modify the wrong picture of the client

2019-5-30 V1.1.2 Modify the dimension diagram
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