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1. Introduction

1.1.  Overview

The USR-M100 is an intelligent 10T I/O gateway with comprehensive functions like on-board I/0 support and RS-485/232/Ethernet
interface, is an advanced modular RTU product with a unique hardware and software design, making it an ideal solution for a variety
of industrial data acquisition applications.

The USR-M100 has a unique mechanical design that reduces the amount of time required for installation and removal, simplifying
deployment and maintenance. In addition, the USR-M100 supports Modbus RTU Master protocol for retrieving field site serial data
from serial meters and also supports OT/IT protocol conversion.

With the ability to convert between multiple protocols, USR-M100 can convert the collected I/O and serial data to protocols suitable
for different upper-level software. For example, cloud service via MQTT, SCADA via Modbus TCP, web server via HTTP, and more.
This two-in-one design reduces system complexity, the amount of space required in the network topology, and overall installation
time. You can also connect your legacy devices to Ethernet, thereby increasing the lifetime of the devices since you can continue

using the devices’ original protocols.
1.2. Features

B High-performance CPU processing ability,using 32-bit Arm Cortex-M7 core CPU, up to 400MHz frequency

B Provides remote serial access over the Internet for industrial serial devices

®  10/7100Mbps Ethernet port and support Auto MDI/MDIX

B Built-in 15KV ESD serial port protection

B Supports a wide industrial operating temperature,-40°C~85°C

B Baud rate: 0.6~230.4 Kbps, and any baud rate setting, support None, Odd, Even, Mark, Space Parity bit

B Flexible serial port data framing packing, which can satisfy user’s various demands for data packets segmentation

B Versatile operation modes: TCP Server, TCP Client, UDP, HTTP client, Websocket server

®  Support virtual COM USR-VCOM(windows)

B Modbus Ethernet-to-Serial support (Modbus/TCP, Modbus/RTU) for seamless integration of serial Modbus devices

m  Provides rich configuration access, including: Windows configuration tool, and Web Browser

B Firmware upgrading via Web Browser and Windows configuration tool

B High security via certificate verification SSL/TLS encryption for serial data transmission,HTTPS, TCPS,MQTTS

B Support modbus RTU master,edge computing, modbus gateway, MQTT gateway

B Support SNMP V1/V2c

m  Support on board I/0 for analog input(2 Al), digital input(2 DI), digital output(SSR relay,2 DO), expandable with /0 modules
B Support 2 RS485 serial port, the first one can also be RS232

®  Cloud support: MQTT via AWS IOT, Microsoft Azure, Thingsboard, Alibaba Cloud, EMQX, Tuya,Cumulocity loT and so on
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2. Get started

Since the USR-M100 is connected through a TCP/IP network, you may need to know some basic facts about networking in order to
connect the server correctly. Specifications and dimensions are not provided in this manual. Please refer to datasheet for more

information.
2.1. Installation

You can choose whether to plug in the other peripheral ports at this point or do it later depending on the actual location of the device

or level of comfort for performing such operation.
211, DIN-Rail mounting

The USR-M100 has a unigue mechanical design that reduces the amount of time required for installation and removal. In fact,

screwdrivers and other tools are not required for any part of the hardware installation, including mounting the device on a DIN-rail, as

well as connecting the wiring for both communication and I/O signal acquisition. Furthermore, no tools are required to remove the

USR-M100 from a DIN-rail. Removing all of the modules from a DIN-rail is also easy using the latch and release tab.

< Position the rear panel of the device directly in front of the DIN-Rail, making sure that the top of the clip hooks over the top of
the DIN-Rail , as shown in Fig.1. Push up the the release tab towards the bottom of the DIN-Rail until the the mounting clip snaps

into place.

NSTALLATION

SUPPORT DIN-RAIL & PANEL INSTALLATION

Fig. 1 DIN-Rail mounting and wall mounting
< If you want to remove the device from DIN-Rail. Pull down the release tab with your finger and then remove the module from the
DIN-Rail.
< NOTE: Disconnect all connections, including Ethernet, serial, and power cables, from the device before removing the device

from the DIN rail.
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2.1.2.  Wall mounting

The wall mounting option provides better shock and vibration resistance than the DIN-Rail vertical mount.

< Locate the installation site and place the device against the wall. Use the wall mount plates as a guide to mark the locations of
the screw holes.

< Drill two holes over the 4 marked locations on the wall. Insert the wall sinks into the walls.

< Insert the screws(M3 size) into the wall sinks then tighten the screw to enhance stability, see the following Fig.1.

2.2. Serial port

The USR-M100 supports 2 serial ports, 1 RS232/485 and 1 RS485, and adopts Spring-type terminal. The serial port pin assignments

are shown in Fig.2. When connecting up Modbus devices via an RS485 network they should be daisy chained together, and a dual

twisted pair cable are recommended.The connections should be kept the same throughout the network: positive to positive, and

negative to negative. These may sometimes be labeled up as A and B. The maximum length of the serial network cannot exceed

1200m regardless of boosters and repeaters.

4 PUSR®

PRODUCT DETAILS

DO
Ethernet port !
E % ==® Serial port
Reload [ - can
E DI
DC 9~36V -
Power supply ‘&— Al

Fig.2  USR-M100 interfaces
2.3. /O interfaces

USR-M100 is equipped with two 11-pin Terminal blocks that are used for I/O interfaces. The pin assignments of terminal block are
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shown in table 1. The PIN assignments are also marked on the device's nameplate, in order to avoid confusion.

Table 1 Terminal pin assignments

Terminal block] Definition Terminal block?2 Definition

DO1NC Relay Output 1 normal close A COM 2 RS485 A
DO1COM Relay Output 1 Common B COM 2 RS485 B
DO1NO Relay Output 1 Normal open G COM 2 Ground
DO2 NC Relay Output 2 normal close DI DC Digital Input 1
DO2 COM Relay Output 2 Common COM Digital Input 1 Common
D02 NO Relay Output 2 normal open DI2 DC Digital Input 2
TX COM 1RS232 TX COM Digital Input 2 Common
RX COM 1RS232 RX All Analog Input 1
G COM 1 Ground COM Analog Input T Common
A COM 1RS485 A Al2 Analog Input 2
B COM 1RS485 B COM Analog Input 2 Common
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I/O specifications

Table 2

DI channels

I/0O specification

2

Input Type

Dry/Wet contact

Wet contact

On: 9 to 36 VDC
Off: 0to 2 VDC

Digital inputs
Dry contact On: close
Off: open
Range 9-36V DC

Input filter time

Software configurable,10~65535ms

Quantity

Quantity 2
Type Differential input
Analog inputs Resolution 16 bit
Range 4~20mA current
Accuracy 1% FSR

Outputs

2

Type

Form C SSR Relay

AC Contact Current

Rating

10A / 277V AC at resistive load, NO
5A / 250V AC at resistive load, NC

Digital outputs DC Contact Current

10A / 28V DC at resistive load

Rating
Operating time 10 ms max.
Release time 5ms max.

Mechanical Endurance

10000000 operations

I/0 wiring

User Manual Il

The left picture in Fig.3 shows an example of digital input (DI) dry contact in which the digital input channel is controlled by a switch
that is wired to the COM pin of the DI port. An external DC power(9~36V) is supplied this external circuit via the wiring of DI pin and
the switch. The position of switch and power supply can be interchanged.

The right picture in Fig.3 shows an example of digital input (DI) wet contact in which the digital input channel.

Dry contact Wet contact

Il =
/;: u@|D|+ /1 ‘l_u@ =

—@ ||| DI-

Power supply range 9 ~36 VDC
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Fig. 3 Dry/Wet contact wiring
| ONState LED ON OFF State LED OFF
HIpECApe Readback as 1 Readback as 0
Relay ON Relay Off
el | . ——{0S ] com — 08 ||| com
I ST
Relay Close D@ DIx Relay Open D® DIx
Voltage > 9V Voltage <2V
TthCMOS Logic Power D@ oM Logic Power D@ COM
ogic Logic Level Low Logic Level High
>—— 06 | || DIx >—— 08 | || DIx
Open Collector On Open Collector Off
NPN -+ -+
IH0E | || com H oS | || com
Pt my 0&e | || pix mr D& | || bIx
Open Collector On Open Collector Off
PNP +- + -
iH 08 | || com H D& | || com
oo e 08 | || bIx CLEd 0 | || DIx
Fig.4 Dl wire connection
Output Type ON State LED ON OFF State LED OFF
Relay ON Relay OFF
Relay =l 08 [ [[rux N0 =] 08 | [[rux No
L e [ [lrex con || *“FL—= 0 | lIrx con

Fig.5 DO wire connection

’ | Al
= _@ AGND

Fig. 6 Al wire connection

.+.
|
W

NOTE:

—All DI channels should be configured to dry contact or wet contact in the same time

~wire range:28~16 AWG(0.2~0.1 mm?), strip length 10mm

2.3.3. Modbus address mapping table

The internal register map of USR-M100 field controller node is the data map of digital input and output and analog input module.
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Table 3 IO modbus address

Data points Slave ID Start address Register Function Attribute Data type Default status
address code
DO 1 100 0000 00001 0x1,0x5,0xF Write/read Uint8 NC
DO 2 100 0001 00002 0x1,0x5,0xF Write/read Uint8 NC
DI 100 0000 10001 0x2 read Uint8 0
DI 2 100 0001 10002 0x2 read Uint8 0
Al 100 0000 30001 Ox4 read float32(ABCD) 0
Al 2 100 0001 30003 Ox4 read float32(ABCD) 0

2.4. Power supply

The USR-M100 1/0 gateway provides 2-pin power supply input terminal. The power supply support anti-reverse protection. Power
supply range: 9 ~ 36VDC.

2.5. Ethernet RJ45 interface

The 10Base-T/100Base-TX adaptive Ethernet RJ45 interface supports automatic MDI/MDIX connection, refer to Fig.7 below for the pin
distribution of the RJ45 interface.

Link LED: green color. Lights(steady on) when the module is connected to a network.

Activity LED: orange color. Blinks when network data is transmitted through the port.

= e T-CRAL T 2l

87654321
Fig.7  RJ45 with light

Table4  Ethernet pin assignments

Pin number Signal name
1 Send data+(TD+)
2 Send data-(TD-)
3 Receive data+(RD+)
6 Receive data-(RD-)
45,78 Unused

2.6. LED indicators

The USR-M100 smart RTU provides LED indicators to monitor the device working status with a comprehensive simplified

troubleshooting, the LED indicator behaviors are defined below.
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Table 5 LED indicators

POW Steady on Power supply is normal
Off No power supply or abnormal power supply
WORK Blinking Power is on and the device is ready. System is booted up
and running
NET Blinking Ethernet WAN connection
Steady on 4G LTE network connection
off No network
DATA Blinking Serial port is transmitting data
DO1 Steady on Light on, the channel output is activated
DO2 Steady on Light on, the channel output is activated
Dn Steady on Light on, the channel is activated by input signal
DI2 Steady on Light on, the channel is activated by input signal

2.7. Factory default settings
The USR-M100 remote 10 module comes with the following default settings.

Table 6 Default parameters

User Name admin
Password admin

Device IP address 192.168.0.7
Subnet Mask 255.255.255.0
Gateway IP 192.168.0.1
COM port 115200,None,8,1
COM operation mode TCP server,23
MQTT Disable

Edge computing Disable

2.8. Quick test

USR-M100 has a built-in Web server, which provides a convenient way to access and configure the remote 10 module. Users can use
Edge , Firefox or Google browser to access it. This chapter is a quick introduction to the USR-M100 smart 10 gateway. It is
recommended that users read this chapter and follow the instructions once for the system, and you will have a basic understanding

of the product. For specific function details and instructions, please refer to the subsequent chapters.
2.8.1. Download the software

Download the setting software from PUSR’s website:

https://www.pusr.com/support/downloads/H7-version-set-up-software.html

https://www.pusr.com/support/downloads/usr-tcp232-test-V13.html

You may find it in the download section under your product page. Run the software when the installation has been completed as

shown in Fig.8 and Fig.9.
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It is strongly recommended for the users to set the Network Parameters through configuration tool first. Other device-specific

configurations can later be carried out via user-friendly Web-Interface.

£ USR-MXX V104 - o x
Device  FH3Z
DevicelP  DeviceName MAC Ver  Web
Basic Set
1P Type: static 1P ~
MeoduleStaticlP:
e —
| Save
Search |
®
Be honest, Do best

Fig.8  Windows configuration tool

%% USR-TCP232-Test RS232 to Ethernet Convert tester — [m] *
File(F) Options(Q) Help(H)
~COMSetting ~COM part data receiwe —Metwark data receive MetSetting;
PartHum ICDM1 j ‘ {phtolocel
Bauh 11520 < TCF Server s
[2) Local hast IP

NONE hd
DFaily 172.16 .14 .15

DataB | BBt ~ [3) Local host port
StopB |1l 59 8234

@® Open

~EReov Options

@ Listening |

~Reov Options

[iRareimentd or Elian
[~ 4dd line retwrn
¥ Receive As HEX
[~ Receive Pause

Save. .. Clear

~Send Options

[~ Data from file .
[~ huto Checksun
[~ hute Clear Input
[~ Send As Hex

[ Send Resycle

Interval |1000 ms

Load . Clear

Ltd.

Jinan USE Technology Co.,

http://en. usr. en
Send

Send

[t Rupnient for Faliatr
[~ 4dd line retwn
¥ Receive As MEX

[~ Receive Pause

Save. .. Clear

Send Options
[~ Data from file
[~ huto Checksum
[~ #uto Clear Input
[~ Send As Hex

[ Send Reeyele

Interval [1000 ms

Load. . Clear

| Send: 0 | FRecy: 0

| Ready! __Reset | |& Reads! [ Send:0 | FReev:D Reset

Fig.9  Test assistant

2.8.2. Hardware connection

For fast networking of USR-M100 smart RTU, you need to prepare a PC, a router, a network cable, a serial cable, and a DC12V/1A

power supply. The hardware connection is shown in Fig.10. To establish a TCP / IP network all devices must be connected to the same

network either locally or via gateway connections.
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e
r\ | 01| com
./ i | no
Ne

002 CoM

| no

™
[ mx
G

A
B

1

LEEEE D

Fig.10  Hardware connection

< Connect the power line with the USR-M100 power input. If the power is properly supplied, the “PWR” LED will show a solid red
color. After the system is ready, the “WORK” LED will blink.

< Connect one end of the Ethernet cable to the M100’s 10/100M Ethernet port and the other end of the cable to the same Ethernet
network(same router or switch).

< Connect a serial data cable(USB to RS232 or RS485) between the USR-M100 and PC. Screwless push-in type connection for

4 )
-

simple and easy connection.

FusH]
72

_/

Fig. 11 Push in type connector
2.8.3. Network configuration (Step1)

The Broadcast Search function is used to locate all USR-M100 gateways that are connected to the same LAN as your computer. Since
the Broadcast Search function searches by MAC address and not IP address, all M100 connected to the LAN will be located,
regardless of whether or not they are part of the same subnet as the host.

Click Search to search for USR-M100 gateways. When your unit appears in the search results, you can click device to select it and
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change the IP type to DHCH, save your change. Wait for 5s and search it again.

# USR-MXX V101 - o X
Device X
DevicelP  DeviceName: MAC Ver  Web

Basic Set

1P Type:

ModuleStaticlP:  192.168.07
SubnetMask: 255.255.255.0

Gateway: 192.168.0.1

Fig.12  IP network setting
When accessing the M100 gateway through the Web, the IP address of the M100 gateway and the PC must be in the same network
segment. After changing the IP address of the M100 gateway, you can access the Web page of the M100 gateway through browser
and perform related configuration operations on it. The user name and initial password are both "admin" After entering the user name

and password, click "OK" and the server will authenticate. After success, you will enter the main page of the Web server, as shown in

Fig.13.
5 USR 10T Be Honest Do Best !
Communication Expert of Industrial loT 32 | English
T i
> Status
> Network
> Port Model Name USR-M100
3 Gateway Firmware Version V1.015
> Cloud Service Type H7
> System Run Time 0day: Ohour: 1min
os RT-Thread
MAC Address D4-AD-20-38-A4-58
IME! 860059054780122
SN 00403422060800268382
Current Network Card Type EtherNET

System Time 2023-01-13 145313

Ethernet

Local IP Address 172461473
Preferred DNS Server 192.168.0.1

Alternate DNS Server 223555

Cellular Network

1CCID
LTE IP Address

Preferred DNS Server

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig.13  The main interface of the Web server
The IP address of the PC must be modified to ensure that it is in the same local area network as the IP of the M100 gateway if you
want to connect M100 to PC directly via a net cable. The default IP address of M100 |0 gateway is: 192.168.0.7. Set the PC's IP address
as: 192.168.0.X (X is any valid value from 2 to 253 except 7). The specific Windows system operation page is shown in Fig.14. you can

access the Web page of the USR-M100 gateway through browser as mentioned above.
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Internet B ERES 4 (TCP/IPvd) Properties

General

You can get IP settings assigned automatically it your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IF address automatically
(®) Use the following IP address:

IP address: | 192 .168 . 0 . 100 |

Subnet mask: | 255 .255 .255 . 0 |

Default gateway: |192.168. 0 . 1 |
Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 192 168 . 0 1 |

Alternate DNS server: | 114 . 114 . 114 . 114 |

[]validate settings upon exit P

Cancel

IP setting of PC

Fig. 14
2.8.4. Data transmission test (Step2 and 3)

You can select an operation mode in socket setting page, but for now we use default parameters to test, i.e TCP server. Now
USR-TCP232-Test works as TCP client, you need configure the server IP and port, that is 172.16.14.73:23 of USR-M100 gateway, the IP
address of PC is 172.16.14.15.
In the serial port setting module, you can configure communication parameters for the serial ports RS485, as shown in the figure
below. When configuring a serial network you need to set the following within each device-Baud rate,Parity,Stop bits,Data bits and
keep serial port parameters consistent in the same network. We now configure the COM Settings to operate as required for the M100
devices. Go to the Uartl Settings tab for confirming values of parameters.

Fig.15 shows an example of parameters setting to test transparent transmission.

05 UsR 10T : 1l - -Test to Ethernet Convert tester -
y USR-TCP232-Test RS232 to Ethernet C o x
T h
File(f) Options(0) Help(H)
o - COMSeling -COM port data recei Network dala recei NetSetiing:
it
. i[5 ] Cheseve frn 17216 1.7 - 23 (e
> Network
Jinan VSR Technology Co., Ltd. TCP Clent -
“ hor S ‘ Baudf 115200 n JTines VSR Technolozy Co., Led. .
rip it N (11
i G DPaly |MOME v thttp:/fen nsr. on Tinan USE Technolegy Co., Ltd.
Y= Tinas VSR TechnoLogy Co., Led 172.16 .14..13
Uart2 it >
mEeE3 BES 2)erver Por
Websodkt Swck [TBE v I
> Gatenay e 12 on-nners e e
e @ Close @ Discomnect]
. o
i R 5 e Dyt
ity

[~ duto Clear Input
[™ Send As Hex

[~ Send Reoyele

Localtost|172.16 .14 .15 Port [3683

Interval (1000 ms

hetp /fan usr.en

[ Beceive to file
¥ Add Line return

™ Send Az Hex
[~ Send Recycle

Interval [T000 ns
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Ltd Send

[ Send:720 | RecviB4  _ Resst

Load. Clear

I Ready!

Send

| Ready! [ maed | Fevii® _ Ressl

Load, Clear

Fig.15  Transparent transmission test
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2.9. Reload factory settings button

,OX@ USR IOT

Press the “Reload” button (inside a small hole) on the back panel for 3-15 seconds and then release or follow the procedure in

Section 3.1.9, to restore the USR-M100 gateway to the factory default settings.

2.10. Technical support and assistance

Please visit the USR loT website: https://www.pusr.com where you can find the latest information about the product.

Contact your distributor, sales representative, or PUSR's support center:

http://h.usriot.com/index.php?c=frontTicket&m=sign for technical support if you need additional assistance. Please have the following

information ready before you submit a ticket:

— Product model

— Description of your peripheral attachments

— Description of your software (firmware version, application,function description,etc.)

— A complete description of the issue and steps to reproduce
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3. Configuration and parameter details

3.1. Web interface

The USR-M100’s user-friendly web configuration tool was designed specifically to make configuration and reconfiguration easy; no
reconfiguration effort is required for the unchanged modules.

Every USR-M100 Industrial 10 gateway is equipped with a built-in web server in the firmware. Therefore, the device can be accessed
by using a web browser for configuring by entering the device's IP address in the URL field of your web browser. An authentication
will be required and you will have to enter the username (Default value is “admin”) and password (Default value is “admin”) for
accessing the web interface as shown in Fig. 16. This approach (web interface) for configuring your device is the most user-friendly.

Please go to its corresponding section for a detailed explanation.

Q172161473 x [t (o

X

< C ® @ misun > 9 8 &

Please Sign In
/1721

Fig. 16  Authentication Required for Accessing Web Interface
3.1.1. Status

After entering the correct user name and password and the authentication is successful, you will enter the main page of the Web, as

shown in Fig.13.

S USR IOT Be Honest Do Best !

Communication Expert of Industrial loT

> Status

> Networ
S Port Model Name USR-M100
> Gateway Firmware Version V1.0.15
> Cloud Service Type H7
> System Run Time 0day: Ohour: 5min
os RT-Thread
MAC Address D4-AD-20-38-A4-58
IME! 860059054780122
SN 00403422060800268382
Current Network Card Type EtherNET

System Time 2023-01-13 14:56:53

Ethernet

Local IP Address 172461473
Preferred DNS Server 192.168.0.1

Alternate DNS Server 223555

Cellular Network

1CCID
LTE IP Address

Preferred DNS Server

Jinan USR 10T Technology Limited.  http://www.pusr.com
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Fig. 177  Qverview
The function of the device status part is to display some specific information of the current device, including system, network, serial
port, mqgtt gateway and Edge computing status.

Table 7 Overview status list

Model name

The name of the gateway, which can be customized by the user on the "Miscellaneous settings" page.

Firmware version

The current software version of the gateway.

Type

The current hardware version of the gateway.

Running time

Total time after the device start work. It will starts from O after reboot.

(O

Operating system.

MAC address

The MAC address of the gateway.

Current network type

Which interface to access the internet, default WAN interface, that is ethernet port.

Current IP address

The IP address of the gateway.

Port status

The working status of checked serial port. Select the serial port currently to be displayed

Conn Status A(ETH): connection status of socket A.

IDLE:Initialization status

LISTEN:When the module works as TCP Server, it is listening for connection access
CONNECTING:Works as TCP client, the module is establishing a connection to the TCP Server
CONNECTED:Works as TCP server, the TCP connection to TCP server of the module has been
established

CONNECTED (n) :Number of TCP clients connected to the module

ERROR:The module is abnormally disconnected

Tx Count A(ETH): To count how many bytes be send to internet.

Rx Count A(ETH): To count how many bytes received from internet.

MQTT

Whether MQTT is enable

Connection status

Shows the connection status to the MQTT broker.

CONNECTING:the Smart I/O Controller is connecting to the MQTT broker

CONNECTED:the Smart I/0 Controller is connected to an MQTT broker

ERROR:The module is abnormally disconnected due to invalid MQTT protocol version, invalid client ID,

unavailable broker, invalid client credentials or unknown reasons

Edge computing

Whether Edge computing is enable

Connection status

Connection status of Edge computing.
CONNECTING:the module is establishing a socket or mqgtt connection
CONNECTED:the socket or mqgtt connection has been established

ERROR:The module is abnormally disconnected

3.1.2. IP settings

You must assign a valid IP address to the USR-M100 before it will work in your network environment. The IP address must be unique

within the network. If the device is connected to the Internet and should connect to other servers over the Internet to get some
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services such as Network Time Protocol (NTP) server, you will need to configure the DNS server in order to be able to resolve the host

name of the NTP server. The detailed description of the configuration parameters on this interface is shown in table 8.

ﬁ USR 10T
Communication Expert of Industrial loT

NET Configuration

Overview

IP Configuration of WAN Port

IP Config Configuration

> Port

LTE Cat1

> Gateway

> Cloud Service
Method of IP Obtaining DHCP/AutolP

> System
DNS Ao

IP Address | 172161473
Subnet mask | 256.256.265.0
Gateway | 17216141
Preferred DNS Server | 114114 114114

Alternate DNS Server | 8.888

SavesApply

Fig.18 Network web page

Table 8  Network configuration list

IP obtaining type Click the drop-down menu to select the IP Address Setting mode: Static or DHCP. If you choose DHCP,

the rest of the options will be greyed out or disabled.

DNS type Click the drop-down menu to select the DNS mode: auto or manual. If you choose auto, the DNS options

will be greyed out or disabled.

IP address IP address is a 32-bit address assigned to devices connected to the Internet. The IP address consists of
two fields: the network number field (Net-id) and host number field (host-id). In order to facilitate the
management of IP addresses,IP addresses are divided into five categories: Class A, B, and C addresses
are unicast addresses, Class D addresses are multicast addresses, Class E addresses are reserved
addresses for future special purposes. The IP addresses currently in large numbers belong to three types

of addresses: A, B, and C.

Subnet mask The mask is a 32-bit number corresponding to an IP address. Some of these numbers are 1, and the
others are 0. The mask can divide the IP address into two parts: the subnet address and the host address.
The part of the IP address corresponding to the 1 bit in the mask is the subnet address, and the other bits
are the host address. The mask for class A addresses is 255.0.0.0, the mask for class B addresses is

255.255.0.0, the mask for class C addresses is 255.255.255.0.

Gateway The default gateway in the host is usually called the default route. The default route (Default route) is the
route chosen by the router when no other route exists for the destination address in the IP packet. All

packets whose destination is not in the router's routing table will use the default route.

DNS The IP address of the DNS server. DNS Server part is where you can specify the IP Address of your
Preferred DNS (Domain Name Server) and Alternate DNS. When the device uses a static IP address, the

user is required to fill in this item, 8.8.8.8(Google) will be a good choice. If a specific DNS server is not
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used, the default gateway IP address is generally sufficient.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
3.1.3. Serial port settings

The serial port module includes: serial port parameter configuration, network parameter configuration. The main function of the
gateway is to carry out two-way transparent transmission of standard serial bus data (RS-232, RS-485) and standard Ethernet data
supporting TCP/IP protocol to solve common serial equipment Networking problems on the Internet. The Port configuration page can

configure the parameters of the serial port and socket, as shown in Fig.19. Details on work mode connectivity protocols and its

settings of USR-M100 gateway are given in Chapter 4 Operation modes, this section will only focus on the part of parameter

description. The description of the configuration parameters on this interface is shown in table 9 and table 10.

& USR 10T
Communication Expert of Industrial loT

Overview

Data transmission parameter configuration
IP Config SETTING

~ Port

Port Socket

Uart1

Uart2
Baudrate 115200 (600~230400)bps

Websocket

Databits 8 ~ bit
> Gateway

> Cloud Service Parity None v
> System Stop bits 1 ~
Flowetd  NONE v
UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 (0~255)ms

Sync Baudrate(RFC2217)  ON v

Enable Uart Heartbeat [

‘Save&Apply

Fig.19  Serial port configuration web page

Table 9  Serial settings list

Baud rate This sets the port’s data transfer speed. Choices are from 600—230400. Set this to match the baud rate

setting of the connected device. Default is 115200.

Data bits This sets the number of bits used to transmit one character of data. Choices are: 7 and 8. Set this to
match the data bit setting of the connected device. Default is 8 (which is the default for the majority of

serial devices).

Parity bits This bit checks the integrity of the transmitted data. Choices are: None, Odd, Even, Space, Mark. Set this
to match the parity setting of the connected device. Default is None (which is the default for the majority

of serial devices).

Stop bits This indicates that a character has been transmitted. Set this to match the stop bit setting of the

connected device. Choices are: 1and 2. Default is T (which is the default for the majority of serial devices).

Flow control This allows you to choose how the data flow will be controlled. Choices are: None(No Flow Control), or
Xon/Xoff (Software Flow Control). Set this to match the flow control setting of the connected device.
Default is None. If Xon/Xoff is selected, the Xon and Xoff characters are Ox11 for Xon and 0x13 for Xoff.

Note that these are hexadecimal numbers of ASCIl characters (i.e., 0x11= 1" and 0x13 = ‘3’).
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Packing time Click the option to sent pack immediately by interval.
Packing length Click the option to sent pack immediately by size.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.

ﬁ USR 10T
Communication Expert of Industrial loT

Overview
1P Config
Uart1
Uart2 SOCKET A
Websocket Working Mode  TCP Client «|| None v
> Gateway
Remote Server Addr 192.168.0.201
> Cloud Service
S 6tem Local/Remote Port Number 0 2 (1~65535)
Reconnection period o (0~99999)s
PRINT  oOFF
Modbus Poll - [] Response Timeout 200 (10~9999)ms
Enable Net Heartbeat  []
Registration Packet Type  None ~ Location  Once connecting
SSL protocol Disable v None
SOCKET B
Operating Mode  None v
~
Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 20  Socket configuration web page

Table 10 Operation modes settings list

Working mode USR-M100 gateway supports 5 different operation Modes which are TCP Server, TCP Client, and
UDP,HTTP client and websocket. The operation Mode describes the role of the device and the
connection between the device and other remote devices in the network which would like to

communicate with serial device on M100’s COM port.

Maximum socket no.(TCP | This option specifies the maximum number of remote devices/clients (with maximum of 16 clients) that

server only) can be connected to the serial device on this COM port.

Local port This option specifies the port number that the TCP/UDP server should listen to. It is also used by the
remote TCP/UDP client to connect to the TCP/UDP server. The default local port is 23. You can enter

different port numbers in this option.

Remoter server addr. Please specify the IP address of the TCP/UDP server program on the remote host in this field. This should

match the IP settings of the TCP/UDP server program.

Remote port Please specify the port number of the TCP/UDP server program on the remote host in this field. Once

again, this should match the IP setting of the TCP/UDP server program.

Timeout The default is disable. If you want to keep connection continually, you can disable it. Data idle Time is the
reconnection(TCP/UDP time period for which the device waits for data. If the USR-M100 gateway does not receive data during
client) established idle time(timeout), the USR-M100 gateway will disconnect temporarily. When the data comes

in, it will reconnect automatically. Users do not need to reconnect.

Modbus polling This option is selected when multiple modbus maters from Ethernet are polling the same serial port.

Each serial port supports up to 16 simultaneous TCP connections allowing hosts to simultaneously

transmit/receive data to/from the same serial port, USR-M100 gateway processes the data in the order
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arrived. The M100 gateway determines the end of the serial acknowledgement through a response

timeout.

Response timeout If the Modbus device does not receive a response within the time specified here, the communication

times out. Valid settings are from 10 — 9999ms.

Modbus TCP exception | This option is used to enable modbus exception checking. If selected, error messages (TCP exception

(modbusTCP enabled) | codes) are generated if a problem (such as a message timeout) should occur during Modbus operations.
SSL protocol Choose TLS/SSL data encryption protocol version
Socket B Socket B supports 2 different operation Modes which are TCP Client, and UDP client, this socket is closed
by default.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.

3.1.4. Websocket server

This function is that the gateway acts as a WebSocket server, and transparently transmits the data received by the serial to the
webpage in hexadecimal. The WebSocket server can also send data to the serial device at any time. It can also print log information.

Pleas refer to system setting.

< C 8 A Notsecur 172161473

% USR 10T 172.16.14.73 says
Communication Expert of Industrial loT connect success!

Overview

this page use websocket to establish a channel of shell command and log outputing between webpage and device
.
Websocket connection:0

1P Config

Receive hex data

Uart1

# | English

Uart2
Websocket
> Gateway
> Cloud Service
> System

Jinan USR 10T Technology Limited. http://www.pusr.com

Fig. 21 Websocket server

3.15. MQTT gateway

If you enable MQTT Broker as your northbound connection, the M100 gateway will be configured as MQTT Client. In Client mode, you

can setup MQTT broker basic settings, general topic settings, TLS secure transmission, last will message, and advanced settings.
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Fig. 22 MQTT connection profiles
Table 11 MQTT basic setting

Enable MQTT Turns MQTT gateway on or off.
MQTT Version Select the mqtt protocol version. V3.1 and V3.1.1 are supported.
Client ID The client ID defined the identifier of the USR-M100 Gateway.

The IDs of the various MQTT clients have to be unique for the respective MQTT Broker. If two MQTT
clients are using an identical ID, the connections of theses clients to the MQTT Broker are
disconnected. For an individual client, there is no way to find out whether a specific client ID is already

used by another client or not.

Server address IP address or hostname of an MQTT broker.
Remote Port Port number of the MQTT broker.
Keep alive interval The Keep Alive is a time interval measured in seconds. It is the maximum time interval that the broker

permits between when a client finishes sending one MQTT packet and starts to send the next.

Re-connection time Automatic reconnection when there are not data flow in the MQTT session in the setting time. If the

time is set 0, this function does not take effect.

Re-connection interval Automatic reconnection interval after a fail network connection.

Clean session Valid only for Qos1 and Qos2. When the clean session is checked, the client does not want a persistent
session. If the client disconnects for any reason, all information and messages that are queued from a
previous persistent session are lost.

When the clean session is unchecked, the broker creates a persistent session for the client. All

information and messages are preserved until the next time that the client requests a clean session.

User name Username for authentication to the MQTT broker.
Password Password for authentication to the MQTT broker.
Last will The last will message is part of the Last Will and Testament (LWT) feature of MQTT. The will message

notifies other clients when a client disconnects ungracefully.
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SSL/TLS If you use a TLS connection, click the SSL/TLS tab, select Enable SSL/TLS, and then set

the Protocol parameter to TLSV1.2

ﬁ USR 10T
Communication Expert of Industrial loT

Overview
MQTT Gateway functio 0 the third-party MQTT serverIt supports up to 16 publish topics and 16 subscribe topics,
1P Config
v Port
Uart1
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Fig. 23 Topic to publish

Table 12 Publish message setting

Transmission mode Transparent transmission, just as its name implies,the gateway does not process any data, forward the
data directly.

Topic distribution,in this mode users should define a topic name when configuring the topic. After
receiving serial port data, the device pushes it to the associated topics based on the topic name. Topic
name and payload are separated by comma. For example, topic name, {"message": "Hello from
USR-M100 gateway'} as serial data. Different topics are allowed to have the same topic name. In this
way, data is pushed to all topics with the same topic name.

Custom mode, add topic, Qos(0,1,2), retain(ON,OFF) message before payload. After receiving the serial
data, USR-M100 publishes the payload of the corresponding topic to cloud according to rules. This
method can be used to publish any topic at any time. For example, awsiot/test,0,0N,{"message": "Hello

from USR-M100 gateway"} as serial data.

TOPIC string An MQTT topic is a UTF-8 string that the broker uses to filter messages for each connected client. To
receive messages, the client must subscribe to the topic. A topic can have one or more topic levels.

Each topic level is separated by a slash (Topic Level Separator).

Binding Port The MQTT topic is bound to the serial port number of the device. Any data from the COM Port1 of the
gateway will send to all the TOPIC it bindings to.

Qos QoS 0: at most once. In this case, the client publishes a message to the broker only once.
QoS 1: at least once. In this case, when a client publishes a message to the broker, the client expects
the broker to acknowledge whether or not a client has received the message. If the publisher does not

receive acknowledgement from the broker within a preset time interval, it will republish the message
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again and again until acknowledgment is received.

QoS 2: exactly once. The MQTT protocol uses the confirmation of confirmations to ensure that a

message is delivered exactly once.

Retained message By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for the
topic. Data values without Retain flag are only transferred from the MQTT Broker to those MQTT
Subscribers that are registered at the broker and have subscribed to the appropriate topic in the

moment when sending the data to the broker.

IO control/Query Used to reply for IO status to server

S USR IOT Be

Honest Do Best !
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Fig. 24 Topic to subscribe

Table 13 Subscribe message setting

Transmission mode The data printed to the serial port can be set whether to carry the Topic
Topic string Same to Table 12

Binding port Same to Table 12

QoS Same to Table 12

IO control/Query Used to Query 10 status from server

3.1.6. Edge computing

The M100 gateway supports southbound fieldbus protocols of Modbus RTU protocols. It also supports northbound MQTT/ Cloud
protocols of MQTT Broker, TCP/UDP/HTTP in socket, AWS IOT, and Alibaba Cloud loT Platform. The M100 gateway fulfills a different

role on each of its sides. Each role is determined by your devices' settings. Therefore, set the role of each of your devices correctly.
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Fig. 256 Edge computing enabled
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Fig. 26 Modbus slaves and datapoints configuration

Table 14 Modbus RTU poll configuration

Device name The Modbus slave device identifier, which is unique for the current gateway. The device name must be

less than 30 characters in length, and can contain letters, digits, underscores (1)

COM Port Which serial port the modbus slave device connected to. Select an option from the drop-down list.

Slave address Slave ID. Each slave in a network is assigned a unique identifier ranging from 1 to 255. When the
master requests data from a slave, the first byte it sends is the Slave ID. When set to 0, the slave will

respond to requests addressed to any ID.

Polling interval The interval at which data is collected. Modbus is a communications protocol with half-duplex
transmission. Gateways send requests to collect data from devices. Therefore, you must specify the

data collection interval. The unit is millisecond.
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If 60 milliseconds is required to collect the data of each property, the total time required to collect the

data of all properties is calculated as follows:
Total required time = Time required to collect the data of each property (60 ms) x Number of

properties for the slave device.

Modbus address mapping This function is usually combined with register mapping to realize a single modbus command query in

data query.

Merger collection This function is used when the register address of many data points are sequential

Table 15  Data point(node) configuration

Data point name Identifier of the data point, which must be unique for the gateway. The name must be 1 to 30

characters in length and can contain letters, digits, and underscores ()

Modbus function code The Modbus RTU master supports the following Modbus functions: 1 Read Coils, 2 Read Discrete
Inputs,3 Read Multiple Holding Registers, 4 Read Input Registers.

Register address The address of the register from which data will be read.
Data type Defines how read data will be stored. See table 22.
Response timeout If the Modbus device does not receive a response within the time specified here, the communication

times out. Valid settings are from 10 — 65535ms.

Data report The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log
the data point if the value changes more than X amount.

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Register address mapping This function is usually combined with modbus address mapping to realize a single modbus command

query in data query.

Formula Modbus register store only whole numbers. For this reason a scale factor often needs to be applied.
For example a modbus register with a temperature value may read as 723 and a multiplier of 0.1 need
to be applied to get the correct value of 72.3 in the SCADA system,the formula is %s*0.1. If the data

type is a Float then the multiplier is not needed. This computation supports +, -, * and / operators.
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Fig. 27 Transport channel and formatting

Table 16  Data Query and report

Communication channel Select the channel in the socket type. You can choose TCP/UDP or HTTP in socket A of each serial

port(socketl or socket2), or MQTT you have added.

Data query Whether data query from remote server or cloud is enable.
Data set Whether data setting command from remote server or cloud is enable.
Query or set type You can choose Modbus RTU, Modbus TCP or JSON. Users can send the right format query command

from remote modbus master or MQTT publisher to the M100 gateway. The data is retrieved from the

device's cache of corresponding modbus instructions.

Query or set Topic Topic that used to query or set data from MQTT publisher.
Response Topic Topic that reply to the query or set data from MQTT publisher.
Data report The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log
the data point if the value changes more than X amount.
Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Report Topic Topic that used to report data to MQTT broker.

Failure padding Exception handling. Any data point did not get the response in response timeout will be filled with this

string as key value into the template.

Quotation mark Numeric values are quoted. It does not affect a string.

Json template The payload format. Users can custom which data points should report to the server.

3.1.7. 10 settings

USR-M100 gateway can support a number of Digital Input (DI), Digital Output (DO-Relays ), Analog Input (Al) ports. There are a few

combinations of /O extension board in develop. Because the I/0 status of M100 is mainly displayed via Modbus protocol, the user has
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to configure the Modbus settings if the user wants to use the Modbus protocol. Fig.29 shows the parameter that must be set for the

Modbus protocol that is the Modbus Slave ID.
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Fig. 28 10 control
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Table 17 10 function

Slave address This field allows the user to configure the Modbus identification (ID), The Modbus slave ID is set to the

default value of 100. It can be the integer number from 1to 247.

Register The 1/0 status will be displayed at the starting address given in this field.
E.g. The DI status will be mapped to the address set here. The default starting address is T which will
be mapped to DI channel number 0. The successive DI channels will have the incremental Modbus

address based on this starting address, i.e. DIT will have the Modbus address of 2.

Timer1-6 Currently, two actions are supported: device restart and DO control
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Restart Hold Whether the DO output status remains after the restart

DO action configuration No action,default value.
Hold: keep the triggering status in the specified time, and back to the previous status, single trigger

Flip: keep the triggering status in the specified time and then flip, periodic trigger

DI filter time This field is the interval that the system will check for the DI status. The default value is 10 milliseconds

(ms).

3.1.8. Cloud service
Please refer to “USR-M100 Quick Start Guide with AWS IoT" for detail.
Please refer to “USR-M100 Quick Start Guide with PUSR cloud” for detail.
3.1.9. System setup

»  System setting
This system setting tab includes several system level settings, such as device name, websocket, system log, user name and password.

Most of these settings are optional.
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Fig. 30 System settings

Table18  System settings list

Host name The name of the device, up to 32 characters,can’t be null
Websocket port Websocket server listen port NO. Range 1-65535
Websocket direction Click the drop-down menu to select websocket mapping direction: UART or Log.
Webserver port Web server listen port NO. Range 1-65535
User name The user name of web console and can be modified. up to 16 characters,can’'t be NULL
Password The password of web console and can be modified. up to 16 characters,can’t be NULL
UART cache Click the option to enable serial buffer. By default, USR-M100 will empty its serial buffer when a new TCP
connection is established. This means that the TCP application will not receive buffered serial data during
a TCP link breakage. To keep the serial data when there is no TCP connection and send out the buffered
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serial data immediately after a TCP connection is established, you can disable this option.

Restarting without data | This function is used for the gateway without any data transmission or reception for a long time, and the
gateway automatically restarts. If the restart time is set between 0 and 59 seconds, this function does not
take effect. Only when the time is set to be greater than or equal to 60 seconds, the restart function of

the device without data will take effect.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
» management
In management page users can perform some system operations on the M100 gateway, including restarting, restoring factory

configuration, and upgrading. It is recommended that users use it with caution. Improper operation may damage the gateway.
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Fig. 31 Module management

A. Restart
This function is used to restart the gateway by software. Before the gateway is completely restarted, the device does not work and
cannot forward any data packets. This restart is different from the hardware reset of power-on restart, but the gateway system
software is reset, just like the "warm restart" of the windows operating system. Once a new setting is changed, you can use the Save
function to accept the changes. You will need to reset the device to save the settings to flash memory. Click on "restart" Button, the
page pops up a prompt box, click "OK".

B. Restore factory defaults
This function is used to restore the gateway to the factory settings and automatically restart the gateway at the same time. Before the
gateway restarts successfully, the device does not work and cannot forward any data packets. This function is to restore the factory
default configuration value once the user sets the wrong parameter and causes the gateway to work abnormally. Click the "Restore
factory defaults" button, and a prompt box will pop up on the page. Click "OK".

C. Firmware upgrade
USR IoT continually upgrades its firmware to add new features and optimize performance. Please contact the sales to obtain the
latest version of the firmware. Before upgrading the firmware, please make sure that the device has a reliable power source that will
not be powered off or restarted during the firmware upgrading process(please be patient as this whole process might take up to 1-2
minutes).

Copy the new firmware file to your local computer. Note that the firmware file is a binary file with “.bin” extension. Before updating
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the firmware, make sure that your host’s Network domain is as same as the gateway.

Next, click “Select the file” button as shown in Figure to find and choose the new firmware file. Then, click "Flashing the firmware"
button to start the firmware upgrade process. After the progress bar in the page is read, the software upgrade is completed. Please
wait until the uploading process is finished (the amount of time varies depending on the equipment used).

Finally, the device will then proceed to restart itself. In most cases, you might require to re-configure your device.

3.2. Configuration software

3.2.1. Discovering your gateway

After you start configuration software, if the USR-M100 gateway is already connected to the same gateway as your PC, the device can
be accessed via broadcast packets. Users can search all the USR-M100 gateways on the network and show them on the Deivce List

Area of the utility. Please select the right Ethernet adapter(Device menu) if you did not see any gateway.

& USR-MXX V1.0.1

Device | HH3C

User config

Clear temporary IP

Select network card b
Exit

ASIX AXB3179 USB 3.0 to Gigabit Ethernet Adapter

Basic Set

1P Type:

ModuleStaticlP:

SubnetMask:

Gateway:

Fig. 32 Searching
3.2.2. Network setting
Sometime the USR-M100 gateway might not be in the same subnet as your PC, therefore, you will have to use this utility to locate it in

your environment. To configure each device, first click to select the desired device (default IP:192.168.0.7) in the list of configuration

utility, and then change the IP address to avoid any IP address conflict with other hosts on your LAN, save your change.

Your Trustworthy Industrial IoT Partner WWW.pusr.com




,OX@ USR IOT

Be Honest, Do Best !

User Manual Il
& USR-MXX V1.0 — a X
Device FHI3ZL
DevicelP DeviceName MAC Ver Web

Basic Set
IP Type: [DHCP/Auto 1P} ~
ModuleStaticlP:

SubnetMask:

Gateway:

Fig. 33 Changing network settings
3.2.3. Reboot the device

This function is available to allow you to reset the gateway. The function disconnects both the ethernet and serial connections. The
function also allows the gateway to save new configuration settings to flash memory. To reset the device:
1. Right-click a desired device to display the settings menu.

2. Select Reboot.

Press the Reboot button and the system will give a reset response.

£ USR-MIXX V1.0
Device 3L
DevicelP  DeviceName MAC Ver  Web

Reboot

External web config
Restore Factory

Upgrade

Basic Set

1P Type:

ModuleStaticlP:

SubnetMask:

Gateway:

Be honest, Do best

Fig. 34 Reboot the device
3.2.4. Restore to factory default settings

The configuration utility provides the function to restore the gateway to factory default settings. If you really want to restore the

gateway to factory default settings, please click restore factory button to continue. As shown in Fig.34.
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3.2.5. Open web server

Users can visit the web server of the gateway conveniently with configuration tool. Select the device you want to visit and right

click,then click External web config ,you will open the web server with default browser such as Google Chrome. As shown in Fig.34.

4. Operation modes

The USR-M100 gateway provides various operations: TCP Server/ Client mode, UDP mode, HTTP mode and Websocket mode. The
main difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient to send an
acknowledgement to the sender. UDP does not require this type of verification, making it possible to offer speedier delivery. UDP also
allows unicast or multicast of data to only one IP or groups of IP addresses. Detailed descriptions of each operation are provided in
following sections. After choosing the proper operation mode in this chapter, refer to Chapter 3 for detailed configuration

parameter definitions.
41. TCP Server

411. Properties
In TCP server mode, the TCP connection is initiated from the host to the USR-M100 gateway. This operation mode supports a
maximum of 16 simultaneous connections for each serial port on the gateway from a single or multiple hosts. After the connection is
established between the gateway and the remote host computer (remote TCP client) , data can be transmitted in both directions. The
serial port on the device will forward requests from all remote connected hosts(Ethernet) to the serial device immediately and reply to
all remote connected hosts once it receives data from the serial device.
The default operation mode of USR-M100 is the TCP Server mode. Fig.35 shows an example of configuration setting for TCP Server

working mode under the Uartl socket tab. You can configure other serial ports in the same way.
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Fig. 35 TCP server work mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click onthe “Uartl” tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fig.35.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
3. Click on the Socket tab in this page, select TCP Server in the working mode options. The local ports of different serial ports must
be different. After receiving network data, the device determines which serial port the data is sent to based on the local port. For

example, the default port number of the first serial port (Uart1) is 23, the default port number of the second serial port (Uart2) is 26,
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and so on.

4. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to
save all the changes that you have made. All configurations take effect after a system reboot.

Fig.36 shows an example of test in this mode. By selecting the TCP Server work mode, a TCP client program on a remote host
computer should be prepared to connect to USR-M100. Server IP is IP address of USR-M100, server port is local port of USR-M100. In
this case, IP address of USR-M100 is 172.16.14.73.

Be Honest Do Best !
32 | English

on Expert of Industrial loT

> Status

> Network
Data transmission parameter configuration

Haitd SETTING
Uart2
Port Socket
‘Websocket
> Gateway
Baud rate 115200 (600~230400)bps

> Cloud Service
Data bits. 8

v bit

> System

Parity | None v

Stop bits 1 v

Flowctl | NONE v

UART PacketLength 0 (0~1460)bytes
UART Packet Time 0 (0~255)ms
SyncBaudrate(RFC2217)  ON v
Enable Uart Heartbeat  []

Jinan USR 10T Technology Limited.  http://www.pusr.com

& USR-TCP232-Test R5232 to Ethernet Convert tester
File(E) Options{(Q) Help(H)

—COMS etting EOM port data receive

~Metwork data receive

Prarthurn IEDMS __V_I [http: //en uzr. en
l'_:l http://en. usr. en

BaudR 115200 o }\ttp cffen usr. on

DPaly |NONE -

[Dratab |8 bt :']

StopB |1 bit vI

@ Close

—FRecr Options——
[~ Receive to file...
[V Add line retwrn
[~ Receive Az HEX
[~ Receive Pause

Save. .. Clear

—Send Options—

[~ Data from file ...
[~ uto Checksum

[~ Auto Clear Input
[T Send A= Hex

[~ Send Reeycle

Tinan USE Technologr Co.. Ltd
Tinan USE Technologyr Co.. Ltd
Tinan USE Technology Co.. Ltd

- O X

~“MetSettings
[1] Protocal

I TCF Client - l
[&] Server [P

|1?2.1B .14 .73

[&] Server Port
23

@ Discunnectl

LocalHost|172.16 .14 .15

Tnterval l1DDD 5 Jinan USE Technology Co.,
Ltd

Load. .. Clear

http: /fen usr. on
Send

L& Ready! | Send:30 | Recv:48

Port19451

Send

~Recv Optionz—

I” Receive to file. ..

I” Receive As HEX

[~ EReceive Pause

Save. .. Clear

—Send Options—

[~ Data from file ...
[~ Auto Checksum

I” Auto Clear Input
I~ Send As Hex

I” Send Recyele

Interval I'IDDU ms

Load. .. Clear

Reset I [& EReady! |

Send : 48

Recw: 90 Feset

Fig. 36 Host initiating TCP connection
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41.2. Multihost setting

ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

> Network

Data transmission parameter configuration
Uartd SETTING

Uart2
Port Socket

Websocket

> Gateway

SOCKET A

Working Mode  TCP Server ~  None v

> Cloud Service
> System

Maximum Sockets supported & v Exceeding Maximum ~ KICK =
KICK

Local Port Number 23 (1~65535) KELE
PRINT  OFF v

Modbus Poll - [] Response Timeout 200 (10~9999)ms

SOCKET B

Operating Mode  None v

‘Save8Apply

Fig. 37 Maximum socket connection

Maximum connection is usually used when the user needs to receive data from different hosts simultaneously. The factory default
allows 8 connection at a time. This option specifies the maximum number of remote devices/clients (with maximum of 16 clients) that
can be connected to the serial device on this COM port. And users can define the behavior when the connection established exceed
the maximum.
Kick: when the connection exceeds the maximum number, actively kick out the oldest connection(first in first kick out).
Keep: when the connection exceeds the maximum number, keep the old connection and reject new connections.
4.2. TCP Client

421.  Properties
When the working mode of this device is TCP Client, the remote device must work in TCP Server mode, and its IP address and port
number must be configured, which can be configured in the corresponding options of the network connection. The local port number
can be ignored and no configuration is required. USR-M100 supports SSL (TLS v1.0 or v1.2) data encryption in this operating mode.
Fig.38 shows an example of configuration setting for TCP Client working mode under the Uart1 socket page. You can configure other

serial ports in the same way. There are additional connection settings that can be configured as shown in Fig.38.
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32 | English
> Status
Data transmission parameter configuration
> Network

Uart1

Port Socket
Uart2

Websocket

SOCKET A

> Gateway
S Cloud service Working Mode | TCP Client ~| None v
> System Remote Server Addr 172161415
Local/Remote Port Number 0 23 (1~65535)
Reconnection period | 0 (0~99999)s
PRINT  OFF v
Modbus Poll - [] Response Timeout 200 ((10~9999)ms
Enable Net Heartbeat [ ]
Registration Packet Type  None ~ Location  Once connecting
SSLprotocol  Disable v| None
Operating Mode  None v
SaveRApply
v

Fig. 38 TCP client work mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click on the “Uartl” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.38.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
3. Click on the Socket tab in this page, select TCP Client in the working mode options. Please specify the Destination IP address and
port number of the TCP server program on the remote host. This should match the IP settings of the TCP server program. The default
local port number is 0, M100 will assign a random TCP Port.
4. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to
save all the changes that you have made. All configurations take effect after a system reboot.
Fig.39 shows an example of test in this mode. By selecting the TCP Client operation mode, a TCP server program on a remote host

computer should be prepared to accept a connection request from the device. In this case,Host IP address is 172.16.14.15.

%% USR-TCP232-Test RS232 to Ethernet Convert tester — O X
File(E} Options(Q) Help(H)
—[COMSetting —COM port data receive —Metwork data receive —MetSettings
Patbum |COM3 =] | [http: /en usr. on [Recsive from 172.16.14.73 : 10861 (1) Protocol
l‘ﬁ http: /fen. usr. en Tinan USE Technology Co., Ltd I TCF Server vl
Baugh 115200~ http: /fen. usr. cn Tinan USE Technology Co., Ltd
DPaiy INDNE vl http:/fen. usr. en Tinan USE Technology Co., Ltd (2] Local hast IP
Iﬁ' |1?2.1ﬁ.14.15
Datsp |80 T [3] Local host port
Stoph |1 bt - [=

@ Cloze @ Disconnec‘tl

~FRecy Options——

~Reov Optionz—

[~ Receive to file .. I~ Receive to file ..
[ #dd line retwn ¥ 4dd line retwn
[~ Receive hs HEX [~ Receive As HEX

[~ Receive Pauze [~ Receive Pause
Save. .. Clear Save. .. Clear

—Send Options— —Send Options—

[~ Data from file ... [~ Data from file ...
[ duto Checksum I~ Auto Checksun

[~ Auto Clear Input I” Autoe Clear Input
[~ Send As Hex [~ Send As Hex

m Peers: |17216.14.731036 _YJ st reioe

Jinan USE Technology Co. ., http:/fen usr. cn
Interval l‘IDUD ms F Send [ Send Interval I‘IDDEI ms

Load. .. Clear Load. .. Clear

L& Ready! [ Send: 30 | Fecv:6d Reset | [& Eeady! | Send: B4 | Recv:90 Reset
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Fig. 39 M100 initiating TCP connection
422. SSL/TLS
If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User
can select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authentication, server certificate authentication and

bidirectional certificate authentication.

Be Honest Do Best !
Expert of Industrial loT £ | English

Data transmission parameter configuration
> Status L 2

> Network

Vart1 Port Socket
Uart2
> Gateway Working Mode ~ TCP Client v None v

2 g sesvee Remote Server Addr  172.16.14.15

> System

Local/Remote Port Number 0 2 (1~65535)
Reconnection period o (0~99999)s
PRINT  OFF v
Modbus Poll [ Response Timeout 200 (10~9999)ms

Enable Net Heartbeat [

Registration Packet Type  None ~ Location  Once connectin:
SSL protocol TLS12 ~ Verify all i
Upload Server CA  [Server Fool | Choosefile || Upload . |

Upload Client CA [ | Choosefile || Upload... |

Upload Client Private Key [ Choosefile | Upload.. |

SOCKET B

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 40 SSL/TLS encryption

4.23. Transient connection
This connection, called transitory due to its short-lived nature. If the serial port or network port receives none data within the setting
time, the connection will be automatically disconnected. The gateway used to send serial device data back to a control room or a
cloud application need to open a remote connection before they can transfer the serial data. When the transmission is completed, the
gateway should immediately close the connection. Without support for flexible connection control, you would need to spend extra
time handling connections at the central site or cloud application.
TCP transient connection is used primarily to save server resources. Fig.41 shows an example of configuration setting for transient

connection in TCP Client working mode under the socket page.

ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status Data transmission parameter configuration

> Network

Uart1 Port Socket

Uart2

Websocket
> Gateway Waorking Mode TCP Client ~ | Short Connection —

> Cloud Service Remote Server Addr 172161415

> System
Local/Remote Port Number o 23 (1~65535)
Reconnection period | 0 0~99999)s
Duration of short connection 3 (2555
PRINT OFF ~
Modbus Pell - [] Response Timeout 200 (10~9999)ms

Enable Net Heartbeat [

Registration Packet Type  None v Location  Once connecting
SSLprotocol  Disable v None
SOCKET B
Operating Mode  None v
Save&Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com
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Fig. 41 Transient connection
4.3, UDP Server
4.3.1. Properties

User Datagram Protocol (UDP) is a faster and more efficient transport protocol than TCP but it is a connectionless transport protocol,
it does not guarantee the delivery of network datagram. In UDP mode, you can unicast or multicast data from the serial device to one
or multiple host computers, and the serial device can also receive data from one or multiple host computers. Please beware that even
though UDP provides better efficiency in terms of response time and resource usage, it does not guarantee data delivery. It is
recommended to utilize UDP only with cyclic polling protocols where each request is repeated and independent, such as Modbus
Protocol.

When the working mode of the device is UDP server, the remote device must also work in UDP mode. You only need to specify the
Local Port that USR-M100 should listen to. In UDP server mode, serial port data is always sent to the last peer UDP device(lP and port)
that communicates with the USR-M100, and the USR-M100 can record the IP and port number only after the peer UDP device sends
data to the USR-M100 first.

Fig.42 shows an example of configuration setting for UDP Server mode under the Uartl socket page. You can configure other serial

ports in the same way.

ﬁ USR 10T
Communication Expert of Industrial loT

> Status

> Network

Data transmission parameter configuration
Uartd SETTING
Uart2
Port Socket
Websocket
> Gateway
SOCKET A
> Cloud Service
Working Mode UDP Server ~|  None

> System

Remote Server Addr  17216.14.15
Local/Remote Port Number 9000 23 (1~65535)
PRINT  OFF

Enable Net Heartoeat [

SOCKET B

Operating Mode  None

‘Save8Apply

Fig. 42 UDP server work mode

Please follow the following steps to configure connection settings of the operation mode for Uartl port.

1. Click on the “Uartl” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.42.

2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.

3. Click on the Socket tab in this page, select UDP Server in the working mode options.

4. Local Port specifies the local port number for UDP server mode on M100 which it will be listening to and it can be any number
between 1 and 65535. The local ports of different serial ports must be different. After receiving network data, the device determines
which serial port the data is sent to based on the local port.

5. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to
save all the changes that you have made. All configurations take effect after a system reboot.

Serial port data is firstly sent to the preset destination IP/domain name and Destination port. After receiving a UDP packet, the system
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updates the destination IP address and port number, and sends the data back to the latest IP address and port number. In this case, IP

address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15.

%% USR-TCP232-Test RS232 to Ethernet Convert tester — O >
File(E) Options{Q) Help(H)
—COMS etting EOM port data receive —Metwork data receive “MetSettings

ihttpi;",-"en. usr. en
\|Ihttp: /fen usr. en
|Ihttp: /fen usr. en

PortMum |EDM3 ..'_I
EaudR I1152DD VI
DPaity INDNE -l

[Receive from 172.16.14. 73 © 90001 : (1] Protacal
Tinan USE Technology Co., Ltd | uoF Vl
Tinan USE Technology Co., Ltd

Tinan USE Technelozy Co., Ltd [2] Local host IP

[Dratab |Sbit :']
StopB I‘Ibit vI

@ Close |

~FRecr Optionz—

[~ Receive to file...
[V Add line retwn
[~ Receive Az HEX

[~ EReceive Pause

Save. .. Clear

—Send Options—

[~ Data from file ...
[~ uto Checksum

[~ Auto Clear Input
[T Send A= Hex

[~ Send Reeycle

Interval l'IDDD ns

RemoteIP:[172.16 .14

.73

http: /fen usr. on

Fort: IQDUD

|1?2.1B .14 .15

[3] Local host port
23

@ D:'Lsconnect!

~FRecr Optionz—

[~ Receive to file...
[V Add line retwrn
[~ Receive As HEX

[~ Receive Pause

Save. .. Clear

—Send Options—

[~ muto Checksum
[~ huto Clear Input
[~ Send As Hex

[~ Send Recycle

. Interval (1000 ms

Load. .. Clear

Reset

Tinan USE Technology Co.,
Ltd. Send

Send: 90 i Recy: 48 Reset I [& EReady! |

Load. .. Clear

L& Ready! [ Serd: 48 |

Recv: 90

Fig. 43 UDP transmission test
4.4. UDP Client

44, Properties

When the working mode of the device is UDP client, the remote device must also work in UDP mode. M100 supports remote IP
address and port verification. After verification is enabled(OFF), the M100 only communicates with the destination port of the
destination IP address. If the data is not from this channel, the M100 will discard the data. If verification is disabled(ON), M100 does not

filter the data of the destination IP address and destination port. Fig.44 shows an example of configuration setting for UDP Client

mode under the Uartl socket page. You can configure other serial ports in the same way.

ﬁ USR 10T
Con Expert of Industrial loT

Be Honest Do Best !
32 | English

> Status
> Network
Data transmission parameter configuration
Uartd SETTING
Uart2
Port Socket
Websocket
> Gateway

SOCKET A

Working Mode  UDP Client ~| None 5

> Cloud Service
> System

Remote Server Addr  17216.14.15

Local/Remote Port Number 9000 23 (1~65535)
UDP Not Check Remote PORT  OFF v
PRINT  OFF v

Enable Net Heartbeat [

Registration Packet Type  None, v Lecation  Once connecting

SOCKET B

Operating Mode  None v

Save8Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 44 UDP client work mode
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Please follow the following steps to configure connection settings of the UDP client mode for Uart1 port.

1. Click on the “Uartl” tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fig.44.

2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.

3. Click on the Socket tab in this page, select UDP Client in the working mode options.

4. Please specify the Destination IP address and port number of the UDP program on the remote host. Local Port specifies the local
port number which socket A will be listening to and it can be any number between 1 and 65535. The local ports of different serial
ports must be different. After receiving network data, the device determines which serial port the data is sent to based on the local
port. Note that typically the port number that is larger than 1024 is recommended to avoid conflicting with the well-known port
numbers. You should match this setting with the remote UDP program. Note that this number is usually called destination port in the
remote UDP program.

5. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to
save all the changes that you have made. All configurations take effect after a system reboot.

Fig.45 shows an example of test in this mode. In this case, IP address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15.

%% USR-TCP232-Test RS232 to Ethernet Convert tester — O x
File(E} Options(3) Help(H)
—COMSetting: COM port data receive —Metwork data receive MetSetings——————

PartMum ICDM3 _V_I Ehttpi,-'r,-"en. usr. on Tinan USE Technology Co., Ltd (1] Pratocal

fouh 115200 = Ehttpi,-",.-"en. usr. en Tinan USR Technology Co., Ltd UoP -

\Ihttp: /fen. usr. cn (2] Lol host IP
acal has
DPaty |NONE ]
Iﬁ_ |1T2.1ﬁ.14.15
Datsp |80 T [3] Local host port
Stoph [1b - 23

@ Cloze | @ D:'Lsconnect!

—FRecy Options—

~FRecy Options—

[~ Receive to file .. [~ Receive to file ..

v i ¥ Add line retwn
[~ Receive hs HEX

[~ Receive Pause [~ Receive Pause

Save. .. Clear Save. .. Clear

—Send Options— —Send Options—

[~ Data from file ... [~ Data from file ...

[ uto Checksum [ uto Checkzum

[~ Auto Clear Input [~ Aute Clear Imput

[~ Send As H [~ Send As Hex
s RemoteIP:|172.16 .14 .73  Fort:[5000

[~ Send Reoycle [~ Send Reoyele

Tinan USE Technology Co., http://en usr. en
Interval l‘IDDD ms o Send [ Send Interval I‘IDDD ms

Load. .. Clear Load. .. Clear

L& Ready! | Send: 8D [ Fecv:48 Feset | [& Eeady! | Send: 48 | Recv:B0 Reset

Fig. 45 UDP client test

4.472. UDP multicast

UDP also allows multicasting of data to groups of IP addresses. A multicast is a packet sent by one host to multiple hosts. In multicast
mode, each host that belongs to a specific multicast group will receive multicast packets for that group. For a host to be configured
as a multicast receiver over the Internet, the must inform the routers on its LAN. The Internet Group Management Protocol (IGMP) is
used to communicate group membership information between hosts and routers on a LAN. The USR-M100 Series supports IGMP

version 2.
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> Status

> Network

Data transmission parameter configuration
Uartd SETTING

Uart2

Port Socket

Websocket

> Gateway
SOCKET A

> Cloud Service

> System Working Mode | UDP Client v Muiticast v
Remote Server Addr 239111
Local/Remote Port Number 9000 20108 (1~65535)

PRINT  OFF &

Enable Net Heartoeat [

Registration Packet Type  None ~|Location  Once connecting
SOCKET B
Operating Mode  None v

Save&Apply

Fig. 46 USR-M100 #1 UDP multicast setting

Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

> Network

Data transmission parameter configuration
Fort) SETTING

Port2

Port Socket

L0G

> Gateway
SOCKET A

> Cloud Service

S S Working Mode  UDP Client v Multicast v

Remote Server Addr  239.1.1.1

Local/Remote Port Number 20108 9000 (1~65535)

PRINT  OFF v

Enable Net Heartoeat [

Registration Packet Type  None ~|Location  Once connecting
SOCKET B
Operating Mode  None v

Save&Apply

Fig. 47 USR-M100 #2 UDP multicast setting

Fig.48 shows an example of test in this mode with two M100s.
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Llart Assistant Lart Assistant

COM Configs | Datalog I UartAssist v5.0.2 <G L% [COMConfigs 7 Datalog I UartAssist V5.0.2 5 L
Channel [COM1D #L ~ Channel [DOM3 HUE +
Baudrate 115200 = [2022-07-19 10:44:33, 67614 RECY ASCII> Baudiate|115200 = [2022-07-19 10:44:533.587]% SEND ASCII>
Parivbite [NONE =] | [FI0 devioe L UIP mel tisast Pariybits [NONE = HEX0 device 1 UDF multiecast

[2022-07-19 10:44:35 T77]# SEND ASCIT> [2022-07-18 10:44:39. 531]% RECY ASCII>

Databis |9 =1 | liet0 device 2 WP milticast Databits |2 W5X0 deviee 2 UDP multicast
1

-
Stophits 7 Stopbits | 1
v

Flowctr |HONE Flowetl |HOMNE z

@ Close @ Clase

TR

L

Recv Options———— ~Recv Options
@ ASCI © HEX « 4501 HEX
¥ Log Display Mode < ¥ Log Display Mode <
[~ Auto Lineteed [~ Auta Linefeed i
[~ Hide Received Data | [~ Hide Received Data
[~ Sawve Recy to File [~ Save Recy to File.
dutoSeroll Clear dutoScroll Clear
~Send Options ~SendOptions
@ ASCI © HEX @ #5001 7 HEX
[~ Use Escape Chars (@ [~ Use Escape Chars(@
BIEREEEAE | [tome zrme sTme some scme 6oske § Cear . Ce Lo s eall Fsreer |Locoe zrme sTme some some 60ske § Oear £ Cear
[~ Send from File ( [~ Send from File
I~ Cycle [ 7000 me N30 device 2 UDP multicast I Cyole [ 7000 me NE0 device 1 UDP multicast &
Shortout  History Shortout  History =
L€ Fieady! | 141 [ F.28 | TH27 Foset | Ml 1& Ready [ 141 [ .27 | 28 Reset |

Fig. 48 UDP multicast transmission test
4.5. HTTP Client

45.1. Properties

When the operation mode of this device is Httpd Client, users need to specify the remote httpd server's address, port, method and
other parameters. The device will submit the serially received data to the httpd server in the form of GET or POST. At the same time,
the data sent by the httpd server can be transparently transmitted to the serial port.

Fig.49 shows an example of configuration setting for HTTP Client working mode under the Uartl socket page. You can configure

other serial ports in the same way.

ﬁUSRIDT Be Honest Do Best !
Con cation Expert of Industrial loT % | English
> Status
Data transmission parameter configuration
> Network
serm

Uart1
Port Socket

Uart2

Websocket
SOCKET A
> Gateway
S WorkingMode | Hipd Cent v Nene
> System Httpd method GET ~ Remove Httpd Header &

Httpd URL(<101byte) 11.php?

Hitpd Header(<181byte)  User Agent Mozillaid.0

Local/Remote Port Number | testusren

Remote Server Addr | 0 80 (1~65535)
Server Response Time | 10 (3~255)s
PRINT  OFF v
SSLprotocol  Disable v/ None
SOCKET B
Operating Mode  None v

Save&Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 49 HTTP client mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click on the “Uartl” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.49.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
3. Click on the Socket tab in this page, select Httpd Client in the working mode options.
4. The HTTPD method needs to fill in the correct URL path, and select the GET or POST method as needed.
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5. Fillin the HTTPD request header as needed.

6. Fill in the HTTPD address, that is, the address of the HTTP server, which can be an IP address or a domain name (the ability to
connect to foreign countries is required).

7. Fillin the HTTPD port number. The default local port number is 0, M100 will assign a random TCP Port.

8. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to

save all the changes that you have made. All configurations take effect after a system reboot.
452. HTTPS

If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User
can select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authentication, server certificate authentication and

bidirectional certificate authentication.

%USRIOT Be Honest Do Best !
Communication Expert of Industrial loT £ | English
> Status SOCKET A
> Network
Working Mode  Hitpd Client v None
e Httpd method GET ~ Remove Hittpd Header
Uart2 Hitpd URL(<101byte)  /1.php?

Websocket Httpd Header(<181byte)  User_Agent: Mozillid.0

> Gateway
> Cloud Service Local/Remote Port Number testusrcn
> System
Remote Server Addr ] 80 (1~65535)

Server Response Time 10 (3~255)s

SSLprotocol | TLS12 || Verity all v

Upload Server CA [ | Choose file H Upload... \

Upload Client CA | Choosefile | Upload... |

Upload Client Private Key Choosefile || Upload.. |

SOCKET B

‘ ‘H‘

Operating Mode  None

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 50 SSL/TLS encryption

4.6. Websocket server

When the operation mode of this device is WebSocket server, the user needs to specify the main parameters such as listening port,
forwarding direction. This function is that the gateway acts as a WebSocket server, and transparently transmits the data received by
the serial to the WebSocket client in hexadecimal format. The WebSocket server can also forward data to the serial device at any time.
This operation mode supports a maximum of 16 simultaneous connections for any serial port on the gateway from a single or multiple
hosts.

1. Click on the “system setting” tab on the menu frame on the left side of Web Ul to go to system setting page as shown in Fig.51.
2. Fillin the WebSocket server listening port number,default 6432.

3. Select UART1 in websocket direction.

4. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
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> Status SETRING
> Mok

> Port

> Gateway Model Name  USR-M100

> Cloud Service

Websocket Port 6432 (1~65535)
. Websocket Direction  UART1 v
System Setting
Management Webserver Port 80 (0~65535)
£ e UserName  admin
PassWord ~ wseee &
UartCache  OFF v
Restarting Without Data 0 (0/60~65535)s
SNMP OFF v e
Telnet  OFF v e
NTP ON v e
NTP Server Address  cn.poolntp.org
NTP Timezone Setting ~ UTC+8 v
485 Anti-Collision OFF v e

Log Export
Fig. 51 Websocket server setting

5. Click on the websocket to serial tab,browser will connect to the websocket server of M100 automatically.

172.16.14.73 says Be Honest Do Best !

connect success! £ | English

S USR IOT

Communication Expert of Industrial loT

> Status

> Network
this page use websocket to establish a channel of shell command and log outputing between webpage and device

~ Port

Websocket connection:0
Uart1
Receive hex data
Uart2
Websocket
> Gateway
> Cloud Service

v System

System Setting

Management

Feedback

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 52 Browser as websocket client to connect M100

Fig.53 shows an example of test in this mode.
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> Status

> Network

this page use websocket to transmit data between webpage and uart
.
Websocket connection:1
Uart
Receive hex dataReceive HEX: Oxda 0x69 0x6e 0xG1 OxBe 0x20 055 0353 §# USR-TCPR32-Test RS232to Btheret Convert tester =
Uart2 0x52 0x20 0x54 0x65 0x63 0x68 0x6e 0x6f 0x6c 0x6f 0x67 0x79 0x20 0x43 e ions( el
0x6f 0x2e 0x2¢ 0320 Ode 0x74 0364 0322 e W i A . -
o s o
Websocket PotNum [COM3 7] | 1238 (1) Protocol
- oF =
> Gateway Ban [11520)
3 o @ Losalhost P
> Cloud Service e ,m 172.16 .14 .15
123456 o (3] Local host pot
System Setting
Management
~
fecttac [clear

aput
nd Reoyole
fhttp://en usr. on ntery ns
o Tnterval [1000
Losd Clear

1 Ready! [ Sendi 180 | Reovisd  _Aesst | (@ Ready! [ Sendids [ FeviBd _Pesst

end Recyele
aterval [T000 ns an U5R Technoloey Co,

st lLed Send
Losd Clear

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 53 Data transmission test
5. Virtual COM port

Traditional SCADA and data collection systems rely on serial ports (RS-232/485) to collect data from various kinds of instruments.
Virtual COM ports on host computer allows remote access of serial devices over TCP/IP network that works like local native COM
ports. Since USR-M100 gateway enable network operation of instruments equipped with an RS-232/485 communication port, your
SCADA and data collection system will be able to access all instruments connected to a standard TCP/IP network, regardless of
whether the instruments are used locally or at a remote site.

To enable Virtual COM on host computer, you will require a VCOM software to emulate the COM port. For Windows operating system,
a software utility called VCOM is supported by PUSR to be used for this purpose.

This function is useful with devices such POS terminals, Bar Code Readers, Serial printers, etc. since it allows you to use software that
was written for pure serial commmunication applications.

Download the software from PUSR’s website:

https://www.pusr.com/support/downloads/VCOM_Setup_exe.html

Execute the VCOM program, click quick-install to install program files in the default directory, or select an alternative location. The

Installing window reports the progress of the installation.
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Install VCOM 4.0.6.4

+| Read and recogn {Software Licensing and Ser

Fig. 54 Install wizard 1

Fig. 55 Install wizard 2
Once the installation of the package is finished a start screen displays. Click start to conclude the process and launch the VCOM

software.
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dgg USR-VCOM
® New

New TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remote computers (clients) on this PC over TCP/IP protocal

(7

You haven't created any connections yet.

New TCP Clent-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer amang other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

@

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 56 VCOM overview

5.1. TCP Server Application with Virtual COM

Virtual COM on host computer allows remote access of serial devices over TCP/IP networks through Serial/IP Virtual COM

ports that work like local native COM ports. This section will provide the procedure to enable Virtual COM (VCOM) on Windows based
PC. Please follow the steps described here to configure your Virtual COM application.

1. If the gateway is running in TCP Server Mode (recommended), the VCOM utility on the host computer should be configured as the
TCP client connecting to the gateway. The characteristic of this mode is that the IP address of the host can be changed (usually

automatically assigned by the router), and the IP address of the gateway must be fixed.

ﬁ USR 10T Be Honest Do Best !

Co cation Expert of Industrial loT £ | English

> Status
> Network
Data transmission parameter configuration
Uartd SETTING
Uart2
port || Socket
Websocket
> Gateway
SOCKET A
> Cloud Service
5 System Working Mode TCP Server ~ None ~
Maximum Sockets supported 8 v Exceeding Maximum |~ KICK v
Local Port Number 23 (1~65535)
PRINT OFF -
Modbus Poll - [] Response Timeout 200 (10~9999)ms
SOCKET B
Operating Mode  None v

‘Save8Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 57 TCP server mode in USR-M100
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Jfg USR-VCOM

New TCP Server-Vircom Connection

By creating this connection you wil be able to receive the COM port data of multiple
remote computers (clients) on this PC over TCP/IP protocol

. New TCP Client-Vircom Connection
You haven't created any connections yet.

By creating this connection you will be able to share the COM port data on local
computer among other remote computers (servers) over TCR/IP protocol

§ New UDP-Vircom Connection

By creating this connection you will be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

New Cloud Device-Vircom Connection

By creating this connection you will be able to share the COM port data on local
cormputer with doud device over MQTT

Fig. 58 New Virtual COM connection
2. Select one COM port as the Virtual COM port before proceeding as shown in Fig.59. Note that if a COM port number is used by

other application or your operating system, you can not select it.
4% USR-VCOM

New TCP Client-Vircom Connection

Connection name :  [Client COM11 |
Select Serial Port : COM11 ~

= CcoM14 7 similar
You haven't created any connections yet. COM15 )

Remote Host Name :

Remote Host Port :

Fig. 59 Select one COM port

3. After selecting the virtual COM ports, please enter the IP Address of the gateway with the specified Port Number. The Port
Number here is the Local Listening Port for the gateway which is specified in the Local Port field of Fig.60. In this case, IP address of

USR-M100 is 172.16.14.12.
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dgg USR-VCOM

New TCP Client-Vircom Connection

Connection name :  [Client COM11 |

Select Serial Port : |CDM11 v|

[ strict baudrate emulation

= Synchronize baudrate(RFC2217 similar
You haven't created any connections yet. sy ( )

Remote Host Name : |1?2.16.14.12 |

Remote Host Port : |23 |

Fig. 60 Virtual COM port mapping
4. Click new to add the Virtual COM11. Click client COMI11 on the left side of VCOM panel to check the status. If status become

connected, the process is completed.

& USR-VCOM X & Device Manager - o pre
File Action View Help
@ New % e mEm B
v & USR-Gaofuchao ~
> i Audioinputs and outputs
Portname : COMIL > i@ Batteries
> [ Biometric devices
> ) Bluetooth
@ Camerss
nnected bytes:0 Bytesreceived : 0 > O3 Computer
5w Disk drives
> [ Display adapters
5 B Firmware
nnected bytes:0 > { Human Interface Devices
Network information > o Imaging devices
Type : TCP Client > =2 Keyboards
> [§ Miceand other pointing devices
nnected bytes:0 Bl 0 Lh12 > B Monitors
port : 23 > [ Network adapters
Stotus @ Connected > B Portable Devices
& Ports (COM &LPT)
& ELTIMA Virtual Serizl Port (COM11)
& USB Serial Port (COM3)
» = Print queues
> 7 Printers
> [ Processors
> @ Security devices
5> [ Software components
» B Software devices 2

Client COM11 COM port information

Port status : closed

Port parameters : -

Opened by -

<

Bytesreceived : 0

Fig. 61  Virtual COMT1 status
5.2. TCP Client Application with Virtual COM

1. If the gateway is running in TCP Client Mode, the VCOM utility on the host computer should be configured as the TCP server
waiting for a gateway to connect to the host computer. The feature of this mode is that the IP address of the computer cannot be

changed, but the IP address of the gateway can be changed (which can be automatically assigned by the router).
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> Status

> Network

Data transmission parameter configuration
Uartd SETTING

Uart2

Port Socket

Websocket

> Gateway
SOCKET A

> Cloud Service
> System Working Mode  TCP Client v/ None S

Remote Server Addr  17216.14.15

Local/Remote Port Number 9000 20108 | (1~65535)
Reconnection period | 0 (0-99999)s
PRINT  OFF v
Modbus Poll  [] Response Timeout 200 (10~9999)ms

Enable Net Heartbeat [

Registration Packet Type  None ~|Location  Once connecting
SSLprotocol  Disable ~| None
SOCKET B
Operating Mode  None v
Save&Apply v

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 62 TCP client mode in USR-M100

dgg USR-VCOM

& New Please select new connection type

Client COM11
- COMI1
= Client 172

New TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remote computers (clients) on this PC over TCP/IP protocal

New TCP Clent-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer amang other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

@

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 63 New Virtual COM connection

2. Select one COM port as the Virtual COM port before proceeding as shown in Fig.64. Note that if a COM port number is used by
other application or your operating system, you can not select it.
3. After selecting the virtual COM ports, please enter the specified Port Number. This Port Number is the Destination Port of the

gateway.
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Jfg USR-VCOM

(@ New om Connection

Client COM11

Connection name : |Server com12 |

Select Serial Port:  [comi2 <]

[ strict baudrate emulation
[ Synchronize baudrate(RFC2217 similar)

[IKeep-alive

TCPport: [20108 |

Fig. 64 Virtual COM port mapping
4. Click new to add the Virtual COM12. Click client COM12 on the left side of VCOM panel to check the status. If status become

connected, the process is completed.

&FUSR—VCOM Bl | 2 Device Manager = @
File Action View Help

@ wew e @ Hm B

Client COM11 COM port Mlowration ~ & USR-Gaofuchao N
* COMLL > i Audioinputs and outputs

= client 172.1: ected bytes:0 Fortname : COMI2 > i@ Batteries
Portstatus : closed S mamiig
Server COM12 > ) Bluetooth
Port parameters - 3 © Cameras
onnected(1) Bytes received @ 0 > O3 Computer
5w Disk drives
> [ Display adapters
5 B Firmware
> [ Human Interface Devices
> Ju Imaging devices
Type : TCP Server » = Keyboards
> [§ Miceand other pointing devices
> B Monitors
Status ; Connected(1) > B Network adapters

> M Portable Devices
~ i Ports (COM & LPT)
& ELTIMA Virtual Serizl Port (COM11)

Opened by :

Network information

Fort : 20108

Bytes received : 0

& ELTIMA Virtual Serizl Port (COM12)
& USB Serial Port (COM3)

5 3= Print queues

> = Printers

> [ Processors

> B Security devices

5 B Snftware comnnnents

Fig. 65 Virtual COM12 status
5.3. Enable RFC2217 through Virtual COM

Enabling this function allows users to use customized RFC2217 commands on the network to dynamically modify the serial port's
baud rate, data bits, stop bits, and parity bits. This function is only allowed when the working mode is TCP Server and TCP Client. Note
that this protocol is used to change the serial port parameters of USR-M100. In this case, IP address of USR-M100 is 172.16.14.34.
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> Status
> Network
Data transmission parameter configuration

Uartd SETTING

Uart2
Port Socket
Websocket
> Gateway
Baudrate 115200 (600~230400)bps
> Cloud Service
Databits 8 ~ it
> System
Parity  None v
Stop bits 1 v
Flowctrl  NONE v
UART PacketLength 0 (©0~1460)bytes
UART Packet Time 0 (0~255)ms
SyncBaudrate(RFC2217)  ON v

Enable Uart Heartbeat [

Save8Apply

Fig. 66 RFC2217 enabled

USR-VCOM

New TCP Client-Vircom Connection

Connection name :

Select Serial Port :

|client com1 |

|com1 “]

[ strict baudrate emulation

= Client 172.16.14.12 |

Synchronize baudrate(RFC2217 similar) |

Client COM13 Remote Host Name :

Remaote Host Port :

Chent COM14
% COM14 ¢

[172.16.14.34 |

|z

Fig. 67 enable RFC2217 in VCOM

When we change serial parameters in Virtual COM port 1, we can see these parameters have took effect in serial port of USR-M100.
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Datalog | Uarthssist ¥5.0.2 5@ O

LlartAssistant LlartiAssistant

TOM Corfigs |

Channel |COMTHEL +

COM Corfigs————

Chatinel IEDM1D HU vl

Datalog | UartAssist ¥5.0.2 <3 L)

Baudrate | 9500 = [2022-07-06 17:57:10. 6681 Decice haz been inserted BaudratEISEUU 1 | |tzozz-0ras 17:57.11. 0714 Recy sacry
Parivbits[EVEN 7] Pariubits l—_lE“’EN = http: /fwwn, ansoft. enllhttp: /. ansoft. ondl
[£022-07-08 17:57:10 G76]# SEND ASCITY [£022-07-08 17:57:13 83114 RECY ASCIT>
Databits | :I' Lttp: /fwww. cmsoft. call Databits IB :I‘ http: /fwws, emsoft. enll
Stonkits [1 = [2022-07-06 17:57:10, 882]# SEND ASCII> Staphits |1 .I [2022-07-06 17:57:16.963]4 RECY ASCII:
l__l http:/fwwn, amsaft, onll l__l http: /i, ansoft. onll
Flowot [NONE v [2022-07-0 17:57:13 73214 SEND ASCIT> Flowetr JNONE = [2022-07-0G 17:57:19 96014 SEN ASCTT>

thttp:/Swww. emsoft. cnll
[2022-07-06 17:57:16, 855]# SEND ASCII>
thttp:/Ywwe. emsoft. onll
[2022-07-08 17:57:20. 046]# RECY ASCIT>
|http: Sfwww. emsoft. en22
. |(2022-07-08 17:57:20. 91014 RECY ASCII>
http:/Ywww. emsoft. onZ2

http: /fwws. cnsoft. enf?
[2022-07-08 17:57:20.923]4 SEND ASCIL>
http: /Fews. emsoft. enZ2

@ Close @ Clase

Recv Options————,
& ASCH  HEX
¥ Log Display Mode
[~ Auta Lineteed
[~ Hide Received Data |
[~ Save Recy to File
itoil] e

Recy Options—————,
& ASCIL (7 HEX
[¥ Log Display Mode
[~ Auta Linefeed
[~ Hide Received Data |
[~ SaveRecvtoFile
Matssersl1C ma

[ SendOptions
& ASCH ( HEX
[~ UseEscape Chars(@
[~ Auto Append Bytes

[Send Options
& ASCI { HEX
[~ Use Escape Chars(@)
[~ Auto Append Bytes

DataSend |[1.000% 2 W@ 3.TiDG LITR® 5G4 6I5R# § Clar £ Clear

DataSend | 1. ICD# 2 RéD@ 3. TEN® 4DTR® 5 G4 6 TSRA § Clear £ Clear
|

[~ Send from File [~ Send from File
I~ Cycle| 7000 ms hittp: Avnnag.cmnsoft.cnl [ Cyoie[T000 ms hittp: £ g oft. cn22
Send Send
Shortent History Shortent History
1€ Ready! [ 204 [ R 44 [ THB8 Besel | fll L& Feady [ 32 I R85 [ Toc 44 Reset 2|

Fig. 68 Synchronizing serial port parameters
5.3.1. PUSR customized RFC2217 protocol

Table 19  Com Port Control commands

Length(bytes) | 3 3 1 1

Big endian, Data bits/stop bits/parity Check sum of 4 bytes of

e.g. bits setting. baud rate and serial
Description Fixed

600 (00 02 AS shown in the table 20 parameter definition, retain

58) below the least significant byte
115200,N,8,1 55AA55 | 01C200 03 Cé6
9600, N,8,1 55 AA 55 | 002580 03 A8

Table 20  Serial parameter definition

1.0 Data bits 10 7 Data bits
1 8 Data bits
2 Stop bits 0 1 Stop bits
1 2 Stop bits
3 Parity bit enable 0 disable the parity bit
1 Enable the parity bit
54 Parity bit type 00 ODD
01 EVEN
10 Mark
1 Space
7:6 undefinition 00 Please write O
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6. Modbus TCP/RTU gateway

Modbus is one of the most popular automation protocols in the world, supporting traditional RS-232/485 devices and recently
developed Ethernet devices. Many industrial devices, such as PLCs, DCSs, HMIs, instruments, and meters, use Modbus as their
communication standard. In industrial applications, the most common protocol conversion is Modbus RTU to Modbus TCP conversion,
and it is usually required when legacy devices such as meters, mostly using Modbus RTU, need to be integrated with SCADA systems,
mostly using Modbus TCP.

Most modern PLCs and host computers support Modbus TCP over Ethernet. In order to access discrete Modbus RTU devices for data

collection and control, they can rely on the M100 Modbus gateway.
6.1. Ethernet masters with serial slaves

When the host computer or PLC is Modbus TCP Master, the Modbus TCP function must be enabled, the remote device must work in
Modbus RTU Slave mode. The M100(TCP Server mode) supports Modbus TCP with up to 16 simultaneous connections. The serial
interface supports both RS-232 and RS-485, selectable through software. Each serial port can be connected to one RS-232 serial
device, or to 32 RS-485 serial devices. When connected with more than one RS485 devices,please refer to section /.5 for bus

collision detection.

i [ 1
COMPUTER MASTER DEVICE

ETHERNET

=" mopBus =2 mopBus
s GATEWAY s GATEWAY
RS-485
RS-232

[ Y ] FLOW METER e e LOOP CONTROLLER
DRIVES POWER MEASUREMENT

G W W \opsusRTU
SLAVE DEVICE

Fig. 69 Ethernet masters with multiple serial slaves
The device supports multiple hosts to query data from the slave in Q&A mode. Please select modbus polling function as shown in
Fig.70. When USR-M100 gateway does not receive a response from the serial port after a response timeout, the device replies with an
acknowledgement and then processes the next host request.
When you need to use long frame data frequently or have high data transmission requirements, please adjust the baud rate and

lengthen the sending interval appropriately to prevent the slow serial port from causing messy codes or packet loss.
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> Status

> Network

Data transmission parameter configuration
Uartd SETTING

Uart2

Port Socket

Websocket

Gateway
SOCKET A

Cloud Service

Working Mode  TCP Server ~| ModbusTCP v

System

Maximum Sockets supported 16 v Exceeding Maximum ~KEEP ~
Local Port Number 502 (1~65535)
PRINT  OFF @

Madbus Poll Response Timeout [200  |(10~9999)ms

Modbus TCP Exception [

SOCKET B

Operating Mode  None v

Save8Apply

Fig. 70 Modbus TCP master settings

Open the Modbus Poll and Modbus Slave software, go to "Connect" -> "Connect”, and the connection parameters are configured as

follows, in this case, IP address of USR-M100 is 172.16.14.12.

il Modbus Poll - [Mbpoli1] - o X &8 Modbus Slave - [Mbslavel] - o X
[ File Edit Connection Setup Functions Display View Window Help & (x| | file Edit Connection Setup Display View Window Help 0

DEME&|( X[~ 2| /1|0506151617 2223|Tckl| 2 W2 | [DsEd& P |=2]2 K8

[Tx = 0: Err = 0:1D = 1: F = 03: SR = 1000ms ID=1:F=03
lo connection INo connection
% | Connection Setup X
Alias| 00000 ConnectionSetup: Alias| 00000
0 L g caresrien
Connection
' B ' o oot o
Machus TCP/IP v - =
2 o | Cancel 2 L
3| P Seial Setings 3 2 Serial Sellings
4 P USB Serisl Port (00K 3) Mode 4 0 USB Serial Port [COM3) ~
RTU Cascl 3| P | Mode
5 0 115200 Baud 115200 Boud ~
2= ATU QSO
5 0 Resparise Timeout 8 Ly e
B Deta bt BDatabis v
7 0 000 ol 7| 0 S FlowContel
3 I Nane Paity 3 0 NereParty | [10sR []cTs [IRTS Tooge
Delay Between Folls
9 0 E = |1 [ms] RS disabl delay
9 9 1 Stop Bit Kdvanced sl StpBE
TCPAP Server
IP Address Part
-] 172161415 502
Connect Tineou @ Pt o Pré
3000 el O P gnare Unit D (53
For Help, press F1. | [172.16.14.13: 502 | |For Help, press 1. [17216.14.15]: 502

Fig. 71 Modbus emulator settings(Ethernet master and serial slave)
6.2. Serial master with Ethernet slave

Many HMI (Human Machine Interface) systems use a serial interface to connect to a discrete DCS (Data Control System). However,
many DCSs are now Ethernet-based and operate as a Modbus TCP server device. The M100 Modbus gateway can link a serial-based
HMI to distributed DCSs over an Ethernet network.

When the host computer or HMI is Modbus RTU Master, if the remote device work in Modbus TCP Slave mode, the ModbusTCP
function must be enabled. The M100(TCP Client mode) supports only one Modbus TCP slave.

Your Trustworthy Industrial IoT Partner WWW.pusr.com




®
,OX USR IOT
Be Honest, Do Best ! User Manual_

e —— HM

. MODBUS RTU
W MODBUS MASTER DEVICE

GATEWAY

ETHERNET

PLC PLC

MODEUS TCP MODBUS TCP
SLAVE DEVICE SLAVE DEVICE

Fig. 72  Serial master with one Ethernet slave
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UART TO NET

> Status . o
Data transmission parameter configuration

> Network

et Port || Socket

Uart2

Websocket SOCKET A
> Gateway

Working Mode  TCP Client ~| ModbusTCP 2
> Cloud Service
> System Remote Server Addr 172161415
LocalfRemote Port Number 9000 502 (1~65535)
Reconnection period | 0 (0~99999)s
PRINT  OFF v
Modbus Poll [ Response Timeout 200 (10~9999)ms

Modbus TCP Exception  []

Enable Net Heartbeat [

Registration Packet Type  None v Location  Once connecting

SSLprotocol  Disable ~ | None

SOCKET B

Operating Mode ~ None v

Save&Apply )
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Fig. 73 Modbus TCP slave settings
Open the Modbus Poll and Modbus Slave software, go to "Connect" -> "Connect”, and the connection parameters are configured as

follows, in this case, IP address of USR-M100 is 172.16.14.12, host IP address is 172.16.14.15.

2 Modbus Poll - [Mbpoll1] - o * ‘ &3 Modbus Stave - [Mbslavel] - a X
File Edit Connection Setup Functions Display View Window Help ~ & %| |E)Fie Edt Connection Setup Display View Window Help =%
DEME&|( X[ |2 210506151617 2223|Tckl| 2 W2 DSd&m =228
Tx =8 Err = 0:1D = 1: F = 03: SR = 1000ms ID=1:F=03
lo connection INo connection %l
Cor Sety I
Alias| 00000 Connection Setup X Alias} 00000 & |
0 0 [ Connection
Connection || :
B o o5 1 0 | Modbus TCPAP. ~
Sl ot ™ :
2 0 | Cancel d L (e
3| o Seial Seings 3 0 Seral Seltings
4 o |USB Seral Port (COM3) v|  Mode 4 0 LIS Sevial o (COM3)
5 “ T @RTU O ascil 5| 1 P Mode
L = i ATU ( ASCH
5 0 FrT— Flesponse Timeout e
P o 8Dalabits | 1000 el 7] o Flow Contol
3 o e 4| 0 Nene Paity DSA [ CTS [ |ATS Togole
i el 2] 9 1| ms] ATS diable delay
9 L [1sopBi v Advanced (500 Jpmel 1 Stop Bt b
Fremte ModbLi Server TCPAP Server
IP Address or Node Nare IP Addiess Fort
1721 172161415 v
Server Port Connect Timeaut Pt T TAn Addiess @i
502 3000 {ms] = [lgnore Unit 1D Olpvé
For Help, press F1. Port 3: 115200-8-N-1 For Help, press F1. [172.1614.15] 502

Fig. 74 Modbus emulator settings(serial master and Ethernet slave)
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6.3. Serial master with serial slaves

When the HMI is Modbus RTU Master, all M100 must enable or disable ModbusTCP function at the same time, the remote device

must work in Modbus RTU Slave mode. The M100 supports up to 16 simultaneous TCP connections.

& T ——
W MODBUS MASTER DEVICE
GATEWAY
ETHERNMET
_: MODBUS _: MODBUS _: MODBUS
o GATEWAY oy GATEWAY . GATEWAY
RS-232 RS-485 RS-485

"
" o - PLC
I/ )l ELQULMETER LSS |

SLAVE DEVICE

Fig. 75 Serial master with multiple serial slaves

If there are more than one serial masters in RS485 network, users should select modbus poll function and configure response timeout

in Fig.76. please refer to section 7.5 for bus collision detection.

S USR IOT Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status
> Network
Data transmission parameter configuration
et SETTING
Uart2
Port. Socket
‘Websocket
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TGP Server v ModbusTCP v

Maximum Sockets supported 16 ~ Exceeding Maximum | KEEP ~

Local Port Number 502 (1~65535)

PRINT  OFF @

Modbus Poll Response Timeout [200____|(10~9999)ms

Modbus TCP Exception  []

SOCKET B

Operating Mode  None v

Save&Apply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 76 Modbus RTU master settings
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UART TO NET

> Status Data transmission parameter configuration
> Network
Hartt port || Socket
Uart2
Websocket SOCKET A
S Galeway
Working Mode ‘ TCP Client v ModbusTCP v

> Cloud Service

Remote Server Addr | 172161415

> System
Local/Remote Port Number 0 502 (1~65535)
Reconnection period | 0 0~99999)s
PRINT OFF v
Modbus Poll - [] Response Timeout 200 (10~9999)ms

Modbus TCP Exception [

Enable Net Heartbeat [

Registration Packet Type  None ~|Location  Once connecting
SSLprotocol  Disable v None
SOCKET B
Operating Mode  None v
Save&Apply

Jinan USR IOT Technology Limited.  http://www.pusr.com

Fig. 77 Modbus RTU slave settings

‘ 3 o X |
1 File Edit Connection Setwp Functions Display View Window Help _ & x| |[BFie Edt Connection Setup Disploy \View Window Help sEx|
DEME&|( X[~ 2| /1|05061516172223|Tckl| 2 W2 DeES M |=a|2% |
Tx=47-Err=27:1D = 1: F = 03: SR = 1000ms ID=1-F=03
lo connection INo connection
Connection Setup X
Alias| 00000 Connection Setup X H Alias) 00000
0 : 0 [ Canneciion
Connestion =]
B 0 o5 1 0 | Seral Port -
Seiel Po v — o
2| o | Cancel 2 L it
3 P Seial Sellings 3 e Seial Sefings
2 o |UISE Serial Port (COM3) v Mode 4 0 | USB Seiial Port (COM10) %
5 i 152008 aud Sl 5 " [11sz006ad ~| Mo
L q o ——— @R1U Oastl
5 0 [ Fiesponse Timeout ]
P o GREREY o 000 el 7 0 S22 Flow Contol
3 o e 3 0 [NonePary ~| [0SR [Jcts [JRATS Toggle
k Delay Between Fols
9 o - = [ | melATS diesble delay
9 L [15twpBE v Advanced ms] [150pBl ~
Remole Modbus Server TCP/IP Server
IP Ackkess or Nods Name IP Addiess Por
172181412 172161415 507
Sewer Part Connect Timeaut 1Pt Any Addiess P4
502 3000 ] s Tgnare Uni 1D PG
For Help, press F1. Port 3: 115200-8-N-1 | [ForHelp, press F1. [172.16.14.15]: 502

Fig. 78 Modbus emulator settings(serial master and serial slave)
6.4. Serial master via virtual COM with serial slaves

When the host computer is Modbus RTU master, if we use VCOM, the Modbus TCP function must be disabled, the remote device

must work in Modbus RTU Slave mode.
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4% USR-VCOM

New TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port datz of multiple
remote computers (clients) on this PC over TCP/IP protocol

New TCP Client-Vircom Connection

By creating this connection you will be able to share the COM port data on local
computer among other remote computers (servers) over TCP/TP protocal

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protacol

5 New UDP-Vircom Connection

New Cloud Device-Vircom Connection

By creating this connection you will be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 79  New virtual COM port mapping

&= Usr-vcom

Connection name : ‘Ser\rer COM1e |

Select Serial Port : ‘COMlG v|

[ strict baudrate emulation
[ synchronize baudrate(RFC2217 similar)

[IKeep-alive

TCP port :

Fig. 80 Mapping a virtual COM port
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dgg USR-VCOM

Server COM16 COM port information
» COM1G
Port name : COMI16
Port status  : closed
Port parameters @ -—

Bytes received : 0

Opened by

Network information

Type : TCP Server
Port : 20108
Status : Listen

Bytes received

Fig. 81  Virtual COM port mapping details
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> Status

Data transmission parameter configuration

> Network
semns
Uart1
Port Socket
Uart2
Websocket
SOCKET A
> Gateway
5 clold Service Working Mode  TCP Client v None v
> System Remote Server Addr  172.16.14.15
Local/Remote Port Number 0 20108 (1-65535)
Reconnection period | 0 (0~29999)s
PRINT  OFF v
Modbus Poll [ Response Timeout 200 (10~9999)ms

Enable Net Heartbeat [

Registration Packet Type None ~ Location
SSL protocol Disable v None
Operating Mode None ~

Save&Apply

Fig. 82 Serial device settings
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File Edit Connection Setup Functions Display View Window Help _ & x| B2 rfile dit Connection Setup Display View Window Help -8 x
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Tx=441: Err=120: ID = 1: F = 03: SR = 1000ms ID=1:F=03
o connection INo connection
| Connection Setup X
H Alias| 00000 Connection Setup X Alas| 00000
0 0 0 Connection
Connection =y
; o ] 9 o Pon 5
Serial Port ~ = T
2 0 Cancel 12 g -
3 d Serial Seltings 3 0 Serial Setlings
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@FrTU Osscl 3 0 Mode
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6 0 FResponse Timeout = 1
i = 8Ddabis v
= d BDatabits el l 0 - e Flow Contral
e d Nore Party 8] 0 NenePariy | [0SR [Icrs [IRTS Tooge
5 F Dok Betpeen Eolb 9 q [MsIRTS diabis delay
1StopBit v Advanced. [ms] I~ TStopBit v
Remate Modbus Server TCPAP Server
1P A de Mame |P Address Port
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Server Pait 1Ped Ay Address Pt
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Fig. 83 Modbus emulator settings(serial master and serial slave)
6.5. Modbus poll with serial heartbeat packet

When the M100 is Modbus RTU Master, the serial device work in Modbus RTU Slave mode, the ModbusTCP function must be disabled.

M100 works in TCP server mode, it supports up to 16 TCP connections.

Be Honest Do Best !

on Expert of Industrial loT £ | English

F_

> Status

> Network

Data transmission parameter configuration
Vart1 SETTING

Uart2

Port Socket

Websocket

Gateway
SOCKET A

> Cloud Service
5 lSystem Working Mode |~ TCP Server | None B
Maximum Sockets supported 16 ~ Exceeding Maximum ~KEEP ~
Local Port Number 23 (1~65535)
PRINT  OFF v
Modbus Poll - [] Response Timeout 200 (10~9999)ms
SOCKET B
Operating Mode  None v

Save8Apply

Fig. 84 Modbus RTU master Settings
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> Status
Data transmission parameter configuration
> Network

SN

Uartt
Port Socket
Uart2
Websocket
Baud rate 115200 (600~230400)bps
> Gateway
- Data bits ~
> Cloud Service . ° i
> System Parity None ~
Stopbits 1 v
Flow ctrl NONE g
UART Packet Length o (0~1460)bytes
UART Packet Time ] (0~255)ms.
Sync Baudrate(RFC2217) ON o

Enable Uart Heartbeat
Uart Heartbeat Type  User define v

Uart Heartbeat Packet | 01030000000AC5CD.
HEXM ascil Tl

BeatTime | 1 (1~65535)s

Save&Apply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 85 Serial heartbeat packet as modbus command
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4% USR-TCP232-Test RS5232 to Ethernet Convert tester - m} *
File(F) Options(Q) Help(H)
—COMSettings— (COM port data receive————— [ Metwork data receive MetSetting:

Portum [COM10 =] [Receive from 172.16.14.12 : 23] ~ | | 1) Protocol

01 03 14 00 00 00 00 00 00 00 00 00 OF
Beudry 115200 TCP Clierit VI

- 00 00 00 00 00 00 00 00 00 00 87 &F
DPsiy |NONE =] 01 03 14 00 00 00 00 00 00 00 00 00 OF Lalbevenll
= 00 0O 00 00 00 00 00 00 00 00 87 &F 172.16 .14 .12
Detoi [BBE 7|
atal 01 03 14 00 00 00 00 00 00 00 00 00 OF (2] Server Part

StopE I1 bit v! 00 00 00 00 00 00 00 00 00 00 87 8F >3
01 03 14 00 00 00 00 00 00 00 00 00 OF

Open 00 00 00 00 00 00 00 00 00 00 97 8F e I
A 01 03 14 00 00 00 00 00 00 OO0 00 00 OF ®: Disconnect
00 00 00 00 00 00 00 00 00 00 57 &F

1 01 03 14 00 00 00 00 00 00 00 00 00 OF [Secefptions

~Recv Options

[ Receive to file 00 00 00 00 00 00 00 OO OO 00 97 8F [~ Receive to file
[P Add: ] ine ratirn 01 03 14 00 00 00 00 00 OO 00 00 00 OF ¥ 4dd line retwn
¥ Receive Az HEX 00 00 00 00 00 00 00 00 00 00 97 8F [V Receive Az HEX
. 01 03 14 00 00 00 00 OO 00 00 00 00 OF .
|~ Receire Pause s e Sl i [~ Receive Pause
Save Clear 01 03 14 00 00 00 00 00 00 OO 00 00 OF Save Clear
00 00 00 00 00 00 00 00 00 00 97 8F

~Send Options 01 03 14 00 00 0O 0O 0O 00 00 00 00 O ~Send Optioens

I Date fron file ... 00 00 00 00 00 00 00 00 00 00 57 &F mt

= 01 03 14 00 00 00 00 00 00 0O 00 00 OF e
Aol chani 00 0O 00 00 0O 00 00 00 00 00 57 &F otty Chacken

I™ huto Clear Input 0103 140000 00 00 00 00 00 00 00 0F | | [ Aute Cleer Input

[~ Send hs Hex i [~ Send As Hex
14?23
I~ Send Reevcle |L°cal}{05t 172.15-:14 .15 B [ Send Recycle

Interval [1000 ms iizan USE Technologzy Co.. — http:/fen usr. on o Interval [1000 ms
Load. .. Clear Load. .. Clegr

& Ready! | Send: 0 | FRecv: 208 Reset I [& Ready! | Send: 0 | Recv:578 Reset

Fig. 86 Modbus response transparently transmission
7. Advanced features

7.1.  Packing mechanism

Serial to Network Packet Delimiter: Packet delimiter is a way of packing data in the serial communication. It is designed to keep
packets intact. USR-M100 provides two types of delimiter: Time Delimiter, Maximum Bytes Delimiter. Note that the following
delimiters (time, length) when they are selected are programmed in the OR logic. Meaning that if any of the two conditions were met,

the device would transmit the serial data in its buffer over the network.

Be Honest Do Bes

> Status
> Network
Data transmission parameter configuration

32 | English

Uartd SETTING
Uart2
Port Socket
Websocket
> Gateway
Baud rate 115200 (600~230400)bps

Cloud Service

Databits 8 ~ it
> System

Parity  None v
Stop bits 1 v
Flowctrl  NONE v

UART Packet Length 0 (0~1450)bytes

UART Packet Time 0 (0~255)ms

Sync Baudrate(RFC2217)  ON v

Enable Uart Heartbeat [

Save8Apply

T o oA A e
Fig. 87 Data packing mechanism

Packet time: USR-M100 will transmit the serial data in its buffer when the specified time interval has reached and no more serial data

comes in. The default value is calculated automatically based on the baud rate. If the automatic value results in chopped data, the

timeout could be increased manually by specifying a larger value in the text box above. Note that the maximum interval is 255

milliseconds. This option is disabled by default.
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The optimal “Interval timeout™ depends on the application, but it must be at least larger than one-character interval within the
specified baud rate. For example, assuming that the serial port is set to 1200 bps, 8 data bits, 1 stop bit, and no parity. In this case, the

total number of bits needed to send a character is 10 bits (included 1 start bit), and the time required to transfer one character is (10
(bits)/1200 (bits/s))*1000 (ms/s) = 8.3 ms. Therefore, you should set the “Interval timeout” to be larger than 8.3 ms. Rounding 8.3 ms

to the next integer would give you 9 ms. Which can be set as your interval timeout.

Packet length: USR-M100 will transmit the serial data in its buffer when the specified length in the unit of bytes has reached. If you

would like USR-M100 to queue the data until it reaches a specific length,the data length can be configured for 1to 1460 bytes. If the

data length (in bytes) matches the configured value, the data will be forced out. Set to 0 if you do not need to limit the length.
7.2. Heartbeat packet

Network heartbeat packet: The M100 gateway sends a heartbeat packet regularly to notify the server that it is active and maintains a
normal network connection with the server. This function is only allowed when the working mode is UDP and TCP Client.

Serial heartbeat packet: The M100 gateway notifies the serial device it is active via packet, and this packet can also be used to actively
capture sensor data.

Heartbeat packet only works in no data traffic in the setting direction. There are no data coming from serial port or internet in

heartbeat interval.

%USRIOT Be Honest Do Best !
Communication Expert of Industrial loT £ | English

> Status

> Network

SETTING
Vart1
Port J] Socket
Uart2
Websocket
Baudrate 115200 (600~230400)bps
> Gateway
N Databits 8 v bit
> Cloud Service '
> System Parity  None
Stop bits 1
Flow ctrl NONE
UART Packet Length 0 (0~1460)bytes
UART Packet Time o (0~255)ms
Sync Baudrate(RFC2217) ON
Enable Uart Heartbeat
Uart Heartbeat Type | User define.
Uart Heartbeat Packet | wwwusrcn
HEXOD Ascil
Beat Time 30 (1~65535)s

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 88  Serial heartbeat packets
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Port Socket

> Status

> Network
SOCKET A

Working Mode

Uartt
Uart2 Remote Server Addr
RIS Local/Remote Port Number

S Galeway

Reconnection period
> Cloud Service

> SyS(E“\ ERINE

Modbus Poll

Enable Net Heartbeat

Net Heartbeat Type.

Net Heartbeat Packet

Beat Time.

Registration Packet Type

SSL protocol

TCP Client v None v
172.16.14.15
9000 23 (1~65535)
0 (0-99999)s
OFF v
] Response Timeout 200 (10~9999)ms
User define ~
vewusren
HEXOD Ascil &
30 (1~65535)s
None ~ Location  Once connecting
Disable v None

SOCKET B

Operating Mode

None v

Save&Apply
v

Fig. 89  Network heartbeat packets

7.3. Registration packet

This function is only allowed when the working mode is UDP and TCP Client. The content of the registration packet can be up to 40

bytes long. Users can choose to display this content

in hexadecimal format or ASCIl format.

Once connected: The registration packet is only sent once when the network connection is established;

Prefix of DATA: The registration packet is filled in fro

nt of the serial port data every time the serial port sends data to the network;

Be Honest Do Best !
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-
> Status
Data transmission parameter configuration
> Network

SETNG

port || Socket
Uart2
‘Websocket
SOCKET A
> Gateway
> Cloud Service Working Mode
S Remote Server Addr

Local/Remote Port Number

Reconnection period

PRINT

Modbus Poll

Enable Net Heartbeat

TCP Client v None v
172.16.14.15
3000 23 (1~65535)
0 (0~99999)s
OFF v
[ Response Timeout 200 (10~9999)ms

o

Registration Packet Type

User defined Packet

SSL protocol

User Defined

~ Location  Once connecting

SOCKET B

Operating Mode

None v

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 90  Registration packet type
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> Status
Data transmission parameter configuration
> Network

Uart1
Port Socket
Uart2
Websocket
SOCKET A
> Gateway
S tondSavice Working Mode  TCP Client v None v
> System Remote Server Addr  172.16.14.15
Local/Remote Port Number 9000 23 (1~65535)
Reconnection period 0 (0~99999)s
PRINT  OFF v
Modbus Poll [ Response Timeout 200 (10~9999)ms

Enable Net Heartbeat  []

Registration Packet Type  User Defined ~ Location  Once connecting v

Once connecting

User defined Packet v uscn Prefix of Data
Both are supported

HEX O Ascll

SSL protocol Disable v None
SOCKET B
Operating Made  None v

v

Fig. 91 Registration packet method

7.4. Socket B

Socket B supports TCP Client and UDP Client. Socket B and Socket A share the registration packet and heartbeat packet. When

Socket B initiates a connection, it uses a random local port number to connect to the target server.
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F_

> Status

> Network

Data transmission parameter configuration
Vart1 SETTING

Uart2

Port Socket

‘Websocket

> Gateway
SOCKET A

> Cloud Service

5 Gtem Working Mode  TCP Server ¥ None v
Maximum Sockets supported 8 ~ Exceeding Maximum  KICK ~

Local Port Number 23 (1~65535)

PRINT  OFF @

Modbus Poll  [] Response Timeout 200 (10~9999)ms
Operating Mode  TCPClient v
None

Remote Port No. 20105 (1~65535)

Save&Apply

Fig. 92  Socket B operating mode

7.5. Rs485 bus detection
If RS485 bus is in the receiving state, M100 can not output data to serial port to achieve the 485 bus anti-conflict function.
Idle time: the interval time when M100 is allowed to send data to RS485 bus after the receiver is idle. The value ranges from 0O to

65535 (ms). Default value: 10. This parameter is mandatory.
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System Setting &
> Status
> Network Model Name ~ USR-M100
> Port
Websocket Port 6432 (1~65535)
> Gateway
5 Websocket Direction  UART1 ~
> Cloud Service
System Setting UserName  admin
Management
PassWord e =

Feedback

UartCache  OFF v

Restarting Without Data o (0/60~65535)s.
SNMP  OFF v 8®
Telnet OFF v e
NP ON v @

NTP Server Address  cn pool nip.org
NTP Timezone Setting uTC+8 ~
485 Anti-Collision  ON v e

485-idle Time 10 (0~2500)ms

Log Export

Save&Applv =
Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 93  RS485 bus detection
7.6. Serial Printer setting

USR-M100 gateways transform any serial device into an Ethernet-capable device that can be used in a network. These gateways
allow serial devices such as a printer, control mechanisms or control systems to be used in a network without relying on the serial port
of a computer for connectivity. This way, any serial device can be connected to the network and the internet and accessed from
anywhere. Sharing a printer among coworkers in the same physical office can be implemented with a gateway that does not need to
offer security or authorization capabilities.

The M100 gateway, features a Serial Printer option which functions in similar fashion to the Serial Printer option in the (COM) Ports
dialog box. This option allows the associated TCP port to be identified as a serial printer connection. The connection does not
consume a user license, is restricted to output only, and filters out the end-of-document marker correctly. In this case, IP address of

USR-M100 is 172.16.14.12.
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> Status
> Network
Data transmission parameter configuration
Haitd SETTING
Uart2
[
Websocket
> Gateway
SOCKET A
> Cloud Service
5 Gtem Working Mode  TCP Server v None v
Maximum Sockets supported 8 v Exceeding Maximum  KICK ~
Local Port Number | 9100 (1~65535)
PRINT ON ~
Modbus Poll  [] Response Timeout 200 (10~9999)ms
SOCKET B
Operating Mode None -
SaveSApply
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Fig. 94
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General Sharng Pots  Advanced Color Management Securty REiFE
Add Standard TCP/IP Printer Port Wizard

Brother DCP-7180DN Print
g other rinter (£355) Welcome to the Add Standard

TCP/IP Printer Port Wizard

Print to the following port(s). Documents will print to the first free Printe %
checked port. This wizard helps you add a port for a network printer.
Port Description Printer | | Available port types: Before continuing be sure that:
1. The device is turned on.
; Local Port
g ;(L]:‘"g‘ ;E"T”F’_tl Standard TCP/IP Port 2. The network is connected and configured.
. Printto File
[ WSD-5... WSD Port MWiFi-R3-srv (HP Desklet 260...
[ WSD-a... WSD Port Brother DCP-7180DN Printer
[] WSD-9... WSD Port Brother DCP-T180DN [3c2af4e2...
[ WSD-b... WSD Port Brother DCP-B7535DW series P..
] = i
IP_172.... Standard TCP/IP Port  Brother DCP-7120DN Printer .. T e et
| Add Port... (1 | Delete Port Configure Port... .
Enable bidirectional support S
[JEnable printer pocling
< Back Text - Cancel
3
oK Cancel Aoy Help

Fig. 95  Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Add port
For which device do you want to add a port 7

Enter the Printer Mame or IP address, and a port name for the desired device,

Printer Name or IP Address: 11?2-15-14-13

Port Name: i1?2.15.14.1z

< Back Mext = Cancel

Fig. 96  Serial printer setting wizard 1
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Add Standard TCP/IP Printer Port Wizard

Additional port information required
The device could not be identified.

The device is not found on the network, Be sure that:

The device is turned on.

The network is connected.

The device is properly configured.

The address on the previous page is correct.

fuo b po

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below.

Device Type —

t+ Standard Generic Network Card A

{" Custom

< Back Mext = Cancel

Fig. 97  Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard TCP/IP
Printer Port Wizard

You have selected a port with the following characteristics,

SMMP: Mo

Protocol: RAW, Port 9100
Device: 172.16.14.12

Port Mame: 172161412

Adapter Type: Generic Metwork Card

To complete this wizard, click Finish.

< Back Cancel

Fig. 98  Serial printer setting wizard 1
7.7. NTP
If M100 is connected to the internet or to a local NTP server, the Date/time can be set automatically by enable NTP function. If this

option is chosen, the default value “cn.ntp.org.cn” should be shown in the NTP server field. User can select a proper Time Zone from

the dropdown box. If the M100 device is connected to the Internet and should get NTP server over the Internet, you will need to
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configure the DNS server in order to be able to resolve the host name of the NTP server.
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System Setting

> Status
> Network
Model Name ~ USR-M100
> Port
Websocket Port 6432 (1~65535)
> Gateway
> Cloud Service Websocket Direction UART1 v

System Setting

User Name admin
Management
Feedback PassWord  +w- &
Uart Cache OFF e
Restarting Without Data 0 (0/60~65535)s
SNMP  OFF v e
Telnet  OFF ve
NP | ON v @

NTP Server Address  cn pool ntp.org
NTP Timezone Setting | UTC+8 v

485 Anti-Collision  OFF v e
Log Export
Fig.99  NTP settings

7.8. SNMP

The Simple Network Management Protocol (SNMP) is used by network management software to monitor devices in a network,
to retrieve network status information of the devices, and to configure network parameters of the devices.
To make the device’s information available for public viewing/editing, you can enable the SNMP function by checking the Enable box.

The supported SNMP Version:v1/v2c.The default SNMP Community Strings (or passphrases) is “admin’.
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System Setting

> Status
> Network
Model Name ~ USR-M100
> Port
Websocket Port 6432 (1~65535)
> Gateway
> Cloud Service Websocket Direction UART1 v

System Setting

UserName  admin
Management
Feedback PassWord  « =]
UartCache  OFF v
Restarting Without Data 0 (0/60~65535)s
SNMP ON v e
Telnet OFF v e
NP ON v e
NTP Server Address  cn.poolntp.org
NTP Timezone Setting ~ UTC+8 v
485 Anti-Collision  OFF v e

Log Export

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 100 Enable SNMP agent
Table 21  PUSR OID list

[tem OID

IP address 1.3.6.1.2.1.4.20.1.1.172.16.14.12

Subnet mask 1.3.6.1.21.4.20.1.3.172.16.14.12

Gateway 1.3.6.1.21.4.211.1.172.16.14.12
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Firmware version 1.3.61.211210

Hardware version 1.3.61.2112.2.0

RAM usage 1.3.6.1.2112.3.0

CPU usage 1.3.6.1.2112.4.0

Preferred DNS 1.3.6.1.2112.5.0

Alternate DNS 1.3.6.1.2112.6.0

~1.Set SNMP Settings [Eiz

Local TP 72.16.14.15 ™ Repeatevery 5 3] conds
Device IPfPort: 172.16.14.12. 161 P F v V6| e L S ~

P—————— e L

SNMP Version: [swe vae 2022/7/27 18:52:28 (4 ms) : Device: 172.16.1-
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Fig.101  SNMP test
8. MQTT gateway

Although the MQTT protocol has been around for nearly three decades, the design of the protocol makes it ideal for lloT (Industrial
Internet of Things) applications, the latest trend in automation engineering. This is particularly true for applications that stress “active
notification,” in which devices provide data only when needed, as opposed to “passive notification,” in which devices are polled at
regular intervals. MQTT's broker/client design eliminates the need for all devices in the system to be online at the same time. The
clients (i.e., “devices” or “things’) communicate directly with the broker, which plays the role of middleman to pass messages back

and forth between clients.
8.1. Basic settings

When configuring the Broker information,Client ID, Host, and Port are already filled in by default. You can also modify it by yourself
based on the actual Broker information. We will use Free Public MQTT Server provided by EMQX Cloud as the MQTT server address

for quick testing. You can configure KeepAlive, Clean Session, Auto Reconnect, MQTT Version, etc.
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> Status MQTT Gateway
> Network MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverit supports up to 16 publish topics and 16 subscribe topics,
o 5 supports port mapping function, which can bind each topic to a different serial port.

ort

MQIT Gateway Basic configuration ] Publish [ Subscribe
Edge Computing
; Enable MQTT  Enable -
10 Fuction
> Cloud Service MQTT Version MQTT-31.1 v
2 S ClientID | 123456

Server Address (IP)  brokeremaxio

Local/Remote Port NO. | 0 (0~65535) 1883 | (1~65535)
Keepalvie Interval 60 (0~65535)s
Reconnecting time Without Data | 0 (0~65535)s
Reconnection Interval 1 (1~65535)s

Clean up session  []
User Credentials  []
Enable last will []

SSLprotocol | Disable v None

Save&Apply
v

Fig.102 MQTT broker setting

If your broker has enabled user authentication, you can fill in the information of Username and Password in the configuration item.
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> Status
Basic configuration Publish Subscribe
> Network
> Port
Enable MQTT Enable ~
MQTT Version MQTT-3.1.1 -

MQTT Gateway

Edge Computing ClientID 123456

1Ofucion Server Address (IP)  brokeremaxio
> Cloud Service
Local/Remote Port NO. o (0~B5535) 1883 (1~65535)
> System
Keepalvie Interval 60 (0~65535)s
Reconnecting time Without Data o (0~65535)s.
Reconnection Interval 1 (1~65535)s

Clean up session [
User Credentials

Usemame | admin

Password | admin
Enable last will [

SSLprotocol  Disable v None

Save&Apply

Fig. 103  User credential

When you need to enable SSL/TLS authentication, you need to set the SSL/TLS configuration item. The two versions, TLS 1.0 and TLS

1.2 are provided. If SSL/TLS is selected, certificate configuration can be performed. If it is a one-way connection, you only need to

select your CA File. If it is a two-way authentication, you also need to select to configure Client Certificate File and Client key file. Click

the choose file button on the far right to select the certificates you have generated.

< Uploads a Certificate Authority (CA) file. A Certificate Authority (CA) is an entity that issues digital certificates. A digital certificate
certifies the ownership of a public key by the named subject of the certificate.

< Uploads a client certificate (cert) file. A certificate file is a type of digital certificate that is used by client systems to make
authenticated requests to a remote server.

< Uploads a private key file.
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Basic configuration Publish Subscribe
> Status
> Network
Enable MQTT  Enable v
> Port
MQTT Version  MQTT-31.1 v
v Gateway
MQTT Gateway ClientID 123456
Edge Compating Server Address (IP)  broker.emaxio
10 Fuction
Local/Remote Port NO. ¢ (0-65535) | 1883 (1~65535)
> Cloud Service
> System Keepalvie Interval 60 (0~65535)s
Reconnecting time Without Data 0 (0~65535)s
Reconnection Interval 1 (1~65535)s

Clean up session  []

User Credentials [

Enable last will [

SSLprotocol | TLS1.2 v Verify Al v

Upload Server CA

Choose file || Upload...

Upload Client CA  [fienicA ] Choosefile || Upload.
Upload Client Private Key Choosefile | Upload

Save&Apply

v

Fig. 104  SSL/TLS connection

You can configure the Will Message. The values of Last-Will-QoS and Last-Will-Retain are filled with O and False by default. When

you enter the values of Last-Will-Topic and Last-Will-Payload, you can complete the configuration of Will Message.
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Basic configuration l Publish l Subscribe

> Status

> Network Enable MQTT  Enable v
> Port

MQTT Gateway

MQTT Version  MQTT3.1.1 v

ClientID 123456

Edge Computing Server Address (P) 152 166.0 201
{GFtcton Local/Remote Port NO. 0 (0-65535) | 1883 | (1~65535)
> Cloud Service
Keepalvie Interval 60 (0-65535)s
> System
Reconnecting time Without Data o (0~B5535)s
Reconnection Interval 1 (1~65535)s

Clean up session  []

User Credentials [

Enable last will
Topicof will | vl

Will Message | offine

Qos | Qoso v
Retained []
SSLprotocol  Disable v None

Save&Apply v
Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 105 Last will message
After finishing configuring the basic settings, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot. In this case we only finish the follow

parameters setting.
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S8 Sintus MQTT Gateway

MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverit supports up to 16 publish topics and 16 subscribe topics,

> Network
supports port mapping function, which can bind each topic to a different serial port.

> Port

Basic configuration | Publish | Subscribe
MQTT Gateway
Edge Computing
Enable MQTT  Enable v
10 Fuction
S oo eevee MQTT Version | MQTT-3.1.1 v
> System ClientID | 123456

Server Address (P)  broker emaxio

Local/Remote Port NO. 0. (0~65535) 1883 (1~65535)
Keepalvie Interval | 60 (0~65535)s
Reconnecting time Without Data 0. (0~65535)s
Reconnection Interval 1 (1~65535)s

Clean up session [ ]
User Credentials [
Enable last will ]

SSLprotocol  Disable v None

SaveRApply’

v

Fig. 106 EMQX broker connection

To view the status of the device, choose Status>Overview, the device is in the CONNECTED state, the connection to loT Hub is

successful, and publishing and subscribing operations can be performed.

%usklo'r Be Honest Do Best !
Con cation Expert of Industrial loT % | English
Alternate DNS Server L)
Overview 2
Signal Intensity all
> Network
Network Type NONE
> Port
Connection Status Disconnected

MQTT Gateway

Edge Computing

Status of Port Port1 =
10 Fuction

S Gl bervice Conn Status A(ETH) LISTEN

> Syslem TX Count A(ETH) 0 bytes
RX Count AETH) 0 bytes
Conn Status B(ETH) IDLE
TX Count B(ETH) 0 bytes
RX Count B(ETH) 0 bytes
Enable MQTT ENABLE
Conn Status MQTT CONNECTED
Enable Edge Computing DISABLE

Fig. 107 MQTT connection status

8.2. Publishing a message

8.21. MAQTT.fx tool introduction

MQTT.fx is a mainstream MQTT desktop client. Compatible with Windows, macOS, and Linux, it can quickly verify whether it is
possible to connect to loT Hub and publish or subscribe to messages. MQTT.fx in this article refers to version 1.7.1 without special
instructions.

The main page is shown in the figure below. The top part is the MQTT Broker connection address bar and its connection
configuration. The following function Tabs include Publish column, Subscribe column, Scripts column, Broker Status column, Log

column for log information control.
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Fig. 108 MQTT.fx main page
First, the MQTT client and Broker need to establish a connection to communicate. Click the configuration icon on the right side of the
input box in the connection address bar to enter the specific connection configuration. Select the Profile Type as MQTT Broker. Fill

in broker.emgx.io for Broker Address and 1883 for Broker Port, as shown in the figure below:

@ MaTThc- 171 -

File Exras Help

‘ EMQX E Connect Disconnect .

(m]
X

7 Edit Connection Profiles u} b
AWSIOT
EMQX I Profile Name = EMQX
M2M Edlipse > -
v P Profile Type  MQTT Broker - s MQTE
Thingsboard [©)
cdoudmatt MQTT Broker Profile Settings

itt onenet connect
s Broker Address | broker.emax.io

Broker Port | 1883

Client 1D | 8045a78e6f4b49c59160boc52ece5444 Generate

User Credentials  SSL/TLS  Proxy LWT

Connection Timeout | 30
Keep Alive Interval | 60

Clean Session
Auto Reconnect v/

MaxInflight | 10

MOTT Version v/ Use Default

Clear Publish History

Clear Subscription History

- ® Revert cancel OK Apply
Fig. 109  Connection Profiles

Click OK to confirm the configuration, return to the main interface, and click Connect. It can be seen that the indicator on the right

side turns to green, indicating that the current connection is successful, as shown in the following figure:
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Fig. 110  Successful connection

8.2.2. Transparent transmission
In the Publish field, select Publish topicl, enter the topic, bind to the Portl, select Qos O, uncheck retained message. We use the
/PubTopicl as an example to describe the process. After finishing configuring the Publish topicT, please scroll down to the bottom of
the page and click on "Save & Apply" button to save all the changes that you have made. All configurations take effect after a system

reboot.
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> Status

> Network
MQTT Gateway function supports SSL,

> Port supports port mapping function,

MQTT Gateway

Basic configuration Publish Subscribe

Edge Computing

10 Fuction Custom mode Disable v e

> Cloud Service
Publish topicl
> System

Topic String | /PubTopic1

Q0s  qoso v
Retained message [
10 Control/Query [

Publish topic2 [

‘Save8Apply
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Fig. 111 Add Publish topic
On MQTT.fx interface, click to enter the Subscribe Tab to enter /PubTopicl in the topic box. Then, select a QoS level, click the
Subscribe button, and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in

the following figure:
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/PubTopicl

v Messs e

Topics Collector (0) Sean | Stop ol

Fig. 112 Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None,8,One - Serial Debug Assistant o O X

A E? G i

Serial Port :

Baud Rate :
Data Bits :

Parity :

Stop Bits :

Close seil port (1X configure serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display
D Auto break frame ? 20

:

H

D Receive scripts % | Add Timesta

Save data Empty data

Send settings.
D Send a file Extension emd e
[] Hex send

D Sending scripts % | ADDS v {"message”:"hello from Ml@@"} l

Timing send . sec \ -
gm e 2% edit message

PR m‘ Send: 0 Receive : 0 Reset count
Fig. 113  Serial debug assistant setting

Click send button. On the MQTT.fx page, you will receive a message from the cloud that was sent from the M100. For Payload

decoded by select “JSON Pretty Format Decoder” to show the message.
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Topics Collector (0) S [ Stp | G ? 5
20-10-2022 11:44:57.42297551 Qoso
"message”™ : "hello from M166™
Payload decoded by | JSOMN Pretty Fomat Decoder

Fig. 114  Receive message from M100

8.2.3. Topic distribution

In the Publish field, select Publish topic2, enter the topic, topic alias, bind to the Portl, select Qos 0, uncheck retained message. We
use the /PubTopic2 as an example to describe the process. After finishing configuring the Publish topic2, please scroll down to the

bottom of the page and click on "Save & Apply" button to save all the changes that you have made. All configurations take effect after

a system reboot.
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supports port mapping function, which can bind each topic to a different serial port

> Port

MQTT Gateway

Basic configuration Publish Subscribe

Edge Computing

10 Fuction Custommode  Disable v e

Cloud Service
Publish topici [

System

Publish topic2

Transmission Mode  Topic distribution - —

TopicString  [PubTopic2

Topic identification  test B ——
Q0s | Qoso v

Retained message [ ]

10 Control/Query  []
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SavesApply
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Fig. 115  Topic distribution mode
On the MQTT.fx interface, click to enter the Subscribe Tab to enter /PubTopic? in the topic box. Then, select a QoS level, click the

Subscribe button, and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in

the following figure:
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Fig. 116  Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None,8,One - Serial Debug Assistant o O X
s

AN ? O 8

Serial Port : s » test,{"message"”:"hello from Mlee"}

Baud Rate : A

S

pary:

Stop Bits : One g

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display
D Auto break frame ?

|§|

D Receive scripts % | Add Timesta

H

Save data Empty data

Send settings.

D Send a file Extension emd

[] Hex send

D Sending scripts % | ADDS ~ test,{"message”:"hello from MlO@"}

D Timing send 1.0 sec B
[Jomr [Jrrs

s ancen Send: 34 Receive : 0 Reset count

Fig. 117  Serial debug assistant setting
Enter the correct serial data format: topic alias,payload-test,{"message":"hello from M100"}, Click send button. On the MQTT.fx page,

you will receive a message from the cloud that was sent from the M100.
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Payload decoded by JSOMN Pretty Fomat Decoder  ~

Fig. 18  Receive message from M100

8.2.4. Custom mode
In the Publish field, select Custom mode, bind to the Portl. Click on "Save & Apply" button to save all the changes that you have made.

All configurations take effect after a system reboot.
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MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverIt supports up to 16 publish topics and 16 subscribe topics,
> Port supports port mapping function, which can bind each topic to a different serial port.
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QELGateway Basic configuration Publish Subscribe
Edge Computing
10 Fuction Custom mode Enable v e
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Save8Apply
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Fig. 119  Custom mode
On the MQTT fx, click to enter the Subscribe Tab to enter /PubTopic3 in the topic box. Then, select a QoS level, click the Subscribe

button, and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in the

following figure:
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Fig. 120 Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None,8,One - Serial Debug Assistant o O X

A E? g e

Serial Port : S| coms ~
Baud Rate : X
Damite:
pary:
Stop Bits : One g

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display
D Auto break frame ?

|§|

D Receive scripts % | Add Timesta

H

Save data Empty data

Send settings.

D Send a file Extension cmd

[] Hex send

D Sending scripts % | ADDS w /PubTopic3,0,0N,{"message": "hello from M188"}

D Timing send 1.0 sec B
[Jomr [Jrrs

Vvt Freials | RS Send: 0 Receive : 0 Reset count

Fig. 121 Serial debug assistant setting
Enter the correct serial data format: topic,Qos,Retain,payload-/PubTopic3,0,0N,{"message":"hello from M100"}, Click send button. On

the MQTT.fx page, you will receive a message from the cloud that was sent from the M100.
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Fig.122  Receive message from M100
8.3. Subscribe to a topic

In the Subscribe field, select Subscribe topicl, enter the topic, bind to the Portl, select Qos 0. We use the /SubTopicl as an example to
describe the process. After finishing configuring the Subscribe topicl, please scroll down to the bottom of the page and click on "Save

& Apply" button to save all the changes that you have made. All configurations take effect after a system reboot.
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Fig. 123  Add subscribe topic
On MQTT fx interface, click to enter the Publish Tab to enter /SubTopicl in the topic box, and enter the message of "hello world" in

the message input box, select a QoS level, and click Publish to publish the message, as shown in the following figure:
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»  /SubTopic) - m Q051 Qos2 Retained o

{"message""hello}

Fig. 124  Publish message to M100
Click Publish to send the messages and return to the serial debug assistant. We can find that the serial port has received the message,

as shown in the following figure:

COMS3,115200,None,8,0ne - Serial Debug Assistant s [m] X
A B 2O 0
Serial Port : 3 {"message":"hello™}

Baud Rate : A

Data Bits :

Py

Stop Bits: One .

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display
D Auto break frame 7 2

B

[] Receive scripts % | Add Timesta

Save data Empty data

Send settings.

D Send a file Extension cmd

] Hex send

D Sending scripts % | ADDS B /PubTopic3,8,0N,{"message”: "hello from M188"}

D Timing send 1.0 sec B
[Jowr [Jrrs

O [angoio | Send: 0 Receive; 19 Reset count

Fig. 125 Receive message from cloud
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9. Edge computing

The USR-M100 supports Modbus RTU Master for retrieving field site data from serial meters. After collecting data, users can convert
serial data to MQTT json format data, allowing users to get field site data. This two-in-one design reduces system complexity and the
amount of space required in the network topology, as well as overall installation time. In addition, you can extend the useful life of
legacy devices by connecting them to Ethernet and accessing the devices using a preferred protocol, TCP/UDP , HTTP , MQTT.

First,users need to enable edge computing function.

% USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQIT Gateway SETTING

Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control
10 Fuction
> Cloud Service Enable Edge Computing Enable -

System

Fig. 126  Enable edge computing

9.1. Add modbus slave device

Connect serial device to the serial port of USR-M100 gateway, and then configure the slave parameter on the data acquisition tab.

Click add slave to add a device, click edit to configure the device.

Be Honest Do Best !

32 | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

MQIT Gateway SETTING

Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control

10 Fuction

protocol conversion.

Cloud Service Choosefile || Export. @

System last: 126 nodes@

No.  Namefl Point Sourcetl Slave addrtl Operations No.  Namefl Register addresst)  Data typetl Operations

@

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig.127 Add a slave device
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ﬁ USR 10T
Communication Expert of Industrial loT

Edge Computing Gateway
> Status

> Network

Uart2 isition Linkage control
‘Websocket
Crioosel *Device name THsensor @
MQTT Gateway *Port | UART1 % last: 126 nodes@

Edge Compiting *Slave Address 1 (1~255)
No.  Nametl Point Sourcet . 1 Data type| Operations
10 Fuction

“Polling interval 100 (10~65535)ms
o R |
Show advanced settings
jint1é

> System
Edit | |Delete

1 Enable Address mapping [

Merge collection [

Save Cancel

Fig. 128 Polling slave device configuration

In the slave property, enter the device name, bind to the Portl, enter the slave address and polling interval, enable merge collection
function, the description of the configuration parameters on this interface is shown in table 14. We use the temperature and humidity
THsensor as an example to describe the process. After finishing configuring the slave device, please scroll down to the bottom of the

page and click on "Save" button to save all the changes that you have made. All configurations take effect after a system reboot.

9.2. Add modbus data points

Q.2.1. Register type and offset

Table 22 Typical Register Tables

Register type Address range Description

Coil points 00001 = 09999 Read, function code 0x1,0x5,0xF, bool values

Discrete inputs 10001 — 19999 Read only, function code 0x2, bool values

Input registers 30001 - 39999 Read only, function code 0x4, int,uint,float values

Holding registers 40001 — 49999 Read/Write, function code 0x3,0x6,0x10,int,uint,float values

The Modbus register addressing starts with register 0, but some device manufacturers start with the number 1 in the device
documentation. In this case, the number minus 1 should give the correct register address. Offsets can be represented in different
ways. Sometimes as Hex values and sometime the offset will also contain the register type. For example Offsets in the Holding

Register range might start with a 4 such as 411001, in the SCADA this would be entered as 11001.
9.2.2. Raw data types and byte order

A standard Modbus Holding Register or Input Register is a 16 bit (2 Byte) value. Often this is not enough so different equipment will

utilize multiple modbus registers to hold a larger value. Here is a list of Data Types supported in the M100 gateway.
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Table 23 Data types

Type Function code Objects count Note

Bool 1-2 1+ Bool

int8 3-4 1+ Integer 8 bit

uint8 3-4 1+ Unsigned integer 8 bit

int16 3-4 1 Integer 16 bit. Big-endian.high byte first
uint1é6 34 1 Unsigned integer 16 bit. Big-endian.
int32(ABCD) 3-4 2 Integer 32 bit. Big-endian.

int32(CDAB) 3-4 2 Integer 32 bit. Little-Endian byte swap
uint32(ABCD) 34 2 Unsigned integer 32 bit. Big-endian.
uint32(CDAB) 34 2 Unsigned integer 32 bit. Little-Endian byte swap.
float32(ABCD) 3-4 2 Float 32 bit. Big-endian.

float32(CDAB) 34 2 Float 32 bit. Little-Endian byte swap.
float64 3-4 4 Float 64 bit.

Note that these could be referred to in different ways. for example a 4 Byte Signed Integer might be referred to as a 32 bit Integer in
equipment documentation. For binary values we also need to know what “bit” of the register to look at for the binary value. For this
reason a single 16 bit modbus register could represent up to 16 individual binary data points. Sometimes the Data Type is inferred by

listing the number of registers. For example 2 registers might mean a 4 byte value.
9.2.3. Data points configuration

First select the slave device, click add nodes to add a data point, click edit to configure the data point, click delete to delete a data

point.

ﬁ USR 10T
Communication Expert of Industrial loT

> Status

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

> Network protocol conversion.

vart
Uart2 Edge Computing i
Websocket
MQTT Gateway last: 126 nodes@
Edge Computing
No. Namet} Point Sourcet! Slave addrf} Operations No. Namet! Register addresst | Data typet |
10 Fuction
> Cloud Service ' ;

> System

Add slave
Add nodes

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 129 Add modbus data point
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5 USR 10T Be Honest Do Best !

ion Expert of Industrial loT £ | English

Edge Computing Gateway
> Status

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Madbus RTU to Modbus TCP and other general industrial
> Network

i SETTING

Uart2 Edge Computing || Data Acquisition l Data Query and Report

protocol conversion.

Websocket
*Node name  temperature
~ Gateway Choose |
MQTT Gateway “Function code 03 s last: 126 nodes@

Edgc compitng *Register address 0 (0~65534)

No.  Namefl Point Sourcef} 11 Datatypetl Operations
10 Fuction
“Datatype  uint16 v
Nerm “Timeout 200 (10~65535)ms

Edit | [Delete
Reporting on change [

Show advanced settings m

Enable Address mapping  []

Add

Calculation formula @

Save Cancel

Fig. 130 Data point configuration

In the data point property, enter the node name, select modbus function code, enter the register address and response timeout,
select the right data type, input the calculation formula, the description of the configuration parameters on this interface is shown in
table 15. We use the temperature and humidity data points as an example to describe the process. After finishing configuring the data
points, please scroll down to the bottom of the page and click on "Save" button to save all the changes that you have made. All

configurations take effect after a system reboot.

ﬁ USR 10T Be Honest Do Best !

Com ion Expert of Industrial loT £ | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
Uart1
U SETTING
Websocket Edge Computing Data Acquisition Data Query and Report Linkage control
MQTT Gateway Choose file Export.. | @
Edge Computing last: 126 nodes@
10 Fuction
No. Nametl Point Sourcet ! Slave addrtl Operations No. Nametl Register addressfl  Data typet Operations

> Cloud Service

Add nodes

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig.131  Sensor register reading
After the correct slave and data points configuration, the modbus polling command will print on the corresponding serial port

regularly, as shown in Fig.132.
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COMS3,115200,None,8,0ne - Serial Debug Assistant a5 [m] X
ABE? O &
Serial Port : o @1 03 00 81 80 81 D5 CA

91 83 88 60 8@ 1 B4 BA

EsudiBare, A @1 03 @0 @1 00 81 D5 CA
Data Bits : 01 93 00 00 00 01 B4 BA
) 91 93 0@ 01 8@ Pl DS CA
Farity @1 03 @0 00 00 01 B4 @A
Stop Bits One ||| o1 @3 @0 @1 @0 01 D5 Ca
91 93 00 00 00 Ol B4 BA

01 03 00 01 00 01 05 A

@1 @3 @@ 90 8@ A1 B4 PA
81 83 @@ 81 80 @1 D5 CA
D Receive and save to file 91 03 00 00 90 01 84 OA
HEX display 21 93 @@ 81 80 @1 D5 CA
81 93 22 98 80 01 B4 BA
81 @3 @a 81 8@ @1 D5 CA
91 93 90 00 80 01 B4 BA
81 93 @@ 91 80 @1 D5 CA
81 93 92 98 80 01 B4 BA
Save data Empty data @1 83 @@ 81 80 @1 D5 CA
81 83 @@ 98 BA @1 84 BA

Receiving settings.

D Pause receiving display
Auto break frame 7

5

20
D Receive scripts % | Add Timesta

Send settings.

D Send a file Extension cmd

] Hex send

D Sending scripts % | ADDS 2

D Timing send 1.0 sec B
[Jowr [Jrrs

T [omicpies | Send:0 Receive: 160 Reset count

Fig.132 Modbus polling command

9.3. Export and import configuration

There are three main reasons for using the Import and Export functions.

< Applying the same configuration to multiple units. The Import/Export configuration function is a convenient way to apply the
same settings to units located in different sites. You can export the configuration as a file and then import the configuration file
onto other units at any time.

< Backing up configurations for system recovery. The export function allows you to export configuration files that can be imported
onto other gateways to restore malfunctioning systems within minutes.

< Troubleshooting. Exported configuration files can help administrators to identify system problems that provide useful
information for Technical Service Team when maintenance visits are requested.

The export function saves all the configuration settings and parameters of the data acquisition in a *.csv file. To begin, click the Export

button.
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5 USR 10T Be Honest Do Best !

ion Expert of Industrial loT £ | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
Uart1
e SETTING
Websocket Edge Computing Data Acquisition Data Query and Report Linkage control

QT Gateway

Edge Computing

last: 126 nodes@

10 Fuction
= No.. Nametl Point Sourcefl Slave addrtl Operations No.. Nametl Register addresstl Data typetl Operations
> Cloud Service

Add nodes

v

Fig. 133  Export the configuration file

A B © D E F G H I J K L M N o P a R s i u v w X Y =
1 Device-nzPort-nuntSlave-adcPolling—ilapped-aclerge-collection Node-nameFunctionRegister-Data—typeResponse-ReportingVariatiorflapped-acFornula
2 |THsensor 1 1 100 H/4 OFF temperaty 3 0 uintlf 200 OFF /s =%s/10
3 |THsensor 1 1 100 H/4 OFF humidity 3 1 uint16 200 OFF n/a =%hs/10

edge-EN (1) + (I vl

Fig. 134  Configuration file
Once the file is saved, it can be imported into your target unit to duplicate the same settings. Select the target unit first and click the
choose file button to import. Select the file you want to import, and then click the open button. The data points setting will display on
the webpage. After finishing importing the configuration file, please scroll down to the bottom of the page and click on "Save" button

to save all the changes that you have made. All configurations take effect after a system reboot.
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5 USR 10T Be Honest Do Best !

ion Expert of Industrial loT £ | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
Uart1
U SETTING
Websocket Edge Computing Data Acquisition Data Query and Report Linkage control
MQTT Gateway Choose file Export.. | @
Edge Computing last: 126 nodes@
10 Fuction

= No.. Nametl Point Sourcefl Slave addrtl Operations No.. Nametl Register addresstl Data typetl Operations
> Cloud Service

Add nodes

v

Fig. 135 Import the configuration file

9.4. Datareport

9.4.1. Communication channel

Users can select TCP/UDP/HTTP in socketA of each serial port, MQTT Gateway, or AWS IOT service as the communication channel.
When select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service

tab at first, and setting the report topic in the Fig.137.

Be Honest Do Best !

on Expert of Industrial loT £ | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port protocol conversion, ‘
MQTT Gateway SETTING
Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control
10 Fuction
> Cloud Service Data channel
> System

Channel select|  MQTT

MQTT
Alibaba cloud
AWS loT

Socket1
Sacket2

Data Query/Set
Data Query
Data Set Disable -

Data Report of nodes

Reporting method  Disable v

Report Agreement

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 136  Communication channel select
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> o Data channel

> Network Channel select  MQTT v e
> Port
Data Query/Set
MQTT Gateway Data Query Disable ¥
Edge Computing DataSet  Disable v

10 Fuction
Data Report of nodes

> Cloud Service

> System Reporting method | Enable ~
ReportTopic | /UploadTopic
Qos Qoso ~
Periodic reporting  []
Reporting on regular [ (seat TP st

Failure Padding [

Quotation Mark [

Report Agreement

{Cument""node0101","Voltage™"
Json template  {Curent;

4@ (<2048 bytes)

v

Fig.137 MQTT data report setting

9.4.2. Report method
There are three ways to report the data acquired to the communication channel: on change, interval, timer. The description of the
configuration parameters on this interface is shown in table 16. After finishing parameter setting, please click on "Save" button to

save all the changes that you have made. All configurations take effect after a system reboot.

R 10T Be Honest Do Best !

on Expert of Industrial loT £ | English

> Status

Edge Computing Gateway

> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

> Port protocol conversion. H

MQTT Gateway SETTING

Edge Computing Edge Computing || Data Acquisition l _Data Query and Report

10 Fuction
z *Nod: t t
> Cloud Service Choose | Sl SLb
> System Afuocionyode; || 0% v last: 126 nodes@
*Register address 0 (0~65534)
No.  Namefl Point Sourcef) istl  Datatypetl Operations
‘Datatype  uint16 v
_ :
“Timeout 200 (10~65535)ms

Edit Delete

Reporting on change

Hariation range 2 @ o

Show advanced settings

Add

Enable Address mapping [

Calculation formula ~ =%s/10 @

Save Cancel

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 138 Report on change
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10 Fuction
> Cloud Service

> System Reporting method ble

Report Topic  /UploadTopic
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32 | English

Be

Fig. 139 Interval and timer report

9.4.3. Payload-Json template

A JSON object contains zero, one, or more key-value pairs, also called properties. The object is surrounded

key-value pair is separated by a comma. The order of the key-value pair is irrelevant.

by curly braces {}. Every

A JSON array contains zero, one, or more ordered elements, separated by a comma. The JSON array is surrounded by square

brackets [ 1.

A key-value pair consists of a key and a value, separated by a colon (). The key is a string, which identifies the key-value pair. The

value can be any of the following data types: string(surrounded by quotation marks (" ")),number,float,array(JSON array),object(JSON

object (can be nested)),boolean(true or false),empty.
Example 1
{

"THsensor1": {

"temperature": "temperature”,

"humidity
I3
"LUXsensor1": {

humidity"

"illumination": "illumination”
5
"time
}
Example 2
{

"service":[{

sys_net_time"

"sensor!": {

"temperature”: "temperaturel”,

"humidity": "humidity1",

"user_define": "bedroom"
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5
"sensor2"; {

"temperature": "temperature2",
"humidity": "humidity2",
"user_define": "living room"

i3

"event_time": "

1,

"device_id":

}

sys_net_time"

sys_mac"

User Manual Il

We can use a tool to compact it. Below is a free online tool: https://jsonformatter.org/. Paste the message in the column on the left

and then, click Minify JSON. It will show a compact JSON format message in the column on the right. Click Copy to Clipboard.

sampe = & B v & x @ X

1-
2. “service":[{

3+ "sensorl": {

4 temperaturel”,
5 idityl”,

6 “user_define": "bedroom”

2 1

8- “sensor2": {

9 ‘temperatur: emperature2”,
10 humidity idity2",

11 : "Living room"
12 .

13 “event_time": "sys_net_time"

14 s

15 “device id":"sys mac"

16 [}
Ln:16 Col 2

JSON PARSER XML FORMATTER  JSBEAUTIFIER  SAVE

JSON BEAUTIFIER

Seen this ad
muttiple times

Upload Data

Validate

Format / Beautify

Mot nterested Ad covered
in this ad c

Adwas
inappropriste

ice":[{"sensorl®:{
,"user_define": "bedroor
:"humidity2","user_define":"living room"},"event_ti
,"device_id":"sys_mac"f}

Minify / Compact
Convert JSON to-

Ln:1 Col: 246

Fig. 140 Json formatter

RECENT LINKS

“humidity": "humidityl"
"temperature2","!
:"sys_net_time"}]

LOGIN

humidity"

Paste the message in the Json template on the page and click on "Save&Apply" button to save all the changes that you have made. All

configurations take effect after a system reboot.
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Edge Computing
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Data Acquisition || DataQueryandReport ] Linkage control

> Status
RliEt T Data channel
> Port
Channel select  MQTT v e
v Gateway
MQTT Gateway Data Query/Set
Edge Gampuiting Data Query Disable -
10 Fuction
DataSet  Disable v
> Cloud Service
> System Data Report of nodes
Reporting method Enable v
Report Topic  /UploadTopic
Qos Qoso .4

Periodic reporting [

Reporting on regular

[ (start TP firsty

Failure Padding [

Quotation Mark  []

Report Agreement

Json template [ THsensorl™
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Fig. 141 Json template setting
There are three type data point, user define, system,and register value in a Json template.
< System data points
The system data points defined by USR-M100 gateway is shown in table 24.

Table 24  System data points

System data points Description
sys_sn SN number
sys_mac MAC address
sys_ver Software version
sys_time GMT time
sys_unix_time Unix time

< Modbus register value data points
The node name configured in the section 9.2.3 is register value data points.
< User define

In addition to the above two types of data points, users can also define your own data points. Such as "user_define": "living room".

944. Test
We now use modbus slave software to simulate two modbus slave device. The connection and and parameters settings are show in
Fig.142. USB to RS485 converters are connecting PC with serial UART1 of USR-M100 gateway. We use MQTT.fx to connect to the
same broker and subscribe the report topic of USR-M100, we can see the message transmitted at the specified interval.

%USRIDT Be Honest Do Best !
Communication Expert of Industrial loT £ | English

> Status

> Network

Data transmission parameter configuration
Vart1 SETTING

Uart2
Port Socket

‘Websocket

> Gateway
Baudrate 115200 (600~230400)bps

> Cloud Service

Databits 8 v bit
> System

Parity | None
Stop bits 1
Flowctl | NONE
UART PacketLength 0 (0~1460)bytes
UART Packet Time 0 (0~255)ms

Sync Baudrate(RFC2217)  ON

Enable Uart Heartbeat [

Save8Apply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 142  Serial port parameters
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&8 Modbus Slave - Mbslavel - o X

File Edit Connection Setup Display View Window Help

DEe@&|™ .E’_El\?lﬂ
[ Mbslavel =E=E]

ID=1:F=03 Connection Setup %
MNo connection
= ConnecionPOIt1 | oK |
| Al 00000 : :
B Port v
: - | Coneel |
|USB Seril Port (CM3) v
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@FRTU Oascl
e
‘76 Data hllf =

Flows Control
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TCPAP Server
IF Address Port
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For Help, press F1. Port 3: 115200-8-N-1

Fig. 143 Modbus slave simulation
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Jinan USR 10T Technology Li http://www.pu

Fig. 144 Data acquisition setting
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Data channel
> Status

> Network Channel select mMarT v e
Uart1
Va2 Data Query Disable »
Websocket Data Set Disable v
MQTT Gateway
e Reporting method Enable ~
10 Fuction Report Topic | /UploadTopic

> Cloud Service ol "

> System

Periodic reporting
Reporting interval | 5 (1~36000)s
Reporting on regular [ (seart TP firs)
Failure Padding [
Quotation Mark [

Json template [ THsensort",
{'temperalure™“lemperature”” v,
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Fig. 145 Data report setting

@ MQTTh- 171 - a X

G Extras  Help

‘ Disconnect )
Publish m Scripts  Broker Status  Log
/UploadTopic - st o052 (EEECE -
JUploadTopic @D | /uploadTopic 1
Dump Messages ~ Mute (T [ Retained JReE]
/UploadTopic o
QoS0
TUploadTopic 3
QoS0
fUploadTopic 4
QoS0
/UploadTopic
Topics Collector (0) Scn | Stp  op £ 2 i

07-01-2023 16:57:41.61061169 QoS0

"lumination” :
1

Payload decoded by  JSOMN Pretty Fomat Decoder  ~

Fig. 146 Message reported
9.5. Data query

There are three methods to actively query the data collected through the serial port from the communication channel: Json format,
Modbus TCP, Modbus RTU. Firstly, user need enable the data query function. We can query data by Json format in MQTT or HTTP
channel,and via modbus TCP or RTU format in TCP/UDP mode.

9.5.1. Json
When select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service
tab at first, select Json query mode and setting the query topic in the Fig.147. In actual application, respond topic should be different

from report topic.
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Fig. 147 JSON query type

The Json content need conform to template described in section 9.4.3.

User Manual Il

Be Honest Do Best !
#57 | English

@ MQTTo -1.7.1 -

IS8 Extras  Help

- Con Disconnect

m Subscribe  Scripts  Broker Status  Log

{“temperature":"temperature","humidity":"humidity"}

#»  /DownloadTopic - m QoS0 Qos1 Qos2 Retained

Fig. 148 Json query message
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@ MQTT4 - 171 - [m] x

File Extras Help

‘ Disconnect “o
Publish m Scripts  Broker Status  Log

/RespondTopic - ws: (I -

/RespondTopic @& | /RespondTopic

Dump Messages  Mute (a0

/R ndTopi
Topics Collector (0) Sean 5 o espondlopic )

14-01-2023 16:25:28.59128372 QoS0

i
"temperature” : 27.6,
“humidity” : 43.7

1

3

Payload decoded by  JSON Pretty Fomat Decoder

Fig. 149 Json response message

3.5.2. Modbus slave address and register mapping

This function is very useful in data query and only used in modbus TCP/RTU query mode. When user select Modbus TCP/RTU query
mode to get data, the M100 gateway will be confused if there are the same slave address in different serial port or same register
address in different slave devices. All slave devices and registers on a gateway are planned and managed in a unified manner.

For example, user can map slave address 1 in Portl to slave 1in M100 gateway, map slave address 1 in Port2 to slave 2 in M100

gateway.

Be Honest Do Best !

on Expert of Industrial loT £ | English

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protacol canversion,

MQTT Gateway SETTING

Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control

10 Fuction
> Cloud Service Choosefile || Expot.. |@
2 System last: 123 nodes@

No. Nametl Point Sourcetl Slave addrt} Operations. No. Namet! Register addresstl  Data typef! Operations
i . 4 m_
ort 2 . i
< =

Add nodes
Add slave

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 150 Same slave ID and register address
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ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQIT Gateway SETTING

Edge Computing Edge Computing | Data Acquisition ll Data Query and Report

10 Fuction
. “Devi THsensor2
> Cloud Service Choose | R Te: SeR @
> System *Port | UART2 v last: 123 nodes@
*Slave Address 1 (1~255)
No. Nametl Point Source) istl  Datatypetl Operations.

Show advanced settings

*Polling interval 100 (10~65535)ms
_ - .

Edit | Delete
Enable Address mapping

*Map Slave address 3 (1~255@

Merge collection  []

Add

Jinan USR 10T Technology Li

http://www.pu

Fig. 151  Slave address mapping

ﬁUSRIOT Be Honest Do Best !
Communication Expert of Industrial loT % | Englis}

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQIT Gateway SETTING

Edge Computing Edge Computing | Data Acquisition ll Data Query and Report

10 Fuction
. *Node name  temperature2
> Cloud Service Choose| "
> System “Function code 03 v last: 123 nodes@
*Register address 0 (0~65534)
No. Nametl Point Source) isstl  Data typefl Operations.
. ) _
“Timeout 200 (10~65535)ms

uint16 Edit | Delete
Reporting on change [

_ Show sdvanced setings

Enable Address mapping

Add
*Map node address 2 (0~65534)

Calculation formula @

Save Cancel

Jinan USR 10T Technology Limited.  http://www.pu

Fig.152 Register address mapping
9.5.3. Modbus TCP

When select socket channel, user need configure parameters of the socket A of Uartl in PORT tab at first, then select Modbus TCP

query type. We use slave address mapping and register mapping described in section 9.5.2 as here for illustration.
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é?s USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQIT Gateway SETTING

Edge Computing

ata Query and Report Linkage control
10 Fuction
> Cloud Service Data channel
> System
Channel select  Socket! v e
Data Query/Set
DataQuery  Enable v
DataSet  Disable v
QueryorSettype  ModbusTCP >
Data Report of nodes
Reporting method  Disable v

Report Agreement

3 @

Jinan USR 10T Technology Limited http://www.pu:

Fig.153 Modbus TCP query type

om

ﬁusklm Be Honest Do Best !
Communication Expert of Industrial loT % | English

> Status
> Network
Data transmission parameter configuration
v Po
Uartd SETTING
Uart2
Port Socket
Websocket

> Gateway SOCKETA

> Cloud Service

5 System Working Mode TCP Server bt None Ad
Maximum Sockets supported 8 v Exceeding Maximum ~ KICK v
Local Port Number 502 (1~65535)
PRINT OFF -
Modbus Poll - [] Response Timeout 200 (10~9999)ms
Operating Mode ~ None v

‘Save8Apply

nan USR IOT Technology d.  httpy//www.pusr.com

Fig. 154  Socket A parameters setting
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%% Modbus Pall - Mbpoll1 - O e

Fle Edit Connection Setup Functions Display View Window Help

‘DEMEE|X|M |~ &| 71 |0506151617 22 23 |TC B[ ? 2|

Mbpolll o | B
Tx=0:Er=0:1D=1:F = 03: SR = 10| Connection Setup X
No connection

& 00000 Cornection 'D—K| =
[ |obus TEFAF 7

o] |

1| 0 Serial Settings
5| o |USB Serial Fort [COM3] . Mode
— SIRTU L ASTH
3 0
:. 0 Responze Timeaut
B 0 — Inel
— | Mone Parity
6 0 ! X Delay Between Polls
7" o i;l Stop Bit. ] édvam;ﬁd.‘::! [ms]
8 0 Remote Modbus Server
Il 0 IP Audchess or Nods Name
[172181473 ~]
Senver Part Connect Timeout @ 1Pt

|50z 2000 | ms] Ol

[172.16.14.73]: 502

Fig. 155 Modbus TCP simulator settings

%) Madbus Poll - Mbpoll2 - o X
File Edit Connection Setup Functions Display View Window Help
O@HE& XM= 2| [0506151617 22 23[TC 1| 2 W)

Mbpalli
Tx=29:Err=0: 1D = 3: F = 03: SR = 1000ms

For Help, press F1.

T [ Stop onEror [] Time stamp
5

Tx:076-03 4B 00 00 00 06 01 03 00 00 00 02

Rx:077-02 4B 00 00 00 07 01 03 04 00 1B 00 2B

Tx:078-03 4c 00 00 00 06 03 03 00 02 00 02

Rx:079-03 4C 00 00 00 07 03 03 04 00 1a 00 2D
:080-03 4D 00 00 00 06 01 03 00 00 00 02

4D 00 00 00 07 01 03 04 00 1B 00 2B

4E 00 00 00 06 03 03 00 02 00 02

4E 00 00 00 07 03 03 04 00 1A 00 2D

4F 00 00 00 06 01 03 00 00 00 02

4F 00 00 00 07 01 03 04 00 1B 00 2B

50 00 00 00 06 03 03 00 02 00 02

50 00 00 00 07 03 03 04 00 1A 00 2D

51 00 00 00 06 01 03 00 00 00 02

For Help, press F1. = 51 00 00 00 07 01 03 04 00 1B 00 2B v

Fig. 1566 Modbus TCP response

Alias 00000
= Tx=31Er=0:1D=1.F =03 SR = 1000ms
gl Alias 00000
&l o
E \ 43|
Ll \ |
El Communication Traffic X
8 I
1 Exit ‘ ‘ Stop ‘ ‘ Clear |
7 I
8
9

e e |~ o [wn s [wlm]|=

9.5.4. Modbus RTU

When select socket channel, user need configure parameters of the socket A of Uartl in PORT tab at first, then select Modbus RTU

query type. We use slave address mapping here for illustration.
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ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status ,

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supparts Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQTT Gateway SETTING

Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control
10 Fuction
> Cloud Service: Data channel
> System
Channel select Sockett v e
Data Query/Set
Data Query Enable ¥
Data Set Disable il
Query or Set type ModbusRTU =
Data Report of nodes
Reporting method Disable o

Report Agreement

!
Jinan USR 10T Technology Limited. http://www.pusr.com

Fig. 157 Modbus RTU query type

Y Modbus Pall - Mbpoll2 - O *
File Edit Connection Setup Functions Display View Window Help
D@ & x|[™[= 500506151617 2223 |TC | ? W2
Mbpalll
Tx = 81402: Err = 586: 1D = 3: F = 03: § Connection Setup
Mo connection o
Alas 00000 E Connection
m bus RTL/ASCH Over TCP/AP V|
of | |l | eeEEs
| N | Cancel |
1 B Serial Setlings
= % r | USE Serial Part [COMS] v Mods
e RTU ASCI
E 45 115200 Baud @® o
4 I B EDI bl Fesponse Timeout
‘BDatabtz
| Sl 4 200
. . e
— Mone Parity
& B ! Delay Between Polls
7 | 1 Gtop Bit v tdvanced... [ms]
8 | Remate Modbus Server
; B IP &ddress or Mode Name
[172161473 ]
Server Port Connect Timeout
-

For Help, press F1. [172.16.14.73]: 502

Fig. 158 Modbus RTU simulator settings
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% Madbus Pall - Mbpoll2 - [m} X

File Edit Connection Setup Functions Display WView Window Help

D@ &S| x| = 210506151617 22 23|Tc %[ 2 K2

3 mbpalit =
Tx = 81415 Err = 586: ID = 3: F = 03: 5R = 1000ms

Rx:324425-01 03 04 00 1B 00 2B CA 2B
Tx:324426-03 03 00 02 00 02 &4 29
Rx:324427-03 03 04 00 1a 00 2D 38 29
Tx:324428-01 03 00 00 00 02 C4 OB
Rx:324429-01 03 04 00 1B 00 2B CA 2B
Tx:324430-03 03 00 02 00 02 &4 29
Rx:324431-03 03 04 00 1a 00 2D 38 29
03 00 00 00 02 C4 OB

03 04 00 1B 00 2B CA 2B
03 00 02 00 02 64 29

03 04 00 12 00 2D 38 29
03 00 00 00 02 C4 OB

03 04 00 1B 00 2B CA 2B v

=

Alias 00000 | &
5 Tx =81418: Err = 586: ID = 1: F = 03: SR = 1000ms
l Alias 00000
r;_ 45 1 . 43|
4| g
_5 ? Y Communication Traffic X
5| : Exit | | Stop | | Clear Save Copy T [15top on Erar [ Time stamp
l ? Tx:324424-01 03 00 00 OO0 02 C4 0B A
i o
9 E
B
|

For Help, press F1.

Fig. 159 Modbus RTU response
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10. 10O channels

USR-M100 can support a number of Digital Input (DI), Relays (Rly), Analog Input (Al) ports. All modules are equipped with an in-built
web server, which allows for showing the module status and changing the configuration. To access the web server, open the browser
and enter the IP address of the module, default address for a new module (default IP address is 192.168.0.7). Please use the following
credentials:

Username:admin  Password:admin (by default).

There are three methods to actively query the 10 status from the communication channel: Modbus TCP, Modbus RTU and MQTT
modbus RTU. We can query |0 status by modbus RTU format in MQTT or HTTP channel,and via modbus TCP or RTU format in
TCP/UDP mode.

10.1. 10O function
10.1.1. Web interface

This page allows for entering the configuration parameters and showing the actual value of the inputs and outputs. To open this page,

please navigate to 10 Function tab.

ﬁ USR 10T
Communication Expert of Industrial loT

> Status

> Network 10 Device Function Config and Status

> Port

Configuration
MQTT Gateway 10 Control

Edge Computing

10 Fuction DO Status

> Cloud Service
Dot DO2
> System

DI Status

DI DI2

Al Status

All(uA) Al2(uA)

[ 0

M
Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 160 10 status
Because the I/0 status of USR-M100 is mainly displayed via Modbus protocol, the user has to configure the Modbus settings. Fig.161

shows the Modbus Slave ID that must be set for the Modbus protocol. Please refer to section 2.3.3 for details.

Your Trustworthy Industrial IoT Partner WWW.pusr.com




®
&~ USR IOT
Be Honest, Do Best ! User Manual_

ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

10 Control |10 Function H

> Status
7 Nework Slave Address 100 (1~255)
> Port
Register  pegisterType  Register Address  Function Code
MQTT Gateway Do 00001~00002 0x01,0x05,0x0F
Edge Computing DI 10001~10002 0x02
10 Fuction Al 30001~30004  0x04

> Cloud Service

> System Timing Function

Timer1 Enable Disable v (Start NTP or Time Synchronization first)

Timer2 Enable Disable  (Start NTP or Time Synchronization first)

Timer3 Enable Disable  (Start NTP or Time Synchronization first)

Timerd Enable Disable ~ (Start NTP or Time Synchronization first)

Timer5 Enable Disable  (Start NTP or Time Synchronizstion first]

Timer6 Enable Disable  (Start NTP or Time Synchronization first)
Restart Hold Disable »

DOActionConfig  Eyecutel0  Execute Action Execute Time

Do4 No Action FIRE
(1~655355)

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 161 10 configuration
10.2. Modbus TCP query/control

We choose socket A of Uartl as the communication channel as an example to illustrate it. User can also choose socket B and other

Uart port.

S USR IOT Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

> Network

Data transmission parameter configuration
Vart1 SETTING

Uart2
Port. Socket
‘Websocket
SOCKET A
MQTT Gateway
Edge Computing Working Mode TGP Server v None *
10 Fuction Maximum Sockets supported 8 v Exceeding Maximum  KICK ~

> Cloud Service
Local Port Number 502 (1~65535)

> System
PRINT  OFF @
Modbus Poll  [] Response Timeout 200 (10~9999)ms
Operating Mode  None v

Save8Apply

Fig. 162 Socket setting for modbus TCP

Your Trustworthy Industrial IoT Partner WWW.pusr.com




®
'.K USR IOT
Be Honest, Do Best ! User Manual _

Y Madbus Poll - Mbpalli — O X
File Edit Connection Setup Functions Display View Window Help

DEE&E|( x| = A1 |0506151617 22 23[TC %[ 2 K?|
B Mbpolit o= =]

Tx =25 Emr=0:1D =100: F = 02: SR 3 connection Setup x
No connection

Alias 00000 S | %
5 | Modbus TCPAP -
I
1 0

Sernial Settings

3 M.ode
SIRTU (1 ASCH
3
A Responze Timeout
200
5 -— [ms]
6 Delay Between Palls
= [500 | ms1
8 Remote Modbus Server
a IP &ddress or Mode Mame W
' [172161473 v
Server Port Connect Timeout ® IPvd
[502 3000 | (ms] Olve

For Help, press F1. [172.16.14.73]: 502

Fig. 163 Modbus TCP simulator settings

10.2.1. DI status query

%} Madbus Poll - Mbpollt — O X
File Edit Connection Setup Functions Display View Window Help
DSE&|(x |2 2 710506151617 2223 |TC .| 2 K2
B Mbpalit
Tx=30: Err =0:1D = 100: F = 02: SR = 1000=
Read/Write Definition s
Alias 00000 X
0
1 0 Function: |U2 Read Discrete Inputs [1x] _.V| | Cancel |
ot Address: I:I Protocol address. E.g. 10011 -» 10
3 Guantity:
4 Scan Rate: [ms]
5 Dizable
= [ Read wiite Disabled
[ Disable on emor Readwiite Dnce
T
Wi
8 Flows
a @10 O20 s O100 OFittoQuantit_y (%]
[] Hide &lias Columns [CIPLC Addiesses [Base 1)

[ Address in Cell [ Enran/D aniel Mode

For Help, press F1. [172.16.14.73]: 502

Fig. 164 Slave ID and register address
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%Y Madbus Pall - Mbpalll - ] *

Eile Edit Connection Setup Functions Display View Window Help
DEE&|X|F|5 2| /|os06151617 22 23|TcEl| 7 W2

Tx=1073: Err = 0:1D = 100: F = 02: SR = 1000ms

Alias 00000

[=]

®

Il ™% Communication Traffic

Exit | ‘ Stop | | Clear Save | Copy | Log [ Stop on Emar [ Time stamp
~

Tx:024-04 52 00 00 00 06 &4 02 00 00 00 02
Rx:025-04 52 00 00 00 04 64 02 01 01
|Tx:026-04 53 00 00 00 06 €4 02 00 00 00 02
||Rx:027-04 53 00 00 00 04 64 02 01 01
Tx:028-04 54 00 00 00 06 64 02 00 00 00 02
|Rx:025-04 54 00 00 00 04 €4 02 01 01
Tx:030-04

lele [~ o v s [wm|[=

For Help, press F1. [172.16.14.73]: 502

Fig. 165 Read DI values

Be Honest Do Best !

£ | English
)
> Status
: : 10 Device Function Config and Status
> Network
Confguraion
Vart1
10 Control 10 Function
Uart2
‘Websocket
DO Status
MQIT Gateway DOt D02

Edge Computing

10 Fuction
> Cloud Service
, - DI Status

Al Status

Al1(uA) Al2(uA)

[ 0

Save&Apply

Fig. 166 Dl values
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10.2.2. Al status query

%} Madbus Pall - Mbpollt — O x
File Edit Connection Setup Functions Display Miew Window Help
DEE&|(x|™ |5 &) 1050615161722 23|Tc k|2 K?|
Mbpollt
Tx =2340: Err=0:ID = 100: F = 04: SR = 100
Read/Write Definition x
Alias 00000 =
Slave ID:
0
1 ™ Function: |U4 Fiead Input Fegisters (3] .v| | Cancel |
3, 0 Address: I:I Fratocol address. E.g. 30011 - 10
5! = Quantity: I:I
4 Scan Rate: [ms]
5 Disable
6 []Readfurite Dizabled
[ Disable on ermror ReadAwiite Orice:
7
Wiew
8 Raows
9 ®10 O20 (50 (100 O Fitto Quantity (%]

[ Hide alias Columns [ PLC &ddresses [Base 1)
[ &ddress in Cell [] EnrandD aniel Mode

For Help, press F1. [172.16.14.73]: 502

Fig. 167 Slave ID and register address

%) Madbus Poll - Mbpolli - O b4
File Edit Connection Setup Functions Display Miew Window Help

DEE&S X|T|E 48 n|os061516172223|(TCE | T W2

|Tx=586: Err=0:1D = 100: F = 04: SR = 1000ms
Alias 00000 X
o
1 =i
2 1]
3 =
4 3 Communication Traffic b
5
= | Exit | | Stop | | Clear | | “’Sg@g | ﬁp& Log ] 5top on Errar [ Time stamp
Tx:26300-0B 2E 00 00 00 06 &4 04 00 00 00 04 ~
Z Rx:26301-0B AE 00 00 00 OB 64 04 08 00 00 OO0 00 00 00 00 0O
B Tx:26¢302-0B &AF 00 00 00 0Oc €4 04 00 00 00 04
9 Rx:26303-0B AF 00 00 00 OB &4 04 08 00 00 00 00 00 00 00 0O
:26304-0B BO 00 00 00 06 64 04 00 00 00 04

:26305-0B BO 00 00 OO0 OB €4 04 08 00 00 00 00 00 00 0O 0O

:26306-0B B1 00 00 00 06 €4 04 00 00 00 04

:26307-0B B1 00 00 00 OB €4 04 08 00 00 00 0O OO0 00 0O 00

:26308-0B B2 00 00 00 06 €4 04 00 00 00 04

:26309-0B B2 00 00 00 OB €4 04 08 00 00 00 00 00 0O OO 0O

:26310-0B B3 00 00 00 06 €4 04 00 00 00 04

:26311-08B B3 00 00 00 OB €4 04 08 00 00 00 00 00 00 OO 0O

:26312-0B B4 00 00 00 06 €4 04 00 00 00 D4

:26313-0B B4 00 00 00 OB €4 04 08 00 00 00 00 00 00 00 00 v

For Help, press F1. [172.16.14.73]: 502

Fig. 168 Read Al values
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10.2.3. DO query/control

%} Madbus Poll - Mbpalii — O X
Fle Edit Connection Setup Functions Display View Window Help

D@ES|(x |2 2| 0506151617 2223 |TC ol | 2 W2

"B Mbpolit
Tx=67:Emr=0:1D = 100: F =01: SR = 1000=

Read/Write Definition
Alias I 00000
0 |
1

x

1 Function: |D1 Fiead Coils (0] V| | Cancel |

Address: I:I Protocol address. E.g. 11 > 10

]

Quantity:
Scan Rate: | 1000 [ms]
Dizable

[] Read wiite Disabled

[] Disable on eror Beadfwiite Orice

i

Flows

@10 O20 Os0 O100 O Fit to Quantity ]

[ Hide &lias Columns ] PLC Addiesses [Base 1)
[ Address in Cell [T EnrandD aniel Mode

W o |~ [ [ b |w M

For Help, press F1. [172.16.14.73]: 502

Fig. 169 Slave ID and register address

Y4 Madbus Poll - Mbpolll - | x

File Edit Connection Setup Functions Display View Window Help
DEWH& X|T |2 a|n|os06151617 2223(TcE | B W2

"Tx=3'.85: Err=0:1D = 100: F = 01: SR = 1000ms

Aliasl 00000 ~
0 |
1

)

W3 Communication Traffic X

Exit ‘ | Stop | | Clear | [ Sa\ge ] | 2 ] Log [ 5tap on Errar [ Time stamp
Tx:27886-10 4C 00 00 OO0 06 €4 01 00 00 00 02 ~
Rx:27887-10 4c 00 00 00 04 &4 01 01 00
Tx:27888-10 4D 00 00 00 0& €4 01 00 00 00 02
Rx:27889-10 4D 00 00 00 04 64 01 01 00
Tx:27890-10 4E 00 00 00 06 &4 01 00 00 00 02
:27891-10 4E 00 OC 0O 04 64 01 01 00
:27892-10 4F 00 00 00 06 &4 01 00 00 00 02
:27893-10 4F 00 00 00 04 &4 01 01 00
:27894-10 50 00 00 00 06 &4 01 00 00 00 02
:27855-10 50 00 00 00 04 64 01 01 00
:278%6-10 51 00 00 00 O&c &4 01 00 00 00 02
:27857-10 51 00 00 00 04 &4 01 01 00
:27898-10 52 00 00 00 06 €4 01 00 00 00 02
:27899-10 52 00 0C 00 04 64 01 01 00 v

W ||~ | | bjw N

For Help, press F1. [172.16.14.73]: 502

Fig. 1770 Read DO status
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Y Modbus Poll - Mbpo

— | P
File Edit Connection Setup Functions Display View Window Help

D@ & X[ [= 2| [05061516172223[TC L[ T W2
(4 Mbpollt [(=E=]

Tx =738: Err = 0:ID = 100: F = 01: SR = 1000ms

Alias | 00000 &
o o Write Single Cail X
1 0

Slave 1D:
Addiess: | Eance |

™3 Commu

x

Fiesult

Exit N8 Copy Log | [ 5top on Errar [ Time stamp
Tx:28552 [ Close dialog on "Response ok 00 00 02 74
Rx:2859%3 . o0
Tx:20594, st Function 00 00 02
Rx:28595 (®) 05: 'white single coi 00
Tx:28596 () 15: ‘white multiple coils 00 00 02
BRx:28597 00
Tx:285%8-11 BO 00 00 00 06 &4 01 00 00 00 02
Rx:28599-11 BO 00 00 00 04 64 01 01 0O
Tx:28600-11 B1 00 00 00 06 €4 01 00 Q0 00 02
Rx:28601-11 B1 00 00 00 04 &4 01 01 00
Tx:28602-11 B2 00 00 00 06 64 01 00 00 OO 02
Rx:28603-11 B2 00 00 00 04 64 01 01 GO
Tx:28604-11 B3 00 00 00 06 €4 01 00 00 00 02
Rx:28605-11 B3 00 00 00 04 64 01 01 0O v

For Help, press F1. [172.16.14.73]: 502

Fig. 171  Write DO

wlo|w|o|v|s|w|n

Be Honest Do Best !
32 | English

5 NEok 10 Device Function Config and Status

> Port - .
10 Control [ 10 Functi
Edge Computing
DO Status
10 Fuction
USR Cloud
Alibaba Cloud ( )
AWS loT
3 DI Status
> System
oIt DIz

Al Status

Al(UA) AR2(uA)
[ [
Save&Apply
Jinan USR IOT Technology Limited.  http://www.pusr.com

Fig. 172 DO Values
10.3. Modbus RTU query/control

We choose socket A of Uartl as the communication channel as an example to illustrate it. User can also choose socket B and other

Uart port.
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%Y Madbus Poll - Mbpolil — O x

File Edit Connection Setup Functions Display WView Window Help

DS E&|x |2 2|1 |0506151617 22 23|TC ¥l | 2 K?|
"I Mbpoll Sl

Tx=1603: Err = 0: ID = 100: F = 02: SR Connection Setup X
No connection

’J Alias 00000 Connection | I oK I &
_ B
g A Cancel

1 o

2 = Mode
@RTU O asci
3
4 Reszponze Timeout
200
e 20 i
& Delay Between Pollz
= Advanced. | [500 [ fms]
8 Remote Modbus Server
a IP Address or Node Mame v
[17216.1473 v
Server Part Connect Timeout ® IPvd

[ms] (@]

For Help, press F1. [172.16.14.73]: 502

Fig. 173 Modbus RTU simulator settings

10.3.1. Dl status query

%Y Madbus Poll - Mbpolll - O X
Fle Edit Connection Setup Functions Display View Window Help

DEHE&| x| |2 a0 |0506151617 2223|(TCEL | B W2
=

[Tx = 1625: Err = 0: ID = 100: F = 02: SR = 1000ms
Alias 00000
0
1 0
2
3
4 . -
W Communication Traffic *
i
6 | Exit ‘ | Stop | | Clear | | Sﬁm.- | | Eow I | Lag | [ 5topon Errar [] Time stamp
7 Tx:1104-64 02 00 00 00 02 FO 3E A
Rx:1105-64 02 01 01 7E B84
8 Tx:1106-64 02 00 00 00 02 FO 3E
9 Rx:1107-64 02 01 01 7E 84
i {Tx:1108-64 02 00 00 00 02 FD 3E

BRx:1105-¢€4 02 01 01 7E B4

Tx:1110-€4 02 00 00 00 02 FO 3E

Rx:1111-64 02 01 01 7E 84

Tx:1112-64 02 00 00 00 02 FO 3E

Rx:1113-64 02 01 01 7E 84

Tx:1114-64 02 00 00 00 02 FO 3E

Rx:1115-64 02 01 01 7E 84

Tx:1116-64 02 00 00 00 02 FO 3E

Rx:1117-64 02 01 01 7E B84 v

[172.16.14.73]: 502

For Help, press F1.

Fig. 1774 Read DI values
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10.3.2. Al status query

%Y Madbus Poll - Mbpolll - O *
Fle Edit Connection Setup Functions Display View Window Help

DSE&E|%|T|5 2| L|os06151617 2223 |TCEL| 7 W2

Tx =249 Err = 0 ID = 100: F = 04: SR = 1000ms

[=]

| Rx:29373-64 04 08 00 00 00 00 00 00 00 00 CB CO
Tx:29374-64 04 00 00 00 04 FB 3C

Tl Rx:25375-64 04 08 00 00 00 00 00 00 00 00 CB CO
Tx:29376-64 04 00 00 00 04 FB 3C

Rx:25377-64 04 08 00 00 00 00 00 00 00 00 CB CO
Tx:29378-64 04 00 00 00 04 F8 3C

Rx:29375-64 04 08 00 00 00 00 00 00 00 OO0 CB CO
Tx:25380-64 04 00 00 00 04 F8 3C

Rx:25381-64 04 08 00 00 00 OO0 00 00 00 00 CB CO
Tx:295382-64 04 00 00 00 04 FB 3C

Rx:25383-64 04 08 00 00 00 00 00 00 00 00 CB CO
T 5384-64 04 00 00 00 04 FB 3C

Rx:25385-64 04 08 00 00 00 00 00 00 00 00 CB CO v

For Help, press F1. [172.16.14.73]: 502

Fig. 1775 Read Al values

1
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3 S

i W9 Communication Traffic b4
5 =

; = Exit | | Stop | | Clear | | Sy Copy | Log [ Stop on Erar [ Time stamp
7 gl Tx:29372-¢4 04 00 00 00 04 FB 3C A
8

9

10.3.3. DO control/query

%) Madbus Poll - Mbpoll1 - O X
Eile Edit Connection Setup Functions Display View Window Help
DEE& X |T|S 2| 506151617 2223|TCEl| % W

[Tx =145 Err = 0: 1D = 100: F = 01: SR = 1000ms

Alias 00000 =
0

o

Communication Traffic e

| | Eﬁﬂy | Log []Stap on Erar [ Time stamp

Exit | | Stop | | Clear |

Tx:23998-64 01 00 00 00 02 B4 3E
Rx:23999-64 01 01 00 4F 44
Tx:24000-64 01 00 00 00 02 B4 3E
Rx:24001-64 01 01 00 4F 44
Tx:24002-64 01 00 00 00 02 B4 3E
:24003-64 01 01 00 4F 44
:24004-64 01 00 00 00 02 B4 3E
:24005-64 01 01 00 4F 44
:24006-64 01 00 00 00 02 B4 3E
:24007-64 01 01 00 4F 44

o o[~ o |v s [w]|[n]|=

For Help, press F1. [172.16.14.73]: 502

Fig. 176 Read DO status
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9% Modbus Pall - Mbpoll1 — [} =

File Edit Connection Setup Functions Display View Window Help

D@ &S| x| [= 210506151617 2223|TC 7| T K2

(=1 Mbpollt =)
Tx =224 Err =0:1D = 100: F = 01: SR = 1000ms

Alias 00000 2
Write Single Coil =

0_ Slave 1D:
Addiess ICI @

L

O o X

W Commuy
Fiesult

[ E it N/ Copy [ Log [ Stop on Emar [ Time stamp
”

Tx:24152 [] Close dialog on "Response ok
Rx:24153]
Tx-24154| UseFunction
Rx:24155 (®) 05: write: single coil
Tx-2415¢ (15 Wiie multiple coils
Rx:24157
Tx:24158-64 00 02 B4 3E

Rx:24159-64 4F 44

Tx:24160-64 00 02 B4 3E

Rx:24161-64 4F 44

Tx:24162-64 00 02 B4 3E

Rx:24163-64 4F 44

Tx:24164-64 00 02 B4 3E

Rx:24165-64 4F 44 v

o[~ o |n|e|w|m|= |

For Help, press F1. [172.16.14.73]: 502

Fig. 177 Write DO

Be Honest Do Best !

> Status
% 10 Device Function Config and Status
> Network °

32 | English

> Port "
Configuration
Edge Computing
DO Status
10 Fuction
> Cloud Service: DO1 D02
o «©
DI Status
DIt DIz

Al Status

Al(uA) Al2(uA)

0 0

Save&Apply
v

Jinan USR 10T Technology Limited. http://www.pusr.com

Fig. 1778 DO Values
10.4. MQTT query/control

When enable MQTT gateway or AWS IOT service, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud
service tab at first. Users can query or control IO ports by enabling 10 control/query box on publish or subscribe tab. Note that the

query or response data is modbus RTU protocol.
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USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT server.it supports up to 16 publish topics and 16 subscribe topics,

> Network supports port mapping function, which can bind each topic to a different serial port.
Uart1
Basic configuration Publish Subscribe
Uart2
Websocket Enable MQTT  Enable v

MQTT Version MQTT-3.1.1 g

MQTT Gateway

Edge Computing ClientID 123456

10 Fuction Server Address (P)  broker emaxio
> Cloud Service
Local/Remote Port NO. o (0~65535) 1883 (1~65535)
> System
KeepAlive 60 (0~65535)s
Reconnecting time Without Data 0 (0~65535)s
Reconnection Interval 1 (1~65535)s

Clean up session  []
User Credentials [
Enable last will [

SSLprotocol  Disable ~ | None

we&Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 1779 MQTT gateway settings

USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status

> Network

MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverIt supports up to 16 publish topics and 16 subscribe topics,

Uart1

S n | Publish || suo

Basi

Websocket

MQTT Gateway
Publish topicl

Edge Computing

10 Fuction Transmission Mode Transparent transmission v @

> Cloud Service
Topic String  /PubTopict

Q0s  Qosp v

> System

Retained message [

10 Control/Query.

Publish topic2 [

‘Save8Apply

Jinan USR 0T Technology http://www.pusr.com

Fig. 180 Publish topic IO control/query
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F | En,

> Status

> Network
Uart1
Uart2
Websocket
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverIt supports up to 16 publish topics and 16 subscribe topics,

supports port mapping function, which can bind each topic to a different serial port.

Basic configuration Publish Subscribe

Subscribe topicl

Transmission Mode Without Topic v @
TopicString  /SubTopic1
Qos  qoso v

10 Control/Query

Subscribe topic2 [

SaveSApply

Jinan USR 0T Technology Limited.  http://www.pusr.com

10.4.1. Dl status query

Fig. 181 Subscribe topic 10 control/query

& matTx
File

Connections

& EMQX@brokeremax....

Edit View Window Help

&
®
C:

Received

Topic: /SubTopicl

I /PubTopicl

64 D2 00 00 00 02

Payload: Hex QoS: 0 Retain Meta
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64 92 29 @0 92 82 F@ 3E «

Qos:0

Published

FO 3E
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Fig. 182 DI query and response
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10.4.2. Al status query

User Manual Il

£ MaTTX
File Edit View Window Help

Connections

® EMQX@brokeremqx....

- o x
F EMax v @ 2
" + News | Hex Al Received | Published

OpIC /SuDlopicl Qo5 U

IfPubTomd 64 02 00 00 00 02 FO 3E

Topic: /PubTopicl  QoS: 0
6402 0101 TeB4

Topic: /SubTopicl QoS: 0

64 04 00 00 00 02 78 3E

Topic: /PubTopic Qos:
6404 0400 0000 O0ce B2

10.4.3. DO control/query

Payload: Hex QoS: 0 Retain Meta
/SubTopic1
64 @4 90 @9 89 @2 78 3E &
Fig. 183 Al query and response
£ MQTTX bt m] X
File Edit View Window Help
Connections B  EMax v @ '
® EMOX@brokeremgx.... ‘ + New Su Hex Al Received Published

I /PubTopicl

64 04 00 00 00 02 78 3E

Topic: /SubTopicl QoS: 0

64 01 00 00 00 02 B4 3E

Payload: Hex QoS: 0 Retain Meta

/SubTopic1
64 @1 60 22 83 82 B4 3E
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& matTx — ] ®

File Edit View Window Help

Connections [+ EMax ¥ @ 0 2 %
® EMQX@brokeremqx.... ‘ + New Subscription | Hex Al Received Published

OpIC />UDIopICT  Jo>S: U

|fPubTorM<1 Q05 0 64 04 00 00 00 02 78 3E

S e
Topic: /PubTopic  QaS: 0
6404 0400 0000 00

Topic: /SubTopicl  QoS: 0

64 05 00 00 00 00 C4 3F

Payload: Hex QoS: 0 Retain Meta

/SubTopic1
64 @5 02 @0 89 02 (4 3F

Fig. 185 DO control and response
10.5. DO Timing trigger control

USR-M100 support 6 timing tasks, users can do scheduled action for DO or device restart.

ﬁ USR 10T Be Honest Do Best !

Com ion Expert of Industrial loT £ | English

> Status Timing Function

> Network Timer1 Enable Enable  (Start NTP or Time Synchronization first)
> rt
B Timing Time e1:50:00 PN O
Timing Action DO Action v
MQTT Gateway
Fdie Copa DOAction  DO1 ~| Fip v
10 Fuction Timer2 Enable Disable  (Start NTP or Time Synchronization first)

> Cloud Service

Timer3 Enable  Disable  (Start NTF or Time Synchron
> System
Timer4 Enable  Disable  (Start NTP or Time Synehranizatin first
Timer5 Enable  Disable ~ (Start NTP or Time Synehranizatin first]
Timers Enable  Disable  (Start NTP or Time Synchronization first]
DO Function
RestartHold  Disable v

DO Action Config

Executel0  Execute Action Execute Time
Do1 No Action ~ 10

(1~655355)
225 NoAction ~|[ |20

(1~655355)

DI Function

Filter Time 10 (10~65535ms) v

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 186 Timing trigger control
10.6. Edging computing and linkage control

First,users need to enable edge computing function.

Your Trustworthy Industrial IoT Partner WWW.pusr.com




®
&~ USR 10T
Be Honest, Do Best ! User Manual_
10.6.1. Add IO module

Click add slave to add the 10 port. In the slave property, enter the device name, bind to the IO, enter the polling interval. Click save.

USR 10T Be Honest Do Best !

“ommunication Expert of Industrial loT £ | English

> Status Edge Computing Gateway

SV Netwark Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

protocol conversion.
> Port

s
MQIT Gateway
Edge Computing [ Data Acquisition_ | _Data Query and Report

Edge Computing

10 Fuction *Device name  M100_I0 @
Choose |
> Cloud Service | .
port | 10 v last: 123 nodes@
> System
*Slave Address 100 (1~255)
No.  Namefl Point Sourcel} isll  Datatypell  Operations
*Polling interval 100 (10~65535)ms
_ h ——

Edit | [Delete

Add

v

Fig. 187 Add IO Port

10.6.2. Add IO data points

Click add nodes to add the 10 data points. In the data point property, enter the node name, enter the response timeout. Click save.

ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status Edge Computing Gateway

> Network Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
Y Port protocol conversion,
SETTING
MQTT Gateway
£ilgE g Edge Computing || Data Acquisition Wl _Data Query and Report
10 Fuction
40 | pot v
. Choose|
> Cloud Service 1
*Timeout 200 (10~65535)ms. 1 i =
> System last: 123 nodes@
Reporting on change
No. Nametl Point Sourcetl R o & i Data typet! Operations

Show advanced settings [

Save Cancel w

UART1

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 188 Add IO data points
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5 USR 10T Be Honest Do Best !
32 | English

ion Expert of Industrial loT

Edge Computing Gateway
> Status
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Madbus RTU to Modbus TCP and other general industrial

> Network protocol conversion.

> Port
e
MQTT Gateway Edge Computing Data Acquisition Data Query and Report Linkage control

Edge Computing

10 Fuction Choosefile || Expot. | @
2 o Saavice last: 117 nodes@
> System
No. Namet} Point Sourcetl Slave acldr!} Operations No. Namell  Registeraddresstl  Datatypel Operations

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 189 Save the configuration
After finishing configuring the slave device, please scroll down to the bottom of the page and click on "Save" button to save all the

changes that you have made. All configurations take effect after a system reboot.

10.6.3. 10 status report
Users can select TCP/UDP/HTTP in socket A of each serial port, MQTT Gateway, or AWS IOT service as the communication channel.
When select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service
tab at first, and setting the report topic in the Fig.190. Here we use MQTT as an example.

Be Honest Do Best !
32 | English

Edge Computing || Data Acquisition || DataQuery and Report ] Linkage control

> Network
e Data channel

> Port

Channel select mMarT v e
v Gateway
MQIT Gateway Data Query/Set

Edge Computin
J ERtog DataQuery  Disable v

10 Fuction
5 Data Set Disable v
Cloud Service

System Data Report of nodes

Reporting method | Enable v

ReportTopic | /UploadTopic
Qos | aoso v
Periodic reporting
Reporting interval 10 (1~36000)s
Reporting on regular [ (st NTp st
Failure Padding [
Quotation Mark  []

Report Agreement

{THsensor"
{temperature”“temperature”,’ v
humidity"“humidity’) L UXsens |, @ (<2048 bytes)

Json template

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 190 1O status report method
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£ MaTTX
File Edit View Window Help

Connections

® EMQX@brokeremqx....

® Polar@fwemqx01.abb...

— ] x
Q) s
( | Plaintext All | Received | Published
i I /PubTopicl
l /UploadTopic
i {“D
T EmATI Y 0 PET2AN A0 )
Payload: JSON QoS: 2 Retain Meta
« — =

10.6.4. 10 query

Here we use MQTT as an example.

S USR 10T

Communication Expert of Industrial loT

Fig. 191 10 status report test

Be Honest Do Best !
57 | English

> Status

> Network

> Port
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

Your Trustworthy Industrial IoT Partner

Edge Computing ] Data Acqu Data Query and Report ] Linkage control

Data channel

Channel select  MQTT v @
Data Query Enable il
DataSet | Enable v
Query or Set type Json v
Query or Set Topic | IDownloadTopic
Qos Qoso ~

Respond Topic  /RespondTopic

Qos Qoso v
Data Report of nodes
Reporting method Disable. ~

Report Agreement

ed.  httpy//www.pusr.com

Jinan USR 10T Technology

Fig. 192 10 status query
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& marTx

- [m] x

File Edit View Window Help
Connections [ EMax ¥ @ &y 2 e
& EMQX@brokeremgx.... | + New Subscription ‘ @ Plaintext Al Received Published

@ Polar@fwemqx01.abb... q I JPubTapict
ubTopic

Topic: /fDownloadTopic  QoS: 0

{™"DO1":"DO1", "DO2":"DO2", "DI
| /upicadTopic 05 € : ST Ve

I1%, "RI2":"AT2")
/RespondTopic QoS0

Topic: /RespondTepic QoS: 0

T POY 0, "Ro2 " 0, DT a4 DT
270, "ATL":

0,"a

Payload: JSON QoS: 0 Retain Meta

/DownloadTopic

¥027:"DO2","DI1": "DI1", "DI2": "DI2", "AIL": "AT1", "AIZ" S AT}

Fig. 193 10 status query test
10.6.5. Linkage control

When enable Edge computing function, users can set trigger conditions for Digital output control. There are two control logic:

follow logic and threshold trigger.

ﬁusklm Be Honest Do Best !
Coms ion Expert of Industrial loT % | English
> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Json, Modbus RTU to Modbus TCP and other general industrial
> Port protocol conversion.
MQIT Gateway SETTING

Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control

10 Fuction
> Cloud Service

> System

ast: 10 events@

Add Event
Save&Apply

Jinan USR 0T Technology Limited.  http://www.pusr.com

Fig. 194 Add event

»  Local follow logic

There are forward follow and reverse follow, here we use forward follow as an example. The triggers can be DI ,DO.
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& USR 10T Be Honest Do Best !

Communication Expert of Industrial loT 3% | English

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port

protocol conversion.

MQIT Gateway SETTING
edge Computing
10 Fuction
e~ iEventname  DI1_DO2
> System Enable Enable ~ ast: 10 events@

Trigger Condition Forward Follow @

“Trigger Point DI

“Scanning Cycle 100 (0~10000)ms
#Min Trigger Interval 1000 (500~10000}ms
*Upper Threshold 20000 =]
*Lower Threshold 0 @
+Trigger Execution  DO1 v
“Event Description DI control DO

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 195 DI control DO

We can see that the DO1 NO close when DI level changes to 1 or on.

S USR 10T Be Honest Do Best !

Communication Expert of Industrial loT 3% | English

> Status
> Network 10 Device Function Config and Status
> Port

MALHCatnay 10 Control | 10 Function

Edge Computing

10 Fuction DO Status

> Cloud Service

> System

DI Status

DIt D2

Al Status

Al (uA) Al2(uA)

0 o

SavesApply

Fig. 196 Test result
»  Threshold trigger
There are >,>=,<,<=,within threshold, out of threshold triggers, here we use within threshold as an example. The triggers can be

serial device data ,Al. Here we choose temperature data point as an example.
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ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT £ | English

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port protocol conversion.
MQIT Gateway ETTIN
Edge Computing Edge Computing Data Acquisition Data Query and Report Linkage control
10 Fuction
. Eventname  avent2
> Cloud Service
> System Enable Enable ~ last: 9 events@
Trigger Condition Out of Threshold v@
“Trigger Point  temperature
DI1_DO2 Forward Fo| “Scanning Cycle 100 (0~10000)ms oI Edit
Delete
“Min Trigger Interval 1000 (500~10000)ms
*Upper Threshold 20 @
*Lower Threshold 15 @
“Trigger Execution D02 v
*Trigger Action  Normal Open(NO) v
*Event Description  Data control DO

Jinan USR 0T Technology

Fig. 197 Serial device data control DO
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1. AWS loT service

In order to reduce the length of this document, we have organized this section into a special document. Please refer to “USR-M100

Quick Start Guide with AWS loT” for detail.

12. PUSR cloud service

In order to reduce the length of this document, we have organized this section into a special document. Please refer to “USR-M100

Quick Start Guide with PUSR cloud” for detail.

13. Warranty

14. Contact Us

Jinan USR IOT Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan, Shandong, China
Official website:https://www.pusr.com

Official shop:https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808

15. Disclaimer

The information in this document provided in connection with Jinan USR loT technology ltd. and/or its affiliates’ products. No
license, express or implied, by estoppel or otherwise, to any intellectual property right is granted by this document or in connection
with the sale of USR IoT products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE
AGREEMENT FOR THIS PRODUCT, USR loT AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY
EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR loT
AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES
(INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION)
ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR loT AND/OR ITS AFFILIATES HAVE BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. USR loT and/or its affiliates make no representations or warranties with respect to the
accuracy or completeness of the contents of this document and reserves the right to make changes to specifications and product
descriptions at any time without notice. USR loT and/or its affiliates do not make any commitment to update the information

contained in this document.

16. Revision History

Version Date Author Description

1.0.0 2023.01.30 Dean,Gao Initial
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