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1. Quick Start

USR-TCP232-T2 is used for data bidirectional transparent transmission between TTL and Ethernet. T2 module itself
complete protocol conversion, parameter can be set by built-in webpage or software. Once set permanent preservation.

This chapter is quick start for using USR-TCP232-T2 module,we advice users to read it carefully and operate personally,
it can help you know about module generally.

Here is application case for inference:

http://www.usriot.com/support/application-case/usr-tcp232-series-application-case/

You can also email it to Customer Support Center:
http://h.usriot.com/

1.1. Hardware Testing Environment

To test T2 conversion function, user should connect T2 UART to computer by USB to TTL serial line, then connect T2
LAN port to computer LAN port by internet cable. If you want to use T2 evaluation board, use USB to RT232 serial line
instead of USB to TTL serial line.

Diagram 1.1-1 Hardware Link

Note: The power and cable are from USR.

1.2. Connection

To prevent the thing that occur when the custom use it like can not find server, can not ping and can not open the

webpage. After connect you should check the computer before used.

1) Shut down firewall and antivirus software.

Jinan USR 10T Technology Limited 4 www.usriot.com
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- A SR . VR,
T <@ « Windows.. 44 [ Seorch Controtpanel ________P]
e 3 e -

E L E [ —

» Custornze Settings

Customize settings for each type of network
You can modify the firewall settings for 2ach type of nebwork locztion that you use,

What are network locations?
Home or work (private] network location settings

T 1 Turn on Windows Firewall

| |Block allincoming connections, including those in the list of allowsd programs

[¥] Motify me when Windows Firewall blocks a new program
I@ i@ Turn off Windows Firewall {not recommended)

Public network lecation settings
T 7 Turn on Windows Firewall

[]Bleckallincoming connections, including those in the list of allowed programs
[J] Motify me when Windows Firewall blocks a new program

@ @ Turn off Windows Firewall (not recommended)

ok || cance

Diagram 1.2-1
2) Shut down network card none-related, reserve one connect.

-

e e e e e —

File: Edit View T;}ols Advanced Help

Crganize - Connect To Dizable this network device Diagnose this connection Rename ti
| Local connectiens = | Wirgless network connection ‘
FiBlrapiE 14D24E IKBE
Realtek PCIe GBE Farnily Controller dﬁ Qualc Dizable
Connect / Disconnect
Status
Diagnose

@' Bridge Connections

Create Shortcut
Y Delete
@ Fename
% Properties
Diagram 1.2-2
Jinan USR 10T Technology Limited 5
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3) If you want to connected module to PC directly, user should set static IP for computer which is in the same
network segment with module.

. . olBE| = !]
@Q,-PWL.L R T R

it i i 3 of » "
e 0 Local connections Status 9 Local connections Properties | internet Protaced Version 4 (TCB/IPw) Properties |
E T
| Drganize = General Hetisi Gerersl
e e e ¥ou can get [P setings assgred asutomaticalty IF your nebwork supports
| Local Cannection & Raatek PCis GEE Family Co this capability. Otherviss, you need to esk your netwerk administrator
h 08 1Py 4 Conrectivity: Mo et - far the appropriate [P settings.
ﬁ Resizd IPUE Conrectuthy: Ha nebwor ] ]
Medi States Thie. . -. Diiskain an 1P address avtomabcaly
Durabion: I =l T e @ Uge the folowing [P address:
A S Cert cresoft Networdd e
Speed: g I Qo5 Packel 5ch [P sddr=cs; 192,158, 0 .2
| Cetmiz. | :: ﬂﬁzaﬂ:“mﬂfs Subret mask: 355,255 .255 . 0
! — # - beme Pro
[F - et Prfioeol Versio 481 Defaut gatewsy: 192,168 . O .1
[ - Link-Layer Topokegy Diecogl
| Actidty ¥ Link-Layer Topalogy O i Ciolain NS server aodrees subomaticaly
i Uge the fodowing DMS cerver addrecgec:
i .::-.- |. __ | Preferred ONS sarvar:
Ertes: Dascrption Albmmiabs DhS ssrver
Transmssion Contrul Proboco Anbgy
. wite area network: probocol that plf | -
_ﬁprnpg:he: soieas dvarms inacornecad nel) T validate settings upon exit | ]
[ o ][ cormt |
f —
Diagram 1.2-3
1.3. Default parameter

User name admin
Password admin
IP address 192.168.0.7
Subnet masks 255.255.255.0
Default gateway 192.168.0.1
Work mode TCP client
Target port 8234
Local port 20108
Target IP 192.168.0.201
Serial port baud 115200
Serial parameter None/8/1

Diagram 1.3-1 T2 Module Default Parameter

Jinan USR 10T Technology Limited 6 www.usriot.com
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1.4. Data transport test

Steps for network communication parameters:
1) Install USR-TCP232-Test.exe .
2) Connect UART to PC, LAN to PC.
3) Protocol: TCP Server
Server IP: 192.168.201 ( PC Static IP )
Server Port No: 8234
Baud rate:115200

Serial port parameters: None/8/1

From now, we can perform the send/receive data test. The direction from serial to network is: serial port of PC_> T2

serial port _> T2 ethernet port_>PC. The direction from net work to serial is: PC network _> T2 ethernet port_> T2 serial
port > serial port of PC

The diagram as below:

@ Open

—FRecy Options

[T Add line retuwn
[¥ Beceive Az HEX
[~ Receive Pause

Save. .. Clear

—Send Options

[ Auto Checksum

[~ Auto Clear Input
[~ Send As Hex

[~ Send Recyele

Interval 11 000 ms

L

[~ Receive to file. ..

[~ Data from file ...

Jinan USE Technology Co.,

http:/fen uzr. on

Diagram 1.4-1 Port to LAN Test

32 USR-TCP232-Test RS232 to Ethernet Convert tester [=
File(F) Options(0) Help(H)

COmMS ettings COM port data receive | [ Metwork data receive MHetS ettings

Parth ur ]EDMS _V_J hittp: /fen uzr. en |Tinan USE Technology Co., Ltd [1] Protacal

seior 115200 = TCP Server v]

(2] Local host IP
DPaity |NONE -
]—_]' 192.168. 0 .201
Datsp  |BbE = [3] Local host part
Stopk |1 bit -

8234

@® Listening

—Recw Options

[~ Receiwe to file...
[T 4dd line retuwn
W Receiwe As HEX

[~ Receiwe Fause

Save. .. Clear

Send Options
[T Dats from file ...
[T huto Checksum
[~ Auto Clear Input
[ Send As Hex
[~ Send Recycle

Interwal (1000 m=

Ltd. Send Send
Load .. Claar Load. .. Clear
|& Ready! Send: 0 Recv: 0 Beset | [& Eeady! Send: 0 Fecv:0  Reset
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2. Overview

2.1. Brief Introduction

USR-TCP232-T2 is TTL to Ethernet module, which can realize the bi-direct data transparent transmission between RJ45
port and TTL serial port. It can be applied to interface 232 and 485 by level conversion circuit.

Equipped with Cortex-MO core, fast speed and high efficiency. Support several function meet more need.

T2 module is easy to operate and has strong compatibility.On the basis of adding new functions, it is compatible with
the setting protocol of T24 series to provide convenience for old users.At the same time, a setting protocol similar to M4 is
added. For customers who adopt other series of products, it can be applied to T2 only by simple adjustment.

2.2. Features

® 10/100Mbps can adopted to Ethernet, support AUTO-MDIX switching of network cablle crossovers.
Work mode:TCP server, TCP client, UDP server, UDP client, Httpd client.
® Baud of the serial port can edit from 600bps to 460.8Kbps. Support five ways to check including None, Odd, Eben,

Mark, Space.

® Customize heartbeat package, keep the connection real and reliable, no crash.

® Customize registration package, check the connection status, and also customize the head of package,choose the
MAC address to be the registration package.

® In TCP Server mode, the number of client connected can be modify from 1 to 16, default is 4. The IP of connected
client can be see. Send and receive data according to connection calculation.

® |n TCP Server mode, when the client number reach the max number, the new client can instead of the old one or not
can be set.

® Support webpage, AT command, serial port protocol,webpage setting parameter,setting protocol. Provide custom to

use in their own software.

Support TCP client short connection, the time can be set.

Support reset out time, the time can be set.

Before the TCP connect, whether clear the data before can be set.

Support DHCP, get IP automatically

The unique MAC address in the world, and the address can be modify. Support the function of customize MAC.

Support DNS, domain name resolution.

Support customize the address of DNS server.

Support upgrade the firmware from webpage, more convenient.

Support v-com

Support across the gateway, switching and router

Support work in LAN, also can access the external.

Jinan USR IOT Technology Limited 8 www.usriot.com
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2.3. Basic parameters

Work voltage

VCC: DC 3.3V, 3.15V~3.45V
VDD: DC 5V, 4.75V~5.5V

Run current

150mA@5V/3.3V

LAN port

RJ45 with electromagnetism isolation

Serial baud rate

600-460.8K (bps)

Serial standard

Network protocol

TTL-3.3V

IP, TCP/UDP, ARP, ICMP, IPV4

Method of IP access

Static IP, DHCP

Domain name solution

Support

User setting

Software setting, webpage setting, AT command setting

Simple transparent transport

TCP server /TCP client/ UDP server / UDP client

RFC2217 Support
Httpd client Support
TCP server Max number of connected TCP is 16(can customize)

Network cache

Send: 6Kbyte; receive: 4Kbyte

Serial cache

Receive:800byte

Average transport delay

<10ms

Set of software

V-COM; USR- cloud; parameter setting

Packaging mechanism

Certification

4 byte packaging time; 400 byte packaging length

CE, FCC

Size 50.5*22.6*15.0 mm (L*W*H)
Working temp: -25 ~ 75 °C
Storage temp: -40 ~ 105 °C
Temperature Storage humidity: 5% ~ 95% RH
Packaging Electrostatic bubble

Diagram 2.3-1 USR-TCP232-T2 Parameters

Jinan USR 10T Technology Limited
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3. Hardware parameter

3.1. Pin define

3.1.1. Pin Definition

BN owWR VO
HEeoeoeee

Diagram 3.1.1-1

T2 Interface Definition

1 VDD Power Power: 5V@200mA
2 VCC Power Power: 3.3V@200mA
3 GND Ground location Grounding
4 RST Reset Pin receive current below 200ms ,it can reset
module. If unneeded, don’t connect the pin .
(Power on, reset means restart the module)
5 TXD Send data TTL connect to 3.3v MCU
(For 5V, refer to Diagram 3.1.1-2)
6 RXD Receive data TTL connect to 3.3v MUC
(For 5V, refer to Diagram 3.1.1-2)
7 CFG Pin for module When normal working , don’t connect the pin or
(reload) configuration and connect to high level. Under low level, the pin is
restore used for module configuration, access to power
factory default then pull down“Reload” pin
Refer to 4.4.3 Factory Reset

Form 3.1.1-1 T2 Pin Definition

Jinan USR 10T Technology Limited
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VCC 3V3

VCC 3V3

Diagram 3.1.1-2 3.3V to 5V voltage conversion circuit

EEERTR_YI4T
f-l'l1ll1 ;"‘

bagsrning

r'llplllllj .

Diagram 3.1.1-3 Reserved Pin

1 485-en Reserve pin RS485 enable pin

2 Link Reserve pin Used as indication pin for TCP connection status.
Refer to 4.4.2 Link Function

3 ISP Reserve pin Hasn’t use

Form 3.1.1-2 T2 Reserved Pin Definition

Jinan USR 10T Technology Limited 11 www.usriot.com
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3.1.2. Dimension

Unit :mm

1430

S0.5
25
Diagram 3.1.2-1 T2 Dimension

3.1.3. Evaluation Kit

USR-TCP232-EVK evaluation board can be used for TCP232-T2

Jinan USR 10T Technology Limited 12 www.usriot.com
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. indicator light 254mm D2 module

USR—TCP22 D
DRO/F .
2o 2 RJ45
@ 7 %-E? ) B
5V DC
WIS WA 2-54‘?
module
5V terminal
5.81-2P

CEG: restions factary default
2.54*8 52 module ol e

Diagram 3.1.3-1 Evaluation Kit

Jinan USR 10T Technology Limited 13 www.usriot.com
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3.2. Hardware Reference Design

3.2.1. Typical Application Connection

Note:

User Board LSR-TOPZ232-T2
™ LUART RXD
RX |- UART TXD
CiPIC) Link
—-" CFG (Re load)
Lilf1o) e RST
Ve
SVor 3.3V
| |]”l.lfi l |{akF
GND [ T GND
| ]

GMD

Diagram 3.2.1-1

Typical Application Connection

1) RST:Restart button. It works at low level, 3.3V, 10K pull-up resistor inside. When it access to power or

breakdown, pull down 300ms then high level.

2) Link: connection indication.Can be used as indication pin for net connection, when connected, it outputs low

level; When unconnected, it output high level.

3) CFG(Reload): connect to external button or configuration pin. 3.3V, 10K pull-up resistor inside. Press it

and pull to low level, then release hands after 3 seconds, module restores factory default and restart.

4) UART_TXD/RXD: data rend/ receive signal(10K pull-up resistor inside)

3.2.2. Power Interface

USR-TCP232-T2 has dual power supply interface, 5.5 vand 3.3 v (only choose one) Working current 150 mA, max

current 200mA .

VCC: typical value DC 3.3V, 3.15V~3.45 V. It is used for 3.3 V MCU.
VDD: typical value DC 5V, 4.75V~5.5V. When connect to 5V MUC, refer to Diagram 3.2.3 -2 3.3V to 5V voltage
conversion circuit
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3.2.3. UART Interface
UART can connect RS$232 chip, UART has TXD/RXD signal wire. Take R5232 Level for example.

SERIAL DEBUG PORT

ART_TED|

AT maD|

Diagram 3.2.3-1 UART Interface Design
If communicated with MCU (3.3V TTL), connect module’s TXD to MCU’S RXD, modules” RXD to MCU’S TXD. If MCU 5V

TTL, need voltage conversion circuit, as follows

2531

512
k-1 0K.-1
Q502 Q5
SO0LE T 50014 J6
0 =
—y G

Diagram 3.2.3-2 UART Level Switch Design

4. Module function
Here are the function of T2, below is the overall block diagram.
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Serial port _ TP Server/ICF Client/WF
5 ing achet Server/TDP Client/HTTPD Client

sl Keep-Aive
Serial | / §grr=y Serial port heartbeat packet Network heartbeat packet _
Port H Network
Device port
g Seia e i | 0 cer/rosT |

HITPD Client Mode

M. Serial AT command |_| Parameter Query/Set

AT Command Mode

Diagram 4-1 Module Functions

4.1. Network basic function

4.1.1. |IP address/ subnet masks/gateway

1. IP address is the identity representation of the module in the LAN, which is unique in LAN. So it can not be repeated.
There are two ways to access the network: static IP and DHCP.
® Static IP

Static IP need to be setting handy. Meanwhile write the IP, subnet masks and modbus gateway. Static IP can be used

in.
Advantage: can be searched when the device accesses the IP that can not distribute.
Disadvantage: can not communicate if the device in the different port of the different LAN
® DHCP

Main function is get the IP address, gateway address, DNS server address from the gateway holder, and no need for
the complex steps. Adopted to the situation have little requirement for IP and do not ask the IP to corresponds to module.
Advantage: access the devices that support DHCP server like router can communication directly. Reduce the trouble of
setting IP address gateway and subnet masks.
Disadvantage: directly to the computer in the net do not support the DHCP server, T2 can not work
2. Subnet masks mainly used to determine the host number and the network number, indicates the number of subnet and
determine the flag within the subnet. The subnet masks needed to set,usually we use the subnet masks: 255.255.255.0,
the network number is the former 24, the holder name is the last 8, number of subnet is 255, the module IP is in the range
of 255, and then we are sure that the module IP is in this subnet.
3. Gateway means the net number of the current IP that module in. If connect the device like router when access the
external, the gateway IP is the router IP, if there is some thing wrong with setting, can not access the external net. If no
need to connect the router, keeping default is ok.
4. Reference AT command

Jinan USR 10T Technology Limited 16 www.usriot.com
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AT+WAN Setting and query the access way of T2 IP, IP/subnet

masks/gateway parameter

Form 4.1.1-1 AT command

5. Software setting:

&4 USR-MO V2.2.4.287 E=H =R

File Language Help

»

Operate Via LiN Operate Via COM Fort Faram -

Parity/Data/Stop _NDN'E *+ 5 » 1 - Bandrate 115200 -
Bapieailh Devicesiang s NS Module work mode i'CP Client s Local Fort 20108
D5 BO 4C BD CF 17 4017 R —
RempteIP 192 183.0.201 Remote Port 5234
Short Conmection time 3 4 V 3
D Short Connection
TCPF Server—kick off old commection
Base Param (which iz without d, usually keep default)
IF Type % DHCEfhuto IF - HITP Port ano
Search Dewvice ’ I 3 ——
> - (20007 ] i e cim

Fassword admin

= Device FName WUSE-TCFZ3

- D Index

[208. 67, 222, 2oz

=y =] User WAC D5 BO 4C BD CF 17 ] Reset
O EERIRERREEH, AROTREINEETESIE | : RO .
BIHEBCHE(F, CFO3 I 51 e i B Link
] Clear Buffer Data Before Comnected EFCZ21T .

4

BidPER(F, Cro3 IR A=

r o mn a; mem o om a7 =

vSave Config

Operation Log l Hex Streams |

Diagram 4.1.1-1 Software Setting

4.1.2. Web server

T2 has its own webpage server, same as the normal webpage server, which is convenient for user to setting parameter
and query the status of T2.
The port of webpage can be setting, default is 80.

Steps:
€ Open the browser, fill the IP of T2, e.g.:192.168.0.7(IP address and PC in the same net.)
@ Fill the user name and key word in the login webpage, default is admin, click the sure and enter.

Then there is the status webpage:

Jinan USR 10T Technology Limited 17 www.usriot.com
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ocal IP Config Module Name: USR-TCP232-T2

Current IP Address: 172.16.11.54
MAC Address: d8-b0-4c-bd-cf-17

spand Function Remote IP/TX/RX-1 : 0.0.0.0 / 0 byte / O byte

tisc Config -2 : 0.0.0.0/ 0 byte / O byte
-3 0.0.0.0/ 0 byte / 0 byte
-4 : 0.0.0.0/ 0 byte / 0 byte
-5 0.0.0.0/ 0 byte / 0 byte

TX Count/RX Count: 0/ 0 bytes

Eerial Port

Diagram 4.1.2-1 Webpage

4.1.3. Firmware upgrade in webpage

Webpage upgrade the firmware, stable and simple. Use this new function, meet the custom requirement. If you need

to upgrade, you can query us from the USR support or ask firmware from supply. The way to upgrade please refer the
5.1.1.

4.2. Socket function

The work mode for T2 divide into five: TCP Client. TCP Server. UDP Client. UDP Server. Httpd Client. You can use
webpage and setting software. The page is as fellows:

Port Faram

s | e | AR s
parameter
; 20105
Local 1P Config Bt [AZ3m - Wodule work mods TCP Client g Loeal Fort
RemoteIP 192.168.0.201 Remote Port G234
Data Size: bit emote emota For:
Expand Function Parity: Shert Conmection time 3 4 2
- : Short Conmection
Misc Config Stop Bits: bit .4l
. . TCP Server-kick off old conneetion
Rebook Local Port Number: 20108 {0~65535)
Remote Port Number: 8234 (1~65535) Baze Faram (which is without 3, usually keep default)
Work Mode: [TCP Client w I Type k DHCP(hute IF = HITE Fert 80 P
192 168.0.7 T
Remote Server Addr: ‘192 J66:0201 User Name adnin
[192.168.0.201] 255.255.255.0

Password  adnin
RESET:

O 192, 168.0. 1
e Device Name USE-TCPE3
Lk L 208, 67. 222, 222
— [ Index
INDEX: [ User MAC D8 B0 4C D CF 17 ] Reset
Similar RFC2217: [
Reset Tinmeout (s) 3600 ] Lisk
[7] Clear Buffer Data Before Connected RFC2217 -

o/ Save Config

Diagram 4.2-1 Socket
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Related AT command

AT+sock Setting the work mode/target IP/ target port

Form 4.2-1 socket AT command

4.2.1. TCPClient

It has to be connected before transferring data.

1) In TCP Client Mode,TCP232-T2 connects TCP Server actively, establish a connection to transmit date. According to
the TCP protocol related rule, there difference for TCP client between connect and disconnect, to make sure the data
exchange more stable. Usually used in the data interaction between device and server, which is the most common form of
network communication.

2) In TCP Client Mode, support the function of identifying disconnected link. When connected, it will send keepalive
package every 15s. If unconnected, it can be detected timely and enforce T2 to disconnect the former link to establish a
new one.

3) When TCP232-T2 try to connect remote server, if the local port number is not “0" ,it will establish a connection
with the same source port every time.

4) Support synchronizing baud rate, USR-cloud and short connection function.

5) In a LAN, if the T2 is static IP, please keep T2 IP stay in the same network segment with gateway, and setting the
gateway IP, otherwise can not work as normal.

6) Note: keepalive, synchronizing baud rate and USR-cloud are more on the below.

Jinan USR 10T Technology Limited 19 www.usriot.com
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&% USR-MO Series V2.0,1.521
File Language Help =

[=la=

Operate Via LAN

i Operate ¥ia COM

Dewice IF
192.165.0.7

Device Hame

MAC Ve ..
I3 EO 4C B3 59 83 4012

@]
L]

Search Device

Data has been sent
Data has been =ent

Basze Param (which is

IF Trpe %
ModuleStaticlP de
SubnetMask ¥
Gateway W

[7] Rs4z2

D Index
D Reset

Fort Param

Parity/TatafStop

withont ¥, usnally keep default)

Static IP - HITF Fort &0

192 168.0.7 User Hame adnin
P55, 255 255 0 Pazssword aé.mli-n
192, 168.0. 1 Device Hame

F3485 Device ID 1

D Link l:‘ Send dewice IDl when conmected
ERFC2217 D Send data with dewice ID

HIHE » & » 1 = Baudrate 115200 «

Local Fort 20108

Click dewvice can read the parameters, right—click Dewice list

I Module work mode TCP C1ient fi I

show more

Operation Log

Hex Streams

RemoteIP 192 163 0,201

Remote Port S234

Q?; Save Config

Diagram 4.2.1-1

TCP Client Setting

1. Server listen a TCP port

1. Module try to connect to Ei:;ver
_ —_—

o %

2. Data transfer through the connection

MCU

HAVRPEARN < 1L _ o Ethernet

Module work at TCP Client mode

Diagram 4.2.1-2 TCP Client Model
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4.2.2. TCP Server

1) In TCP Server Mode, T2 monitors local port, it will response and establish a connection when there is a request. When
the T2 receive the data, it will send it to all the client connected to T2, meanwhile, this mode can monitor the connect
timely with keepalive function.

2) Usually it is used in the LAN communicating with TCP client. Adopt the case that more than one PC or phone asking data
without server. Same as the TCP client ,there are different between connect and disconnect.

3) Support synchronizing baud rate.

TCP Client number is from 1 to 16, default value 4. the port is fixed., can not be set to 0.

&% USR-MO Series V2,0,1.521 == =
File Language Help

Operate ¥ia LAN [l Operate ¥ia COM
- Base Param [which iz without W, usually keep default]
i 1 Ve, ..
Jexice L Beniceons e : TP Type % Static IP o HITP Port 80
192 185.0.7 I3 BO 4C B3 59 53 4012
ModuleStaticlP # 192, 185.0. 7 User Wame admin
SubnetMask % 255 255 755 0 Password  admin
Gateway ¥ 192'_ 153. 01 Device Hame
D ES4oe I[;{l ES485 Dewice ID 1
|] Index El Link |j Send device ID when connected
El_ G ) R E] Rezet EZ]RFCZEIT [:]Send data with device ID
J Fort Faram
Data has been sent Farity/Data/Stop HOHE = & - 1 « Baudrate 115200 «

Data has been sent

Module work mode TCP Server Local Port 20108

Click dewice can read the parameters, right-click Dewice list

ishow more 192, 165.0. 201 Bemote Fort 5234

4/ Save Config

Operation Log | Hex Streams

A

Diagram 4.2.2-1  TCP Server Setting
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1. module listen TCP port 1. PC connect to the port
—— —

2 data transfer from MCU to PC
il

MCU

SIAVRIC ARN o TT1L

USR-TCP232-T work at TCP Server mode

It can acceptd links at
the same time

Diagram 4.2.2-2 TCP Server Model

4.2.3. UDP Client

1) The Model belongs to UDP Protocol.

2) In UDP Client Mode, TCP232-T2 won’t establish the connection actively.

3) It can communicate with the target port whose IP has been set. If data doesn’t come from this channel, it will not be
accepted by TCP232-T2.

4) In UDP Client Mode, if target IP is set as 255.255.255.255, it can realize function of entire network broadcast, also can
receive broadcast data. 4015and the later vision support broadcast. e.g.xxX.XxX.xxx.255

1. Module listen a UDF port 1. PC listen a UDF port
% — e ol

2. Data transfer With out connectiop only data pﬁl_mt

MCU

HAYRPCARN o 1L

Module work at UDP mode

Diagram 4.2.3-1 UDP Client Model
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4.2.4. UDP Server

1) UDP server is a IP address do not verify the resource in the normal UDP. After receive every UDP package, change the

target IP into data resource IP and port. When sending data, sending to the least IP and port.
2) Usually this mode, several net device communicate with module and do not want to use TCP for high frequency.

&8 USR-MO Series V2.0.1521 =)l & ]|
File Language Help
Operate ¥ia LAN [ Operate ¥ia COM |
Base Param (which is without W, usually Leep default)
Tevi IF Tewi H MaC Ve
el Sl 2 = TF Type s Static IP 2 HITP Port 60
ModuleStaticlP 192 168.0.7 User Fame adnin
SubnetMask % 255 255 255 0 Fazzword admin
Gateway W 192 163.0. 1 Device Hame
[] Bs422 RI4E5 Device ID 1
[ Index [ Link [7] Send device ID when connected
e e e e [] Rezet  [J] RFC2217 [7] Send data with device ID
%
Port Param
Data has been sent - Farity/TData/Stop HOHE - & « 1 - Bandrate -115200 -
Data has been sent [ SHITR
IClick device can read the parameters, right-click Dlevice | Module work mode 1DF Server - I Local Fort
|List show more 1192 168, 0. 201 | Remote Port 85234
|Fead [ Mac : D3 BO 4C 63 59 83 ] =
Data haz been =zent
|Read 0K
Receiwe unkmown, Length is: 50
Receiwe unkmown, length is: 84 Wi
' Save Config
Operation Log | Hex Streams

Diagram 4.2.4-1 UDP Server Setting
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1, Iudul'e listen a UDP port I.PC listen a UDP port
A : s

2 Data transfer from Module to PEA

-4

MCU

SIAVRPICARN o 1L 5

Module work at UDP Server mode

A

&
)

od o1 4] jediey

ayy aSueyo e{npoy
)

anpom 01 ®IRP ® PUSS g§-2d

-

g-0d 01 a[npoyj WOI] IajsuEr] EIE(

2% -

Diagram 4.2.4-2 UDP Server Model

4.2.5. Httpd Client

In this mode ,

users’ terminal device can send required data to assigned HTTPD server via USR-TCP232-T2, and when

TCP232-T2 receives the data from HTTP server, analyzes the data and sends the result back to the serial port.

No need for p

aying attention to the process of data conversion between the serial data and net data package. Simple

parameter setting can realize the requirement serial device sent to HTTP server.
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DA Baud Rate: [115200 bps(600~460.8K)

ocal IP Config

Data Size: bit

#erial Port Parity:

[Expand Function Stop Bits: ,T—VI bit

[FrOni— Local Port Number: [0 |(0~65535)

Remote Port Number: {1~65535)
Work Mode:

Remote Server Addr:

[192.168.0.68]

Httpd Chose:

Httpd URL(<100byte): [/1.php?

User Agent: Mozilla/4.0
Httpd Header(«<200byte): |Connection: close

Remove Httpd Head:

RESET:

LINK:

INDEX:

Similar RFC2217:

IHDDDD

Save || Cancel

Diagram 4.2.5-1HTTPD client Webpage
1.Setting USR-TCp232-T2 as Httpd Client mode via webpage, and setting corresponded remote port and remote IP.

2.Configure HTTPD request method ( Httpd chose such as Get or Post), Httpd URL(request packet URL) and Httpd
header ( packet header information) by webpage

3.The return data whether drop the package header can be set by webpage: remove HTTPD head
4.Click save, then restart the module to work.

5.0pen serial port to send data, then the data of the serial port will submit to your webpage, meanwhile the serial
port will receive the reply.

6. Please refer to the following diagram on sending requests
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. . - HITPServer
Device USR-TCP232-T2
. HTTP HTTP
g Serial data Data package Data package
— g

Data after T2 packet

Device send requiring data | GET /1.php?data=ABC HTTP/1.1
data=ABC Host: www_usr.cn:80
| User-Agent: Mozlla/4.0

Connection: close

\J

Data HPPT server return,

HTTPA 1200 OK

Date: Wed, 24 Jun 2015 04:08:35 GMT
Server: Apache/2 0.63 (Win32) PHP/52 4
X-Powered-By: PHP/AS 2.14
Cache-Control: max-age=31104000 |
Expires: Fri, 18 Aug 2017 03:25:47 GMT HTTP|
Content-Length -3
Connection: close server
Content-Type: text/html

ABC

device i)

<
Analyze

Send back to device
ABC

a
-

Diagram 4.2.5-1HTTPD client

4.2.6. TCP and UDP mechanism

TCP ubP

Stable; Transmission interval is accurate; No
Advantages Not easy to lose data package; . )

connection mechanism;
Reliable connection mechanism; .
Easy and flexible;

Disadvantage Easy to block up Information; Under bad network condition, it is

Because of check and resend high risky to losing data package

mechanism, interval isn’t accurate

4.3. DHCP and DNS Function

DHCP: Dynamic Host Configuration Protocol
When T2 connects to remote server, it can obtain an IP address automatically which router or gateway distributed. If

you don’t know how to set IP address or it can’t connect because of the set IP is not in the same segment, the function is
helpful for you.
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"4 USR-MO Series V2.0.1.521 =&
File Language Help

Operate Wia LAN Operate ¥ia COM
Baze Param (which iz without j, uzsually keep default)
Device IF Dewice N MAC Ve. .. e .
A il = IF Type % DHCP/Auto IF - HITE Port &0
192 1858. 0.7 | User Hame adnin
[255 285 258 0 Password admin
192 168,01 Device Hame
[] Rs422 RS485 Device II 1
D Index D Linlk D Send dewice I when conmected
k.)“ Search Device [] Reset RFCZ21T [] Send data with device ID

FPort Faram

~ Parity/Data/Stop NONE v 8 + 1 Baudrate 115200
[ 192 188.0. 201 : 50079 ] = [ 192 1B8.0.7 © 1500 ]
[ Length : 84 ] Module work mode TCF Client - Local Port 20108
00 00 00 00 40 41 42 43 44 45 46 47 45 49 44 00 00 00 00 00 RemoteTP 192, 168, 0.201 Remote Fart 8234

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 40 41 42 43 44 45 46 47 45 49 54 00 00 00 0O 00
00 00 00 00 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
00 00 o0 0o

M|

Diagram 4.3-1 DHCP
DNS: Domain Name System
e.g. domain name sever is cloud usr.cn, when we don’t know Server IP or Server IP changed, this function plays an

important role.
Note: when use NDS function, T2 gateway must be same as router IP or choose DHCP function.

&% USR-MO Series V2.0.1521 = = |[==
File Language Help

Operate ¥ia LAN Operate ¥ia COM
Faze Faram (which iz without M, usually keep default)
1 TE: Tewi H MaC v 2
i e E IF Type % Static IP 5 HITF Port 0
ModuleStaticlP 192, 168.0.7 User Hane adnin
SubnetMask ¥ 255 255 255 | Paszword admin
Gateway W 192 168.0. 1 Device Hame
|| Rs422 RS485 Device ID 1
TIndex [ Link [7] Send device ID when comnested
'\_J‘ Search Device [|Reset  [J] BFC221T  [7] Send data with device ID

Fort Faram

gD I Parity/Data/Stop NOFE v 6 = 1 = Baudrate 115200 =
#GEEEE 20108
SEEERNEEEERSE . AROEEEVRETESIR Mot sieoriamadas] Top i v Lozalabort

T 2,

IR [ Wac : DS BO 4 63 59 23 | RemoteIF 192, 165.0.201 | Ramots Fort 8234
iR EE

EEIRAR

BirEE, £ 50
BRMEE, KR 8¢

= l %/ Save Config

Operation Log Hex Streams |

Diagram 4.3-2 DNS
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4.4, VCOM

USR-VCOM Download: http://www.usriot.com/usr-vcom-setup-software-v3-7-1-520/

USR-VCOM Manual: http://www.usriot.com/usr-vcom-setup-software-user-manual-v3-5-2/

If user’s upper computer and device are all connect by serial port, user can create a COM which has TCP/ IP to realize

remote control by USR-VCOM software.
1) Turn off firewall and anti-virus software.
2) Install USR-VCOM.

| advise user to choose “Search”or “Smart vcom” to create virtual port. Please refer to 4.4.3

4.4.1. Module Work as Client

1) Set module parameters. T2 work model: TCP Client.
2) Open USR-VCOM, set virtual port as follows :

Diagram 4.4.1-1

Create Server Virtual Port

1 @ USR-VCOM Virtual Serial Port Server V3.7.1.520 [aE]|l=]
Device(D) Tools(T) Options(O) Chinese Help(H)
= g %l
@ L ’ - e % ™ O ﬂ
(%] Q = ] =2
Add COM Conngct | Resst Count Maritor Search Smart YVCOM Quit [
Parameters COM 5 Net Pratocal Remate IP Remate Port | Local Port l COM F\Eceivedl MNet Receiv | Net State | Reqg 1D ! CloudID |
COM4 Mot used TCP Server 8234 o 1] Connected(1] o
& Add Virtual Serial Port &b USR-MO Series V2.0.1.521 = |[E e
File Language Help
t"tual COM:  [COM4 I =l Operate Via LAW Operate ¥ia COM |
Base Param (xhich iz without ¢, usually keep default)
Met Protoc TCP Server hd |
Device IF Device Hame MAC Fe. ..
Statie IF &0
Local IP: 192 16802071 IF Type d Static - HITP Port 3
ModuleStaticlP d 192 168.0.7 User Name admin
Remote Port 20108
SubnetMask % 255 o855 255 0 Password admin
Lo 8255 Gatevay K (ap 1pa 0 1 Device Nane
1 Remarks: [ Bsaz2 5485 Device ID 1
[] Index  [7] Link [] Send device ID when connected
& o« | €D Concel | Advanced - S,
! l I \ ] [7] Reset RFC221T [ Send data with deviee ID
[~ UseD2D
Fort Faram
7
[~ Use USA CLOUD Help [FF 01 05 4B <] E atefStop HONE v 8 w L w Baudrate 115200 v
Vet Ii |[ 192 188.0.201 © 49605 ] ~ [ 192.168.0.7 : 1500 ] Wodule work fode TCF Client 2 Local Fort 20108
Cloud 1D
[ Length @ 41 -
Eornmurication Code [ {re 01 08 46 e e R 1925165505201 Remiie Fors 0234
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@ USR-VCOM Virtual Serial Port Server V3.7.1.520
Device(D) Tools(T) Options(0) ChineseN\Help(H)

Add COM Del COM Connect | Reset Count Fonitar

Femarks COM Mame | [Parameters COM State Met Protocal emote P Femote Port | Local Paort | Ok Heceivedl Met Received | Met State
COM3 Mot uzed TCP Server - - 8234 o ] Connected(1]

& Data Monitor "= | = || B2

# | Timefms) | COMAMET | Length | asci | Hex

4 n 3
Start | Stop | Clear Save

Diagram 4.4.1-2 Monitor Date

4.4.2. Module Work as Server

1) Set T2 work model: TCP Server.

2) Set virtual port as follows:

@ USR-VCOM Virtual Serial Port Server V3.7.1.520 (=@ =
Device(D) Tools(T) Options(0) Chinese Help(H)
e oL
& S| S *J
Add COM Del COM Connect | Reset Count onitar Search Smart YCOM Gt
Remarks l COM Mame l Parameters COM State Met Pratacal Remate IP Femate Port | Local Port | COM Hace\vadl NetHace\vﬁ Met State | | ReglD | Cloud|D |
COM1 Not uzed TCP Client 15216807 20108 = 0 1] | Connected | 0
<& Add Virtual Serial Port [ 5% | & USR-MO Series V2.0.1.521 ==
File Language Help
Yitual COM: |EDM1 vi Operate ¥ia LA | Operate Via CON |
Baze FParam (which iz without 3, usually keep default)
Net Pratacol; . TCP Client ‘ )
Device IF Device Name MAC Ve... TP Type d Static IF - MITREP (80
| Remate [P/addr: IW 92168.0.7 I . =
. — IMUduIESIatlc\P* 192 166.0.7 User Fame admin
Remole Port. 20108 SubnetMask J 255 255 2550 Password  adnin
Local Port: 0234 ey Gateway 1o T Device Name
Remarks: | — \ [F] Rs422 RS485 Device ID 1
[|Index [ Link [7] Send device ID when conmested
é oK. | e Cancel | Advanced + I a SWCN [] Reset RFC221T [ Send data with device ID
e

fate/Step HONE v &

| Esathit- ~|

l,*#ﬁé%;né Module work mg Local Port 20108
ERE TTae. 166 11 201 823
| 2 | | Remote Port 8234
[EaE]=r =S —

iy

Diagram 4.4.2-1  Create Client Virtual Port
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4.4.3. Create VCOM

1) Create VCOM by “search” button.

IR T ITTNS BEMAT PO RO WSy i e o -
Dmdewily  Took T OplenuD) - Chiness HalpHj

SR O =B @ +]

Ak TOW [l COM Commrt | Fessl Count Moo feach Snal YIOK Ouit
USR-TCPZ32-T24 5
Remnais: [1IM Mane | Paanelers CCrd Slate | Kol Fioineol | F Faitut | O Focoved | Nl Rormed | N St Heglh | Gowdl
ik Melirad: -TCPGBUSM o) e n 1 Civtei i
- LIER-WIFZ232-%
TG ot wenpnaneean: o PAIE-T24 senes e
Ficsime [P | Bemce Poit | Device Pon | Gae Mt Projocl | BaudRae | (0K Parane. | D Subnsd Hash

Diagram 4.4.3-1 Search Function

@k USR-VCOM Virtual Serial Port Server V3.7.1.520
Device(D) Tools(T) Options{Q) Chinese Help(H)

Met State
Connected[1

COM State Met Pratocol Remote IP Remote Port | Local Port | COM Hecewedl et Receive:
COM1 Not used TCP Server o o 84234 ] il
|

& USR-TCP232-T24 series add virtual serial port Compliam:USRJJ—TCPBZ—TZiI series | o || = |51

Device IF | fAC | Remate IF | Remote Part ”Dewce Faort | Gateway | Met Protocol
192.168.07 DEB04CE3 5383 1592.168.0.201 8234 2008 192168.01 TCP Client

& Add Virtual Serial Port

Wirtual COM:
Met Protocal:
Local IP
Rermate Port:
Local Port:

Remarks:

R e

7] Q Search Device

Advanced +

0 Cancel

Q Connect Yirtual COM * Set Device

Diagram 4.4.3-2 Search Function

2) Automatically Create
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% USR-VCOM Virtual Serial Port Server V3.7.1.520 =&
Device(D) Tools(T) Options(O) Chinese Help{H)
& Q|| Ja +J
LT = L=
Add COM Conngct | Reset Count Honitar Gluit
Farameters Met Protocol Remote P Remote Port | Local Port I COM Hecsivedl NslHecswsdI Met State | FeglD | CloudID
COM1 Notus( Ty I =
4 Smart vcOM
# | Device tupe ! De\‘:e MAC | Device [P ! Device name | State ]
I Selectal O, Rescan | S Ned | il Finish |
| Click "next” config the mark the device and create virtual serial ports. |

4.5. Serial port function

4.5.1. Basic parameters

Diagram 4.4.3-3 Smart VCOM

& USR-MO V2.2.4.287
File Language Help

Jinan USR 10T Technology Limited

Operate ¥Via LAN Operate ¥Via COM Port Param : > -
Parity/Data/Step HOHE » & ~ 1 - Baundrate 115200 «
Device IF Dewice Name MAC Ve. .. Worulat workimode [ T0P Client = Local Port 20108
RemoteIF 192.168.0.201 Remote Fort 8234
Short Connection time 3 4 - -3
[] Short Connection
TCEF Server—kick off old connection
Base Param (which iz without ¥, usually keep default)
IF Type % D[HCEShuto IF - HITF Fort &0
(). Search Device [ == =
- :1_92' 168 DT Uzer Fame admin
255 255 2550 Fazzword admin
1192, 168. 0.1
= Device Name USE-TCFZ3
|205. BT. 222, 222
ﬁﬁekﬁn » P i B i 1 User MAC D& BD 4C ED CF 17 [F] Reset
SEHERGETENEY, ARSTRESIERTESIRE (] e — .
EED [ Mac : DS BO 4C BD CF 17 ] | =R areciins L
#Higg s f 7] Clear Buffer Data Before Conmected EFCZ21T -
s -
VSave Config
Operation Log I Hex Streams
Diagram 4.5.1-1 software setting
31 www.usriot.com



http://www.usriot.com
http://www.usriot.com

,k@ USR IOT

Hefione Mo Hest] USR-TCP232-T2 user manual www.usriot.com

Serial port basic parameters including: baud rate; data bits; stop bits; parity.

1. Baud rate: communicating speed of serial port, can be set from 600~460.8Kbps, support random baud rate.
2. Data bits:the range of it from 5 to 8.

3. Stop bits:can set from 1 to 2.

4. Parity: support none, odd, even, mark and space

4.5.2. Serial port framing

Since the data on the network is transmitted in the unit of data frames, it is necessary to send the frame data via serial
port to the network, so as to transmit data more efficiently and quickly.T2 packages serial port data according to fixed
packaging length and packaging time during data transmission.The default T2 packaging time is 4 bytes of packaging time
and 400 bytes of packaging length.

The frame mechanism of serial port is based on the packaging time and the packaging length.

Serial port packaging time: the default is 4 bytes of send time.

Serial port package length: default package length is 400 bytes

4.5.3. RFC2217

This function is used to change USR-TCP232-T2 serial port parameter through network. E.g: change baud rate from
115200bps to 9600bps. It can be set by software or webpage.

By default ,it is in open state.

When using VCOM software, this function also works, the baud rate of software in PC will match Autonomic with the
baud rate of USR-TCP232-T2, don’t need to focus on serial port baud rate.

After restart, it is default parameter.

i USR-MO V2.2.4.287 [ |
File Language Help
- B e IR AT 1! e
Opsrats Vis LAH Operats Yia COA b = =
EenoteIP 192, 158.0 201 Remote Fort 8034
Dowice IF Davice Huwe HAC V. [ e e L T 4

172 18,11, 54 \SR-TCPE3R-TZ b8 B0 4C ED CF 17 4017

| Short Conmection

| ICF Sarver-kick off old commection

Bage Faran (vhich iz without d, usually kesp daFault)
IF Type % DHCESAuts IF - HITF Fort &0 1
B2. 166.0.7 User Hame adein

eald Password  adein

4 Search Device Dewice Mame USE-TCPZ3

Indes
Wser MAC DS BD 4C ED CF IT Bixat
Baget Timeowt (x) 3500 Link
‘_ Clear Buffer Data Before Connected ¥ EPCZ2IT
MG dinnEdH, SSEENEDT TEER UART Sei Parameter
:;?;:;ME : D6 BO 4C ED CF 1T ] i i sk ) ;
e
e Save Config
Operation Log Haz Sireans

Diagram 4.5.3-1 RFC2217
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4.6. Special function

4.6.1. Heartbeat package

In the transparent transport mode, user can choose T2 to send heartbeat package. Heartbeat package can be sent to
net server, also can send to serial port, but can not send in the same time.

Sending to the net aimed at connecting with server, effect only in TCP client and UDP client.

In the application of the server sending fixed query command to device, to reduce the communication flow. The user
can choose using the serial port to send the heartbeat package instead of the heartbeat from server.

The content of heartbeat package can be defined. The longest content is 40 bite. Time set from 1s to 255s.

It can ensure connection is reliable, put an end to connect feign death.

Current Status
parameter

Local IP Config Heartbeat Packet Type: ASCI W
; : UART heartbeat
Serial Port Register Packet Type: |pet heartbeat

impersistent connection: [ ]
TCP Server-kick off old connection:

Misc Config

Buffer Data Before Connected: [ ]

Save | Cancel

Diagram 4.6.1-1 heartbeat package

4.6.2. Registration package

In the transparent transport mode, user can choose T2 to send registration package. Registration package is used to
identify data sources or do as the code to get the server authorization.

Registration package can be sent when the T2 built connection with server, also can installed in the head of the data
package, as a data package. Registration package data can be MAC address or customize registration package data, where

the custom registry setting content is up to 40 bytes.
The connection setting and sending registration package is mainly used to connect the server that needs to be

registered. By default, this function is not checked.
Data carries the registration package: sending data in the front of the data access to the registration package,mainly

for protocol transmission application.
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parameter

ocal 1P Config Heartbeat Packet Type: |N0ne V| ASCI W

urrent Status

Serial Port Register Packet Type: | Mone V|

impersistent connection: [ ]

pand Funchion

TCP Server-kick off old connection: [«
Misc Config

Buffer Data Before Connected: [ ]

eboot

‘Sawﬂ Cancel |

Diagram 4.6.2-1 registration package

4.6.3. USR-cloud

Device WIFI2G3G/4G/ethenet  USR-cloud  WIFL2G3G4G/ethenet Device

Diagram 4.4.3-1 USR-cloud
USR-Cloud software is a platform for communication between devices and PC software. The cloud software is mainly used
for data transmission or monitoring remotely. This function only works in TCP client mode.
v" Login link of USRIOT Cloud: http://console.usriot.com
Remote server address: console.usriot.com
Local port: The port of device, Remote port: Cloud software’s port
Device ID: It is assigned to device by cloud software
Communications Code: Pass word generated after adding the device to cloud software

AN NN

The following is test account of USR-Cloud:
Account: jin321_
Password: 1987322
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USR Cloud system vz.1

Account : ‘ jin321_
Password : ‘

Loom |

Also can be set in the webpage as fellows:

o parameter
ocal IP Config Baud Rate: |115200 bps(6500~460.8K)

Srlbort oata sze: [5 V] Local P Config Heartbeat Packet Type: |None v| AsCl v
Expand Function Parity: Seriz Port Register Packet Typa: | Enable USR Clou v
stop its: [1 V] i et Desiceld: [00004283000000000044
Local Port Number: : (0~65535)
M isc Confg Communication Code: |00USRO0

Remote Port Number: [3234 (1~65535)

Work Mode: |TCP Client v

Impersistent Connection: ||

Remote Server Addr: TCP Server-kick off old connection:
[192.168.0.201]
T Buffer Data Before Connected: [
LNK: [ UART Set Parameter: [ ]
INDEX:

Save | [Cancel

Similar RFC2217:

@ Cancel
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4.6.4. Customize webpage

T2 support customize webpage. The user can upgrade their webpage into T2 via customize webpage. To be more
convenient  for user, we have prepared upgrade webpage package in  our website:
https://www.usriot.com/support/downloads/customized-webpage-usr-tcp232-t2-s2-customized-webpage-v4017.html

including webpage code, webpage tools can be download.

S8 USR-TCP232-T2-52-Flash-CustomWekb.rar - WinRAR (FE(EE) i ! 'Ky jlﬂﬁm
D #%0) TRE WEwo) ERN) ®EH

. o — = - By (]

DEAR MmO & 4 ¢

; g -}j sis u

C EM EER M BER O OME B OAaE &8  oESs 1§ 0 5P BEEED n

&

EiF = Juh FEREAh @R T

1. iR |
|| USR-TCP232-T2.52 WEB-VA4015.rar 265,101 239,200 WinRAR EE{% 2016-10-19 B:5 )
|| aU5R—TCP232-T2-SZ_MB-¥4DI?JM 236,434 236,104 WinRAR [EHEs0{4% 2017-05-04 11:

25t 501,535 W2 136

Diagram 4.6.4-1 webpage package

Upgrade webpage need to note that, destination IP set to be the IP address of T2, the final name of file is “fs”,product

choose the”MO0”, then click the upgrade.

¥ USR Upgrade Html For MAMOEAS Lo - e
Chinese

Deestination |@ 19216807 |

' Sedact Product i M4 (" Ed5 @l = M0
N |
Calect Pt |]_wstpaga_ser-.-ar_rﬂ.ﬂml_!.fdﬂ!5\h -I

| @ = |

Bin save finished Mot Connected

Diagram 4.6.4-2 upgrade
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4.6.5. Link

Link pin is the status indicator pin for T2 to built communication. Link pin can be used as indication pin for TCP
connection status.

When connected, it output low level; When unconnected, high level.

When T2 is under TCP model, Link pin will pull down. otherwise, it stays in high level.

When T2 is under DUP model, Link pin will always pull down. By default, it is not checked.

4.6.6. Reset

Reset used when the T2 fly or crash and can not built the normal connection,so can not work. Reset to initialize the
module to resume normal operation.

When T2 works as TCP Client, T2 connects to TCP Server actively. When start Reset function, T2 try to connect to TCP
Server for 30 times. If failed, T2 will restart automatically. By default, it won’t be chose.

4.6.7. Index

Index is to resolve the problem that in TCP server mode, T2 can not divide the data sources or send data to special
client when user have more than 2 client to connect the T2.

At most there can be 16 links when the T2 in the TCP server mode. The max number can set from 1to 16 as you want.
Here we take the default number is 16 as example. Server send data to 16 clients, or the server receive the data from 16
clients, open the Index, mark to divide the different clients and user can recognize the data sources according to the mark,
meanwhile send different data to special clients.

Index function can be set by software or web-page.

4.6.8. The number of the connected client

Then the USR-TCP232-T2 work in the TCP server mode, the max number of client to connect is 16, default is 4,the max
number can be configuring as you want, which is be convenient for use. When the the number connecting clients more
than 4, we should control the total data flow in 2.5KB/s if we need to send and receive meanwhile(not more than 200
bite/s).

If the number is 16 now, default use the new link instead of the older one, also you can set to use the older one. The
webpage are as fellow.

arameter
E Current Status

parameter ‘

Lacal IP Config Module Name: |USR-TCP232-T2 -
Serial Port Webserver Port: Heartheat Packet Type: | None V|| ASCI v
Expand Function Usernames: Register Packet Type: | None v
isc Config Password: b Bt impersistent connection: [
MAC Address: |08-B0-4C-BD-CF-17 e TCP Server-kick off old connection:
ISC Lonng
Max Clients Connect To TCP Server: (1~16) Buffer Data Before Connected: [
Reset Timeout: (3600 (s)(0,60~65535s)
Cancel
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Diagram 4.6.8-1 max client connect to TCP server

4.6.9. State

In the webpage of the USR-TCP232-T2, there is the state config page, which can show the current IP and the each
connection sends data and the number of bytes of connection data, along with the total number of bytes sent and
received by the T2 server on the page.

Now,under the TCP client mode, T2 can statistic the former 5 IP of devices and the number of the sent and received
data. Refresh every ten seconds automatically. Under the TCP server mode, the T2 only static the number of the sent and
received data, no connected IP.

USR Be Honest, Do Best!

-107T Experts-

e
= —— b b 2

Local TP Config Module Name: = Current 1P

Current IP Address: 192.168.0.7 Address
MAC Address; di-bid-4c-63-5%-B3 N
module
R P/TX/RX-1 : 192.168.0.201 / 8 f r
emote [PTX/RX-1 1 192.16 1/0 byte /0 byte Ramsota

-2 1 0.0.0.0/ 0 byte / 0 byte IPfTH/RX:

-3 1 0.0.0.0/ 0 byte / 0 byte I of arvee or
device connecting
-4 : 0.)0.0.0f 0 byte / O byte with module; reset
-5 : 0.0.0.0/ 0 byte / 0 byte et

T¥/RX:data
TH Count/RX Count: 0/ O bytes voluma that sach

Sarial Port

Expand Function

sarvel of device

Diagram 4.6.9-1 State Configuration

4.6.10. Short connection

The aim to use this function is to save the resource of the server,usually used in the points to one point. Using the
short connection can sure the current connection is the useful one, no extra control tools to screening.

TCP short connection can used in the TCP client, open it and send message. The connection will be broken
automatically.

This function default to be off, the interval of disconnect can be configured after this function is open, the range from
2 to 255s, default is 3s, the diagram is as fellow:
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e
param&tr:r
Local IP Config Heartbeat Packet Type: |None v] Y,
Serial Port Register Packet Type: | Mone V|

[Expand Funchion I wpemﬁenE connection: B

TCP Server-kick off old connection:

Buffer Data Before Connected: |4

|Save I Cancel |

Diagram 4.6.10-1  impersistent connection Configuration

4.6.11. Clear buffer data

If the TCP have not built, the data that serial received will be placed in the cache, and the T2 serial port can receive
2Kbyte, after the TCP built, you can select is clear the cached data.

The default is not. Under the Httpd client mode or the TCP client mode, open the short connection and this function
has no power.

Current Status

parameter

Local IP Config

Heartbeat Packet Type: |N0ne v| ASCI v
Serial Port Reqgister Packet Type: | Mone V|
xpand Function impersistent connection: [ ]

TCP Server-kick off old connection:

Misc Config

Buffer Data Before Connected: [ ]

| Save | Cancel |

Diagram 4.6.11-1  clear buffer data Configuration

4.6.12. Restore out time

Restore out time is to make sure the long and stable work of T2, when the net port or network can not receive data
for long time, T2 will restore out the setting time to avoid abnormal conditions affect the connection. Time for restore can
set in the webpage. The normal work time of this function set 60~65535s, default is 3600s. if setting time less than 60s,
default to be 0 and turn off this function. The setting is as fellow:
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Current Status
parameter

Local IP Config Module Name: |USH-TCF"23?~T2 |

Senal Port Webserver Port: |EE} |

Expand Funchtion Username: |adﬁ1ll'l |

isc Config Password: |ar:imin |

MAC Address: |D8-BO-4C-BD-CF-17 |
Max Clients Connect To TCP Server: D (1~16)

Reset Timeout: (3600 (s)(0,60~655355)

| Save [ Cancel |

Diagram 4.6.12-1  reset timeout Configuration

5. Parameter setting

This character mainly to introduce how to setting the T2 parameters. Achieve their own personalized application
through parameter settings

Including setting software setting parameter, webpage setting parameter and serial setting parameter.

User setting steps:

Modify the user name and password—> setting the access way to the IP address—> serial parameter—> the related
parameter for work method.

To ensure the normal use of software, the following steps are necessary

1. When using setting software to setting parameter, T2 and the PC of the setting software are in a LAN.

2. Close the antivirus software and firewall software.

3. Close the irrelevant network card.

5.1. Network protocol setting parameter

5.1.1. Setting software setting parameter

Open the software and click search, searching all the T2 in the LAN. The information you need to search including
current IP, device name, MAC address and the vision of T2.
(download: https://www.usriot.com/support/downloads/usr-m0-setup-software-v224287.html).
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& USR-MO Series v2.0.1.521

File Language Help

Operate Via LAW

erate Wia MM

Click device can read the pa
right-click Device list show m

9z, 168. 0.7

[:!ﬁ Search Device

Data hazs been sent
Data hazs been sent

[Click dewice can read the parameters, right—click Dewice list

| show more

Operation Log Hex Streams

Diagram 5.1.1-1  Search

1. Click the searching content, check the password of the T2 at first, if the password is right, the information for T2
will be shown. If the password is wrong, the software will pop-up a window for username and password. Fill in the right

one and click enter. The default name and password are admin), so if all thing are default, the setting software will not
pop-out the widow of username and password.
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¥ USR-MO0 v2.2.4.287 (== =]
File Language Help
Operate Via LAN [ Operate Via COM |
Device IF Device Hame MAC Ve. ..

T =
User config

& ww O ®

| @DK | | acancel |

| Tata has been =ant - |

Click dewice can read the parameters, right-click Dewice |

list show more =

Bead [ Mac : D8 BO 4C ED CF 17 ]

|-

Operation Log I Hex Streams

Diagram 5.1.1-2  Search

2. Basic parameter setting

Click the searching device and you can see the basic parameters needed to set, combined with the function

introduction of the third chapter, setting the parameter you need, then click the save. All the parameters you need have
been set successfully, others keep default, no modify.
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File Language Help
Operate ¥ia LAN Operate Via CON A -
Farity/Data/Step FOME ~ 6 ~ 1 Baudrats 115200 -

Device IP Buvice Fane AL V... Muduls werk mode TCF C1iamt - Lscal Pert 20108
172 1610 84 EER-TCREY2-T2 DA B0 4C BD CF 1T &bt

RenotalF 152 166.0.201 Ramote Port E234

Shert Conmection time 3 4

Short Conmect:on

| TCF Sarvar—kick off old conmwction

Baze Faram (vhich is withowt ¥, wsually loesp default)

i [TF Type & Static 17 = |mr Part 30 |
s mech Bewins [ Mo estaticor @ 192 188.0.7 | [Vaee s admin ||
|Suhm.muk 4 255 £55 285.0 |
i 192 168.0.1
| b |
IRS Addrazs 208 BT 222 282 [ Trdax
HiEEEE - User MAC D6 BO 4C ED CF 17 o
mb AT & SE N ER . TR GEEE R TR
iR, croe I E Feset Timeout (x] 3600 ] Link
Wi, cres R R s Clesr Buffer Data Befors Comnected [¥#] BECZ21T -
w Save Config
Operation Log Hex Siresnsz

Diagram 5.1.1-3  Basic parameters

® HTTP port: the port default is 80

® Username: the login username of T2, the authentication code for modify the parameter, can prevent other users
modify the parameters of T2 in LAN.

® Password: the password of the T2, correspond with username.

® Device name: the T2 name can be customize.

® [P type: static IP and DHCP

® Module Static IP: the static IP of T2, please put it in the same LAN when setting it.

® Subnet masks: default is 255.255.255.0

® Gateway: usually is the router IP, after correct setting you can communicate across the LAN and do the domain name

resolution.

3. Serial parameter
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¥ USR-MO V2.2.4.087

file Language Help
Operate ¥ia LAN Operate Vie COB

Device Hame WaC ¥a:
IER-TCFZ32-T7 O B0 4C 8O CF 17 a0y

Device IF

172018 1154

| 4, Sewrch Device

HED S

REAERTEETIED S SO EERRED TES TR
iR OHE, CPR ||

iﬁligﬁsa e creElinERE

Operatien Log Hex Streans

e

Port Faren

|l’|r:itm'[lthf5t.nn FINE = 3 = | =

|I|oﬂ.ula work mede TCF C1jent = | Lecal Bort 20108

Famots Part B2

RamotaIP 1921680201 |

Short Conmection time 3 4
7] hart Commeciion

[&#] TCF Server—kick off old cosmeciiem

Baze Farsn Gebich iz withoui o, useally keep defanli]
IF Type W Static IP - HITF Fert @80
ModalaStanseIF & 192 182.0.7
SubnetMazk W 255.255.255.0
Gatewsy P 192 188.0.1

Uzer Hums adnin
Password adnin

Device Hwns USK-TCPE3
NS Address 206 07. 222 222

Usar B4C D9 BO 4T BD CF 1T L

| Teda
| Reset
Beset Timesut (=) 3500 114

7 Clear Buffer Nata Before Connected

Bandrate 115200 -

5 Swre Config

V| RFC221T .

Diagram 5.1.1-4  Serial parameters

Parity/data/stop: serial port parameters

server that it connected.

Work mode: TCP Server /TCP Client/Httpd Client/UDP Client/UDP Server
Remote IP: when T2 works in TCP client, UDP client and HTTPD client mode as a client, the IP or domain name of the

Serial baud rate: the baud rate for serial port communication, both standard and customize baud rate are ok.

® Similar RFC2217: ussed if need to change the serial port in transport. Use with V-COM or you can reference the

software manual.

4. Check data
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&% USR-MO Series V2.0.1.521
File Language Help
Dperate Via LAW [ Operate ¥ia COM
Dexwice IF Dewice Hame MAC L
'*‘—1. Search Dewice
FF 01 0% 4B =
[ 192.168.0. 201 54751 ] =— [ 192.1685.0.7 1500 ]
[ Length 4 ]
FF 01 08 4B
[ 192.168. 0. 201 54751 ] =— [ 192. 165. 0.7 1500 ]
[ Length 4 1] =
|FF 01 0z 4E |
5 !
l Operation Lag | Hexr SEtreams
Diagram 5.1.1-5 Check Streams
N “w . ”
5. Press CFG (Reload) and click “operate via COM
&# USR-MO Series V2.0.1.521 o B g3
File Language Help
| Operate Via LAH Operate Via CON
Base Param (which is without d, usually keep default)
IF Type % Static IF = HTTE Pert &0
MoaduleStaticlP d 192, 168.0.7 User Nane  adnin
selectiserial crons SubnetMask ¥ 255, £55. 255, 0 Passvord  adnin
Gateway * '192' 158-0-1 Device Fame
[7] B34z R3485 Dewice ID 1
] Index [] Link [] Send dewice ID when connected
Ot iiiree [ Reset RFC221T ] Send data with dewice ID
Port Param
[[PC 1+ [ Device ] | Parity/DatafStop = Baudrate 115200 +
|[ Length : 137 ] 2
|55 BD 00 00 00 80 00 20 50 00 00 07 00 AG CO 01 00 AB CO 00 Module work mode - Local Port 20108
|FF FF FF 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 61 T
|64 6D 59 GE 00 B1 &4 5D &9 BE 00 00 01 00 24 D3 EO 4C 63 59 T Lepateslont
183 01 00 A3 CO 00 00 00 00 00 C2 01 00 08 01 01 00 00 00 00 |_
|00 8C 4E A 20 31 39 32 2E 31 36 38 2E 30 2E 32 30 3L 00 00 |
|00 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 C9 00 AZ CO 00
im 00 04 00 00 00 00 00 00 00 00 00 CO A3 00 07 AC |4
ot g o/ Save Config
[ Operation Log | Hex Streans
Diagram 5.1.1-6 Port setting
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6. Firmware upgrade

If the module firmware need to upgrade to the high vision,user can consult with sales to get the upgraded firmware
and click the device, upgrade the vision. When you upgrade it,connect directly the device and PC and notice that PC
upgrading module is forbidden.

Select the device and right click, then upgrade the firmware.

& USR-MO V2.2.4.287 |__1|' = |_§§_|
File Language Help
Operate ¥ia LAN | Operate Via COM | | Port Param =]
Parity/DatafStop HONE » & - 1 = Bandrate 115200
Device IF Device Name MAC Ve. .. Firmware Upgrade el 20108
Select Client rt G234
Client IP &ddress: 17216.11.54 & E
Client MAC Address:  DBBO4CBDCF17
Local [P Address: -
g =]
L-{ Search Device l Select .bin file = =
admin
admin
q USE-TCP23
l £ Program l l % Eit |
: = : [ Index
éﬁﬁEEEn 5 i o _ s &= I [ D Eezet
STETERETANEN, FRATEEIRRTESTR [ R | L=
IBIHEROHEF, CF6E RN Ei e i
1Bk (e, CFGa |RIE BT - [7] Clear Buffer Data Before Connected @ RFC2217 x|
CETre o D e P |
o l Q/Save Config l
Operation Log _ Hex Streams

Diagram 5.1.1-5 Serial parameters

5.1.2. Protocol configuring to setting parameters

Achieve it: searching— setting—> save—> restore using protocol, which is convenient for user to make their setting

software, details you can find the “USR-TCP232-T2 software manual”.

5.2. Webpage setting parameters

Open the browser and enter the IP of T2, default is 192.168.0.7 or you can click right on the T2 and open web,
filled the user name: admin and password: admin, then login and you can enter the login page.
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E UsSHE-NIU sernes VAL LDAL

ile Language Help

Operate Wia LAN Operate ¥Wia COM
B:
Dewice IF Device Hame MALC Yoani
192 168 0.7 D3 BO 4C B3 B9 83 42

Restart

Firmware upgrade

Reset

Copy The Mac
Cope All Mac

Qé Search Dewvice | | |

Diagram 5.2-1 Open Web

SR 172.16.11.54 §ER{FE \AFEHEN. BEHRESE=E
USR-TCP232-T2.

TE fefesiiEs HEREF SO EilR S FaIR A 2SS,

(@ | = |

Diagram 5.2-2 Username and pass word

Click the English or Chinese on the right upper to switch the language.

5.2.1. State Configuration
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State Config

Local TP Config

Sarial Port

Expand Function

Misc Config

Moedule Name:

Current IP Address: 192.168.0.7

MAC Address: d8-b0-4c-63-59-83

Remote IP/TX/RX-1 : 192.168.0.201 / 0 byte / O byte

-2 :0.0.0.0/ 0 byte / 0 byte
=3 1 0.0.0.0/ 0 byte / 0 byte
-4 :0.0.0.0/ 0 byte / 0 byte
-5 :0.0.0.0/ 0 byte / 0 byte

TX Count/RX Count: 0/ O bytes

Be Honest, Do Best!

+« Current IP
Address:
default IP of
module

Remote
IP/TX/RX:

IP of server or
device connecting
with module;reset
for disconnect
TX/RX:data
volume that each

Diagram 5.2.1-1

This page show some information of the T2

® Module name: default is USR-TCP232-T2
® Current IP address: default is 192.168.0.7
® MAC address: the unique in the world
[ J

server or device

State Configuration

Remote IP /TX/RX: the device has connected and the data number of receive and send. TX means send and RX means

received

® TX count/RX count: Total number of connection send or received.

5.2.2. Local IP

Modify the parameters and save, then modify the parameter in next page. If the parameter need not to modify, click

the restore and work.

USR

-10T Experis-

DNS Gateway:

parameter

IPtype: |Static IP v |

Static IP:
Submask: |

Gateway:

Be Honest, Do Best!

+ IP type:
StaticIP or DHCP

StaticIP:
Module’s static ip

Submask:
usually
255.255.255.0

-Cancel |

Diagram 5.2.2-1 Local IP

Gateway:
Usually router’s ip
address

DNS IP:
DNS gateway or

Router's IP
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rmware revision: v4012 BT

USR Be Honest, Do Best!

-10T Experts-

State Config Rahnnt IRacat “ l
Local IP Config Rebot/Reset Module Restart module

Diagram 5.2.2-2 Local IP

IP type: including static IP and DHCP, default is static IP.

Static IP: default is 192.168.0.7 and can be modify as you want
Subnet masks: 255.255.255.0

Gateway:

DNS Gateway:DNS server

5.2.3. Serial port

Be Honest, Do Best!

-10T Experts-

e

Local IP Config Baud Rate: 1_152[]_0_ _. bps
Oata iz 8.7 b
Expand Function Parity: [None ¥
: Stop Bits: [ 1 ¥ |bit
Misc Config ozl ;
Lecal Pert Number: (20108 | (0~65535)
Remote Port Number: 8234 (0~65535)
Work Mode: | TCP Client v |
Remote Server Addr: |192.168.0.201 i
—pR5485: |«
l RESET: L[
LINK [
INDEX: [&=
Sync Baudrate(RF2217 similar): ¥
Send device ID when connected: [
Send data with device ID: )
Save || Cancel |

Diagram 5.2.3-1 Serial Port

Baud rate: default is 115200 bps

Data: default is 8 bit

Parity: including: including None, Odd, Even, Mark and Space. Default none
Stop bits

Local port: can be change from 0 to 65535. Default is 20108

Remote port: can be change from 0 to 65535.Default is 8234
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Work mode: default is TCP client
Remote server address
Special functions including RS485( no RS232 in T2) reset(introduce in above) link, index, RFC2217 similar, send device

ID where connected and send data with device ID
5.2.4. Expand function

USR Be Honest, Do Best!

-1OT Experis-

parameter
Local IP Config Enable USR Cloud : [ e Chshi

Serial Port Cloud ID: | ‘ Heartbeat
Y : Packet:
Xpan chion Cloud Password: | | this function is
i i not open,does not

-

; Heartbeat Format:] [ Send Te Com || Send To Net support the
Misc Config oy
| (HEX) transmission
Custbm Heartbeat Packet:] — : direction can be
|@ABCDEFGHIJ | chosen Chinese

® Customize heartbeat package: open with webpage, content customize and the max number is 40bite
([ J

characters, and

Heartbeat Time(0~255): |0 | (s 40 bytes in length
Register Format: || Data With ] Connect with Custom Register
Packet:
[0 (HEX) 3 sy
Custom Register Packet: | ———— | this function is
(@ABCDEFGHIZ | not open,does not
= ) support the
Reload ON/OFF : [ transmission

B B direction can be

Save || cancel chosen Chinese

characters, and
40 bytes in length

Diagram5.2.4-1 Expand function

Customize registration package: open with webpage, content customize and the max number is 40bite, the method to
use can be customize

® Short connection: enable under the TCP client and the time can be customize

® (lear buffer data: whether or not

® TCP server-kick off old connection

® Serial port parameter setting: open with webpage and setting with serial port parameter
5.2.5. Misc configuration
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-I0T Experts-

Module Id{use for indentify modue): [

parameter

Module Name: |

weberver port numbel

(1~65535)

Be Honest, Do Best!

« MAC Address:
The module can
modify the MAC
address,all'Fis not
allowed

User name:

Pass word:

Max Clients
Connect To TCP
Server:

MAC Address:

|DBB04C635983

| when Module is

Max Clients Cennect To TCP Server: |4

(1~18)

TCP Server, the
max number of

| Save Cancel-|

Module name: default is USR-TCP232-T2 and can be modify here

Webserver port number: default is 80
Module ID: use for identify module

USR-cloud number and password: default is admin

MAC address: the unique one in the word

Max clients connect to TCP server: can modify from 1 to 16.

Reset timeout

5.2.6. Reboot

Diagram 5.2.5-1 Misc Setting

TCP client allowed
to connect

Curmment Status
Local IP Config
Serial Port

Expand Function

Misc Config

Restart Module

Restart Module

Save all the data and restore, then the T2 work

Diagram 5.2.6-1 Misc Setting
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5.3. AT comment

5.3.1. AT command overview

AT+ command is the command collection that perform the command transport using UART and module under the
order mode. Later we will interpret the type in detail.

Powered successfully, we can setting the module with UART.

The default UART port parameters of the module are: baud rate1152000, no parity, data 8 and stop 1.

Instr

AT command test tools. UART interface command to use secureCRT software tool or USR pro APP. Below are using the
secureCRT with UART to perform.

From transparent transport to AT command need two step as below:

> Fill “+++”in the UART. After the module receive the “+++”,it will send a “a” to confirm;

»  Fill the confirming “a” in the UART, after the module receive and send “+ok”, enter the AT command mode.

Instr: if no feedback after fill “+++”and “a”, as the above.
Fill “+++”and “a” need to achieve in the time to reduce the chance of entering command mode while working

normally accidentally. Detail requirement are as fellows.

AT+ENTM
T1 § T2 § T3 | T5 | T7
rraren s > -+;-:«- . " IR o LI TRREeR =
q——___—iﬁu Time tree
T4 i T6
e L - +ok
+ + . : a
a +ok

Diagram5.3.1-1 AT command time tree

Time requirement:

T1>the interval of serial port package

T2<300ms

T3<300ms

T5<3s

The order change into temporary command mode from transparent transport mode:

1. Serial mode device send “+++”to module continuously. The module receive and send “a” back. Before
sending“+++”is the packaging time and can not send any data.

2. After receive “a” feedback a “a”in 3s.

3. After the module receive “a, send “ok”to the device, and enter “AT”command

4. After the device receive “+o0k” and know the module enter the AT command mode, then send AT command.

The order change into transparent transport mode from AT command mode:
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1. Serial device send “AT+ENTM”to module.
2. After the module receive the command, feedback “+ok”, then back to the previous working mode.

5.3.2. AT command error code

-1 Invalid format
-2 Invalid order
-3 Invalid operator
-4 Invalid parameter
-5 Not allow

5.3.3. AT command

Formb5.3.2-1 Error code

1 E Enable/disable the echo function
2 Z Restore module
3 VER Query the vision
4 ENTM Exit AT command mode
5 RELD Reset default settings
6 MAC Query module MAC address
7 USERMAC Setting customize MAC
8 WEBU Setting/ query username and password
9 WANN Setting/ query WAN port parameters
10 DNS Setting/ query DNS server address
11 WEBPORT Setting/ query webpage port
12 UART Setting/ query serial parameters
13 SOCK Setting/ query SOCK parameters
14 TCPSE Setting/ query whether kick off order connection
15 SOCKLK Query TCP connect status
16 SOCKPORT Setting/ query local port number
17 RECEN Setting/ query RFC2217 enable
18 PDTIME Query the product time
~ Fegswatonpackgefuncton
19 REGEN Setting/ query registration package mechanism
20 REGTCP Setting/ query registration package perform mechanism
21 REGCLOUD Setting/ query USR-cloud username and password
22 REGUSR Setting/ query the content of registration package that
customized
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23 HTPTP Setting/ query in httpd client mode, the asking way of the
http

24 HTPURL Setting/ query the URL in httpd client mode

25 HTPHEAD Setting/ query the package head in httpd client

26 HTPCHD Setting/ query HTP remove the package head

27 HEARTEN Setting/ query heartbeat package enable

28 HEARTTP Setting/ query method of the heartbeat package send
29 HEARTTM Setting/ query the heartbeat package time

30 HEARTDT Setting/ query customize heartbeat package

41 AT+CFGTF

31 SCSLINK Setting/ query the indicating function of the status of socket
connection

32 CLIENTRST Setting/ query the TCP client mode reset function
enable/disable

33 INDEXEN Setting/ query index function

34 SOCKSL Setting/ query short connection function

35 SHORTO Setting/ query short connection time

36 UARTCLBUF Setting/ query clear serial port cache before module build
connection function enable/disable

37 RSTIM Setting/ query timeout reset time

38 MAXSK Setting/ query maximum client connections in TCP server
mode

39 MID Setting/ query module name

40 H Query help message

Save the current parameters as the default parameters

42 AT+PING

Ping automatically

Form5.3.3-1 AT Command

www.usriot.com

5.3.4. AT command

5.3.4.1. AT+E

Function: query/ setting module echo of the AT command setting

Format: query:
A+E<CR>
<CR><LF>+0K=< on/off ><CR><LF>
Setting:
A+E=< on/off ><CR>
<CR><LF>+0OK<CR><LF>
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Parameters: ON: enable the echo, echo the command entered by the AT command.
OFF: under AT command mode, the entered command do not echo.
E.g.: AT+E=0n

5.3.4.2. AT+Z

Function: restart module
Format: setting:
AT+Z<CR>
<CR><LF>+0OK<CR><LF>
Parameters: none
<note>: after perform this command correctly, module restart and exit the AT command mode.

5.3.4.3. AT+VER

Function: query module firmware version.
Format: query:
AT+VER<CR>
<CR><LF>+0K=< ver ><CR><LF>

Parameters: ver: query module firmware version.
5.3.4.4. AT+ENTM

Function: exit the AT command mode and enter the transparent transmission:
Format: setting:
AT+ENTM<CR>
<CR><LF>+0OK<CR><LF>
Parameters: none
<note>: after perform this command correctly, module change into command mode from transparent transmission

mode.
5.3.4.5. AT+RELD

Function: module reset

Format: setting
AT+RELD<CR>
<CR><LF>+0OK<CR><LF>

Parameters: none.
5.3.4.6. AT+MAC

Function: query module MAC
Format: query:
AT+MAC<CR>
<CR><LF>+0K=< MAC ><CR><LF>
Parameters: mac: MAC address of the module( e.g.00020K2050A )
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5.3.4.7. AT+USERMAC

Function: setting module customize MAC

Format: setting:
AT+ USERMAC =< MAC ><CR>
<CR><LF>+0OK<CR><LF>

Parameters: mac: MAC address of the module, the first byte should be even, e.g. 002233445566

E.g.: AT+USERMAC=002233445566
5.3.4.8. AT+WEBU

Function: setting /query module username and password
Format: query:
AT+WEBU<CR>
<CR><LF>+0K=< username,password ><CR><LF>
setting:
AT+WEBU=< username,password ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: username: username, support 5 bytes at longest and can not be none:
password: password, support 5 bytes at longest.
E.g.: AT+WEBU=admin,admin

5.3.4.9. AT+WANN

Function: setting /query the IP of WAN( DHCP/STATIC ) that module access
Format: query:
AT+WANN<CR>
<CR><LF>+0K=< mode,address,mask,gateway ><CR><LF>
setting:
AT+WANN=< mode,address,mask,gateway ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: mode: web IP mode ( static/DHCP )
static: static IP/
DHCP: dynamic IP( address,mask,gateway parameters ignore )
Address: IP address
Mask: subnet masks
Gateway: gateway address
E.g.: AT+WANN=static,192.168.0.7,255.255.255.0,192.168.0.1

5.3.4.10. AT+DNS

Function: setting /query DNS server address:
Format: query:
AT+DNS<CR>
<CR><LF>+0K=< address ><CR><LF>
setting:
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AT+DNS=< address ><CR>
<CR><LF>+OK<CR><LF>

Parameters: address: DNS server address( default value is 208.67.222.222 ).

E.g.: AT+DNS=208.67.222.222

5.3.4.11. AT+WEBPORT

Function: setting /query webpage port
Format: query:
AT+WEBPORT<CR>
<CR><LF>+0K=< port ><CR><LF>
setting:
AT+WEBPORT=< port ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: port: module the port of the web server that built in of module. default 80:

E.g.: AT+WEBPORT=80
5.3.4.12. AT+UART

Function: setting /query UART interface parameters
Format: query:
AT+UART<CR>
<CR><LF>+0OK=< baudrate,data_bits,stop_bit,parity,flowctr| ><CR><LF>
setting:
AT+UART=< baudrate,data_bits,stop_bit,parity,flowctrl ><CR><LF>
<CR><LF>+0OK<CR><LF>
Parameters: baudrate: baud rate600~460800bps,can be customized .
data_bits: data 5/6/7/8
stop_bits: stop 1/2
parity: parity
€ NONE( no parity )
€ EVEN(even parity )
€ 0ODD( odd parity )
€ MASK(1 parity)
@ SPACE( 0 parity )
flowctrl: flow control( none flow control, can not setting , default setting to be the NFC)
€ NFC: none: hardware flow control

E.g.: AT+UART=115200,8,1,NONE,NFC

5.3.4.13. AT+SOCK

Function: setting /query web protocol parameters format
Format: query:
AT+SOCK<CR>
<CR><LF>+0K=< protocol,IP,port ><CR><LF>
setting:
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AT+SOCK=< protocol,IP,port ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Protocol: protocol type, including
@ TCPSis TCP server
€ TCPCis TCP client
€ UDPSis UDP server
€ UDPCis UDP client
€ HTPCis Httpd Client
IP: when the module setting into “CLIENT”mode, the IP address and domain name of the
remote server.
Port: local port under Server mode and remote port under Client mode,decimal number and
less than 65535.
E.g.: AT+SOCK=TCPC,192.168.0.201,8234

5.3.4.14. AT+TCPSE

Function: module is TCP Server, the processing mechanism after the connection reaches the maximum number of
connections.
Format: query:

AT+TCPSE<CR>
<CR><LF>+0K=< status ><CR><LF>
setting:
AT+TCPSE=< status ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:

Status: setting status keep/kick
4 keep: after reach the maximum number of connection, do not receive new one.
L g kick: after reach the maximum number of connection, delete the order one and
connect the new one.
E.g.: AT+TCPSE=keep

5.3.4.15. AT+SOCKLK

Function: query whether the TCP has connected
Format: query:
AT+ SOCKLK<CR>
<CR><LF>+0K=< sta ><CR><LF>
Parameters:
Sta: built the TCP connection or not
L 4 Connect: TCP connected
L 4 Disconnect: TCP  not connected

5.3.4.16. AT+SOCKPORT

Function: setting /query local socket port
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Format: query:

AT+SOCKPORT<CR>

<CR><LF>+0K=< sta ><CR><LF>

setting:

AT+ SOCKPORT =< sta ><CR>

<CR><LF>+OK<CR><LF>
Parameters:

L 2 Sta: 0 is using port randomly. 1-65535 is using the local port of the socket.

E.g.: AT+SOCKPORT=20108:

5.3.4.17. AT+RFCEN

Function: enable/ disable RFC221 7function
Format: query:
AT+RFCEN<CR>
<CR><LF>+0K=< status ><CR><LF>
setting:
AT+RFCEN =< status ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:
* ON: enable RFC2217function
* OFF: disable RFC2217function
E.g.: AT+RFCEN=ON

5.3.4.18. AT+PDTIME

Function: query produce time
Format: query:
AT+PDTIME<CR>
<CR><LF>+0K=< time ><CR><LF>
Parameters:
time: produce time,
E.g.: 2016-10-18 11:20:02

5.3.4.19. AT+REGEN

Function: setting query registration package mechanism
Format: query:
AT+REGEN<CR>
<CR><LF>+0K=< status ><CR><LF>
setting:
AT+REGEN =< status ><CR>
<CR><LF>+0OK<CR><LF>

Parameters:
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Status:
L 2 MAC: enable registration package mechanism, registration package is 6 bites MAC
L 2 Usr: customize registration package
L 2 Off: disable registration package mechanism

E.g.: AT+REGEN=MAC

5.3.4.20. AT+REGTCP

Function: setting query tcp client mode registration package perform mechanism

Format: query:
AT+REGTCP<CR>
<CR><LF>+0K=< status ><CR><LF>
setting:
AT+REGTCP =< status ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:

4 first: send a registration package when connected the server at first time

4 every: add a registration package in front of the

every data package sent to server.

4 all: send registration package when first connected to the server and add registration

package in front of the data package.
E.g.: AT+REGTCP=first

5.3.4.21. AT+REGCLOUD

Function: setting /query USR-cloud username and password
Format: query:
AT+REGCLOUD<CR>
<CR><LF>+0OK=< name, password ><CR><LF>
setting:
AT+REGCLOUD=< name, password ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:
L 2 name: USR-cloud device port:
L 2 password: USR-cloud password .
E.g.: AT+REGCLOUD=0000000000000000000000, 00000000

5.3.4.22. AT+REGUSR

Function: setting query customize registration package content
Format: query:
AT+REGUSR<CR>
<CR><LF>+0K=< data ><CR><LF>
setting:
AT+ REGUSR =< data ><CR>
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<CR><LF>+0OK<CR><LF>
Parameters:
data: ASCII code in 40 bytes
E.g.: AT+REGUSR=www.usr.cn

5.3.4.23. AT+HTPTP

Function: setting /query the asking way under HTTPD Client mode.
Format: query:
AT+HTPTP<CR>
<CR><LF>+0K=< status ><CR><LF>
setting:
AT+HTPTP =< status ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:
4 GET: is the http asking way
4 POST: is the http asking way
E.g.: AT+HTPTP=GET

5.3.4.24. AT+HTPURL

Function: setting /query Httpd ¥ URL.
Format: query:

AT+HTPURL<CR>

<CR><LF>+0K=< URL ><CR><LF>

setting:

AT+HTPURL =< URL ><CR>

<CR><LF>+0OK<CR><LF>
Parameters:

URL: start with “/”, less than 99 bytes .

E.g.: AT+HTPURL=/2.php

5.3.4.25. AT+HTPHEAD

Function: setting /query Httpd Client customize package head message
Format: query:
AT+HTPHEAD<CR>
<CR><LF>+0K=< data ><CR><LF>
setting:
AT+ HTPHEAD =< data ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
L 2 data: customize package message, less than 199 bytes. And using <<CRLF>> translating
the characters in stead of the enter.
E.g.: AT+HTPHEAD=Accept:text<<CRLF>>
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5.3.4.26. AT+HTPCHD

Function: setting /query filter the package head of the return information of Http
Format: query:

AT+ HTPCHD <CR>

<CR><LF>+0K=< sta ><CR><LF>

setting:
AT+ HTPCHD =< sta ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: Sta:
4 ON: enable
* OFF: disable

E.g.: AT+HTPCHD=ON
5.3.4.27. AT+HEARTEN

Function: setting /query enable or not heartbeat package
Format: query:
AT+ HEARTEN <CR>
<CR><LF>+0K=< status ><CR><LF>

setting:
AT+ HEARTEN =< status ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:
L 2 ON:enable heartbeat package
4 Off: disable heartbeat package

E.g.: AT+HEARTEN=ON
5.3.4.28. AT+HEARTTP

Function: setting /query heartbeat package send way
Format: query:
AT+ HEARTTP <CR>
<CR><LF>+0K=< type ><CR><LF>

setting:
AT+ HEARTTP =< type ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Status:
4 NET: send heartbeat package to server
4 COM: send heartbeat package to serial port

E.g.: AT+HEARTTP=NET
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5.3.4.29. AT+HEARTTM

Function: setting /query time of heartbeat package
Format: query:
AT+ HEARTTM <CR>
<CR><LF>+0K=< time ><CR><LF>
setting:
AT+ HEARTTM =< time ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
Time: heartbeat time ,default is 30s, range from 1 to 65535s.
E.g.: AT+HEARTTM=30

5.3.4.30. AT+HEARTDT

Function: setting query customize heartbeat package content
Format: query:
AT+ HEARTDT <CR>
<CR><LF>+0K=< data ><CR><LF>
setting:
AT+ HEARTDT =< data ><CR>
<CR><LF>+0OK<CR><LF>
Parameters:
data: less than 40 bytes ASCII code.
E.g.: AT+HEARTDT=www.usr.cn.

5.3.4.31. AT+ SCSLINK

Function: setting /query Socket connected status instructions function (connection status instructions pin change or
not according to the connection status)
Format: query:
AT+ SCSLINK <CR>
<CR><LF>+0K=< sta ><CR><LF>
setting:
AT+ SCSLINK =< sta ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: sta: status
ON: enable link function
OFF: disable link function
E.g.: AT+ SCSLINK=ON

5.3.4.32. AT+ CLIENTRST

Function: setting /query TCP Client mode filed to connect several time and reset ( repeat 30 times connection failed,
module restart )
Format: query:
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AT+ CLIENTRST <CR>
<CR><LF>+0K=< sta ><CR><LF>
setting:
AT+ CLIENTRST =< sta ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: sta: status
ON: enable TCP Client reset function
OFF: disable TCP Client reset function
E.g.: AT+CLIENTRST =ON

5.3.4.33. AT+ INDEXEN

Function: setting /query index function
Format: query:
AT+ INDEXEN <CR>
<CR><LF>+0K=< sta ><CR><LF>
setting:
AT+ INDEXEN =< sta ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: sta: status
ON: enable index function
OFF: disable index function
E.g.: AT+INDEX=ON

5.3.4.34. AT+ SOCKSL

Function: setting /query short connection function
Format: query:
AT+ SOCKSL <CR>
<CR><LF>+0K=< sta ><CR><LF>
setting:
AT+ SOCKSL =< sta ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: sta: status
ON: enable short connection function
OFF: disable short connection function
E.g.: AT+SOCKSL =ON

5.3.4.35. AT+SHORTO

Function: setting /query short connection time
Format: query:
AT+ SHORTO <CR>
<CR><LF>+0K=< time ><CR><LF>
setting:
AT+ SHORTO =< time ><CR>
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<CR><LF>+0OK<CR><LF>
Parameters: time: short connection time, 2-255s
E.g.: AT+SHORTO =3

5.3.4.36. AT+ UARTCLBUF

Function: setting /query if the module clear the serial port cache before connected
Format: query:

AT+ UARTCLBUF <CR>

<CR><LF>+0K=< sta ><CR><LF>

setting:

AT+ UARTCLBUF =< sta ><CR>

<CR><LF>+0OK<CR><LF>
Parameters: sta: status

ON: clear the serial port cache before connected

OFF: do not clear the serial port cache before connected
E.g.: AT+UARTCLBUF =ON

5.3.4.37. AT+RSTIM

Function: setting /query restart out time
Format: query:
AT+ RSTIM <CR>
<CR><LF>+0K=< time ><CR><LF>
setting:
AT+ RSTIM =< time ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: time: short connection time: 0, 60-65535s
E.g.: AT+RSTIM =3600

5.3.4.38. AT+ MAXSK

Function: setting /query the maximum number of the client that TCP Server connected Format: query:
AT+ MAXSK <CR>
<CR><LF>+0K=< num ><CR><LF>
setting:
AT+ MAXSK =< num ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: num: the maximum number of the client that TCP Server connected, range from 1 to 16
E.g.: AT+MAXSK =4

5.3.4.39. AT+ MID

Function: setting /query module name
Format: query:
AT+ MID <CR>
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<CR><LF>+0K=< name ><CR><LF>

setting:
AT+ MID =< name ><CR>
<CR><LF>+0OK<CR><LF>
Parameters: name: module name, maximum 15 bytes and can not be none.
E.g.: AT+MID =USR-TCP232-T2

5.3.4.40. AT+H

Function: help
Format: query:
AT+ H <CR>
<CR><LF>+0K=< sta ><CR><LF>

Parameters: sta: help information

5.3.4.41. AT+CFGTF

Function: save the current parameters as the default parameters
Format: query:

AT+ CFGTF <CR>

<CR><LF>+0K=< sta ><CR><LF>

Parameters: sta: saved: saved

5.3.4.42. AT+PING

Function: ping automatically.
Format: ping successful
AT+ PING=< IP ><CR>
<CR><LF>+0OK=SUCCESS<CR><LF>
Ping out time
AT+ PING=< IP ><CR>
<CR><LF>+ERR=TIMEQUT<CR><LF>

Parameters: IP: remote IP or the domain name
E.g.: AT+PING=www.baidu.com
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6.Contact us

Company: Jinan USR 10T Technology Co., Ltd

Address: Floor 11,Building1,No.1166 Xinluo Street,Gaoxin Distric,Jinan,Shandong,250101 China
Tel: 86-531-88826739 ext 829

Web: www.usriot.com

Support: https://h.usriot.com

Email: sales@usriot.com

7.Disclaimer

The document provides information about USR-TCP232-T2 module, it doesn’t grant any license to the intellectual
property rights. Except the responsibility declared in the product sale clause, USR does not assure any other responsibilities.
In addition, USR does not make any warranties for the sale and use of this product, including the suitability of products for
a particular purpose, merchant ability or fitness for any patent, copyright or other intellectual property infringement. USR
may make changes to specifications and products description without notice.
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