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1. Introduction  

1.1. Overview 

The USR-M100 is an intelligent IoT I/O gateway with com prehensive funct ions like on-board I/O support and RS -485/232/Ethe rnet /4G 

interface, is an advanced modular RTU product with a unique hardware and software design, making it an ideal solution for a variety of 

industrial data acquisition applications.  

The USR-M100 has a unique mechanical design that reduces the amount of ti me required for installation and removal, simplifying 

deployment and maintenance. In addition, the USR -M100 supports Modbus RTU Master protocol for retrieving field site serial data from 

serial meters and also supports OT/IT protocol conversion.  

With the ability to convert between multiple protocols, USR -M100 can convert the collected I/O and serial data to protocols suitable for 

different upper -level software. For example, cloud service via MQTT, SCADA via Modbus TCP, web server via HTTP, and more. This 

two-in-one design reduces system complexity, the amount of space required in the network topology, and over all installation time. You 

can also connect your legacy devices to Ethernet, ther eby increasing t he lifetime of the devices since you can continue usi ng the devices  

original protocols.  

 

Model USR-M100-ETH USR-M100-EAU 

Ethernet Port  ã ã 

Cellular Network  None LTE Cat4 

Region Gloable Europe, Asia, Africa, Oceania, Brazil 

Band frequency  /  LTE FDD: B1/3/5/7/8/20/28  

LTE TDD: B38/40/41 

WCDMA: B1/5/8 

GSM/GPRS/EDGE: 850/900/1800 

Extended Modules None ã 

 

1.2. Features 

Â High-performa nce CPU processing ability,using 32-bit Arm Co rtex-M7 core CPU, up to 400MHz frequency  

Â Provides remote serial access over the Int ernet for industrial serial devices  

Â 10/100Mbps Ethernet port and supp ort Auto MDI/MDIX  

Â Built-in 15KV ESD serial port protection 

Â Supports a wide industrial operating temperature, -40 ~85  

Â Baud rate: 0.6~230.4 Kbps, and any baud rate setting, support None, Odd,  Even, Mark, Space Parity bit 

Â Flexible serial port data framing pac king, which can satisfy user s various demands for data pac kets segmentation  

Â Versatile operation modes: TCP Server, TCP Client, UDP, HTTP client, Websocket server 

Â Support virtual COM USR-VCOM(windows) 

Â Modbus Ethernet -to-Serial support (Modbus/TCP, Modbus/R TU) for seamless integration of serial Modbus devices  

Â Provides rich configuration access, including: Windows configuration tool, and Web Browser  

Â Firmware upgrading via Web Browser and Wind ows configuration tool  

Â High security via certificate verification S SL/TLS encryption for serial data transmission,HTTPS,TCPS,MQTTS 

Â Support modbus RTU master,edge computing, modbus gateway,MQTT gateway  
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Â Support SNMP V1/V2c 

Â Support on board I/O for analog inp ut(2 AI), digital input(2 DI), digital output(SSR relay,2 DO), expandable with I/O modules  

Â Support 2 RS485 serial port, the fi rst one can also be RS232 

Â Cloud support: MQTT via AWS IOT, Microsoft Azure, Thingsboard, Alibaba Cloud, EMQX, Tuya,Cumulocity IoT and so on 
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2. Get started  

Since the USR-M100 is connected through a T CP/IP network, you may need to know some basic facts about networking in order to 

connect the server correctly. Specifications and dimensions are not provided in this manual. Please refer t o datasheet for more 

information.  

2.1. Installation 

You can choose wheth er to plug in the other peripheral ports at this point or d o it later depending on the actual location of the device 

or level of comfort for performing such operation.  

2.1.1. DIN-Rail mounting 

The USR-M100 has a unique mechanical design that reduces the amount of  time required for installation and removal. In fact, 

screwdrivers and other tools are not required for any part of the hardware installation, including mounting the device on a DIN -rail, as 

well as connecting the wiring for both communication and I/O sign al acquisition. Furthermore, no tools are required to remov e the 

USR-M100 from a DIN-rail. Removing all of the modules from a DIN -rail is also easy using the latch and release tab.  

Õ Position the rear panel of the device directly in front of the DIN -Rail, making sure that the top of the clip hooks over the top of th e 

DIN-Rail , as shown in Fig.1. Push up the the release tab towards the bottom of the DIN -Rail until the the mounting clip snaps i nto 

place.  

 

Fig. 1 DIN-Rail mounting and wall mounting  

Õ If you want to re move the device from DIN -Rail. Pull down the release tab wi th your finger and then remove the module from the 

DIN-Rail.  

Õ NOTE: Disconnect all connections, including Ethernet, serial, and po wer cables, from the device before removing the device from 

the DIN rail. 
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2.1.2. Wall mounting  

The wall mounting option provides bett er shock and vibration resistance than the DIN -Rail vertical mount. 

Õ Locate the installation site and place the device against the wall. Use the wall mount plates as a guide to mark the locations of  the 

screw holes.  

Õ Drill two holes over the 4 marked locati ons on the wall. Insert the wall sinks into the walls.  

Õ Insert the screws(M3 size) into the wall sinks then tighten the screw to en hance stability, see the following Fig.1. 

2.2. Serial port 

The USR-M100 supports 2 serial ports, 1 RS232/485 and 1 RS485, and adopts Spring-type terminal. The serial port pin assignments are 

shown in Fig.2. When connecting up Modbus devices via an RS485 network  they should be daisy chained together, and a dual twisted 

pair cable are recommended.  The connections should be kept the same  throughout the network: positive to positive, and negative to 

negative. These may sometimes be labeled up as A and B.  The maximum length of the serial network cannot exceed 1200m regardless 

of boosters and repeaters.  

 

 

Fig. 2 USR-M100 interfaces 

2.3. I/O interfaces  

USR-M100 is equipped with two 11-pin Terminal blocks that are used for I/O interfaces. The pin assignments of terminal block are s hown 

in table 1. The PIN assignments are also marked on the device s nameplate, in order to avoid confusion.  

Table 1  Terminal pin assignments  

 

 

 

 

 

Terminal block1 Definition  

DO1 NC Relay Output 1 normal close 

DO1 COM Relay Output 1 Common 

DO1 NO Relay Output 1 Normal open 

DO2 NC Relay Output 2 normal close  

DO2 COM Relay Output 2 Common  

DO2 NO Relay Output 2 norm al open 

TX COM 1 RS232 TX 

RX COM 1 RS232 RX 

G COM 1 Ground 

A COM 1 RS485 A 

Terminal block2  Definition  

A COM 2 RS485 A 

B COM 2 RS485 B 

G COM 2 Ground 

DI1 DC Digital Input 1 

COM Digital Input 1 Common 

DI2 DC Digital Input 2  

COM Digital Input 2 Common  

AI1 Analog Input 1 

COM Analog Input 1 Common 

AI2 Analog Input 2 
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2.3.1. I/O specifications  

Table 2  I/O specification  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.3.2. I/O wiring  

The left picture in Fi g.3 shows an example of digital input (DI) dry contact in which the digital input channel is controlled by a switch that 

is wired to the COM pin of the DI port. An external DC power(9~36V) is suppli ed this external circuit via the wiring of DI pin and the switch. 

The position of switch and power supply can be interchanged.  

The right picture in Fig.3 shows an example of digital input (DI) wet contact in which the digital input channel.  

 

Inputs 

Digital inputs  

DI channels 2 

Input Type  Dry/Wet contact  

Wet contact  On: 9 to 36 VDC 

Off: 0 to 2 VDC 

Dry contact  On: close 

 Off: open 

Range  9-36V DC 

Input filter time  Software configurable,10~65535ms  

Analog inputs  

Quantity  2 

Type   Differential input  

Resolution 16 bit 

Range  4~20mA current  

Accuracy  1% FSR 

Outputs  

Digital outputs  

Quantity  2 

Type  

Form C SSR Relay 

AC Contact Current 

Rating 

10A / 277V AC at resistive load, NO 

5A / 250V AC at resistive load, NC 

DC Contact Current 

Rating 

10A / 28V DC at resistive load 

Operating time  10 ms max. 

Release time 5ms max. 

Mechanical Endurance 10000000 operations  
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Fig. 3 Dry/Wet cont act wiring  

 

Fig. 4 DI wire connection  

 

Fig. 5 DO wire connection  

 

Fig. 6 AI wire connection  

NOTE: 

All DI channels should be configured to dry contact or wet contact in the same time  

wire range:28~16 AWG(0.2~0.1 mm2), strip length 10mm 

2.3.3. Modbus address mapping table  

The internal register map of USR-M100 field controller node is the  data map of digital input and output and analog input module.  
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Table 3  IO modbus address 

Data points M100 / IO 

module 

Start address Register 

address 

Function 

code 

Attribute  Data type Default status  

DO 1 USR-M100 000 0 00001 0x1,0x5,0xF Write/read  Uint8 NC 

DO 2 USR-M100 0001 000 02 0x1,0x5,0xF Write/read  Uint8  NC 

DO 3 IO Module 0002  0003  0x1,0x5,0xF Write/read  Uint8  NC 

ŀ IO Module ŀ ŀ 0x1,0x5,0xF Write/read  Uint8  NC 

DI 1 USR-M100 0000  10001 0x2 read Uint8 0 

DI 2 USR-M100 0001 10002 0x2 read Uint8 0 

DI 3 IO Module       

AI 1 100 0000  30001 0x4 read float32(ABCD) 0 

AI 2 100 0001 30003  0x4 read float32(ABCD) 0 

 

2.4. Power supply 

The USR-M100 I/O gateway provides 2-pin power supply input terminal. The power supply support anti -reverse protection. Power supply 

range: 9 36VDC. 

2.5. Ethernet RJ45 interface  

The 10Base-T/100Base-TX adaptive Ethernet RJ45 interface suppor ts automatic MDI/MDIX connect ion, refer to Fig.7 below for the pin 

distribution of the RJ45 interface.  

Link LED: green color. Lights(steady on) when the module is connected to a network.  

Activity LED: orange color. Blinks when network data is transmitted through the port.  

 

Fig. 7 RJ45 with light  

Table 4  Ethernet pin assignment s 

Pin number Signal name 

1 Send data+(TD+) 

2 Send data-(TD-) 

3 Receive data+(RD+) 

6 Receive data-(RD-) 

4,5,7,8 Unused  
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2.6. Cellular Network 

The USR-M100 can also connect to t he Internet via 4G/3G/2G cellu lar networ k. It s very convenient  for users to run  the project s that there 

are not Ethernet networks. Using cellular networ k, the 4G antenna is needed  and a sim card should be in stalled in the slot.  Push the side 

panel to the other side and you will see the SIM card slot . Open the slot, install the sim card and lock the slot.  
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Note: SIM card installation requires the USR-M100 to be powered off.  

 

2.7. Extended modules 

The USR-M100 support s to extend the I/O ports  using extension I/O modules. The USR-M100 supports up to 6 extension I/O modules 

and can be expanded to a maximum of 50 I/ O ports. There are 5 diff erent types of extension modules available for selection : 4DO+4DI, 

4AI +4DO, 8DO, 8DI, 4AI+4AO. 

Model USR-IO4040 USR-IO0440 USR-IO0080 USR-IO8000 USR-IO0404 

Power Input Range DC12~24V DC12~24V DC12~24V DC12~24V DC12~24V 

Number of DI 4 0 0 8 0 

Number of AI 0 4 0 0 4 

Number of DO 4 4 8 0 0 

Number of AO 0 0 0 0 4 

Type of AI / Current / / Current 

Signal range of AI / 4~20mA / / 4~20mA 

Voltage range of DI 9~36V / / 9~36V / 

Type of DO Relay Relay Relay / / 

Capability of DO 3A 3A 3A / / 

Type of AO / / / / Current / Voltage 

Signal range of AO / / / / 
4~20mA 

0~10V 

Communication port RS485 RS485 RS485 RS485 RS485 

Support extendable ã ã ã ã ã 

 



                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 14 

 

2.8. LED indicators  

The USR-M100 smart RTU provides LED indicators to monitor  the device working status with  a comprehensive simplified troubleshooting, 

the LED indicator behaviors are defined below. 

 

Table 5  LED indicators 

LED name status description  

POW Steady on Power supply is normal  

Off  No power supply or abnormal power supply  

WORK Blinking  Power is on and th e device is ready. System is booted up and 

running  

NET Blinking Ethernet WAN connect ion  

Steady on 4G LTE network connection  

off  No network  

DATA Blinking  Serial port is transmitting data  

DO1 Steady on Light on, the ch annel output is activated  

DO2 Steady on Light on, the chan nel output is activated  

DI1 Steady on Light on, the chan nel is activated by input signal  

DI2 Steady on Light on, the channel is activated by input signal  

2.9. Factory default settings  

The USR-M100 remote IO module comes with the f ollowing default settings.  

Table 6  Default parameters  

Parameter Default Values 

User Name admin 

Password  admin 

Device IP address 192.168.0.7 

Subnet Mask 255.255.255.0 

Gateway IP 192.168.0.1 

COM port  115200,None,8,1 

COM operation mode TCP server,23 

MQTT Disable  

Edge computing  Disable 

2.10. Quick test  

USR-M100 has a built-in Web server, which  provides a convenient way to access and configure the remote IO module. Users can use 

Edge , Firefox or Google browser to access it. This c hapter is a quick introduction to the USR-M100 smart IO gateway. It is recommended 

that users read this chapter and follow the instructions once for the system, and you will have a basic understanding of the product. For 

specific function details and instr uctions, please refer to the su bsequent chapters.  

2.10.1. Download the software  

Download the setting software from PUSR s website: 
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https://www.pusr.com/support/downloads/H7 -version-set-up-software.html  

https://www .pusr.com/support/downloads/usr -tcp232 -test-V13.html 

You may find it in the download section under your product page. Run the software when  the installation has been comp leted as shown 

in Fig.8 and Fig.9. 

It is strongly recommended for the users to set th e Network Parameters through configuration tool first. Other device -specific 

configurations can later be carried out via user -friendly Web -Interface.  

 

Fig. 8 Windows configurat ion tool 

 

Fig. 9 Test assistant 

2.10.2. Hardware connection  

For fast networking of USR -M100 smart RTU, you need to prepare a PC, a router, a network cable, a serial cable, and a DC12V/1A power 

supply. The hardware connection is shown in Fi g.10. To establish a TCP / IP network all devices must be c onnected to the same network 

either locally or via gatewa y connections. 

https://www.pusr.com/support/downloads/H7-version-set-up-software.html
https://www.pusr.com/support/downloads/usr-tcp232-test-V13.html
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Fig. 10 Hardware connection  

Õ Connect the power line with the USR -M100 power input. If the power is properly supplied, the PWR  LED will show a solid red color. 

After the system is ready, the  WORK  LED will blink.  

Õ Connect one end of the Ethernet cable to the M100 s 10/100M Ethernet port and the other end of the cable to the same Ethernet 

network(same router or switch ).  

Õ Connect a serial data cable(USB to RS232 or RS485) between the USR-M100 and PC. Screwless push-in type connection for simple 

and easy connection.  

 

Fig. 11 Push in type connector  

2.10.3. Network configuration Step1  

The Broadcast Search function is used to locate all USR -M100 gateways that are connected t o the same LAN as your computer. Since 

the Broadcast Search function searches by MAC address and not IP a ddress, all M100 connected to the  LAN will be located, rega rdless 
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of whether or not they are part of the same subnet  as the host.  

Click Search to search for USR-M100 gateways. When your unit appears in the search results, you can click device to select it  and change 

the IP type to DHCH, save your change. Wait for  5s and search it again. 

 

Fig. 12 IP network setting  

When accessing the M100 gateway through the Web, the IP address of the M100 gateway and the PC must be in the same network 

segment. After changing the IP address of the M100 gateway, you can access the Web page  of the M100 gateway through browser and 

perform related configuration operations on it. The user name and initial password are both "admin".After entering the user name and 

password, click "OK" and the server will authenticate. A fter success, you will ent er the main page of the Web server, as shown in Fig.13.  

 

Fig. 13 The main interface of the Web server  

The IP address of the PC must be modified to ensure that it is in the same local area network as the IP of the M100 gateway if you wan t 

to connect M100 to PC di rectly via a net cable. The default IP address of M100 IO  gateway is: 192.168.0.7. Set the PC's IP address as: 

192.168.0.X (X is any valid value from 2 to 253 except 7). The specific Windows system operation page is shown in Fig.14. you can access 

the Web page of the USR-M100 gateway through browser as mentioned  above. 
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Fig. 14 IP setting of PC 

2.10.4. Data transmission test Step2 and 3  

You can select an operation mode in socket setting page, but for now we use d efault parameters to test, i.e TCP server. Now 

USR-TCP232-Test works as TCP client, you need configure the server IP  and port, that is 172.16.14.73:23 of USR-M100 gateway, the IP 

address of PC is 172.16.14.15. 

In the serial port setting module, you can con figure communication parameters for the serial ports RS485, as shown in the figure below. 

When configuring a serial network you need to set the  following within each device -Baud rate,Parity,Stop bits,Data bits and keep serial 

port parameters consistent in the same network. We now configure the COM Settings to operate as required for the M100 devices. Go 

to the Uart1 Settings tab for confirming va lues of parameters.  

Fig.15 shows an example of parameters setting to test transparent transmission.  

 

Fig. 15 Transparent transmission test  
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2.11. Reload factory settings button  

Press the Reload  button (inside a small hole) on the back pane l for 3 -15 seconds and then release or follow the procedure in Section 

3.1.9, to restore the USR-M100 gateway to the factory default settings.  

2.12. Technical support and assistance  

Please visit the USR IoT website: htt ps://www.pusr.com  where you can find  the latest information about the product.  

Contact your distributor, sales representative, or PUSR's support center:  

http:// h.usriot.com/index.php?c=fr ontTicket&m=sign  for technical support if you need additional assistance. Please have the  following 

information ready before you submit a ticket : 

 Product model 

 Description of your peripheral attachments  

 Description of your  software (firmware  version, application,function description, etc.) 

 A complete description of the issue and steps to reproduce  

https://www.pusr.com/
http://h.usriot.com/index.php?c=frontTicket&m=sign
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3. Configurat ion and parameter details  

3.1. Web interface  

The USR-M100 s user-friendly web configuration tool was designed specificall y to make configuration and  reconfiguration easy; no 

reconfiguration effort is required for the unchanged modules.  

Every USR-M100 Industrial IO gateway is equipped with a built -in web server in the firmware. Therefore, the device can be accessed by 

using a web browser for configuri ng by entering the device s IP address in the URL field of your web browser. An authentication will be 

required and you will have to enter the username (Default value is admin ) and password (Default value is admin ) for accessing the 

web interface as sh own in Fig. 16. This approach (web interface) for configuring your device is the most user -friendly. Please go to  its 

corresponding section for a detailed explanation.  

 

Fig. 16 Authentication Required for Accessing Web Interface  

3.1.1. Status  

After entering the correct user name and password and the authentication is successful, you will enter the main page of the Web, as 

shown in Fig.13. 
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Fig. 17 Overview  

The function of the device status part is to display some specific information of the current device, including sy stem, network, serial port, 

mqtt gateway and Edge computing status.  

Table 7  Overview status list  

Parameter Item Description  

Model name The name of th e gateway, which can be customized by the user on the "Miscellaneous settings" page.  

Firmware version The current software version of the gateway.  

Type The current hardware version of the gateway.  

Running time Total time after  the device start work. It will starts from 0 after reboot.  

OS Operating system.  

MAC address The MAC address of the gateway.  

Current netw ork type Which interface to access the internet, default WAN interface, that is ethernet port.  

Current IP address The IP address of the gatewa y. 

Cellular Network  The information  about cellula r network, via the info rmation, users can make an initial jud gement wh ether 

the cellular network is working properly.  

ICCID: If its blank, indicating that the USR-M100 can t check the sim card or there s not installation of the 

sim card. 

LTE IP Address: IP obtained from the operator s base station. 

DNS server: Used to t ranslate easy-to-remember dom ain names, such as www.pusr.com , into the 

corresponding IP address. 

Signal Value: The larger the value, the better  the signal. 

Signal Intensity: Another expression of signal strength.  

Network Type: Being used network standa rd. 

Connection Status: Whether  connect to the cellular network.  

Port status The working status of checked s erial port. Select the serial port currently to be displayed  

Conn Status A(ETH): connection status of socket A.  

IDLE:Initialization status 

LISTEN:When the module works as TCP Server, it is listening for connection access 

CONNECTING:Works as TCP client, the module  is establishing a connection to the TCP Server  

CONNECTED:Works as TCP server, the TCP connection to TCP server of the module has been established  

CONNECTED n :Number of TCP clients connected to the mo dule 

ERROR:The module is abnormally disconnecte d 

Tx Count A(ETH): To count how many bytes be send to internet.  

Rx Count A(ETH): To count how many bytes received from internet.  

MQTT Whether MQTT is enable 

Connection status  Shows the connection status to the MQTT broker.  

CONNECTING:the Smart I/O Controller is connecting to the MQTT broker  

CONNECTED:the Smart I/O Controller is connected to an MQTT broker  

ERROR:The module is abnormally disconnected due to  invalid MQTT protocol version, invalid client ID, 

http://www.pusr.com/


                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 22 

 

unavailable broker, invalid client credentials or unknown reasons 

Edge computing  Whether Edge computing is enable  

Connection status  Connection status of Edge computing.  

CONNECTING:the module is establishing a socket or mqtt connection  

CONNECTED:the socket or mqtt connection h as been established 

ERROR:The module is abnormally disconnected  

 

3.1.2. IP settings 

If using Ethernet port to connect  to the Internet, you must assign a valid IP address to the USR-M100 before it will work in your network 

environment. The IP address must be unique within the network. If t he device is connected to the Internet and should connect to other 

servers over the Internet to get some services suc h as Network Time Protocol (NTP) server, you will need to configure the DNS server 

in order to be able to resolv e the host name of the NTP server. The detailed description of the configuration parameters on this interface 

is shown in table 8.  

Users can choose the network method according to their needs  in netwo rk priority we bpage. The settings of c ellular network is in LTE 

Cat1 webpage. 

 

 

Fig. 18 Network we b page 

Table 8  Network configuration list  

Parameter Item Description  

Network  priority  EtherNET Only: Connect to the Internet  via ethernet  port(WAN) 

EtherNET: Prefer to use Ethernet port  for networking.  If Ethernet  port  is not available, switch to cellular network. 

LTE Cat1: Prefer to use cellular network  for networking.  If cellular network  is not available, switch to Ethernet  port. 

IP obtaining type  Click the drop-down menu to select the IP Address Setting mode: Static or DHCP.  If you choose DHCP, the rest of 

the options will be greyed out or disabled.  

DNS type Click the drop-down menu to select the DNS mode: auto or manual. If you choose auto, the DNS option s will be greyed 

out or disabled.  
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IP address IP address is a 32-bit address assigned to devices connected to the Internet. The IP address consists of two fields: 

the network number field (Net -id) and host number field (host -id). In order to facilitate the  management of IP 

addresses,IP addresses are divided into five categor ies: Class A, B, and C addresses are unicast addresses, Class D 

addresses are multicast addresses , Class E addresses are reserved addresses for future special purposes. The IP 

addresses currently in large numbers belong to three types of addresses: A, B, a nd C. 

Subnet mask The mask is a 32-bit number corresponding to an IP address. Some of these numb ers are 1, and the others are 0. The 

mask can divide the IP address into two parts: the s ubnet address and the host address. The part of the IP address 

corresponding to the 1 bit in the mask is the subnet address, and the other bits are the host address. T he mask for 

class A addresses is 255.0.0.0, the mask for class B addresses is 255.255.0.0, the mask for class C addresses is 

255.255.255.0. 

Gateway  The default gateway in the host is u sually called the default route. The default route (Default route) is the route chosen 

by the router when no other route exists for the destination address in the IP packet. All packets whose destination 

is not in the router's ro uting  table will use the de fault route.  

DNS The IP address of the DNS server. DNS Server part is where you can specify the IP Address of your Preferred DNS 

(Domain Name Server) and Alternate DNS. When the device uses a static IP address, the user is requi red to fill in this 

item, 8 .8.8.8(Google) will be a good choice. If a specific DNS server is not used, the default gateway IP address is 

generally sufficient.  

LTE Cat1 APN Name: A string that identifies a particular ser vice in the cellular netw ork usually provided by operator.  

Username: Usually provided by operator . 

Password: Usually provided by operator . 

DNS: Auto  means obtaining the DNS server from operator s base station. Manual  means the DNS server is 

user-defined. 

The configuration will sav e to f lash memory after clicking Save button. All configurations take effect after a system reboot.  

3.1.3. Serial port settings  

The serial port module includes: serial port parameter configuration, network parameter configuration. The main function of the gatewa y 

is to carry out two -way transparent transmission of standard serial bus data (RS -232, RS-485) and standard Ethernet data supporting 

TCP/IP protocol to solve common s erial equipment Networking problems on the Internet. The Port configuration page can conf igure the 

parameters of the seria l port and socket, as shown in Fig.19. Details on work mode connectivity protocols and its settings of USR -M100 

gateway are given in Chapter 4  Operation modes, this section will only focu s on the part of parameter descri ption. The description of 

the configuration parameters on this interface is shown in table 9 and table 10.  
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Fig. 19 Serial port configuratio n web page 

Table 9  Serial settings list 

Parameter Item Description  

Baud rate This sets the port s data transfer speed. Choices are from 600 230400. Set this to match the baud rate 

setting of the connected device. Default is 115200.  

Data bits This sets the number  of bits used to transmit one character of data. Choices are: 7 and 8. Set this to match 

the data bit setting of the conne cted device. Default is 8 (which is the default for the majority of serial 

devices). 

Parity bits This bit checks the integrity of the  transmitted data. Choices are: None, Odd, Even, Space, Mark. Set this to 

match the parit y setting of the connected device . Default is None (which is the default for the majority of 

serial devices). 

Stop bits This indicates that a character has been trans mitted. Set this to match the stop bit setting of the connected 

device. Choices are: 1 and 2. Default is 1 (which is the default for the majority of serial devices).  

Flow control  This allows you to choose how the data flow will be controlled. Choices are:  None(No Flow Control), or 

Xon/Xoff (Software Flow Control). Set this to match the flow c ontrol  setting of the connected d evice. Default 

is None. If Xon/Xoff is selected, the Xon and Xoff characters are 0x11 for Xon and 0x13 for Xoff. Note that these 

are hexadecimal numbers of ASCII characters (i.e., 0x11 = 1 and 0x13 = 3 ).  

Packing time Click the option to sent pack imm ediately by interval.  

Packing length  Click the option to sent pack immediately by size.  

The configuration will save to flash memory  after clicking Save button. All configurations take effect after a system reboot.  
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Fig. 20  Socket configuration web page  

Table 10  Operation modes settings list  

Parameter Item Description  

Working mode  USR-M100 gateway supports 5 different operation Modes which are TCP Server, TCP Client, and UDP,HTTP 

client and websocket. The operation Mode describes the r ole of  the device and the connect ion between the 

device and other remote devices in the network which would like to communicate with serial device on M100

s COM port.  

Maximum socket no.(TCP 

server only) 

This option specifies the maximum number of remote devices/clients (with maximum of 16 clients) that can 

be connected to the serial device on this COM port.  

Local port  This option specifies the port number that the T CP/UDP server should listen to. It is also used by the remote 

TCP/UDP client to connect t o the TCP/UDP server. The default  local port is 23. You can enter different port 

numbers in this option.  

Remoter server addr.  Please specify the IP address of the TCP/UDP server program on the remote host in this field. This should 

match the IP settings of the  TCP/UDP server program.  

Remote port  Please specify the port number of the TCP/UDP server program on the remote host in this field. Once again, 

this should mat ch the IP setting of the TCP/UDP server program.  

Timeout 

reconnection(TCP/UDP 

client) 

The default is disable. If you want to keep connection continually, you can disable it. Data idle Time is the 

time period for which the device waits for data. If the US R-M100 gateway does not receive data during 

established idle time(timeout), the USR -M100 gateway will disconnect temporari ly. When the data comes 

in, it will reconnect automatically. Users do not need to reconnect.  

Modbus polling  This option is selected when multiple modbus maters from Ethernet are polling the same serial port. Each 

serial port support s up to 16 simultaneous TCP connections allowing hosts to simultaneously 

transmit/receive data to/from the same serial port, USR -M100 gateway processes the data in the order 

arrived. The M100 gateway determines the end of the serial acknowledgem ent th rough a response timeout.  

Response timeout If the Modbus device does not receive a response within the time specified here, the communication times 

out. Valid settings are from 10  9999ms.  
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Modbus TCP exception

modbusTCP enabled  

This option is used to enable modbus exception checking. If selected, error messages (TCP exception codes) 

are generated if a problem (such as a message timeout) should occur during M odbus operations.  

SSL protocol Choose TLS/SSL data encryption protocol version  

Socket B Socket B supports 2 different operation Modes which are TCP Client, and UDP client, this socket is closed 

by default.  

The configuration will save to flash memory af ter clicking Save button. All con figurations take effect after a system reboot.   

3.1.4. Websocket server 

This function is that the gateway acts as a WebSocket server, and transparently transmits  the data received by the serial to the webpage 

in hexadecimal. The WebSocket server can also send data to the serial device at any time. It can also print log information. Pleas refer 

to system setting.  

 

Fig. 21 Websocket server  

3.1.5. MQTT gateway 

If you enable MQTT Broker as your northbound connection, the M100 gateway will be config ured as MQTT Client. In Client mode, you 

can setup MQTT broker basic settings, general topic settings, TLS  secure transmission, last will message , and advanced settings.  
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Fig. 22 MQTT connection profiles  

Table 11  MQTT basic setting 

Parameter Item Description  

Enable MQTT Turns MQTT gateway on or off.  

MQTT Version Select the mqtt protocol version. V3.1 and V3.1.1 are supported. 

Client ID The client ID defined the identifier of the USR -M100 Gateway. 

The IDs of the various MQTT clients have to be unique for the respective MQTT Broker. If two MQTT clients 

are using an identical ID, the connections of theses clients to the MQTT Broker are disconnected. For an 

individual client, there is no way to find out whether a specific client ID is already used by another client 

or not.  

Server address IP address or hostname of an MQTT broker.  

Remote Port  Port number of the MQTT broker.  

Keep alive interval The Keep Alive is a time interval measured in seconds.  It is the maximum time interval that the broker 

permits between when a clie nt finishes sending one MQTT pack et and starts to send the next.  

Re-connection time  Automatic reconnection when there are not data flow in the MQTT session in the setting time. If the time 

is set 0, this function does not take effect.  

Re-connection inte rval  Automatic reconnection inte rval after a fail network connection.  

Clean session Valid only for Qos1 and Qos2. When the clean session is checked, the client does not want a persistent 

session. If the client disconnects for any reason, all information and messages that are queued from  a 

previous persistent session are lost.  

When the clean session is unchecked, the broker creates a persistent session for the client. All information 

and messages are preserved until the next time that the client requests a  clean session. 

User name Username for authentication to the MQTT broker.  

Password Password for authentication to the MQTT broker.  

Last will The last will message is part of the  Last Will and Testament (LWT) feature of MQTT. The will message 

notifies other clients when a client disconnects ungracefully.  

https://www.hivemq.com/blog/mqtt-essentials-part-9-last-will-and-testament/
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SSL/TLS If you use a TLS connection, click the  SSL/TLS tab, select  Enable SSL/TLS, and then set 

the Protocol  parameter to  TLSv1.2 

 

 

Fig. 23 Topic to p ublish 

Table 12  Publish message setting 

Parameter Item Description  

Transmission mode Transparent transmission, just as its name implies,the gateway does not process any data, forward the 

data directly.  

Topic distribution,in this mo de users should define a topic na me when configuring the topic. After 

receiving serial port data, the device pushes it to the associated topics based on the topic name. Topic 

name and payload are separated by comma. For example, topic name, {"message": "He llo from USR-M100 

gateway"} as serial data. Different topics are allowed to have the same topic name. In this way, data is 

pushed to all topics with the same topic name.  

Custom mode, add topic, Qos(0,1,2), retain(ON,OFF) message before payload. After receiving the serial 

data, USR-M100 publishes the payload of the corresponding topic to cloud according to rules. This 

method can be used to publish any topic at any time. For example, awsiot/test,0,ON,{"message": "Hello  

from USR-M100 gateway"} as serial data.  

TOPIC string An MQTT topic is a UTF-8 string that the broker uses to filter messages for each connected client. To 

receive messages, the client must subscribe to the topic. A topic can have one or more topic levels. Each 

topic level is separated by a sl ash (Topic Level Separator). 

Binding Port  The MQTT topic is bound to the serial port number of the device. Any data from the COM Port1 of the 

gateway will send to all the TOPIC it bindings to.  

Qos QoS 0: at most once. In this case, the client publishes a  message to the broker only once.   

QoS 1: at least once. In this case, when a client publishes a message to the broker, the client expects the 

broker to acknowledge whether or not a client has received the message. If the publisher does not receive 

acknowledgement from the broker within a  preset time interval, it will republish the message again and 
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again until acknowledgment is received.  

QoS 2: exactly once. The MQTT protocol uses the confirmation of confirmations to ensure that a message 

is delivered exactly once.  

Retained message By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for the topic. 

Data values without Retain flag are only transferred from the MQTT Broker to those MQTT Subscribers 

that are registered  at the broker and have subscribe d to the appropriate topic in the moment when 

sending the data to the broker.  

IO control/Query  Used to reply for IO status to server  

 

 

Fig. 24 Topic to subscribe  

Table 13  Subscribe message setting  

Parameter Item Description  

Transmission mode The data printed to the se rial port can be set whether to carry the Topic  

Topic string  Same to Table 12 

Binding port  Same to Table 12 

QoS Same to Table 12 

IO control/Query  Used to Query IO status from server  

 

3.1.6. Edge computing  

The M100 gateway supports southbound fieldbus proto cols of Modbus RTU protocols. It also supports northbound MQTT/ Cloud 

protocols of MQTT Broker, TCP/UDP/HTTP in socket, AWS IOT, and Alibaba Cloud IoT Platform. The M100 gateway fulfills a differ ent role 

on each of its side s. Each role is determined by you r devices' settings. Therefore, set the role of each of your devices correctly.  
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Fig. 25 Edge computing enabled  

 

Fig. 26 Modbus slaves and datapoints configuration  

Table 14  Modbus RTU poll configuration  

Parameter Item Description  

Device name The Modbus slave device identifier , which is unique for the current gateway. The device name must be 

less than 30 characters in length, and can contain letters, digits, underscores (_).  

COM Port Which serial port the modbus slave device connected to. Selec t an option from the drop -down li st. 

Slave address Slave ID. Each slave in a network is assigned a unique identifier ranging from 1 to 255. When the master 

requests data from a slave, the first byte it sends is the Slave ID. When set to 0, the slave will respond to 

requests addressed to any ID.  

Polling interval  The interval at which data is collected. Modbus is a communications protocol with half -duplex 

transmission. Gateways send requests to collect data from devices. Therefore, you must specify the dat a 

collection interval. The unit i s millisecond. 
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If 60 milliseconds is required to collect the data of each property, the total time required to collect the 

data of all properties is calculated as follows:  

Total required time = Time required to collect the data of each property (60 ms)  Number of properties 

for the slave device.  

Modbus address mapping  This function is usually combined with register mapping to realize a single modbus command query in 

data query. 

Merger collection  This function is used whe n the register address of many da ta points are sequential  

Table 15  Data point(node) configuration  

Parameter Item Description  

Data point name  Identifier of the data point, which must be unique for the gateway.  The name must be 1 to 30 characters 

in length and can contain letters, digits, and unde rscores (_). 

Modbus function code  The Modbus RTU master supports the following Modbus functions: 1 Read Coils, 2 Read Discrete Inputs,3 

Read Multiple Holding Registers, 4 Read Input Registers. 

Register address The address of the register from which data will be read.  

Data type Defines how read data will be stored. See table 22. 

Response timeout If the Modbus device does not receive a response within the time specified her e, the communication times 

out. Valid settings are from 10  65535ms.  

Data report  The trigger of reporting data. Valid values:  

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the 

data point if the va lue changes more than X amount.  

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.  

Timer: Collect the variable data at the poll interval and report the data at the regular time.  

Register address mapping  This function is usually  combined with modbus address mapping to realize a single modbus command 

query in data query.  

Formula  Modbus register store only whole numbers. For this reason a scale factor often needs to be applied. For 

example a modbu s register with a temperature val ue may read as 723 and a multiplier of 0.1 need to be 

applied to get the correct value of 72.3 in the SCADA system,the formula is %s*0.1. If the data type is a 

Float then the multiplier is not needed. This computation suppo rts +, -, * and / operators.  
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Fig. 27 Transport channel and formatting  

Table 16  Data Query and report  

Parameter Item Description  

Communication channel  Select the channel in the socket type. You can choose TCP/UDP or HTTP in socket A of each serial 

port(socket1 or socket2), or MQTT you have added. 

Data query Whether data query from remote server or cloud is enable.  

Data set Whether data setting command from remote server or cloud is enable.  

Query or set type  You can choose Modbus RTU, Modbus TCP or JSON. Users can send the right format query command 

from remote modbus master or MQTT publisher to the M100 gateway. The data is retrieved from the 

device's cache of corresponding modbus instructions.  

Query or set Topic  Topic that used to query or set data from MQTT publish er. 

Response Topic Topic that re ply to the query or set data from MQTT publisher.  

Data report  The trigger of reporting data. Valid values:  

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the 

data point if the value changes more than  X amount. 

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.  

Timer: Collect the variable data at the poll interval and report the data at the regular time.  

Report Topic  Topic that used to repor t data to MQTT broker.  

Failure padding  Exception handling. Any data point did not get the response in response timeout will be filled with this 

string as key value into the template.  

Quotation mark  Numeric  values are quoted. It does not affect a string.   

Json template The payload format. Users can custom which data points should report to the server.  

 

3.1.7. IO settings 

USR-M100 gateway can support a number of Digital Input (DI), Digital Output (DO -Relays ), Analog Input (AI) ports. There are a few 

combinatio ns of I/O extension board  in develop. Because the I/O status of M100 is mainly displayed via Modbus protocol, the user has 
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to configure the Modbus  settings if the user wants to use the Modbus protocol. Fig .29 shows the parameter that must be set for the 

Modbus protocol that is the Modbus Slave ID.  

 

Fig. 28 IO control  

 

Fig. 29 IO function  

Table 17  IO function  

Parameter Item Description  

Slave address This field allows the user to configure the Modbus identification (ID), The Modbus slave ID is set  to the 

default value of 100. It can be the integer number from 1 to 247.  

Register  The I/O status will be displayed at the starting address given in this field.  

E.g. The DI status will be mapped to the address set here. The default starting address is 1 which will be 

mapped to DI chan nel number 0. The successive DI channels will have the incremental Modbus address 

based on this starting address, i.e. DI1 will have the Modbus address of 2.  

Timer1-6 Currently, two actions are supported: device restart a nd DO control  
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Restart Hold Whether the DO output status remains after the restart  

DO action configuration  No action,default value.  

Hold: keep the triggering status in the specified time, and back to the previous status, single trigger  

Flip: keep the tri ggering status in the specified t ime and then flip, periodic trigger  

DI filter time  By setting the filtering time, the device will automatically filter the waveform jitter of the DI interface, 

thereby eliminating the detection error caused by clutter.  

The filter time defaults to 10ms, an d the setting range supports 10~65535ms.  

 

3.1.8. Cloud service 

Please refer to USR-M100 Quick Start Guide with AWS IoT  for detail.  

Please refer to USR-M100 Quick Start Guide with PUSR cloud  for detail.  

3.1.9. System setup 

ü System setting  

This system setting tab includes several system level settings, such as device name, websocket, system log, user name and p assword. 

Most of these settings a re optional.  

 

Fig. 30 System settings 

Table 18  System settings list  

Parameter Item Description  

Host name  The name of the device, up to 32 cha racters,can t be null  

Websocket port  Websocket server listen port NO. Range 1-65535 

Websocket direction  Click the drop -down me nu to select websocket mapping direction: UART or Log.  

Webserver port  Web server listen port NO. Range 1-65535 

User name The user name of web console and can be modified. up to 16 characters,can t be NULL 

Password  The password of web console and can be  modified. up to 16 characters,can t be NULL 

UART cache Click the option to enable serial buffer. By default, USR -M100 will empty its serial buffer when a new TCP 

connection is established. This means that the TCP applicat ion will not receive buffered ser ial data during 
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a TCP link breakage. To keep the serial data when there is no TCP connection and send out the buffered 

serial data immediately after a TCP connection is established, you can disable this option.  

Restarting without data  This function is us ed for the gateway without any data transmission or reception for a long time, and the 

gateway automatically restarts. If the re start time is set between 0 and 59 seconds, this function does not 

take effect. Only when the t ime is set to be greater than or equal to 60 seconds, the restart function of the 

device without data will take effect.  

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.    

ü management 

In management page users can perform some system operations on the M100 gateway, including restarting, restoring factory 

configuration, and upgrading. It is recommended that users use it with caution. Improper operation may damage the gateway.  

 

Fig. 31 Module management  

A. Restart 

This functio n is used to restart the gateway by software. Before the gateway is completely restarted, the device does not work and cannot  

forward any data packets. This restart is different from the hardware reset of power -on restart, but the gateway system software i s reset, 

just like the "warm restart" of the windows operating system. Once a new setting is changed, you can use the Save funct ion to accept 

the changes. You will need to reset the device to save the settings to flash memo ry. Click on "restart" Button, th e page pops up a prompt 

box, click "OK".  

B. Restore factory defaults  

This function is used to restore the gateway to the factory settings and automatically restart the gateway at the same time. Before the 

gateway restarts suc cessfully, the device does not wo rk and cannot forward any data packets. This function is to restore the factory 

default configuration value once the user sets t he wrong parameter and causes the gateway to work abnormally. Click the "Restore 

factory defaul ts" button, and a prompt box will  pop up on the page. Click "OK". 

C. Firmware upgrade 

USR IoT continually upgrades its firmware to add new features and optimize performance. Please contact the sales to obtain th e latest 

version of the firmware. Before upgradi ng the firmware, please make sure  that the device has a reliable power source that will not be 

powered off or restarted during the firmware upgrading process(ple ase be patient as this whole process might take up to 1 -2 minutes). 

Copy the new firmware file  to your local computer. Note tha t the firmware file is a binary file with .bin  extension. Before updating the 
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firmware, make sure that your host s Network domain is as same as the gateway.  

Next, click Select the file  button as shown in Figure to find  and choose the new firmware file . Then, click "Flashing the firmware" button 

to start the firmware upgrade process. After the progress bar in the page is read, the software upgrade is completed. Please wait until 

the uploading process is finished (the amo unt of time varies depending on t he equipment used).  

Finally, the device will then proceed to restart itself. In most cases, you might require to re -configure your device.  

3.2. Configuration software  

3.2.1. Discovering your gateway  

After you start configuration soft ware, if the USR-M100 gateway is already connected to the same gateway as your PC, the device can 

be accessed via broadcast packets. Users can search all the USR-M100 gateways on the network and show them on the Deivce List Area 

of the utility. Please select the right Ethernet adapter(Dev ice menu) if you did not see any gateway.  

 

Fig. 32 Searching 

3.2.2. Network setting  

Sometime the USR-M100 gateway might not be in the same subnet as your PC, therefore, you will have to use this utility to locate it in 

your environment. To configure each device, first c lick to select the desired device (default IP:192.168.0.7) in the list of configuration utility, 

and then change the IP address to avoid any IP address conflict with other hosts on your LAN, save your change.  
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Fig. 33 Changing network settings  

3.2.3. Reboot the device  

This function is available to allow you to reset the gateway. The function disconnects both the ethernet and serial connectio ns. The 

function also allows the gateway to save new configuration settings to flash memory. To re set the device: 

1. Right-click a desired device to display the settings menu.  

2. Select Reboot.  

Press the Reboot button and the system will give a reset respons e.  

 

Fig. 34 Reboot the device  

3.2.4. Restore to factory default settings  

The configuration utility provides  the function to restore the gate way to factory default settings. If you really want to restore the gateway 

to factory default settings, please click restore factory button to continue. As shown in Fig.34.  
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3.2.5. Open web server  

Users can visit the web server of the gateway conveniently with con figuration tool. Select the device you want to visit and right click,then 

click External web config ,you will open the web serve r with default browser such as Google Chrome. As shown in Fig.34.  

4. Operation mode s 

The USR-M100 gateway provides various operatio ns: TCP Server/ Client mode, UDP mode, HTTP mode and Websocket mode. The main 

difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient  to send an 

acknowledgement to the  sender. UDP does not require thi s type of verification, making it possible  to offer speedier delivery. UDP also 

allows unicast or multicast of data to only one IP or groups of IP addresses. Detailed descriptions of each operation are provided in 

following  sections. After choosing the pro per operation mode in this chapter, refer to Chapter 3 for  detailed configuration parameter 

definitions.  

4.1. TCP Server 

4.1.1. Properties  

In TCP server mode, the TCP connection is initiated from the host to the  USR-M100 gateway. This operation mode supports a maximum 

of 16 simultaneous connections for each serial port on the gateway fro m a single or multiple hosts. After the connection is established 

between the gateway and the r emote host computer (remote TCP c lient) , data can be transmitted in both directions. The serial port on 

the device will forward requests from all remote connected hosts(Ethernet) to the serial device immediately and reply to all remote 

connected hosts onc e it receives data from the seria l device.  

The default operation mode of USR -M100 is the TCP Server mode. Fig.35 shows an example of configuration setting for T CP Server 

working mode under the Uart1 socket tab. You can configure other serial ports in the same way.  

 

Fig. 35 TCP server work mode 

Please follow the following steps to configure connection settings of the work mode for Uart1 port.  

1. Click on the Uart1  tab on the menu frame on the left side of Web UI to go to Uart1 page as shown in Fig.35.  

2. For Serial Settings on the Port configurati on page, please go to Section 3.1.3.  

3. Click on the Socket tab in this page, select TCP Server in the working mode options. The local ports of different serial ports must be 

different . After receiving network data, t he device determines which serial port the data is sent to based on the local port. For example, 

the default port number of the first serial port (Uart1) is 23, the default port number of the second serial port (Uart2) is 26, and so on. 
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4. After finishing con figuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save 

all the chang es that you have made. All configurations take effect after a system reboot.  

Fig.36 shows an example of test in this mode. By s electing the TCP Server work mode, a TCP client program on a remote host computer 

should be prepared to connect to USR -M100. Server IP is IP address of USR-M100, server port is local port of USR-M100. In this case, 

IP address of USR-M100 is 172.16.14.73. 

 

 

Fig. 36 Host initiating TCP connection  
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4.1.2. Multihost setting  

 

Fig. 37 Maximum socket connection  

Maximum connection is usually used when the user  needs to receive data from different hosts simultaneously. The factory default allows 

8 connec tion at a time. This option speci fies the maximum number of remote devices/clients (with maximum of 16 clients) that can be 

connected to the serial device on this COM port. And users can define the behavior when the connection established exceed the  

maximum. 

Kick: when the connection exce eds the maximum number, actively kick out the oldest connection(first in first kick out).  

Keep: when the connection exceeds the maximum number, keep the old connection and reject new connections.  

4.2. TCP Client  

4.2.1. Properties  

When the working mode of this device  is TCP Client, the remote device must work in TCP Server mode, and its IP address and port number 

must be configured, which can be configured in the corresponding options of the network connection. The local port number ca n be 

ignored and no configuration  is required. USR-M100 supports SSL (TLS v1.0 or v1.2) data encryption in this operating mode.  

Fig.38 shows an example of confi guration setting for TCP Client working mode under the Uart1 socket page. You can configure oth er 

serial ports in the same way. There are additional connection settings that can be configured as shown in Fig.38.  
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Fig. 38 TCP client work mode  

Please follow the following steps to configure connection settings of the work mode for Uart1 port.  

1. Click on the Uart1  tab on the menu frame on th e left side of Web UI to go to Uart1 page as shown in Fig.38.  

2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.  

3. Click on the Socket tab in this page , select TCP Client in the workin g mode options. Please specify the Destination IP address and 

port number of the TCP server program on the remote host. This should match the IP settings of the TCP server program. The de fault 

local port number is 0, M100 w ill assign a random TCP Port. 

4. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to  save 

all the changes that you have made. All configurations take effect after a system reboot.  

Fig.39 shows an example of test in  this mode. By selecting the TCP Client operation mode, a TCP server program on a remote host 

computer should be prepared to accept a connection request from the device. In this case,Host IP address is 172.16.14.15.  
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Fig. 39 M100 initiating TCP connection  

4.2.2. SSL/TLS 

If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User can 

select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authenticatio n, server certificate authenticat ion and 

bidirectional certificate authentication.  

 

Fig. 40 SSL/TLS encryption 

4.2.3. Transient connection  

This connection, called  transitory  due to its short -lived nature . If the serial port or network port receives none data within the setting time, 

the connection will  be automatically disconnected. The gateway used to send serial device data back to a control room or a cloud 

application need t o open a remote connection before they can transfer the serial data. When the transmission is c ompleted, the gateway 

should imme diately close the connection. Without support for flexible connection control, you would need to spend extra time handling 

connections at the central site or cloud application.  

TCP transient connection is used primarily to  save server resources. Fig.41 shows an example of configuration setting for transient 

connection in TCP Client working mode under the socket page.  
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Fig. 41 Transient connection  

4.3. UDP Server 

4.3.1. Properties  

User Datagram Protocol (UDP) is a faster and more efficient t ransport protocol than TCP but it  is a connectionless transport protocol, 

it does not guarantee the delivery of network datagram. In UDP mode, you can unicast or multicast data from the serial device  to one 

or multiple host computers, and the serial device  can also receive data from one o r multiple host computers. Please beware that even 

though UDP provides better efficiency in terms of response time and resource usage, it does not guarantee data delivery. It is 

recommended to utilize UDP only with cyclic p olling protocols where each reque st is repeated and independent, such as Modbus 

Protocol.  

When the working mode of the device is UDP server, the remote device must also work in UDP mode. You only need to specify the  Local 

Port that USR-M100 should listen to. In UDP server mode, serial port data is always sent to the last peer UDP device(IP and port) that 

communicates with the USR -M100, and the USR-M100 can record  the IP and port number only after the peer UDP device sends data 

to the USR-M100 first. 

Fig.42 shows an example of configuratio n setting for UDP Server mode under the Uart1 socket page. You can configure other serial ports 

in the same way.  

 

Fig. 42 UDP server work mode  

Please follow the following steps to configure connection settings of the operation mo de for Uart1 port.  

1. Click on the Uart1  tab on the menu frame on the left side of Web UI to go to Uart1 page as shown in Fig.42.  

2. For Serial Settings on the Por t configuration page, please go to Section 3.1.3.  

3. Click on the Socket tab in this pa ge, select UDP Server in the working mode options.  

4. Local Port specifies the local port number for UDP server mode on M100 which it will be listening to and it can be any number  between 

1 and 65535. The local ports of diffe rent serial ports must be differe nt. After receiving network data, the device determines which serial 

port the data is sent to based on the local port.  

5. After fi nishing configuring the working Mode, please scroll down to the bottom of the page and click on  "Save & Apply" button to save 

all the changes that you have made. All configurations take effect after a system reboot.  

Serial port data is firstly sent to the preset destination IP/domain name and Destination port. After receiving a UDP packet,  the system 
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updates the destination IP add ress and port number, and sends the data back to the latest IP address and port number. In this case, IP 

address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15. 

 

Fig. 43 UDP transmission test 

4.4. UDP Client 

4.4.1. Properties  

When the working mode of the devic e is UDP client, the remote device must also work in UDP mode. M100 supports remote IP address 

and port verification. After verification is enabled(OFF), the M100 only communicates with the destination port of the destin ation IP 

address. If the data is not  from this channel, the M100 will discard the data. If verification is disabled(ON), M100 does not filter the data 

of the destin ation IP address and destination port. Fig.44 shows an example of configuration setting for UDP  Client mode under the Uart1 

socket page. You can configure other serial ports in the same way.  

 

Fig. 44 UDP client work mode  
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Please follow the following steps to configure connection settings of the UDP client mode for Uart1 port.  

1. Click on the Uart1  tab on t he menu frame on the left side of  Web UI to go to Uart1 page as shown in Fig.44.  

2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.  

3. Click on the Socket tab in this page, select UDP Cli ent in the working mode options.  

4. Please specify the Destination IP address and port number of the UDP program on the remote host. Local Port specifies the loc al 

port number which socket A will be listening to and it can be any number between 1 and 65535. The local ports of different seri al ports 

must be different. After receiving network data, the device determines which serial port the data is sent to based on t he local port. Note 

that typically the port number that is larger than 1024 is recommended to a void conflicting with the well -known port numbers. You should 

match this setting with the remote UDP program. Note that this number is usually called destination port in the remote UDP pr ogram.  

5. After finishing configuring the working Mode, please scroll d own to the bottom of the page and  click on "Save & Apply" button to save 

all the changes that you have made. All configurations take effect after a system reboot .  

Fig.45 shows an example of test in this mode. In this case, IP address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15. 

 

Fig. 45 UDP client test  

4.4.2. UDP multicast 

UDP also allows multicasting of  data to groups of IP addresses . A multicast is a packet sent by one host to multiple hosts. In multicast 

mode, each host that belongs to a specific mul ticast group will receive multica st packets for that group. For a host to be configured as 

a multicast receiver over the Internet, the must inform the routers on  its LAN. The Internet Group Management Protocol (IGMP) is used 

to communicate group membership  information between hosts and ro uters on a LAN. The USR-M100 Series supports IGMP version 2. 



                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 46 

 

 

Fig. 46 USR-M100 #1 UDP multicast setting 

 

Fig. 47 USR-M100 #2 UDP multicast setting  

Fig.48 shows an example of test in this mode with two M100s.  
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Fig. 48 UDP multicast transmissio n test 

4.5. HTTP Client 

4.5.1. Properties  

When the operation mode of this device is Httpd Client, users need to specify the remote httpd server's address, port, method a nd other 

parameters. The device will submit the serially received data to the httpd server in the form of GET or POST. At the same time, the data 

sent by the httpd server can be transparently transmitted to the serial port.  

Fig.49 shows an example of configuration setting for HTTP Client working mode under the Uart1 socket page. You can configure other 

serial ports in the same way.  

 

Fig. 49 HTTP client mode 

Please follow the following steps to configure connection settings of the work mode for Uart1 port.  

1. Click on the Uart1  tab on the menu frame on the left side of Web UI to go to Uart1 page as shown in Fi g.49.  

2. For Serial Settings on the  Port configuration page, please go to Section 3.1.3.  

3. Click on the Socket tab in this page, select Httpd Client in the working mode options.  

4. The HTTPD method needs to fill in the  correct URL path, and select the  GET or POST method as needed. 
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5. Fill in the HTTPD request header as needed.  

6. Fill in the HTTPD address, that is, the address of t he HTTP server, which can be an IP address or a domain name (the ability to connect 

to foreign countries is required).  

7. Fill in the HTTPD port number. The default local port number is 0, M100 will assign a random TCP Port.  

8. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button  to save 

all the changes that you ha ve made. All configurations take effect after a system reboot.  

4.5.2. HTTPS 

If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User can 

select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authentication, server certificate authentication and 

bidirectional certificate authentication.  

 

Fig. 50 SSL/TLS encryption 

4.6. Websocket server 

When the operation mode of this device is WebSocket server, the use r needs to specify the main param eters such as listening port, 

forwarding direction. This function is that the gateway acts as a WebSocket server, and transparen tly transmits the data received by the 

serial to the WebSocket client in hexadecimal format. Th e WebSocket server can also forwa rd data to the serial device at any time. This 

operation mode supports a maximum of 16 simultaneous connections for any serial port on the gateway from a single or multiple  hosts. 

1. Click on the system setting  tab on the me nu frame on the left side of Web UI to go to system setting page as shown in Fig.51.  

2. Fill in the WebSocket server listening port number,default 6432.  

3. Select UART1 in websocket direction. 

4. For Serial Settings on the Port configuration page, please go to Section 3.1.3.  



                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 49 

 

 

Fig. 51 Websocket server setting  

5. Click on the websocket to serial tab,browser will connect to the websocket server of M100 automatically.  

 

Fig. 52 Browser as websocket client to connect M100  

Fig.53 shows an example of test in this mode.  
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Fig. 53 Data transmission test  

5. Virtual COM port  

Traditional SCADA and data collection systems rely on serial ports (RS -232/485) to  collect da ta from various kinds of instruments.  Virtual 

COM ports on host computer allows remote access o f serial devices over TCP/IP network that work s like local native COM ports. Since  

USR-M100 gateway enable network  operation of instruments equipped with an RS -232/485  communication port, your  SCADA and data 

collection system will be able to access all ins truments connected to a  standard TCP/IP network, regardless of whether the instruments 

are used locally or at a remote  site.  

To enable Virtual COM on host compu ter, you will require a VCOM software to emulate the COM  port. For Windows operating system, 

a software utility called VCOM is supported by PUSR to be used for this purpose.  

This function is useful with devices such POS terminals, Bar Code Readers, Serial printers, etc. since it allows you to use s oftware that 

was written for pure serial communicat ion applications.  

Download the s oftware from PUSR s website: 

https://www.pusr.com/support/downloads/VCOM_Setup_exe.html  

Execute the VCOM program, click quick -install to install program files in the default directory, or select an alternative location. The  

Installing window reports the pr ogress of the installation.  
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Fig. 54 Install wizard 1 

 

Fig. 55 Install wizard 2 

Once the installation of the package is finished a start screen displays. Click start to conclude the process and launch the VCOM software.  
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Fig. 56 VCOM overview 

5.1. TCP Server Application with Vir tual COM  

Virtual COM on host computer allows remote access of serial devices over TCP/IP networks through Serial/IP Virtual COM  

ports that work like local native COM ports.  This section will provide the procedure to enable  Virtual COM (VCOM) on Windows based 

PC. Please follow the steps described here to configure your Virtual COM application.  

1. If the gateway is running in TCP Server Mode (recommended), the VCOM utility on the host computer should be configured as the  

TCP client connecting to the gateway. T he characteristic of this mode is that the IP address of the host can be changed (usually 

automatically assigned by the router),  and the IP address of the gateway must be fixed.  

 

Fig. 57 TCP server mode in USR-M100 
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Fig. 58 New Virtual COM connection  

2. Select one COM port  as the Virtual COM port before proceeding as shown in Fig.59. Note that if a COM port number is used by other 

application or your operating system, you can not select it.  

 

Fig. 59 Select one COM port  

3. After selecting the virtual COM ports, please enter the IP Address of the gateway with the specified Port Number. The Port Number 

here is the Local Listening Port for the gateway which is s pecified in the Local Port field of Fig.60. In this case, IP address of USR -M100 

is 172.16.14.12. 
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Fig. 60 Virtual COM port mapping  

4. Click new to add the Virtual COM11. Click client COM11 on the left side of VCOM panel to check the status. If status become conn ected, 

the process is completed.  

 

Fig. 61 Virtual COM11 status 

5.2. TCP Client Application with Virtual COM  

1. If the gateway is running in TCP Client Mode, the VCOM utility on the host computer should be configured as the TCP server waiting 

for a gateway to connect to the  host computer. The feature of this mode is that the IP address of the computer cannot be chang ed, but 

the IP address of the gateway can be changed (which can be automatically assigned by the router).  
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Fig. 62 TCP client mode in USR-M100 

 

Fig. 63 New Virtual COM connection  

2. Select one COM port as the Virtual COM port before proceeding as shown in Fig.64. Note that  if a COM port number is used by other 

application or your operating system, you can not select it.  

3. After selecting the virtual COM ports, please  enter the speci fied Port Number. This Port Number is the Destination Port of the gateway. 
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Fig. 64 Virtual COM port m apping 

4. Click new to add the Virtu al COM12. Click client COM12 on the left side of VCOM panel to check the status. If status become connected, 

the process is completed.  

 

Fig. 65 Virtual COM12 status 

5.3. Enable RFC2217 through Virtual COM 

Enabling this function allows  users to use customized RFC2217 commands on the network to dynamically modify the serial port's baud 

rate, data bits, stop bits, and parity bits. This function is only allowed when the working mode is TCP Server and TCP Client.  Note that 

this protocol is used to change the serial port pa rameters of USR-M100. In this case, IP address of USR-M100 is 172.16.14.34. 
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Fig. 66 RFC2217 enabled 

 

Fig. 67 enable RFC2217 in VCOM 

When we change serial parameters in Virtual COM port 1, we can see these parameters have took effect in serial port of USR-M100. 
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Fig. 68 Synchronizing serial port parameters  

5.3.1. PUSR customized RFC2217 protocol 

Table 19  Com Port Control commands  

Name Header Baud rate Serial parameter  definition  Sum check 

Length(bytes) 3 3 1 1 

Description  Fixed 

Big endian, 

e.g. 

600 00 02 58  

Data bits/stop bits/parity 

bits setting.  

AS shown in the table 20 

below 

Check sum of 4 bytes  of baud 

rate and serial parameter 

definition, retain the least 

significant byte      

115200,N,8,1 55 AA 55 01 C2 00 03 C6 

9600, N,8 ,1 55 AA 55 00 25 80  03 A8 

Table 20  Serial parameter definition  

Bit Position Function  Value  Description  

1:0 Data bits 10 7 Data bits 

11 8 Data bits  

2 Stop bits 0 1 Stop bits 

1 2 Stop bits 

3 Parity bit enable  0 disable the parity bit  

1 Enable the pari ty bit  

5:4 Parity bit type  00 ODD  

01 EVEN  

10 Mark 

11 Space 

7:6 undefinition  00 Please write 0 
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6. Modbus TCP/RTU gateway 

Modbus is one of the most pop ular automation protocols in the world, supporting traditional RS -232/485 devices and recently developed 

Ethernet devices. Many industrial devices, such as PLCs, DCSs, HMIs, instruments, and meters, use Modbus as their communicati on 

standard. In industrial applications, the most common protocol conversion is Modbus  RTU to Modbus TCP conversion, and it is usually 

required when legacy devices such as meters, mostly using Modbus RTU, need to be integrated with SCADA systems, mostly using 

Modbus TCP.  

Most mode rn PLCs and host computers support Modbus TCP over Ethernet. In order to access di screte Modbus  RTU devices for data 

collection and control, they can rely on the M100 Modbus gateway.  

6.1. Ethernet masters with serial slaves  

When the host computer or PLC is Modbus TCP Master, the Modbus TCP function must be enabled, the remote device must wo rk in 

Modbus RTU Slave mode. The M100(TCP Server mode) supports Modbus TCP with up to 16 simultaneous connections. The serial 

interface supports both RS -232 and RS-485, selectable through software. Each serial port can be connected to one RS -232 serial device, 

or to 32  RS-485 serial devices. When connected with more than one RS485 devices,please refer to section 7.5 for bus collision 

detection.  

 

Fig. 69 Ethernet masters with multiple serial slaves  

The device supports multiple hosts to query data from the slave in Q&A mode. Please select modbus polling functi on as shown in Fig.70. 

When USR-M100 gateway does not receive a response from the serial port a fter a response timeout, the device replies with an 

acknowledgement and then processes the next host request.  

When you need to use long frame data frequently or have high data transmission requirements, please adjust the baud rate and lengthen  

the sending interval appropriately to prevent the slow serial port from causing messy codes or packet loss.  
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Fig. 70 Modbus TCP master settings  

Open the Modbus Poll and Modbus Sla ve software, go to "Connect" -> "Connect", and the connection parameters are confi gured as 

follows, in this case, IP address of USR-M100 is 172.16.14.12.  

 

Fig. 71 Modbus emulator settings(Ethernet master and serial slave)  

6.2. Serial master with Ethernet slave  

Many HMI (Human Machine Interface) systems use a serial interface to connect to a disc rete DCS (Data Control System). However, many 

DCSs are now Ethernet-based and operate as a Modbus TCP server device. The M100 Modbus gateway can link a serial -based HMI to 

distributed DCSs over an Ethernet network.  

When the host computer or HMI is Modbus RTU Master, if the remote device work in Modbus TCP Slave mode, the ModbusTCP function 

must be enabled. The M100(TCP Client mode) supports only one Modbus TCP slave.  
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Fig. 72 Serial master with one Ethernet slave  

 

Fig. 73 Modbus TCP slave settings 

Open the Modbus Poll and Modbus Slave software, go to "Connect" -> "Connect", and the connection parameters  are configured as 

follows, in this case, IP address of USR-M100 is 172.16.14.12, host IP address is 172.16.14.15. 

 

Fig. 74 Modbus emulator settings(serial master and Ethernet slave)  
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6.3. Serial master with serial slaves 

When the HMI is Modbus RTU Master, all M100 must enable or disable ModbusTCP function at the same time, the remote device mus t 

work in Modbus  RTU Slave mode. The M100 supports up to 16 simultaneous TCP connections.  

 

Fig. 75 Serial master with multiple serial slaves  

If there are more than one serial m asters in RS485 network, users should select modbus poll function and configure response timeout 

in Fig.76. please refer to section 7.5 for bus collision detection.  

 

Fig. 76 Modbus RTU master settings  
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Fig. 77 Modbus RTU slave settings 

 

Fig. 78 Modbus emulator settings(serial master and serial slave)  

6.4. Serial master via virtual COM with serial slaves 

When the host computer is Modbus RTU master, if we use VCOM , the Modbus TCP function must be disabled, the remote device must 

work in Modbus RTU Slave mode. 
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Fig. 79 New virtual COM port mapping  

 

Fig. 80 Mapping a virtual COM port  
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Fig. 81 Virtual COM port mapping details  

 

Fig. 82 Serial device settings 

 



                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 66 

 

Fig. 83 Modbus emulator settings(serial master and serial slave)  

6.5. Modbus poll with serial heartbeat packet  

When the M100 is Modbus RTU Master, the serial device work in Modbus RTU Slave mode, the ModbusTCP function must be disabled. 

M100 works in TCP server mode, it supports up to 16 TCP connections .  

 

Fig. 84 Modbus RTU master Settings 

 

Fig. 85 Serial heartbeat packet as modbus command  



                                                          User Manual 

Your Trustworthy Industrial IoT Partner                                                                       www.pusr.com 67 

 

 

Fig. 86 Modbus response transparently transmission  

7. Advanced features  

7.1. Packing mechanism 

Serial to Network Packet Delimiter : Packet delimiter is a way of packing data in the serial communication. It is designed to keep packets 

intact. USR-M100 provides two types of deli miter: Time Delimiter, Maximum Bytes Delimiter. Note that the following delimiters (time, 

length) when they are selected are programmed in the OR logic. Meaning that if any o f the two conditions were met, the device would 

transmit the serial data in its bu ffer over the  network. 

 

Fig. 87 Data packing mechanism  

Packet time: USR-M100 will transmit the serial data in its buffer when the specified time interval has reached and no more serial data 

comes in. The default value is calculated automatically based on the baud  rate. If the automatic value results in chopped data, the timeout 

could be increased manually by specifying a larger value in the text box above. Note that the maximum inter val is 255 milliseconds. This 

option is disabled by default.  
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The optimal Interval timeout  depends on the application, but it must be at least larger than one -character interval within the specified 

baud rate. For example, assuming that the serial port is set to 1200 bps, 8 data bits, 1 stop bit, and no parity. In this cas e, the total  number 

of bi ts needed to send a character is 10 bits (included 1 start bit), and the time required to transfer one character is (10 (bits )/1200 

(bits/s))*1000 (ms/s) = 8.3 ms. Therefore, you should set the Interval timeout  to be larger than 8.3 ms. Roun ding 8.3 ms  

to the next integer would give you 9 ms. Which can be set as your interval timeout.  

Packet length : USR-M100 will transmit the serial data in its buffer when the specified length in the unit of bytes has  reached. If you would 

like USR-M100 to queue the data until it reaches a specific length ,the data length can be configured for 1 to 1460 bytes.  If the data length 

(in bytes) matches the configured value, the data wi ll be forced out.  Set to 0 if you do not need to limit the length.  

7.2. Heartbeat packet 

Network heartbeat packet : The M100 gateway sends a heartbeat packet regularly to notify the server that it is active and maintains a 

normal network connection with the server.  This function  is only allowed when the working mode is UDP and  TCP Client. 

Serial heartbeat packet: The M100 gateway notifies the serial device it is active via packet, and this packet can also be used to actively 

capture sensor data.  

Heartbeat packet  only works in no data traffic in the setting direction. There are no data coming from serial p ort or internet in heartbeat 

interval. 

 

Fig. 88  Serial heartbeat packets  
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Fig. 89  Network heartbeat packets  

7.3. Registration packet  

This function is only allowed when the working mode is UDP and TCP Client. The content of the registration packet can be up t o 40 bytes 

long. Users can choose to display this content in hexadecimal format or ASCII format.  

Once connected : The registration pack et is only sent once when the network  connection is established;  

Prefix of DATA: The registration pack et is filled in front of the serial  port data every  time the serial port sends data to the network;  

 

Fig. 90  Registration packet type  
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Fig. 91  Registration packet method  

7.4. Socket B 

Socket B supports TCP Client and UDP Client. Socket B and Socket A share the registration packet and heartbeat packet. When Socket 

B initiates a connection, it uses a random local port number to connect to the target server.  

 

Fig. 92  Socket B operating mode  

7.5. Rs485 bus detection  

If RS485 bus is in the receiving state, M100 can not output data  to serial port to achieve the 485 bus anti -conflict function.  

Idle time: the interval time when M100 is allowed to send data to RS485 bus after the receiver is idle. The value ranges from  0 to 65535 

(ms). Default value: 10. This parameter is mandatory.  
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Fig. 93  RS485 bus detection  

7.6. Serial Printer setting  

USR-M100 gateways transform any serial device into an Ethernet -capable device that can be used in a network. These gateways allow 

serial devices such as a print er, control mechanisms or control systems to be used in a network without relying on the serial port of a 

computer for connectivity. This way, any serial device can be connected to the network and the internet and accessed from any where. 

Sharing a printer among coworkers in the same physical office can be implemented with a gateway that does not need to offer security 

or authorization capabilities.   

The M100 gateway, features a Serial Printer option which functions in similar fashion to the Serial Printer o ption in the (COM) Ports dialog 

box. This option allows the associated TCP port to  be identifie d as a serial printer connection. The connection does not consume a user 

license, is restricted to output only, and filters out the end -of-document marker correctly.  In this case, IP address of USR-M100 is 

172.16.14.12.  

 

Fig. 94  Serial printer opti on 
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Fig. 95  Serial printer setting wizard 1  

 

Fig. 96  Serial printer setting wizard 1  
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Fig. 97  Serial printer setting wizard 1  

 

Fig. 98  Serial printer setting wizard 1  

7.7. NTP 

If M100 is connected to th e internet or to a local NTP server, the Date/time can be set  automatically by enable NTP funct ion. If this option 

is chosen, the default value cn.ntp.org.cn  should be shown in the NTP server field. User can select a proper  Time Zone from the 

dropdown box. If the M100 device is connected to the Internet and should get NTP server over  the Internet,  you will need to configure 
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the DNS server in order to be able to resolve the host  name of the NTP server.  

 

Fig. 99  NTP settings 

7.8. SNMP 

The Simple Network Management Pr otocol (SNMP) is used by network management software to monitor devices in a netwo rk, 

to retrie ve network status information of the devices, and to configure network parameters of the devices.  

To make the device s information available for public viewing/editing, you can enable the SNMP function by checking the  Enable box. 

The supported SNMP Version:v1/v2c.The default SNMP Community Strings (or passphrases) is admin .  

 

Fig. 100  Enable SNMP agent 

Table 21  PUSR OID list 

Item OID 

IP address .1.3.6.1.2.1.4.20.1.1.172.16.14.12 

Subnet mask .1.3.6.1.2.1.4.20.1.3.172.16.14.12 

Gateway  .1.3.6.1.2.1.4.21.1.1.172.16.14.12 
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Firmware version .1.3.6.1.2.1.12.1.0 

Hardware version .1.3.6.1.2.1.12.2.0 

RAM usage .1.3.6.1.2.1.12.3.0 

CPU usage .1.3.6.1.2.1.12.4.0 

Preferred DNS .1.3.6.1.2.1.12.5.0 

Alternate DNS .1.3.6.1.2.1.12.6.0 

 

 

Fig. 101  SNMP test 

8. MQTT gateway 

Although the MQTT protocol has been around for nearly three decades, the design of the  protocol makes it ideal for IIoT (Industrial 

Internet of Things) applications, the latest tr end in automation engineering. This is particularly true for applications that str ess active 

notification,  in which devices provide data only when needed, as opposed to passive notification,  in which devices are polled at regular 

intervals. MQTT s broker/client design  eliminates the need for all devices in the system to be online at  the same tim e. The clients (i.e., 

devices  or things ) communicate directly with the broker, which plays the role of  middleman to pass messages back and forth between 

clients.  

8.1. Basic settings 

When configuring the  Broker information,Client ID,  Host, and Port are already filled in by default. You can also modify it by yourself based 

on the actual  Broker information.  We will use Free Public MQTT Server provided by EMQX Cloud as the MQTT server  address for quick 

testing. You can configure KeepAlive,  Clean Session, Auto Reconnect, MQTT Version, etc. 


























































































































