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1. Introduction

1.1. Overview

The USR-M100 is an intelligent 10T I/O gateway with com prehensive functions like on-board I/O support and RS -485/232/Ethe rnet/4G
interface, is an advanced modular RTU product with a unique hardware and software design, making it an ideal solution for a variety of
industrial data acquisition applications.

The USRM100 has a unique mechanical design that reduces the amount of ti me required for installation and removal, simplifying
deployment and maintenance. In addition, the USR -M100 supports Modbus RTU Master protocol for retrieving field site serial data from
serial meters and also supports OT/IT protocol conversion.

With the ability to convert between multiple protocols, USR -M100 can convert the collected I/O and serial data to protocols suitable for
different upper -level software. For example, cloud service via MQTT, SCADAVvia Modbus TCP, web server via HTTP, and more. This
two-in-one design reduces system complexity, the amount of space required in the network topology, and over all installation time. You
can also connect your legacy devices to Ethernet, ther eby increasingt he lifetime of the devices since you can continue usi  ng the devices

original protocols.

Model USRM100-ETH USRM100-EAU

Ethernet Port a a

Cellular Network None LTE Catd

Region Gloable Europe, Asia, Africa, Oceania, Brazil
Band frequency / LTE FDD: B13/5/7/8/20/28

LTE TDD: B38/40/41
WCDMA: B1/5/8
GSM/GPRS/EDGE: 850/900/1800

Extended Modules None a

1.2. Features

A High-performance CPU processing ability,using 32-bit Arm Co rtex-M7 core CPU, up to 400MHz frequency

A Provides remote serial access over the Int ernet for industrial serial devices

A 10/100Mbps Ethernet port and supp ort Auto MDI/MDIX

A Built-in 15KV ESD serial port protection

A Supports a wide industrial operating temperature, -40 ~85

A Baud rate: 0.6~230.4 Kbps, and any baud rate setting, support None, Odd, Even, Mark, Space Parity bit

A Flexible serial port data framing pac king, which can satisfy user s various demands for data pac kets segmentation
A Versatile operation modes: TCP Server, TCP Client, UDP, HTTP client, Websocket server

A Support virtual COM USR-VCOM(windows)

A Modbus Ethernet -to-Serial support (Modbus/TCP, Modbus/R TU) for seamless integration of serial Modbus devices
A Provides rich configuration access, including: Windows configuration tool, and Web Browser

A Firmware upgrading via Web Browser and Wind ows configuration tool

A High security via certificate verification S SL/TLS encryption for serial data transmission,HTTPS,TCPS,MQTTS

A Support modbus RTU master,edge computing, modbus gateway,MQTT gateway
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A Support SNMP V1/V2¢c
A Support on board I/O for analog inp ut(2 Al), digital input(2 DI), digital output(SSR relay,2 DO), expandable with I/O modules
A Support 2 RS485 serial port, the fi rst one can also be RS232
A Cloud support: MQTT via AWS IOT, Microsoft Azure, Thingsboard, Alibaba Cloud, EMQX, Tuya,Cumulocity loT and so on

WWW. pUSK.com

Your Trustworthy Industrial 10T Partner




'.KCD USR IOT

Be Honest, Do Best ! User Manual _

2. Get started

Since the USR-M100 is connected through a T CP/IP network, you may need to know some basic facts about networking in order to
connect the server correctly. Specifications and dimensions are not provided in this manual. Please refer t o datasheet for more

information.
2.1. |Installation

You can choose wheth er to plug in the other peripheral ports at this pointord o it later depending on the actual location of the device

or level of comfort for performing such operation.

2.1.1. DIN-Rail mounting
The USRM100 has a uniqgue mechanical design that reduces the amount of time required for installation and removal. In fact,
screwdrivers and other tools are not required for any part of the hardware installation, including mounting the deviceona DIN  -rail, as
well as connecting the wiring for both communication and I/O sign  al acquisition. Furthermore, no tools are required to remov e the
USR-M100 from a DIN-rail. Removing all of the modules from a DIN -rail is also easy using the latch and release tab.
O  Position the rear panel of the device directly in front of the DIN -Rail, making sure that the top of the clip hooks over thetop of th e
DIN-Rail , as shown in Fig.1. Push up the the release tab towards the bottom of the DIN -Rail until the the mounting clip snaps i nto

place.

ALLATION

SUPPORT DIN-RAIL & PANEL INSTALLATION

Clip positioning hole

Clip positioning hole

Fig. 1  DIN-Rail mounting and wall mounting

O  If you want to re move the device from DIN -Rail. Pull down the release tab with your finger and then remove the module from the
DIN-Rail.
® NOTE: Disconnect all connections, including Ethernet, serial, and po wer cables, from the device before removing the device from

the DIN rail.
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2.1.2. Wall mounting

The wall mounting option provides bett er shock and vibration resistance than the DIN -Rail vertical mount.

(@]

Locate the installation site and place the device againstthe wall. Use the wall mount plates as a guide to mark the locations of the
screw holes.

O  Drill two holes over the 4 marked locati ons on the wall. Insert the wall sinks into the walls.

O Insert the screws(M3 size) into the wall sinks then tighten the screw to en hance stability, see the following Fig.1.

2.2. Serial port

The USR-M100 supports 2 serial ports, 1 RS232/485 and 1 RS485, and adopts Spring-type terminal. The serial port pin assignments are
shown in Fig.2. When connecting up Modbus devices via an RS485 network they should be daisy chained together, and a dual twisted
pair cable are recommended. The connections should be kept the same throughout the network: positive to positive, and negative to
negative. These may sometimes be labeled up as A and B. The maximum length of the serial network cannot exceed 1200m regardless

of boosters and repeaters.

O

®
'

Ethernet Port

C\

v}
v}
v}
v}
v}
[+
]
o]
*]
o]
o]

- ~e Serial Port

”
in an

Reload

PP PP

DI
DC 9~36V

Power Supply Al

<]
2
a
a
2|
a
q
a
4]

Fig.2 USRM100 interfaces

2.3. /O interfaces

USR-M100 s equipped with two 11-pin Terminal blocks that are used for I/O interfaces. The pin assignments of terminal block ares  hown

in table 1. The PIN assignments are also marked on the device s nameplate, in order to avoid confusion.

Tablel  Terminal pin assignments

Terminal blockl Definition Terminal block2 Definition
DO1 NC | Relay Output 1 normal close A | COM 2 RS485 A
DO1 COM Relay Output 1 Common B COM 2 RS485 B
DO1 NO Relay Output 1 Normal open G COM 2 Ground
DO2 NC Relay Output 2 normal close DI1 DC Digital Input 1
DO2 COM Relay Output 2 Common COM Digital Input 1 Common
DO2 NO Relay Output 2 norm al open DI2 DC Digital Input 2
TX COM 1 RS232 TX COM Digital Input 2 Common
RX COM 1 RS232 RX All Analog Input 1
Your Trus G COM 1 Ground COM Analog Input 1 Common
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2.3.1. /O specifications

Table 2 I/O specification

‘ Inputs

DI channels 2
Input Type Dry/Wet contact
Wet contact On:91t0 36 VDC
Off: 0to 2 VDC
Digital inputs
Dry contact On: close
Off: open
Range 9-36V DC
Input filter time Software configurable,10~65535ms
Quantity 2
Type Differential input
Analog inputs Resolution 16 bit
Range 4~20mA current
Accuracy 1% FSR
Quantity 2
Type
Form C SSR Relay
AC Contact Current 10A / 277V AC at resistive load, NO
Rating 5A / 250V AC at resistive load, NC
Digital outputs
DC Contact Current 10A / 28V DC at resistive load
Rating
Operating time 10 ms max.
Release time 5ms max.
Mechanical Endurance 10000000 operations

2.3.2. 1/O wiring

The left picture in Fi g.3 shows an example of digital input (DI) dry contact in which the digital input channel is controlled by a switch that
is wired to the COM pin of the DI port. An external DC power(9~36V) is suppli ed this external circuit via the wiring of DI pin and the  switch.
The position of switch and power supply can be interchanged.

The right picture in Fig.3 shows an example of digital input (DI) wet contact in which the digital input channel.

Dry contact Wet contact
L
I | T
F gg| oy ] @ |0
A — i ? ™ 1@ ||| DI-
Power supply range 9~36VDC
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Fig. 3  Dry/Wet cont act wiring

ON State LED ON OFF State LED OFF
sl Readback as 1 Readback as 0
Relay ON Relay Off
Cﬁﬁg’é’c — 08 ||| com — 08 | || com
‘Tao— 106 | || DIx T > 08 | || pIx
Relay Close Relay Open
Voltage > 9V Voltage <2V
TTL/CMOS | Logic Power Logic Power
Logic Logic Level Low D@ COM Logic Level High D@ COM
>—— 068 | || bix >——o/0S | || DIx
Open Collector On Open Collector Off
NPN - -+
IH0S | || com M 08 | || com
Output
mF 06 | || Dix mr 0S | || DIx
Open Collector On Open Collector Off
PNP " +
IH0& | || com =08 | || com
Output
Elq] 0& | || Dix ore £ 0& | || pix
Fig. 4 DI wire connection
Output Type ON State LED ON OFF State LED OFF
Relay ON Relay OFF
Relay S [ [ v || = 08 | [|rux No
k= oS | |[rRLx com 08 | |[rLx com

Fig. 5 DO wire connection

; | lan
= _@ B[ |AGND

Fig. 6  Alwire connection

NOTE:

All DI channels should be configured to dry contact or wet contact in the same time

wire range:28~16 AWG(0.2~0.1 mn¥), strip length 10mm

2.3.3. Modbus address mapping table

The internal register map of USR-M100 field controller node is the data map of digital input and output and analog input module.
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Table 3 10 modbus address

Data points M100/ 10 Start address Register Function Attribute Data type Default status
module address code
DO 1 USRM100 0000 00001 0x1,0x5,0xF Write/read uint8 NC
DO 2 USRM100 0001 00002 0x1,0x5,0xF Write/read uint8 NC
DO 3 IO Module 0002 0003 0x1,0x5,0xF Write/read uint8 NC
I IO Module § F 0x1,0x5,0xF | Write/read uint8 NC
DI 1 USRM100 0000 10001 0x2 read uint8 0
DI 2 USRM100 0001 10002 0x2 read uint8 0
DI 3 IO Module
All 100 0000 30001 0x4 read float32(ABCD) 0
Al 2 100 0001 30003 0Ox4 read float32(ABCD) 0

2.4. Power supply

The USRM100 I/O gateway provides 2-pin power supply input terminal. The power supply supportanti -reverse protection. Power supply
range: 9 36VDC.

2.5. Ethernet RJ45 interface

The 10Base T/100Base-TX adaptive Ethernet RJ45 interface suppor ts automatic MDI/MDIX connect ion, refer to Fig.7 below for the pin
distribution of the RJ45 interface.
Link LED: green color. Lights(steady on) when the module is connected to a network.

Activity LED: orange color. Blinks when network data is transmitted through the port.

87654321
Fig. 7  RJ45 with light

Table 4 Ethernet pin assignment s

Pin number Signal name
1 - Send data+(TD+)
2 Send data-(TD-)
3 Receive data+(RD+)
6 Receive data-(RD-)
4,5,7,8 Unused
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2.6. Cellular Network
The USRM100can also connecttot he Internet via4G/3G/2G cellu lar networ k. It s very convenient for usersto run the projectsthat there

are not Ethernet networks. Using cellular networ k, the 4G antennais needed and a sim card should be in stalled in the slot. Push the side

panel to the other side and you will see the SIM card slot . Open the slot, install the sim card and lock the slot.

WWW. pUSK.com
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Note: SIM card installation requires the USR-M100 to be powered off.
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]| =
H | sim “"J
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2.7. Extended modules
The USRM100 supports to extend the I/O ports using extension I/O modules. The USR-M100 supports up to 6 extension I/O modules
and can be expanded to a maximum of 50 I/ O ports. There are 5 different types of extension modules available for selection : 4DO+4DI,

4A1+4DO0O, 8DO, 8D, 4Al+4A0.

Power Input Range DC12~24V DC12~24Vv DC12~24V DC12~24V DC12~24V

Number of DI 4 0 0 8 0

Number of Al 0 4 0 0 4

Number of DO 4 4 8 0 0

Number of AO 0 0 0 0 4

Type of Al / Current / / Current

Signal range of Al / 4~20mA / / 4~20mA

\Voltage range of DI 9~36V / / 9~36V /

Type of DO Relay Relay Relay / /

Capability of DO 3A 3A 3A / /

Type of AO / / / / Current / Voltage

Signal range of AO / / / / 4-20mA
0~10V

Communication port  |[RS485 RS485 RS485 RS485 RS485

Support extendable a a a a a
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2.8. LED indicators

The USRM100 smart RTUprovides LED indicators to monitor the device working statuswith acomprehensive simplified troubleshooting,

the LED indicator behaviors are defined below.

Table 5 LED indicators

LED name status description
POW Steady on Power supply is normal
Off No power supply or abnormal power supply
WORK Blinking Powerison and th e deviceisready. Systemis booted up and
running
NET Blinking Ethernet WAN connect ion
Steady on 4G LTE network connection
off No network
DATA Blinking Serial port is transmitting data
DO1 Steady on Light on, the ch annel output is activated
DO2 Steady on Light on, the chan nel output is activated
DI1 Steady on Light on, the chan nel is activated by input signal
DI2 Steady on Light on, the channel is activated by input signal

2.9. Factory default settings
The USRM100 remote IO module comes with the f ollowing default settings.

Table 6 Default parameters

Parameter Default Values
User Name admin

Password admin

Device IP address 192.168.0.7
Subnet Mask 255.255.255.0
Gateway IP 192.168.0.1
COM port 115200,None,8,1
COM operation mode TCP server,23
MQTT Disable

Edge computing Disable

2.10. Quick test

USRM100 has a built-in Web server, which provides a convenient way to access and configure the remote IO module. Users can use
Edge , Firefox or Google browser to access it. This ¢ hapter is a quick introduction to the USR-M100 smart IO gateway. Itis recommended
that users read this chapter and follow the instructions once for the system, and you will have a basic understanding of the product. For

specific function details and instr uctions, please refer to the su bsequent chapters.

2.10.1. Download the software

Download the setting software from PUSR s website:
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-version-set-up-software.html

https://mww .pusr.com/support/downloads/usr -tcp232-test-V13.html

You may find it in the download section under your product page. Run the software when  the installation has been comp leted as shown

in Fig.8 and Fig.9.

It is strongly recommended for the users to set th e Network Parameters through configuration tool first. Other device

configurations can later be carried out via user -friendly Web -Interface.

-specific

DPaity  |NONE >

@ Open

Eeov Options
[~ Receive to file
[~ add line return
[V Receive As HEX
[~ Receive Pause

Save Clear

Send Options
[~ Data from file .
[~ huto Checksum
[~ Auto Clear Input
[~ Send As Hex

[~ Send Recycle

£ USR-MXX V101 - o x
Device  FR3C
DevicelP  DeviceName. MAC Ver  Web
Basic Set
1P Type: static 1P -
ModuleStaticlP:
e —
Save
Search
®
/4% USR 0T
Be honest, Do best
Fig. 8  Windows configurat ion tool
%% USR-TCP232-Test RS232 to Ethernet Convert tester — O x
File(F) Options(Q) Help(H)
~COMSetting ~COM part data receive Metwiork data receive —MetSetting:
Portium [COMT =] (1) Frotocal
Bauh 115200~ TCP Server hd
[2) Local host [P

DataB | Bbit hd
[3] Local hast part
Stops | 1bit hd 8234

|172.1ﬁ .14 .15

@ Listening

Reor Optiens
I~ Receive to file
I~ 4dd line return
¥ Receive As HEX
I~ Receive Panse

Save Clear

Send Options

|~ Data from file ...
I~ Aute Cheoksum

I Aute Clear Input
™ Send As Hex

I~ Send Recycle

2.10.2. Hardware connection

i USE Technology Ca., http: //en. usr.
Interval [1000 ms i:d‘“ echnology Lo - P ffem. usr. o - Interval |mnn ms
Load. Clear Load .. Clear
& Ready! | Send: 0 | Recv:0 Reset | [& Ready! [ Send: 0 [ Recv: 0 Reset
Fig. 9 Test assistant

For fast networking of USR -M100 smart RTU, you need to prepare a PC, a router, a network cable, a serial cable, and a DC12V/1A power

supply. The hardware connection is shown in Fi g.10. To establish a TCP / IP retwork all devices must be ¢ onnected to the same network

either locally or via gatewa y connections
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Fig. 10 Hardware connection

O  Connectthe power line with the USR -M100 power input. If the power is properly supplied, the  PWR LEDwill show a solid red color.
After the system is ready, the WORK LED will blink.

O  Connectone end of the Ethernet cable to the M100 s 10/100M Ethernet port and the other end of the cable to the same Ethernet
network(same router or switch ).

0

Connect a serial data cable(USB to RS232 or R485) between the USR-M100 and PC. Screwless push-in type connection for simple

and easy connection.

2 e,

_J

l
Fusi]

Fig. 11 Push in type connector
2.10.3. Network configuration Stepl

The Broadcast Search function is used to locate all USR -M100 gateways that are connected t o the same LAN as your computer. Since

the Broadcast Search function searches by MAC address and not IP a ddress, all M100 connected to the LAN will be located, rega rdless
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of whether or not they are part of the same subnet as the host.
Click Search to search for USR-M100 gateways. When your unit appears in the search results, you can click device to selectit and change

the IP type to DHCH, save your change. Wait for 5s and search it again.

£ USR-MXX V1.0 - o x
Device FRIZ
DevicelP  DeviceName MAC Ver  Web

Basic Set.

IP Type: TEL es— ()

ModuleStaticlP:  192.168.0.7
SubnetMask;  |255.255.255.0

Gateway: 192.168.0.1

Save m—— (3)

Search

]

$C USR 10T

e honest, Do best

Fig. 12 IP network setting
When accessing the M100 gateway through the Web, the IP address of the M100 gateway and the PC must be in the same network
segment. After changing the 1P address of the M100 gateway, you can access the Web page of the M100 gateway through browser and
performrelated configuration operations on it. The user name and initial password are both "admin".After entering the user name and

password, click "OK" and the server will authenticate. A fter success, you will ent er the main page of the Web server, as shown in Fig.13.

> Status
> Network
5 Port Model Name USR-M100
> Gateway Firmware Version v1.015
> Cloud Service Type H7
> System Run Time Oday: Ohour: Tmin
os RT-Thread
MAC Address D4-AD-20-38-A4-58
IME; 860053054780122
SN 00403422060800268382
Current Network Card Type EtherNET

System Time 2023-01-13 145313

Ethernet

Local IP Address 172161473
Preferred DNS Server 192.168.0.1

Alternate DNS Server 223555

Cellular Network

I€CID
LTE IP Address

Preferred DNS Server

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 13 The main interface of the Web server
The IP address of the PC must be modified to ensure that it is in the same local area network as the  IP of the M100 gateway if you wan t
to connect M100 to PC directly via a net cable. The default IP address of M100 IO gateway is: 192.168.0.7. Set the PC's IP address as:
192.168.0.X (X is any valid value from 2 to 253 except 7). The specific Windows system operation page is shown in Fig.14. you can access

the Web page of the USR-M100 gateway through browser as mentioned above.
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Internet KRR 4 (TCP/IPv4) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IF address automatically
(®) Use the following IP address:

IP address: | 192,168 . 0 . 100 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: |192.168. 0 . 1 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 192 168 . 0 . 1 |

Alternate DNS server: | 114,114 . 114 . 114 |

[validate settings upon exit Advanced...

Cancel

Fig. 14 IP setting of PC

2.10.4. Data transmission test Step2 and 3

You can select an operation mode in socket setting page, but for now we use d efault parameters to test, i.e TCP server. Now
USR TCP232-Test works as TCP client, you need configure the server IP and port, that is 172.16.4.73:23 of USR-M100 gateway, the IP
address of PC is 172.16.14.15.

In the serial port setting module, you can con figure communication parameters for the serial ports RS485, as shown in the figure below.
When configuring a serial network you need to setthe following within each device -Baud rate,Parity,Stop bits,Data bits and keep serial
port parameters consistent in the same network. We now configure the COM Settings to operate as required for the M100 devices. Go
to the Uartl Settings tab for confirming va lues of parameters.

Fig.15 shows an example of parameters setting to test transparent transmission.

§# USR-TCP232-Test RS232 to Ethernet Convert tester

- o x
B8 File) Options(Q) Help(H)
- COMS ting COM port data recef Network data recei Netsetting
Pottium [COM3 | | [itep: 2/en usr o [Receive from 172.16.14.73 © 23] (1) Protosel
bt tp: //en nsx o \Jinen USR Technology Co., Led TCF Client -
b [115200 ] http: //en. us Tinan USR Technology Co., Ltd
DPaly [NONE <] | [nter:/ren uar o Tinan USR Technolozy Eo., Ltd [ESere
\Tinan USR Technology Co., Ltd 172.16 .14 .73
Dats BB+
(2) Server Part
Stop |1t = 22
@ Close @ Discomnect,
= Reor Options
I Receive to file
sy [ Add lins return
S I Recsive As HEX
Pause
=
[ Auto Clear Input
[~ Send As Hex %
ocallos ort 6683
Erer— Locallost|172.16 .14 .15 Port
aterval [T000 ms | [Tinen W Tachualosy ., http: //sn. usr. on Interval [ii00
Interval |1000 Ted Send Send ntery: 1000 m=
Load Cleer Load Clear
e S < *-* O [ e e ] 6 bt S | Rer® Al

Fig. 15 Transparent transmission test
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2.11. Reload factory settings button
Pressthe Reload button (inside a small hole) on the back pane | for 3-15 seconds and then release or follow the procedure in  Section
3.1.9 to restore the USR-M100 gateway to the factory default settings.

2.12. Technical support and assistance

Please visit the USR loTwebsite: htt ps://www.pusr.com where you can find the latest information about the product.

Contact your distributor, sales representative, or PUSRs support center:

http:// h.usriot.com/index.php?c=fr ontTicket&m=sign for technical support if you need additional assistance. Please have the following

information ready before you submit a ticket :
Product model
Description of your peripheral attachments
Description of your software (firmware version, application, function description, etc.)

A complete description of the issue and steps to reproduce
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3. Configuration and parameter details

3.1. Web interface

The USRM100 s user-friendly web configuration tool was designed specificall y to make configuration and reconfiguration easy; no
reconfiguration effort is required for the unchanged modules.

Every USRM100 Industrial 10 gateway is equipped with a built -in web server in the firmware. Therefore, the device can be accessed by
using a web browser for configuri ng by entering the device s IP address in the URL field of your web browser. An authentication will be
required and you will have to enter the username (Default value is  admin ) and password (Default value is admin ) for accessing the
web interface as sh own in Fig. 16. This approach (web interface) for configuring your device is the most user -friendly. Please go to its

corresponding section for a detailed explanation.

@ 172161473 x + aQ _ 8

o

< C B @ maeun > ® % &

Fig. 16 Authentication Required for Accessing Web Interface

3.1.1. Status

After entering the correct user name and password and the authentication is successful, you will enter the main page of the Web, as

shown in Fig.13.

J‘% USR 10T Be Honest Do Best !
2 co o Expart of kil laT 3 | Engiish
et

> Status

> Nework

& o Model Name USR-M100

> Gateway Firmware Version vi01s

> Cloud Service Type L

> System Run Time Oday: Ohour: Smin

0s

MAC Address

IME!

SN

Current Network Card Type

System Time

RT-Thread

D4-AD-20-38-A4-58

B60059054780122

00403422060800268382

EtherNET

2023-01-13 14:56:53

Ethernet

Local IP Address

Preferred DNS Server

Alternate DNS Server

172161473

192.168.0.1

223555

Cellular Network

I€CID

LTE IP Address

Preferred DNS Server
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Fig. 17 Overview
The function of the device status partis to display some specific information of the currentdevice, includingsy  stem, network, serial port,
mgqtt gateway and Edge computing status.

Table 7 Overview status list

Model name The name of th e gateway, which can be customized by the user on the "Miscellaneous settings" page.
Firmware version The current software version of the gateway.

Type The current hardware version of the gateway.

Running time Total time after the device start work. It will starts from 0 after reboot.

(O Operating system.

MAC address The MAC address of the gateway.

Current netw ork type Which interface to access the internet, default WAN interface, that is ethernet port.

Current IP address The IP address of the gatewa y.

Cellular Network The information about cellular network, via the information, users can make an initial jud gement wh ether

the cellular network is working properly.

ICCID: If its blank, indicating that the USR-M100 cant check the sim card or there s not installation of the
sim card.

LTE IP Address: IPobtained from the operator s base station.

DNS server: Used to translate easy-to-remember dom ain names, such as www.pusr.com, into the
corresponding IP address.

Signal Value: The larger the value, the better the signal.

Signal Intensity: Another expression of signal strength.

Network Type: Being used network standard.

Connection Status: Whether connect to the cellular network.

Port status The working status of checked s erial port. Select the serial port currently to be displayed

Conn Status A(ETH): connection status of socket A.

IDLE:Initialization status

LISTEN:When the module works as TCP Server, it is listening for conne ction access
CONNECTING:Works as TCP client, the module is establishing a connection to the TCP Server
CONNECTEDWorks as TCP server, the TCP connection to TCP server of the module has been established
CONNECTED n :Number of TCP clients connected to the mo dule

ERROR:The modué is abnormally disconnecte d

Tx Count A(ETH): To count how many bytes be send to internet.

Rx Count A(ETH): To count how many bytes received from internet.

MQTT Whether MQTT is enable

Connection status Shows the connection status to the MQTT broker.
CONNECTING:the Smart I/O Controller is connecting to the MQTT broker
CONNECTED:the Smart I/0O Controller is connected to an MQTT broker

ERROR:The module is abnormally disconnected due to invalid MQTT protocol version, invalid client ID,
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unavailable broker, invalid client credentials or unknown reasons

Edge computing Whether Edge computing is enable

Connection status Connection status of Edge computing.
CONNECTING:the module is establishing a socket or mqtt connection

CONNECTED:the socket or mqtt connection h as been established

ERROR:Tie module is abnormally disconnected

3.1.2. IP settings

If using Ethernet portto connect to the Internet, you must assign a valid IP address to the USR-M100 before it will work in your network
environment. The IP address must be unig ue within the network. If t he device is connected to the Internet and should connect to other
servers over the Internet to get some services suc h as Network Time Protocol (NTP) server, you will need to configure the DNS server
inorder to be able to resolv e the host name of the NTP server. The detailed description of the configuration parameters on this interface

is shown in table 8.

Users can choose the network method according to their needs in netwo rk priority we bpage. The settings of ¢ ellular network isin LTE

Catl webpage.

[\E. USR 10T
T Communication Expert of Industrisl loT
NET Configuration
Overview
1P Configuration of WAN Port
> Port
Network priority m LTE Catl
> Gateway
> Cloud Service
Method of IP Obtaining  DHCP/AutolP
> System

IP Address | 72161473

Subnet mask 2652552550

Gateway | 17218141

Preferred DNS Server | 1414 114714

Alternate DNS Server 8888

SavesApply

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 18 Network we b page
Table 8 Network configuration list

Network priority | EtherNET Only: Connect to the Internet via ethernet port(WAN)
EtherNET: Prefer to use Ethernet port for networking. If Ethernet port is not available, switch to cellular network.

LTE Catl:Prefer to use cellular network for networking. If cellular network is not available, switch to Ethernet port.

IP obtaining type | Click the drop-down menu to select the IP Address Setting mode: Static or DHCP. If you choose DHCP, the rest of

the options will be greyed out or disabled.

DNS type Clickthe drop-down menuto selectthe DNS mode: auto or manual. If you choose auto, the DNS option s will be greyed

out or disabled.

Your Trustworthy Industrial 10T Partner WWW.pusr.com




®
'.K USR IOT
Be Hlonest. D Biest ! User Manual [

IP address IP address is a 32-bit address assigned to devices connected to the Internet. The IP address consists of two fields:

the network number field (Net -id) and host number field (host -id). In order to facilitate the management of IP
addresses, P addresses are divided into five categor ies: Class A, B, and C addresses are unicast addresses, Class D
addresses are multicast addresses, Class E addresses are reserved addresses for future special purposes. The IP

addresses currently in large numbers belong to three types of addresses: A, B, a nd C.

Subnet mask The mask is a 32-bit number corresponding to an IP address. Some of these numb ers are 1, and the others are 0. The
mask can divide the IP address into two parts: the s ubnet address and the host address. The part of the IP address
corresponding to the 1 bit in the mask is the subnet address, and the other bits are the host address. T he mask for
class A addresses is 255.0.0.0, the mask for class B addresses is 255.255.0.0, the mask for class C addresses is

255.255.255.0.

Gateway The defaultgateway in the hostis u sually called the default route. The default route (Default route) is  the route chosen
by the router when no other route exists for the destination address in  the IP packet. All packets whose destination

is not in the router's ro uting table will use the de fault route.

DNS The IP address of the DNS server. DNS Server part is where you can specify the IP Address of your Preferred DNS
(Domain Name Server) and Alternate DNS. When the device uses a static IP address, the user is requi red to fill in this
item, 8.8.8.8(Google) will be a good choice. If a specific DNS server is not used, the default gateway IP address is

generally sufficient.

LTE Catl APN Name: A string that identifies a particular ser vice in the cellular netw ork usually provided by operator.
Username: Usually provided by operator .

Password: Usually provided by operator .

DNS: Auto means obtaining the DNS server from operator s base station. Manual means the DNS server is

user-defined.

The configuration will sav e to flash memory after clicking Save button. All configurations take effect after a system reboot.

3.1.3. Serial port settings
The serial port module includes: serial port parameter configuration, network parameter configuration. The main function of the gatewa vy
is to carry out two -way transparent transmission of standard serial bus data (RS -232, RS485) and standard Ethernet data supporting
TCP/IP protocol to solve common s erial equipment Networking problems on the Internet. The Port configuration page can conf  igure the
parameters of the seria | port and socket, as shown in Fig.19. Details on work mode connectivity protocols and its settings of USR -M100
gateway are given in Chapter 4 Operation modes, this section will only focu s on the part of parameter descri ption. The description of

the configuration parameters on this interface is shown in table 9 and table 10.
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ion Expert of Industrial loT 3 | English

UART TO NET
Overview
Data transmission parameter configuration
P Config SETTING
a
Uart
Uart2
Baud rate 115200 (600~ 230400)bps
Websocket
Data bits. B ~ bit
> Gateway
> Cloud Service Party  hone v
> System

Stopbits 1 ~
Flowetrl  NONE
UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 0~255)ms
Sync Baudrate(RFC2217) oN v

Enable Usrt Heartbeat [

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 19 Serial port configuratio n web page

Table9  Serial settings list

Baud rate This sets the port s data transfer speed. Choices are from 600 230400. Set this to match the baud rate

setting of the connected device. Default is 115200.

Data bits This sets the number of bits used to transmit one character of data. Choices are: 7 and 8. Set this to match
the data bit setting of the conne cted device. Default is 8 (which is the default for the majority of serial

devices).

Parity bits This bit checks the integrity of the transmitted data. Choices are: None, Odd, Even, Space, Mark. Set this to
match the parit y setting of the connected device . Default is None (which is the default for the majority of

serial devices).

Stop bits This indicates that a character has been trans mitted. Set this to match the stop bit setting of the connected

device. Choices are: 1 ard 2. Default is 1 (which is the default for the majority of serial devices).

Flow control This allows you to choose how the data flow will be controlled. Choices are: None(No Flow Control), or
Xon/Xoff (Software Flow Control). Set this to match the flowc ontrol setting of the connectedd evice. Default
is None. If Xon/Xoff is selected, the Xon and Xoff characters are 0x11 for Xon and 0x13 for Xoff. Note thatthese

are hexadecimal numbers of ASCII characters (i.e., 0x11 =1 and 0x13 = 3).

Packing time Click the option to sent pack imm ediately by interval.

Packing length Click the option to sent pack immediately by size.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
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I | English

Overview

IP Config
Uart
Uart2
Websocket

> Gateway

> Cloud Service

> System

Data transmissi

ion parameter configuration

SOCKET A

Warking Mode  TCP Client v None

Remote Server Addr 192 166.0.201
Local/Remote Port Number 0 n
Reconnection period 0
PRINT OFF ~
Modbus Poll (] Response 0-9999)ms
Enable Net Heartbeat

Registration Packet Type  None ~ Location

sSLprotocol  Disable ~ .

SOCKET B

Operating Mode  None ~

Jinan USR 10T Technology Limited.  http://

ww.pust.com

Fig. 20 Socket configuration web page

Table 10  Operation modes settings list

Working mode

USR-M100 gateway supports 5 different operation Modes which are TCP  Server, TCP Client, and UDP,HTTP

client and websocket. The operation Mode describes the r ole of the device and the connect ion between the
device and other remote devices inthe network which would like to communicate with serial device on M100

s COM port.

Maximum socket no.(TCP

server only)

This option specifies the maximum number of remote  devices/clients (with maximum of 16 clients) that can

be connected to the serial device on this COM port.

Local port

This option specifies the port number thatthe T CP/UDP server should listen to. Itis also used by the remote
TCP/UDP client to connectt o the TCP/UDP server. The default local portis 23. You can enter different port

numbers in this option.

Remoter server addr.

Please specify the IP address of the TCP/UDP server program on the remote host in this field. This should

match the IP settings of the TCP/UDP server program.

Remote port Please specify the port number of the TCP/UDP server program on the remote host in this field. Once again,
this should mat ch the IP setting of the TCP/UDP server program.

Timeout The default is disable. If you want to keep connection continually, you can disable it. Data idle Time is the

reconnection(TCP/UDP time period for which the device waits for data. If the US R-M100 gateway does not receive data during

client) established idle time(timeout), the USR -M100 gateway will disconnect temporari ly. When the data comes

in, it will reconnect automatically. Users do not need to reconnect.

Modbus polling

This option is selected when multiple modbus maters from Ethernet are polling the same serial port. Each
serial port supports up to 16 simultaneous TCP connections allowing hosts to simultaneously
transmit/receive data to/from the same serial port, USR -M100 gateway processes the data in the order

arrived. The M100 gateway determines the end of the serial acknowledgem ent th rough a response timeout.

Response timeout

If the Modbus device does not receive a response within the time specified here, the communication times

out. Valid settings are from 10 9999ms.
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Modbus TCP exception | Thisoptionis used to enable modbus exception checking. If selected, error messages (TCP exception codes)
modbusTCP enabled are generated if a problem (such as a message timeout) should occur during M odbus operations.
SSL protocol Choose TLS/SSL data encryption protocol version
Socket B Socket B supports 2 different operation Modes which are TCP Client, and UDP client, this socket is closed
by default.

The configuration will save to flash memory af ter clicking Save button. All con figurations take effect after a system reboot.
3.1.4. Websocket server

This function is that the gateway acts as a WebSocket server, and transparently transmits the data received by the serial to the webpage
in hexadecimal. The WebSocket server can also send data to the serial device at any time. It can also print log information. Pleas refer

to system setting.

ﬁ USR 10T 172161473 says Be Honest Do Best !
) Commrication Exportof Industriel T ect sucee

e | English

Overview

this page use websockst to establish a channel of shell command and log cutputing between webpage and device

Wehsocket connection:0

IP Config
Receive hex data

Uart1

Uart2

‘Websocket

> Gateway

> Cloud Service

> System

send asciidata | [ sendhex data | [clear]

inan USR 10T Technology Limited.  hitp:

Fig. 21 Websocket server
3.1.5. MQTT gateway

If you enable MQTT Broker as your northbound connection, the M100 gateway will be config ured as MQTT Client. In Client mode, you

can setup MQTT broker basic settings, general topic settings, TLS secure transmission, last will message, and advanced settings.
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e ca
Overview MQTT Gateviay function supports SSL. clean session and QOS, supparts connecting to the third-party MQTT server!t supports up to 16 publish topics and 16 subscribe topics,
supparts port mapping function, which can bind each topic to a different serial port.
IP Config
Uart1
e Enable MQTT  Enabls
Websocket MQTT Version MQTT31.1 v
v Gatewa
MQTT Gateway
Server Address (IP)  broker smax i
Edge Computing
10 Fuction Local/Remote FortNO. 0 (0-65535) 1883 -65535)
> Cloud Service Kespalvie Interval 60 (0~65535)s
> System
Reconnecting time Without Data 0 (0~655353s

Reconnection Interval 1 (1-85535)s

User Credentials

Enable last will

$SLprotocol  Disable ~| Nane

Jinan USR 10T Technology Limited.  htt

Fig. 22 MQTT connection profiles
Table 11 MQTT basic setting

Enable MQTT Turns MQTT gateway on or off.

MQTT Version Select the mqtt protocol version. V3.1 and V3.1.1 are supported.
Client ID The client ID defined the identifier of the USR -M100 Gateway.

The IDs of the various MQTT clients have to be unique forthe respective  MQTT Broker. If two MQTT clients
are using an identical ID, the connections of theses clients to the MQTT Broker are disconnected. For an

individual client, there is no way to find out whether a specific client ID is already used by another client

or not.
Server address IP address or hostname of an MQTT broker.
Remote Port Port number of the MQTT broker.
Keep alive interval The Keep Alive is a time interval measured in seconds. It is the maximum time interval that the broker

permits between when a clie nt finishes sending one MQTT pack et and starts to send the next.

Re-connection time Automatic reconnection when there are not data flow in the MQTT session in the setting time. If the time

is set 0, this function does not take effect.

Re-connection inte rval Automatic reconnection inte rval after a fail network connection.

Clean session Valid only for Qos1 and Qos2. When the clean session is checked, the client does not want a persistent
session. If the client disconnects for any reason, all information and messages that are queued from a
previous persistent session are lost.

When the clean session is unchecked, the broker creates a persistent session for the client. Allinformation

and messages are preserved until the next time that the client requests a clean session.

User name Username for authentication to the MQTT broker.
Password Password for authentication to the MQTT broker.
Last will The last will message is part of the Last Will and Testament (LWT) feature of MQTT. The will message

notifies other clients when a client disconnects ungracefully.
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SSL/TLS If you use a TLS connection, click the SSL/TLStab, select Enable SSL/TLS, and then set

the Protocol parameterto TLSv1.2

[\E. USR 10T

T Communication Expert of Industrial lsT
MQTT Gateway
Overview
MQTT Gateway function supports SSL, clean session and QIOS, SupPOMts connecting to the third-party MQTT servect supports up to 16 publish topics and 16 subscribe topics,
~ Network supports port mapping function, which can bind each topic to a different serial port.
IP Config
~ Port .
RN B contenion | bl
Uartl
Uart2 Custom mode  Disable v @
Websocket
Publish topic!
MQTT Gateway Transmission Mode Transparent wansmission - @
Edge Computin
E e Topic String  PubTopict
10 Fuction
Binding port [Pt 1,
> Cloud Service e
> System Qos  aoso v

Retained message [

10 Control/Query [

Publish topic2 [

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 23 Topic to publish

Table 12 Publish message setting

Transmission mode Transparent transmission, just as its name implies,the gateway does not process any data, forward the

data directly.

Topic distribution,in this mo de users should define a topic ha me when configuring the topic. After
receiving serial port data, the device pushes it to the associated topics based on the topic hame. Topic
name and payload are separated by comma. For example, topic name, {"message": "He llofrom USR-M100
gateway"} as serial data. Different topics are allowed to have the same topic name. In this way, data is
pushed to all topics with the same topic hame.

Custom mode, add topic, Qos(0,1,2), retain(ON,OFF) message before payload. After receiving the serial
data, USRM100 publishes the payload of the corresponding topic to cloud according to rules. This
method can be used to publish any topic at any time. For example, awsiot/test,0,0ON,{"message": "Hello

from USR-M100 gateway"} as serial data.

TOPIC string An MQTT topic is a UTF8 string that the broker uses to filter messages for each connected client. To
receive messages, the client must subscribe to the topic. A topic can have one or more topic levels. Each

topic level is separated by a sl ash (Topic Level Separator).

Binding Port The MQTT topic is bound to the serial port number of the device. Any data from the COM Port1 of the

gateway will send to all the TOPIC it bindings to.

Qos QoS 0: at most once. In this case, the client publishes a message to the broker only once.
QoS 1: at least once. In this case, when a client publishes a message to the broker, the client expects the
broker to acknowledge whether or not a clienthas received the message. If the publisher does not receive

acknowledgement from the broker within a preset time interval, it will republish the message again and
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again until acknowledgment is received.

QoS 2: exactly once. The MQTT protocol uses the confirmation of confirmations to ensure that a message

is delivered exactly once.

Retained message

By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for the topic.
Data values without Retain flag are only transferred from the MQTT Broker to those MQTT Subscribers
that are registered at the broker and have subscribe d to the appropriate topic in the moment when

sending the data to the broker.

10 control/Query

Used to reply for 10 status to server

) comm

v Status
RN —
Overview
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,
~ Network supports port mapping function, which can bind each topic to a different serial port.
IP Config
~ Port
RN sesc crgraon | Pier TR
Uartl
Uart2 Subscribe topicl [
Websocket
Transmission Mode  Without Topic ~@
MQTT Gateway Topic String  /SubTopict
Edge Computin
& St Binding port [Pt 1.
10 Fuction
Qos  aoso
> Cloud Service
Y G 10 Control/Query [ ]

jon Expert of Industrial loT

Subscribe topic2 [ ]

Jlinan USR 10T Technology Limited.  http:

Fig. 24 Topic to subscribe

Table 13 Subscribe message setting

Transmission mode

The data printed to the se rial port can be set whether to carry the Topic

Topic string Same to Table 12
Binding port Same to Table 12
QoS Same to Table 12

10 control/Query

Used to Query 10 status from server

3.1.6. Edge computing

The M100 gateway

supports southbound fieldbus proto cols of Modbus RTU protocols. It also supports northbound MQTT/ Cloud

protocols of MQTT Broker, TCP/UDP/HTTP in socket, AWS IOT, and Alibaba Cloud loT Platform. The M100 gateway fulfills a differ entrole

on each of its side s

. Each role is determined by you r devices' settings. Therefore, set the role of each of your devices correctly.
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Overview

IP Config
Uart1
Uart2
‘Websocket
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Jsan, Modbus RTU to Modbus TCP and cther general industrial

protocol conversion.

SETTING

Edge Computing Data Acquisition Data Query and Report Linkage control

Enable Edge Computing  Ensble v

= T ]

T Technology Limited. i

[\E. USR 10T

[a\]

Overview

IP Config
Uart1
Uart2
Websocket

v Gateway
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

Fig. 25 Edge computing enabled

Including edge acquisition, edge computing, edge reparting and ther functions, sugports Modbus RTU to Jsen, Modbus RTU to Modbus TCP and other generalindustrial

protocal conversion.

Edge Computing [ Data Acquisition || Data Query and Report

Choosefile || Expot @

ast: 126 nodes@
No.  Namell Point Sourcal} Slave addr!} Operations No.  Namell  Registeraddressli  Data typell Operations

Add slave

linan USR 10T Technology Limited.

Fig. 26 Modbus slaves and datapoints configuration

Table 14 Modbus RTU poll configuration

Device name The Modbus slave device identifier , which is unique for the current gateway. The device name must be
less than 30 characters in length, and can contain letters, digits, underscores ().
COM Port Which serial port the modbus slave device connected to. Selec t an option from the drop -down list.

Slave address

Slave ID. Each slave in a network is assigned a unique identifier ranging from 1 to 255. When the master
requests data from a slave, the first byte it sends is the Slave ID. When set to 0, the slave will respond to

requests addressed to any ID.

Polling interval

The interval at which data is collected. Modbus is a communications protocol with half -duplex
transmission. Gateways send requests to collect data from devices. Therefore, you must specify thedat a

collection interval. The uniti s millisecond.
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If 60 milliseconds is required to collect the data of each property, the total time required to collect the

data of all properties is calculated as follows:
Total required time = Time required to collectthe data of each property (60 ms)  Number of properties

for the slave device.

Modbus address mapping This function is usually combined with register mapping to realize a single modbus command query in
data query.
Merger collection This function is used whe n the register address of many da ta points are sequential

Table 15 Data point(node) configuration

Data point name Identifier of the data point, which must be unique for the gateway. = The name must be 1 to 30 characters

in length and can contain letters, digits, and unde rscores ().

Modbus function code The Modbus RTU master supports the following Modbus functions: 1 Read Coils, 2 Read Discrete Inputs,3

Read Multiple Holding Registers, 4 Read Input Registers.

Register address The address of the register from which data will be read.
Data type Defines how read data will be stored. See table 22.
Response timeout If the Modbus device does not receive a response within the time specified her e, the communicationtimes

out. Valid settings are from 10  65535ms.

Data report The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the
data point if the va lue changes more than X amount.

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Register address mapping This function is usually combined with modbus address mapping to realize a single modbus command

query in data query.

Formula Modbus register store only whole numbers. For this reason a scale factor often needs to be applied. For
example a modbu s register with a temperature val ue may read as 723 and a multiplier of 0.1 need to be
applied to get the correct value of 72.3 in the SCADA system,the formula is %s*0.1. If the data type is a

Float then the multiplier is not needed. This computation suppo rts +, -, * and / operators.

Your Trustworthy Industrial 10T Partner WWW.pusr.com




,OK‘D USR IOT

Be Honest, Do Best ! User Manual

ion Expert of Industrial loT

_ Edge Computing || Data Acquisition || Data Queryand Report Jf Linkage contol
- Status
Overview
Data channel
IP Config Channel select QT M
Data Queryset
Uart1
DataQuery  Enable -
Uart2
Websocket DataSet  Disable .
MQTT Gatewa
g QueryorSetTopic  /DownloadTopic
Edge Computing
s v
10 Fuction QOfH| aose
> Cloud Service Respond Topic  RespondTogic
2 System Qs  aoso .

Reporting method  Disable ~

Data Report of nodes

Report Agreement

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 27 Transport channel and formatting

Table 16 Data Query and report

Communication channel Select the channel in the socket type. You can choose TCP/UDP or HTTP in socket A of each serial

port(socketl or socket2), or MQTT you have added.

Data query Whether data query from remote server or cloud is enable.
Data set Whether data setting command from remote server or cloud is enable.
Query or set type You can choose Modbus RTU, Modbus TCP or JSON. Users can serd the right format query command

from remote modbus master or MQTT publisher to the M100 gateway. The data is retrieved from the

device's cache of corresponding modbus instructions.

Query or set Topic Topic that used to query or set data from MQTT publish er.
Response Topic Topic that re ply to the query or set data from MQTT publisher.
Data report The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the
data point if the value changes more than X amount.
Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Report Topic Topic that used to repor t data to MQTT broker.

Failure padding Exception handling. Any data point did not get the response in response timeout will be filled with this

string as key value into the template.

Quotation mark Numeric values are quoted. It does not affect a string.

Json template The payload format. Users can custom which data points should report to the server.

3.1.7. 10 settings

USRM100 gateway can support a number of Digital Input (DI), Digital Output (DO -Relays ), Analog Input (Al)ports. There are a few

combinatio ns of I/O extension board in develop. Because the I/O status of M100 is mainly displayed via Modbus protocol, the user has
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to configure the Modbus settings if the user wants to use the Modbus protocol. Fig .29 shows the parameter that must be set for the

Modbus protocol that is the Modbus Slave ID.

[ofwcion
Overview 10 Device Function Config and Status
1P Config Configuration
Uart1
Uart2 DO Status
Websocket
b1 0o2
MQTT Gateway

Edge Computing

10 Fuction

> Cloud Service

on DR
> System

Al(uA) Al2(uA)

] 0

SR 10T Tect

Fig. 28 10 control

10 Contro! [ 10 Function
Overview
Slave Address 100 255
P Config Register  pegister Type  Register Address  Function Code
Uart1 ] 10001-10002  0x02
Uart2 Al 30001~ 30004 0x04
Websocket
MQTT Gatewa
. y Timer1 Enable Disabla
Edge Computing
Timer2 Enable  Disable
10 Fuction
3 Cloud Service Timer3 Enable  Disable
> System Timerd Enable  Disable

TimerS Enable  Disable

Timer§ Enable  Disable

RestartHold  Disable ~

DOAction Confld  precute I Execute Action Execute Time

Do Mo Action -

(1-655355)

Jlinan USR 10T Technology Limited.  http:

Fig. 29 10 function
Table 17 10 function

Slave address This field allows the user to configure the Modbus identification (ID), The Modbus slave ID is set  to the

default value of 100. It can be the integer number from 1 to 247.

Register The /O status will be displayed at the starting address given in this field.
E.g. The DI status will be mapped to the address set here. The default starting address is 1 which will be
mapped to DI chan nel number 0. The successive DI channels will have the incremental Modbus address

based on this starting address, i.e. DI1 will have the Modbus address of 2.

Timerl-6 Currently, two actions are supported: device restart a nd DO control
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Restart Hold Whether the DO output status remains after the restart
DO action configuration No action,default value.

Hold: keep the triggering status in the specified time, and back to the previous status, single trigger

Flip: keep the triggering status in the specified t ime and then flip, periodic trigger

Dl filter time By setting the filtering time, the device will automatically filter the waveform jitter of the DI interface,
thereby eliminating the detection error caused by clutter.

The filter time defaults to 10ms, an d the setting range supports 10~65535ms.

3.1.8. Cloud service
Please refer to USRM100 Quick Start Guide with AWS loT for detail.
Please referto USRM100 Quick Start Guide with PUSR cloud for detail.
3.1.9. System setup

a System setting
This system setting tab includes several system level settings, such as device name, websocket, system log, user name and p assword.

Most of these settings a re optional.

SETTING
Overview [ system seting |

IP Config

Uart1

Hostname  USR-M100

Websocket Direction  LOG ~
Uart2

Webserver Port 80 0-85535)
Websocket

MQTT Gateway Pass Word

Edge Computing
Uart Cache OFF ~

10 Fuction

Restarting Without Data 0 0/60~65535)s

USR Cloud SNMP ON ~ @
Alibaba Cloud Telnet OFF P
AWS loT

NTP OFF ~ @
System Setting Time Synchronization 202301113 15:33.06 Sync
Management OFF @

Feedback

Expar

Fig. 30 System settings

Table 18  System settings list

Host name The name of the device, up to 32 cha racters,can t be null
Websocket port Websocket server listen port NO. Range 1-65535
Websocket direction Click the drop -down me nu to select websocket mapping direction: UART or Log.
Webserver port Web server listen port NO. Range 1-65535
User name The user name of web console and can be modified. up to 16 characters,can tbe NULL
Password The password of web console and can be modified. up to 16 characters,can t be NULL
UART cache Click the option to enable serial buffer. By default, USR -M100 will empty its serial buffer when a new TCP
connection is established. This means that the TCP applicat ion will not receive buffered ser ial data during
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a TCP link breakage. To keep the serial data when there is no TCP connection and send out the buffered

serial data immediately after a TCP connection is established, you can disable this option.

Restarting without data This function is us ed for the gateway without any data transmission or reception for a long time, and the
gateway automatically restarts. If the re start time is set between 0 and 59 seconds, this function does not
take effect. Only when the t ime is set to be greater than or equal to 60 seconds, the restart function of the

device without data will take effect.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
u management
In management page users can perform some system operations on the M100 gateway, including restarting, restoring factory

configuration, and upgrading. Itis recommended that users use it with caution. Improper operation may damage the gateway.

o Best !

413z | English

e —
Overview
~ Network Firmware upgrade/Reset/Restart
IP Config p———
Firmware file: Selact the file Flashing the firmware.
Uart1
art2 I
Websocket =
heod Resst [0 Restors factory defaults

MQTT Gateway

Edge Computing

10 Fuction

USR Cloud
Alibaba Cloud
AWS loT
System Setting
Management

Feedback

Jinan USR IOT Technology Limited.  http://www.pust.com

Fig. 31 Module management

A. Restart
This functio nis usedto restart the gateway by software. Before the gateway is completely restarted, the device does not work and cannot
forward any data packets. This restart is different fromthe hardware reset of power -on restart, butthe gateway system software i sreset,
just like the "warm restart" of the windows operating system. Once a new setting is changed, you can use the Save funct ion to accept
the changes. You will need to reset the device to save the settings to flash memo ry. Click on "restart" Button, th e page pops up a prompt
box, click "OK".

B. Restore factory defaults
This function is used to restore the gateway to the factory settings and automatically restart the gateway at the same time. Before the
gateway restarts suc cessfully, the device does not wo rk and cannot forward any data packets. This function is to restore the factory
default configuration value once the user sets t he wrong parameter and causes the gateway to work abnormally. Click the "Restore
factory defaul ts" button, and a prompt box will pop up on the page. Click "OK".

C. Firmware upgrade
USR loT continually upgrades its firmware to add new features and optimize performance. Please contact the sales to obtainth e latest
version of the firmware. Before upgradi ng the firmware, please make sure that the device has a reliable power source that will not be
powered off or restarted during the firmware upgrading process(ple ase be patient as this whole process might take upto 1 -2 minutes).

Copy the new firmware file to your local computer. Note tha t the firmware file is a binary file with  .bin extension. Before updating the

Your Trustworthy Industrial 10T Partner WWW.pusr.com




®
'.K USR IOT
Be Hlonest. D Biest ! User Manual [

firmware, make sure that your host s Network domain is as same as the gateway.

Next, click Selectthefile buttonas shownin Figuretofind and choose the new firmware file . Then, click "Flashing the firmware" button
to start the firmware upgrade process. After the progress bar in the page is read, the software upgrade is completed. Please wait until
the uploading process is finished (the amo unt of time varies depending on t he equipment used).

Finally, the device will then proceed to restart itself. In most cases, you might require to re  -configure your device.
3.2. Configuration software

3.2.1. Discovering your gateway
After you start configuration soft ware, if the USR-M100 gateway is already connected to the same gateway as your PC, the device can
be accessed via broadcast packets. Users can search all the USR-M100 gateways on the network and show them on the Deivce List Area

of the utility. Please sele ct the right Ethernet adapter(Dev ice menu) if you did not see any gateway.

& USR-MXX V101

Device | FA3Z

User config MAC Ver  Web

Clear temporary IP

Select network card  » ASIX AXBZ179 USB 3.0 to Gigabit Ethemet Adapter
Exit

Basic Set
1P Type: DHCP/Auto 1P

ModuleStaticlP:

<

SubnetMask:

Gateway:

Save

Search

& USR 10T

Be honest, Do best

Fig. 32 Searching

3.2.2. Network setting
Sometime the USR-M100 gateway might not be in the same subnet as your PC, therefore, you will have to use this utility to locate it in
your environment. To configure each device, first ¢ lick to select the desired device (default IP:192.168.0.7) in the list of configuration utility,

and then change the IP address to avoid any IP address conflict with other hosts on your LAN, save your change.
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£ USR-MXX V1.0 - o x
Device HXZ
DevicelP  DeviceName MAC Ver  Web

Basic Set

IP Type: [DHCP/Auto IP] ~

ModuleStaticlP:

SubnetMask:

Gateway:

Save ﬁ-—__

Search

&~ USR 10T

Be honest, Do best

Fig. 33 Changing network settings
3.2.3. Reboot the device

This function is available to allow you to reset the gateway. The function disconnects both the ethernet and serial connectio  ns. The
function also allows the gateway to save new configuration settings to flash memory. Tore set the device:

1. Rightclick a desired device to display the settings menu.

2. Select Reboot.

Press the Reboot button and the system will give a reset respons e.

£ USR-MXX V1.0 - o x
Device AL
DevicelP  DeviceName MAC Ver  Web

Reboot

External web config
Restore Factory
Upgrade

Basic Set

1P Type: [DHCP/Auto IP)

ModuleStaticlP:

<

SubnetMask:

Gateway:

Save

Search

& USR 10T

Be honest, Do best

Fig. 34 Reboot the device
3.2.4. Restore to factory default settings

The configuration utility provides the function to restore the gate way to factory default settings. If you really want to restore the gateway

to factory default settings, please click restore factory button to continue. As shown in Fig.34.
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3.2.5. Open web server

Users can visit the web server of the gateway conveniently with con figuration tool. Select the device you want to visit and right click,then

click External web config ,you will open the web serve r with default browser such as Google Chrome. As shown in Fig.34.

4. Operation mode s

The USR-M100gateway provides various operatio ns: TCP Server/ Client mode, UDP mode, HTTPmode and Websocket mode. The main
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient to send an
acknowledgement to the sender. UDP does not require thi s type of verification, making it possible to offer speedier delivery. UDP also
allows unicast or multicast of data to only one IP or groups of IP addresses. Detailed descriptions of each operation are provided in
following sections. After choosing the pro per operation mode in this chapter, referto  Chapter 3 for detailed configuration parameter
definitions.

4.1. TCP Server

4.1.1. Properties
In TCP server mode, the TCP connection is initiated from the hostto the USR-M100 gateway. This operation mode supports a maximum
of 16 simultaneous connections for each serial port on the gateway fro m a single or multiple hosts. After the connection is established
between the gateway and the r emote host computer (remote TCP c lient) , data can be transmitted in both directions. The serial port on
the device will forward requests from all remote connected hosts(Ethernet) to the serial device immediately and reply to all remote
connected hosts onc e it receives data from the seria | device.
The default operation mode of USR -M100 is the TCP Server mode. Fig.35 shows an example of configuration setting for T CP Server

working mode under the Uartl socket tab. You can configure other serial ports in the same way.

Be Honest Do Best !

413z | English

> Status

UART TO NET
> Network

“ Data transmission parameter configuration

Vart1 SETTING

Uart2
‘Websocket

> Gateway

> Cloud Service
Working Mode  TCP Server ~  None -

> System
Maximum Sockets supported 1] ~ Exceeding Maximum  KICK ~
Local Port Number 2 (1-65535)

PRINT  OFF v

Madbus Poll (] Response Timeout 200 10~9999)ms

SOCKET B

Operating Mode  None

Jinan USR IOT Technology Limited.  http://www.pusrt.com

Fig. 35 TCP server work mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click onthe Uartl tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fig.35.
2. For Serial Settings on the Port configurati on page, please go to Section 3.1.3
3. Click onthe Socket tab in this page, select TCP Server in the working mode options. The local ports of different serial ports must be
different . After receiving network data, t he device determines which serial port the data is sent to based on the local port. For example,

the default port number of the first serial port (Uartl) is 23, the default port number of the second serial port (Uart2) is 26, and so on.
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all the chang es that you have made. All configurations take effect after a system reboot.
Fig.36 shows an example of test in this mode. By s electing the TCP Server work mode, a TCP client program on a remote host computer

should be prepared to connect to USR -M100. Server IP is IP address of USRM100, server port is local port of USR-M100. In this case,
IP address of USRM100 is 172.16.14.73.

[\E. USR 10T

()

> Status
UART TO NET

Data transmission parameter configuration

> Network

Vart1 SETTING

Uart2

Lo J o |
‘Websocket
> Gateway
Baud rate 115200 (600~ 230400)bps.
> Cloud Service
Data bits B ~ bit
> System
Parity  None ~
Stopbits 1 3
Flow ctrl NONE -
UART Packet Length o 0~1460)bytes
e i
Sync Baudrate(RFC2217) ON -
Ensble Uart Heartoeat [
Eiva-&-ﬂnﬂﬂ

Jinan USR 10T Technology

Limited.

#1 USR-TCP232-Test R5232 to Ethernet Convert tester
File(F) Options(Q) HelpH)

O X

COMS etting: COM port data receive Metwork data receive MetSettings———————
PortNurm ICDM3 LI http:/fen usr.en Jinan USE Technology Co., Ltd (1] Protocol
Iﬁ http: /fen. usr. en Tinan USE Technology Co.. Ltd I TLCP Clignt VI
Baudfi |115200 http://en usr. en Tinan USE Technology Co., Ltd @5 P
EveEr

DFaty |NONE ]

- |1T2.1ﬁ.14.?3
DataB I8 it j'

= [2] Server Paort
stopg |1 bi - 23

@ Close

@ Disconnectl

~Reer Options

~Reevr Dptionz——

|~ Receive to file. ..
¥ 8dd line return
|~ Receive As HEX

|~ Receive Pause

Save. .. Clear

—Send Options

[~ Data from file ...
[~ futo Checksum

[~ fmto Clear Input
[~ Send Az Hex

[~ Send Recwele

Interval |1 000 ms

Load. .. Clear

[& Ready!

Tinan USE Technology Co.,
Ltd

Send [

| Send: 90 |

Recyv: 428

Reset I

LocalHost |[172.16 .14 .15

http:/fen. usr. oo

[& EReady!

Port|9451

Send

|~ Receive to file ..

|~ Receive As HEX
|~ Receive Pause

Save. .. Clear

—Send Options

I~ Data from file ...
[~ fmto Checksum

[~ huto Clear Input
[~ Send As Hex

[~ Send Recycle

Interval I‘IUEIU ms

Load. .. Clear

Send: 48

Recyv: 90

Reset

Fig. 36 Host initiating TCP connection
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4.1.2. Multihost setting

@5 USR 10T Be Honest Do Best !

cation Expert of Industrial loT 3 | English

> Status

UART TO NET
> Network

“ Data transmission parameter configuration
Uart1 SETTING
Uart2
Port
— [ rorn Jsacat]
> Gateway
SOCKET A
> Cloud Service
5 Smmm Working Mode  TCP Server ~  None

Maximum Sockets supported B ~ Exceeding Maximum  KICK ~

PRINT  OFF v

Modbus Poll  [] Respanse Timeout (200 10-999%)ms

SOCKET B

Operating Mode  None ~

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 37 Maximum socket connection
Maximum connection is usually used whenthe user needs to receive data from different hosts simultaneously. The factory default allows
8 connection at a time. This option speci fies the maximum number of remote devices/clients (with maximum of 16 clients) that can be
connected to the serial device on this COM port. And users can define the behavior when the connection established exceed the
maximum.
Kick: when the connection exce eds the maximum number, actively kick out the oldest connection(first in first kick out).

Keep: when the connection exceeds the maximum number, keep the old connection and reject new connections.

4.2. TCP Client

4.2.1. Properties
When the working mode of this device is TCP Client, the remote device mustwork in TCP Server mode, and its IP address and port number
must be configured, which can be configured in the corresponding options of the network connection. The local port number ca n be
ignored and no configuration is required. USR-M100 supports SSL (TLS v1.0 or v1.2) data encryption in this operating mode.
Fig.38 shows an example of confi guration setting for TCP Client working mode under the Uartl socket page. You can configure oth er

serial ports in the same way. There are additional connection settings that can be configured as shown in Fig.38.
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S | peroger |
Data transmission parameter configuration

> Network

Uart1

Uart2

— | socconA |
> Gateway
3 Cloud Serviee Working Mode TGP Client ~ | Nane ~
> System Remote Server Addr  172.16.14.15

Local/Remate Port Number 0 2 (1~65535)
Reconnection period 0 (0~99999)s

PRINT  OFF -

Modbus Poll (] Response Timeout 200 (10~9999%)ms.

Enable Net Heartbeat
Registration Packet Type  None ~ Location O
SSL protocol Disabls ~  None

SOCKET B

Operating Mode  Nons ~

T Technology Limited.

Fig. 38 TCP client work mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click onthe Uartl tab on the menu frame on th e left side of Web Ul to go to Uartl page as shown in Fig.38.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3
3. Click on the Socket tab in this page , select TCP Client in the workin g mode options. Please specify the Destination IP address and
port number of the TCP server program on the remote host. This should match the IP settings of the TCP server program. The de  fault
local port number is 0, M100 w ill assign a random TCP Port.
4. Afterfinishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot.
Fig.39 shows an example of test in this mode. By selecting the TCP Client operation mode, a TCP server program on a remote host

computer should be prepared to accept a connection request from the device. In this case,Host IP address is 172.16.14.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O >
File(F) Options(Q) Help(H)
COMS etting: COM port data receive Metwork data receive rMetSettings——————
Fotium |COM3  ¥| | [http:/Ven nar. en [Receive from 172.16.14.73 : 10867 : (1] Protocol
lﬁ http: /fen usr. en Tinan USE Technology Co.. Ltd I TCP Server VI
Baudri |115200 http: /fen. usr. on Tinan USE Technology Co., Ltd (2] Local host 1P
P INDNE vl http: /fen. usr. on Tinan USE Technology Co., Ltd (EEEN IS
prely e 172.16 .14 .15
DataB I8 hit j'
= [3] Lacal host port
StopB |1 it 'l |23

-@: Close @ Discunnectl

~Reevr Dptions—

~Recr Options

|~ Receive to file. .. |~ Receive to file ..
¥ 8dd line return v add line return
[~ Receive Az HEX [~ Receive As HEX

|~ Beceive Fauze |~ Receive Pauze

Save. .. Clear

Save. .. Clear
Send Options— Send Options
[~ Data from file ... [~ Data from file ...
[~ futo Checksum [~ Auto Checksum
[~ fmto Clear Input [~ huto Clear Input
[~ Send Az Hex [~ Send As Hex

[~ Send Resyele Peers: |17216.14.731086 LI [~ Send Recycle

Tinan USE Technology Co., http:/fen. usr. oo
Interval I'IDDD ms Sl Send Gerad] Interval |1UEIU ms
Load. .. Clear Load. .. Clear

[& Ready! | Send:90 | Recv:Bd4 Reset | & Ready! | Send:64 | Recv:30 Reset
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Fig. 39 M100 initiating TCP connection
4.2.2. SSUTLS
If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100.  User can
select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authenticatio n, server certificate authenticat ion and

bidirectional certificate authentication.

Data transmission parameter configuration

> Status

> Network - -
R —
.

Uart

Uart2
> Gateway Working Mode  TCP Client ~  Nane ~
P ERETes Remate Server Addr 172161415
> System

Local/Remaote Port Number 0 23 1~65535)
Reconnection pericd 1 0-99999)s

PRINT  OFF

Modbus Poll (] Respanse Timeout 200 (10~9999)ms
Enable Net Heartbeat [
Registration Packet Type  None ~ Location
sSLprotocol  TLS12 v Verfy all >

Upload Server CA [Feneriooi 0o | Chossefile  Upload
Uplosd Cleot CA [T ] Choosale | Upoad
Upload Client Private Key Choosefle  Upload

SOCKET B

Jlinan USR 10T Technology Limited.  http:/

Fig. 40 SSL/TLS encryption

4.2.3. Transient connection
This connection, called transitory duetoits short -lived nature . If the serial port or network port receives none datawithinthe  setting time,
the connection will be automatically disconnected. The gateway used to send serial device data back to a control room or a cloud
application need t o open aremote connection before they can transfer the serial data. When the transmissionisc  ompleted, the gateway
should imme diately close the connection. Without support for flexible connection control, you would need to spend extra time handling
connections at the central site or cloud application.
TCP transient connection is used primarily to save server resources. Fig.41 slows an example of configuration setting for transient

connection in TCP Client working mode under the socket page.

J‘% USR 10T Be Honest Do B

[a\] al b w3

> Status Data transmission parameter configuration

2> Network " -
R —
.
Uart
Uart2
> Gateway Working Mode  TCP Client | ShodConneclion gl

> Cloud Service Remote Server Addr  172.16.14.15

> System
Local/Remote Port Number 0 3 (1~65535)
Reconnection period L] 0-99999)s
Duration of short connection 3 [E- T —
FRINT  OFF ~
Modbus Poll Respanse Timeout 200 (10~9999)ms
Enable Net Heartbeat [ ]
Registration Packet Type  None ~ Location  Onca connecting

SSLprotocol  Disable

SOCKET B

Operating Mode  None v

T Technology Limited.
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Fig. 41 Transient connection
4.3. UDP Server

4.3.1. Properties

User Datagram Protocol (UDP) is a faster and more efficientt ransport protocol than TCP but it is a connectionless transport protocol,
it does not guarantee the delivery of network datagram. In UDP mode, you can unicast or multicast data from the serial device  to one
or multiple host computers, and the serial device can also receive data from one o r multiple host computers. Please beware that even
though UDP provides better efficiency in terms of response time and resource usage, it does not guarantee data delivery. It is
recommended to utilize UDP only with cyclic p olling protocols where each reque st is repeated and independent, such as Modbus
Protocol.

When the working mode of the device is UDP server, the remote device must also work in UDP mode. You only need to specifythe  Local
Port that USR-M100 should listen to. In UDP server mode, serial port data is always sent to the last peer UDP device(IP and port) that
communicates with the USR -M100, and the USR-M100 can record the IP and port number only after the peer UDP device sends data
to the USR-M100 first.

Fig.42 shows an example of configuratio n setting for UDP Server mode under the Uartl socket page. You can configure other serial ports

in the same way.

> Status

UART TO NET

> Network

“ Data transmission parameter configuration

Vart1 SETTING
Uart2

‘Websocket

> Gateway

> Cloud Service

5 Smmm WorkingMode  LIDP Server v hone
Remote Server Addr 172161415
Local/Remote Port Number 9000 23 (1~65535)
FRINT  OFF -

Enable Net Heartbeat

Operating Mode  None

Jinan USR IOT Technology Limited.  http://www.pust.com

Fig. 42 UDP server work mode
Please follow the following steps to configure connection settings of the operation mo  de for Uartl port.
1. Click onthe Uartl tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fig.42.
2. For Serial Settings on the Port configuration page, please goto Section 3.1.3
3. Click on the Socket tab in this pa ge, select UDP Server in the working mode options.
4. Local Portspecifiesthe local port number for UDP server mode on M100which itwill be listening to and it can be any number ~ between
1 and 65535. The local ports of diffe rent serial ports must be differe nt. After receiving network data, the device determines which serial
port the data is sent to based on the local port.
5. After fi nishing configuring the working Mode, please scroll down to the bottom of the page and clickon ~ "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot.

Serial port data is firstly sent to the preset destination IP/domain name and Destination port. After receiving a UDP packet, the system

Your Trustworthy Industrial 10T Partner WWW.pusr.com




Be Honest, Do Best !

&- USR IOT
'K User Manual I

updates the destination IP add ress and port number, and sends the data back to the latest IP address and port number. In this case, IP

address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O *
File(F) Options(Q) HelpH)
COMS etting: COM port data receive Metwork data receive MetSettings———————
Potium |COM3  v| | [http://en usr. cn [Receive from 172.16.14.73 : 90007 : (1] Protocol
Iﬁ http:/fen usr. en Jinan USE Technology Co., Ltd I UoF VI
Baudfi |115200 http://en usr. en Tinan USE Technology Co., Ltd (2] Lacal host IP
. ocal hos
DPait INDNE Vl Tinan USE Technology Co., Ltd
S — [172.16 .14 .15
DataB I8 it j'

[3] Lacal host port
StopB |1bit -l |23
@ Close @ Disconnectl

~Reevr Dptionz——
|~ Receive to file. ..
¥ 8dd line return
|~ Receive As HEX

|~ Receive Pause

~Reer Options

|~ Receive to file ..
v add line return
|~ Receive As HEX

|~ Receive Pause

Save. .. Clear Save. .. Clear

—Send Options
[~ Data from file ...

—Send Options

[~ futo Checksum [~ Auto Checksum
[~ fmto Clear Input [~ huto Clear Input
[~ Send Az Hex [~ Send As Hex
2 o ISDDD
[~ Send Recwele RemoteIP:|172.16 .14 .73 Fort: [~ Send Recycle
Tinan USE Technology Co., http:/fen. usr. oo
Interval I'IDDD ms Sl Send Gerad] Interval |1UEIU ms
Load. .. Clear Load. .. Clear
& Ready! [ Send: 90 [ Recyv: 48 Reset I [& BReady! [ Send: 48 [ Recy: 90 Fleset

Fig. 43 UDP transmission test
4.4. UDP Client

4.4.1. Propetties

When the working mode of the devic e is UDP client, the remote device must also work in UDP mode. M100 supports remote IP address
and port verification. After verification is enabled(OFF), the M100 only communicates with the destination port of the destin  ation IP
address. If the data is not from this channel, the M100 will discard the data. If verification is disabled(ON), M100 does not filter the data

ofthe destin ation IP address and destination port. Fig.44 shows an example of configuration setting for UDP  Client mode under the Uartl

socket page. You can configure other serial ports in the same way.

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port

— [ rot | Socet |

> Gateway

SOCKET A

> Cloud Service

b G Working Mode  UDP Client ~  MNone ~
Remote Server Addr 172161415
Local/Remate Port Number 9000 2 (1-65535)
UDP Not Check Remate PORT  OFF v
BRINT  OFF -
Enable Net Heartoeat [
Registration Packet Type  Hone + Location

SOCKET B

Operating Mode  Nane v

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 44 UDP client work mode
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Please follow the following steps to configure connection settings of the UDP client mode for Uart1 port.
1. Click onthe Uartl tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fig.44.
2. For Serial Settings on the Port configuration page, please goto Section 3.1.3
3. Click on the Socket tab in this page, select UDP Cli ent in the working mode options.
4. Please specify the Destination IP address and port number of the UDP program on the remote host. Local Port specifies the loc  al
port number which socket A will be listening to and it can be any number between 1 and 65535.  The local ports of different seri al ports
must be different. After receiving network data, the device determines which serial port the data is sentto based ont  he local port. Note
that typically the port number thatis larger than 1024 is recommendedtoa void conflicting with the well -known port numbers. You should
match this setting with the remote UDP program. Note that this number is usually called destination port in the remote UDP pr ~ ogram.
5. Atfterfinishing configuring the working Mode, please scrolld own to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot

Fig.45 shows an example of test in this mode. In this case, IP address of USR-M100 is 172.1614.73, host IP address is 172.164.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O >
File(F) Options(Q) Help(H)
COMS etting: COM port data receive Metwork data receive rMetSettings——————
PortMum ICDM3 LI http:/fen usr. en Jinan USE Technology Co., Ltd (1] Protocol
lﬁ http://en usr. en Tinan USE Technology Co.. Ltd I UoF VI
Baudri /115200 http: /fen. usr. on

DataB I8 hit j
= [3] Lacal host port
StopB |1 bit | |23

-@: Close @ Discunnectl

[2] Lacal host IP
i INDNE VI
DFaity |1?2.1B.14.15

~Reevr Dptions— ~Recr Options
|~ Receive to file. .. |~ Receive to file ..
W & 1 v add line return

B |~ Receive Az HEY
|~ Beceive Fauze |~ Receive Pauze

Save. .. Clear Save. .. Clear
—Send Options—— Send Options
[~ Data from file ... [~ Data from file ...
[~ futo Checksum [~ Auto Checksum
[~ fmto Clear Input [~ huto Clear Input
[~ Send Az Hex [~ Send As Hex
2 o ISDDD
[~ Send Recwele RemoteIP:|172.16 .14 .73 Fort: [~ Send Recycle
Tinan USE Technology Co., http:/fen. usr. oo
Interval I'IDDD ms Sl Send Gerad] Interval |1UEIU ms
Load. .. Clear Load. .. Clear
& Ready! [ Send: BO [ Recy: 48 Reset I [& Ready! [ Send: 48 [ Recy: B0 Fieset

Fig. 45 UDP client test

4.4.2. UDP multicast

UDP also allows multicasting of data to groups of IP addresses . A multicast is a packet sent by one host to multiple hosts. In multicast
mode, each host that belongs to a specific mul ticast group will receive multica st packets for that group. For a host to be configured as
a multicast receiver over the Internet, the must inform the routers on  its LAN. The Internet Group Management Protocol (IGMP) is used

to communicate group membership information between hosts and ro uters on a LAN. The USRM100 Series supports IGMP version 2.
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> Status
UART TO NET
> Network
Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A
> Cloud Service
> System Working Mode UDP Client ~  Multicast =
Remote Server Addr 239111
Local/Remote Port Number 9000 20108 (1-65535)

PRINT  OFF v

Enable Net Heartbeat

Registration Packet Type  Hone ~ Location

SOCKET B

Operating Mode  None o

Limited.

Fig. 46 USRM100 #1 UDP multicast setting

> Status
UART TO ETH
> Network
Data transmission parameter configuration
Port1 SETTING
Portz
[
LOG
> Gateway

SOCKET A
> Cloud Service

rking M Ci © Muticast -
> Sys WorkingMode  LIDP Client Multicas:

Remote Server Addr 239111

Local/Remote Port Number 20108 9000 (1-65535)

PRINT  OFF v

Enable Net Heartbeat ]

Registration Packet Type  Hone ~ Location

SOCKET B

Operating Mode  None -

Limited.

Fig. 47 USRM100 #2 UDP multicast setting

Fig.48 shows an example of test in this mode with two M100s.
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UartiAssistant Uart Assistant

COM Configs 1 Datalog UartAssist ¥5.0.2 <G £l [COMConfigs 7 Datalog UartAssist ¥5.0.2 G %
Charnel [COMTO R0 < | l Charnel [COM3 #02<] l
Baudrate| 115200 'I [2022-07-19 10:44:33. 67514 RECY ASCII> Baudrats|115ZUU 'I [2022-07-19 10:44:33. 69714 SEND ASCII>
Paiybits[NONE =] | [fEH0 devise 1 VDF nulticast Paiybits[NONE =] | [fBHO devise 1 UDF nulticast
[2022-07-19 10:44:39. 77714 SEWD ASCIT> [2022-07-19 10:44:39. 83114 RECY ASCIT>
Dalabits | & =] | [ir0 davics 2 WP malticast Daabits IB =] | [ix0 davics 2 w0 malticast

Stopkits |1 'I Stophits |1 'I
Flowetd | MONE 'I Flowetrd INDNE ‘I
@ Clase | © Clase |

~Recy Options Recv Options—————
@ ASCI " HE® L @ ASCI " HEX
[¥ LogDisplay Mode < [¥ Log Display Mode <
™ uto Linefeed ™ duto Linefeed
[~ Hide Received Data |+ [~ Hide Received Data
[~ Save Recv ta File: [~ SaveRecvtaFile
sutoSeroll Clesr sutoSeroll Clesr
SendOptions | [ SendOptions
@ ASCH 7 HE® @ ASCI {7 HEX
[~ Use Escape Chars (@) [~ UseEscape Chars (@)
I ol DataSend |[L.ICD# 2 RD@ 3THD@ 4IRS 5 cM# 6 I5E4 § Clear £ Clear I ol B DataSend |[1.0CD@ 2 D@ 3TID@ 4ITR® 5 cHD# 615E4 § Clear £ Clear
[~ Send from File ... — [~ Send from File ...
I~ Cycle 1000 me NEX0 device 2 UDF multicast I~ Cyoie 1000 me NS0 device 1 UDF multicast o
Shortent History 7 Shortent History -
L& Ready! [ 14 [ Rx:28 I T:27 Resst | ,ff 1 Readdl [ 1A I 27 [ Tw:28 Reset | 4

Fig. 48 UDP multicast transmissio n test
4.5. HTTP Client

4.5.1. Properties

When the operation mode of this device is Httpd Client, users need to specify the remote httpd server's address, port, methoda  nd other
parameters. The device will submit the serially received data to the httpd serverinthe form of GET or POST. At the same time, the data
sent by the httpd server can be transparently transmitted to the serial port.

Fig.49 shows an example of configuration setting for HTTP Client working mode under the Uart1 socket page. You can configure  other

serial ports in the same way.

> Status

Data transmission parameter configuration

> Network

Uart1

[ ot

Uart2

Websocket _
> Gateway
> Cloud Service Working Mode Hupd Client ~|  None
> System Httpd method GET ~ Remaove Hitpd Header [

Hitpd URL(<101byte) /1 phg?

Hitpd Header(<1B1byte)  User_Agent Mozilla/d 0

Local/Remote Port Number testusrcn

Remote Server Addr 0 80 (1-85535)
Server Response Time 10 (3-255)s.
PRINT  OFF -

$5L protocol Disable ~ N

SOCKET B

Operating Mode  None

T Technology Limited.

Fig. 49 HTTP client mode

Please follow the following steps to configure connection settings of the work mode for Uart1 port.

1. Click on the Uartl tab on the menu frame on the left side of Web Ul to go to Uartl page as shown in Fi  g.49.
2. For Serial Settings on the Port configuration page, please goto Section 3.1.3

3. Click on the Socket tab in this page, select Httpd Client in the working mode options.

4. The HTTPD method needs to fill in the correct URL path, and select the GET or POST method as needed.
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5. Fillin the HTTPD request header as needed.

6. Fillinthe HTTPD address, that is, the address oft he HTTP server, which can be an IP address or adomain name (the ability to connect
to foreign countries is required).

7. Fillin the HTTPD port number. The default local port number is 0, M100 will assign a random TCP Port.

8. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save

all the changes that you ha ve made. All configurations take effect after a system reboot.
45.2. HTTPS
If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User can

select TLS1.0 or TLSL.2 version protocol. User can select None certificate Authentication, server certificate authentication and

bidirectional certificate authentication.

[\E. USR 10T
2 commu
> suaie
> Network
Uart1 Htipdmethod  GET ~ Remove Hitpd Header
Uart2 Hittpd URL(<107byte)
Websocket ;
Hitpd Header(<181byte)
> Gateway
> Cloud Service Local/Remote Port Number  testusrcn
> System

Remote Server Addr 0 a0 1-65535)
Server Response Time 10 (3-255)s
PRINT  OFF
SSLprotocol  TLS12 ~ Varify al ~
Upload Server CA  [Saver ool CA | Choosafile  Upload.
Upload Client CA  [Cicni ©4 ] Choosefle  Upload
Upload Cllent Private Key [[loni rivai-roy | Chossefle  Upload
o0t |

Operating Mode  None v

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 50 SSL/TLS encryption

4.6. Websocket server

When the operation mode of this device is WebSocket server, the use r needs to specify the main param eters such as listening port,
forwarding direction. This function is that the gateway acts as a WebSocket server, and transparen tly transmits the data received by the
serial to the WebSocket client in hexadecimal format. Th e WebSocket server can also forwa rd data to the serial device at any time. This
operation mode supports a maximum of 16 simultaneous connections for any serial port on the gateway from a single or multiple  hosts.
1. Click onthe system setting tab onthe me nu frame on the left side of Web Ul to go to system setting page as shown in Fig.51.
2. Fill'in the WebSocket server listening port number,default 6432.

3. Select UART1 in websocket direction.

4. For Serial Settings on the Port configuration page, please goto Section 3.1.3
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> Status SETTING
> Network 5 Setting

> Port
> Gateway Model Name  USR-M100
> Cloud Service
Websocket Port 6432 1-65535)
v System
Websocket Direction UART1 -
System Setting
Management Webserver Port B0
Feedback User Name admin
Pass Word
UartCache  OFF v
Restarting Without Data 0 (0/60-~ 655350
SNMP  OFF ~ @
Telnet OFF ~ @
NP ON ~ @

NTP Server Address o poal nip.org

NTP Timezone Setting  UTC+8 ~

485 Anti-Collision  OFF o

Log Export  [Expar

Technology Limited.  ht ww.pusr.com

Fig. 51 Websocket server setting

5. Click on the websocket to serial tab,browser will connect to the websocket server of M100 automatically.

17216.14.73 says Be Honest Do Best !

J‘% USR 10T

Tr

ication Expert of Industrial loT

I | English

[ ox
o jos |

> Network
“ this page use websocket to establish a channel of shell command and log outputing between webpage and device
Websocket connection:0
Uart1
Receive hex data
Uart2

‘Websocket

> Gateway

> Cloud Service
System Setting

Management

Feedback send ascil data_| [_send hex data_| [clear]

Jlinan USR 10T Technology Limited.

Fig. 52 Browser as websocket client to connect M100

Fig.53 shows an example of test in this mode.
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> Status

> Network

“ this page use websocket 1o transmit data between webpage and uart
Websocket connection:1
Uart1
Rec & HEX: Oxda 063 0xe 01 Oxa 0x20 055 05  USR-TCPZI2-Test RS232to Ethernet Canvert tester - o x
Uart2 ;;2 Ge Ol 067 0x79 020 0 Filei) Options(0) Help(H)
COMS etings COM pest difarmcee Nebwork data ceive NesSeings
Websocket 13450 (11 Proocel
UoF -
7 Gateway (2] Local hast P
> Cloud Service 17216 .14 .18
123456 (31 Local hest pon
System Setting @ Close @ Comnect
Management e Op! s
Feedback send asc data_| | _send hex data | [clear]

Sund Dprions
[ Data frem fils ...
I huta Chacksun
I huts Clow Tapar
I Send s Hex
I Siad Becyale

S - i V5B Tockaal gy Eo.. ey —— ed oo =
Interval [10 T{fﬁ Send Send ;

# Bty Send: 150 Fecr 81 _Resel | (@ Ready! Serd 49 Recr 80 _ Pt

Jinan USR 10T Technology Limited. ww.pusr.com

Fig. 53 Data transmission test
5. Virtual COM port

Traditional SCADA and data collection systems rely on serial ports (RS -232/485) to collect datafrom various kinds of instruments. Virtual
COM ports on host computer allows remote access o f serial devices over TCP/IP network that work s like local native COM ports. Since
USR M100 gateway enable network operation of instruments equipped with an RS -232/485 communication port, your SCADA and data
collection system will be able to access all ins truments connected to a standard TCP/IP network, regardless of whether the instruments
are used locally or at a remote site.

To enable Virtual COM on host compu ter, you will require a VCOM software to emulate the COM  port. For Windows operating system,
a software utility called VCOM is supported by PUSRto be used for this purpose.

This function is useful with devices such POS terminals, Bar Code Readers, Serial printers, etc. since it allows you to use s oftware that
was written for pure serial communicat ion applications.

Download the s oftware from PUSR s website:

https://www.pusr.com/support/downloads/VCOM_Setup_exe.html

Execute the VCOM program, click quick -install to install program files in the default directory, or select an alternative location. The

Installing window reports the pr ogress of the installation.
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Install VCOM 4.0.6.4

+| Read and recogn {Software Licensing and Ser

Fig. 54 Install wizard 1

Fig. 55 Install wizard 2

Oncethe installation of the package is finished a start screen displays. Click start to conclude the process and launchthe ~ VCOM software.
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é?g USR-VCOM

(;_} Hew ect nnection type

(7

You haven't created any connections yet.

New TCP Server-Vircom Connection

By creating this connection you wil be zble to receive the COM port data of multiple
remate computers (clients) on this PC aver TCP/TP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

@ 0

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on locl
computer with cloud device over MQTT

Fig. 56 VCOM overview

5.1. TCP Server Application with Virtual COM

Virtual COM on host computer allows remote access of serial devices over TCP/IP networks through Serial/IP Virtual COM

ports that work like local native COM ports. This section will provide the procedure to enable Virtual COM (VCOM) on Windows based
PC. Please follow the steps described here to configure your Virtual COM application.

1. Ifthe gateway is running in TCP Server Mode (recommended), the VCOM utility on the host computer should be configured as the
TCP client connecting to the gateway. T he characteristic of this mode is that the IP address of the host can be changed (usually

automatically assigned by the router), and the IP address of the gateway must be fixed.

J‘% USR 10T Be Honest Do B

[a\]

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A

> Cloud Service

b G Working Mode  TCP Server ~  MNone ~
Maximum Scckets supported B ~ Exceeding Maximum  KICK ~
Local Port Number 23 (1-65535)
FRINT  OFF -
Madbus Poll - [] Response Timeout 200 10~99%%)ms.

Operating Mode  None ~

SOCKET B

Fig. 57 TCP server mode in USR-M100
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) New act nnection type

(7

You haven't created any connections yet.

MNew TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remote computers (clients) on this PC over TCP/IP protocol

New TCP Client-Vircom Connection

By creating this connection you will be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocal

New UDP-Vircom Connection

@ |0

By creating this connection you will be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 58 New Virtual COM connection
2. Selectone COM port as the Virtual COM port before proceeding as shown in Fig.59. Note that if a COM port number is used by other

application or your operating system, you can not select it.

é?g USR-VCOM

& E_} Hew New TCP Client-Vircom Connection

Connection name :  [Client COM11 ‘

ﬁ Select Serial Port :

You haven't created any connections yet.

7 similar)

Remote Host Mame :

Remote Host Port :  |8234 ‘

Fig. 59 Select one COM port
3. After selecting the virtual COM ports, please enter the IP Ad dress of the gateway with the specified Port Number. The Port Number
here is the Local Listening Port for the gateway which is s pecified in the Local Port field of Fig.60. In this case, IP address of USR -M100
is 172.16.1421
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& E_} Hew New TCP Client-Vircom Connection

Connection name :  [Client COM11 ‘

Select Serial Port : |CDM11 v‘
[ strict baudrate emulation

[ synchronize baudrate(RFC2217 similar)

You haven't created any connections yet.

Remote Host Mame : |1?2.].G.14.12 ‘

Remote Host Port : |23 ‘

Fig. 60 Virtual COM port mapping

4. Clicknewtoaddthe Virtual COM11. Click client COM11 onthe left side of VCOM panel to check the status. If status become conn ected,

the process is completed.

& USR-VCOM X & Device Manager — o s
File Action View Help
@ New fo n: Client COM = T HE B
~ & USR-Gaofuchao ~
> 1] Audicinputs and outputs
Port niame : COMIL 5 3 Batteries
> | Biometric devices

Client COM11 COM port information
1 cle

Fort status : closed
Client COM12 > €) Bluetooth
Py Port parameters : — > @ Camerss
= Client 14.12 26 Connected bytes:0 Bytesreceived : 0 > E Computer
5w Disk drives
Client COM13 Openedby » [ Display adapters
> B Firmware
nnected bytes:0 > [ Human Interface Devices
Network information 5 Ja Imaging devices
Client COM14 Type : TCP Client > B2 Keyboards
> [ Mice and other pointing devices
nnected bytes:0 Pz 2161402 > O Monitors

Port : 23 > [ Network adapters

Status : Connected > [ Portable Devices

~ & Ports (COM & LPT)
5 ELTIMA Virtual Serial Port (COM11)
i USB Serial Port (COM3)

> 50 Print queues

> M Printers

> [ Processors

> By Security devices

> I Software components

» B Software devices v

Bytes received : 0

[ Data Monitor € ResetCount.

Fig. 61 Virtual COM11 status

5.2. TCP Client Application with Virtual COM

1. Ifthe gateway is running in TCP Client Mode, the VCOM utility on the host computer should be configured as the TCP server waiting
for a gateway to connectto the host computer. The feature of this mode is that the IP address of the computer cannot be chang  ed, but

the IP address of the gateway can be changed (which can be automatically assigned by the router).

Your Trustworthy Industrial 10T Partner WWW.pusr.com




,OK‘D USR IOT

Be Honest, Do Best ! User Manual

J‘% USR 10T Be Honest Do B

2 o e

> Status
> Network _
“ Data transmission parameter configuration
Uartl SETTING
Vartz
— [ rort | Sockat |
> Gateway

> Cloud Service

> System Working Mode  TCP Client ~  Nane )

Remoate Server Addr 172161415

Local/Remote Port Number 5000 20108 (1~65535)
Reconnection period 0 (0~99998)s
PRINT  OFF ~
Modbus Poll [ Response Timeout [200 0-9999)ms

Enable Net Heartbeat

Registration Packet Type  None ~ Location

SSLprotocol  Disable -

SOCKET B

Operating Mode  None -

Technology Limited.

Fig. 62 TCP client mode in USR-M100

% USR-VCOM

(:_} New Please select new connection type

Client COM11

- COM11 New TCP Server-Vircom Connection

= Client 172

By creating this connection you wil be zble to receive the COM port data of multiple
remate computers (clients) on this PC aver TCP/TP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

@ 0

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 63 New Virtual COM connection

2. Selectone COM port as the Virtual COM port before proceeding as shown in Fig.64. Note that  if a COM port number is used by other
application or your operating system, you can not select it.

3. Afterselecting the virtual COM ports, please enterthe speci fied Port Number. This Port Numberisthe Destination Portofthe gateway.
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é?g USR-VCOM

(E) New om Connection

Client COM11

Connection name : |Server coMi2 |

Select Serial Port : |COM12 v|

[ strict baudrate emulation
[ synchronize baudrate(RFC2217 similar)

[ Keep-alive

TCPport: |[20108 |

Fig. 64 Virtual COM port m apping
4. Clicknewtoaddthe Virtu alCOM12. Click client COM12 onthe left side of VCOM panelto check the status. If status become connected,

the process is completed.

& USR-VCOM X & Device Manager — [m] x
File Action View Help
@ New o rec ser COM12 ez @ EENE
v & USR-Gaofuchao ~
> i Audio inputs and outputs
Portname : COMI2 5 3 Batteries
Port status  : closed > (@] Biometric devices
Server COM12 > ) Bluetooth
Port parameters : - > @ Camerss
Bytes received : 0 > [ Computer
5w Disk drives
> [ Display adapters
5 B Firmware
> [ Human Interface Devices
> % Imaging devices
Type : TCPServer > = Keyboards
> [ Mice and other pointing devices
> [l Monitors
Status : Connected(1) > [ Network adapters
> [ Portable Devices
~ i Ports (COM &LPT)
i§ ELTIMA Virtual Serial Port (COM11)
1§ ELTIMA Virtual Serial Port (COM12)
i USB Serial Port (COM3)
> A Print queues
> A Printers
5 [ Processors
>l Security devices
B Software comnonents

Client COM11 COM port information
» com11
= Client 172.16.14 onnected bytes:0

Opened by :

Network information

Port : 20108

Bytes received : 0

2 Data Montor ¢ ResetCount.

Fig. 65 Virtual COM12 status

5.3. Enable RFC2217 through Virtual COM
Enabling this function allows users to use customized RFC2217commands on the network to dynamically modify the serial port's baud
rate, data bits, stop bits, and parity bits. This function is only allowed when the working mode is TCP Server and TCP Client. Note that

this protocol is used to change the serial port pa rameters of USR-M100. In this case, IP address of USRM100 is 172.16.14.34.
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> Status
UART TO NET

> Network

“ Data transmission parameter configuration
Uartl SETTING

Uart2
(o |
Websocket

> Gateway

Baudrate 115200 00~ 230400)bps
> Cloud Service

Databits & ~ bit
> System

Parity  MNone v
Stopbits 1 -

Flowetrl  NONE v

UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 0~255)ms
Sync Baudrate(RFC2217) oN -

Enable Usrt Heartbeat [

y Limited.

Fig. 66 RFC2217 enabled

& USR-VCOM

@ New New TCP Client-Vircom Connection

Client COM11

Connection name : |CIientCOM1 |

Select Serial Port : |CDM1 V|

[ strict baudrate emulation

= Client 172.16.14. onnected by | Synchronize baudrate(RFC2217 similar) |

Client COM13 Remote Host Name :  [172.16.14.34 |

Remote Host Port : |23 |

COM14 clo
Client 17:

Fig. 67 enable RFC2217 in VCOM

When we change serial parameters in Virtual COM port 1, we can see these parameters have took effectin  serial port of USR-M100.
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UartiAssistant

LlartiAssistant

COM Configs— |

Chatnel |COMTHEL +

Baudrate | 9500 i [2022-07-05 17:67:10.668]# Decice has been inserted

Paritybits |[EVER =

COM Configs———— |
Grare IEDMWDHL ~
Eaudrats|9500 e [2022-07-06 17:67:11. 07814 RECY ASCIL>
PamuhitleVEN . http. /www. emsoft. onl1http: /v, omsoft. onll

Datalog | UartAssist V5.0.2 G O Datalag | Uarthssist ¥5.0.2 3 1

[2022-07-05 17:57:10. 675]% SEWD ASCII> [20z2-07-05 17:57:13. 83114 RECY¥ ASCIT>
Databits | & S| Ireto: fwmy. amsoe. ont Databits |2 || [http: Aene. ensoft. eall
Staphits |1 > [2022-07-0% 17:67:10.682]K SEND ASCII> Stopbits |1 - [2022-07-05 17:67:16. 96314 RECY ASCII»

http:/fwww. emsoft. enll
[20z2-07-05 17:57:13. 732]# SEND ASCII»
http:/fwww. emzoft. enll
[2022-07-08 17:57:16.865]# SEND ASCII>
http:/fwww. emsoft. enll
[Recw Dptions————, |[2025-07—05 17 /5720, 046§ RECV ASCITS
& ASCI © HEX ttp: S fwww. emsoft. en2?
| LogDisplapMode  |¢ | [2022-07-08 17:57:20. 9101 RECY ASCIT>
ttp: S www. emsoft. en22

http: /wew. emsoft. onll
et [NOHE_ -] [2022-07-08 17:57:18 96014 SEND ASCTT>
© Close http: /fwwe. emsoft, cn22
i [2022-07-08 17:57:20. 6234 SEND ASCII>
http: /fwaw. emsoft. on22

Flowetl |HONE hi
@ Clase

rRecy Options——————,
@ BSCI  HEX |
¥ Log Display Mode <
[~ AutaLinefeed i
[~ Hide Received Data
[~ Save RecytoFile
AutoSeroll Clear

I™ Auto Linefeed
I” Hide Received Data  |©
I~ Save Recy to File.
fwtaall  Plass

[Send Option:
& ASCI  HEX
[ UseEscape Chars(@)
[~ Auto Append Bytes

(SendOptions
& ASCIl " HEX
I~ Use Escape Chars ()
I~ Auto Append Bytes

DataSerd |[L.0cD# 2 D@ 3 THD@ 4IRS ScMI# 6.05E# § Clear £ Clear DataSend |1.ICh# 2 RI@ 3TI@ LITR® 5G4 6054 § Cear L Clar

I~ Send om File ... [~ Send from File
™ Cycle 1000 ms hittp: /A, csoft.on 1 ond I Cycle [ 7000 me hitp: /v, cmsoft. cnZ2
en
Shortent History Shortent  Historw
L€ Ready! [ 244 [ Fixidd [ 68 Reset | ol 1€ Reads! I 32 I R=:89 [ Tic:44 Reset A

Fig. 68 Synchronizing serial port parameters
5.3.1. PUSR customized RFC2217 protocol

Table 19 Com Port Control commands

Length(bytes) | 3 3 1 1
Data bits/stop bits/parity Check sumof 4 bytes of baud
Big endian,
bits setting. rate and serial parameter
Description Fixed e.g.
AS shown in the table 20 definition, retain the least
600 000258
below significant byte
115200,N,8,1 | 55 AA55 | 01 C2 00 03 C6
9600, N,8,1 55 AA55 | 002580 03 A8

Table 20 Serial parameter definition

1:0 Data bits 10 7 Data bits
11 8 Data bits
2 Stop bits 0 1 Stop bits
1 2 Stop bits
3 Parity bit enable 0 disable the parity bit
1 Enable the parity bit
5:4 Parity bit type 00 ODD
01 EVEN
10 Mark
11 Space
7:6 undefinition 00 Please write 0
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6. Modbus TCP/RTU gateway

Modbus is one of the most pop ular automation protocols in the world, supporting traditional RS  -232/485devices and recently developed
Ethernet devices. Many industrial devices, such as PLCs, DCSs, HMIs, instruments, and meters, use Modbus as their communicati on
standard. In industrial applications, the most common protocol conversion is Modbus RTUto Modbus TCP conversion, and it is usually
required when legacy devices such as meters, mostly using Modbus RTU, need to be integrated with SCADA systems, mostly using
Modbus TCP.

Most mode rn PLCs and host computers support Modbus TCP over Ethernet. In order to access di screte Modbus RTU devices for data

collection and control, they can rely on the M100 Modbus gateway.

6.1. Ethernet masters with serial slaves

When the host computer or PLC is Modbus TCP Master, the Modbus TCP function must be enabled, the remote device mustwo  rkin
Modbus RTU Slave mode. The M100(TCP Server mode) supports Modbus TCP with up to 16 simultaneous connections. The serial

interface supports both RS -232 and RS-485, selectable through software. Each serial port can be connected to one RS -232 serial device,

or to 32 RS-485 serial devices. When connected with more than one RS485 devices,please refer to  section 7.5 for bus collision

detection.
E HOST == PLC
— COMPUTER MASTER DEVICE
ETHERNET

=2 mopBus =" mopsus

., GATEWAY GATEWAY
RS-485
RS-232
q —

S
O EiiGa " LR e

—, MODBUS RTU
SLAVE DEVICE

Fig. 69 Ethernet masters with multiple serial slaves
The device supports multiple hosts to query data from the slave in Q&A mode. Please select modbus polling functi  on as shown in Fig.70.
When USR-M100 gateway does not receive a response from the serial port after a response timeout, the device replies with an
acknowledgement and then processes the next host request.
Whenyou need to use long frame data frequently or have high data transmission requirements, please adjustthe baudrateand  lengthen

the sending interval appropriately to prevent the slow serial port from causing messy codes or packet loss.
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> Status
UART TO NET
> Network
“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rort | Socet |
> Gateway

SOCKET A

> Cloud Service

5 Smmm Working Mode  TCP Server ~  ModbusTCP ~
Maximum Sockets supported 16 ~ Exceeding Maximum  KEEP v
Local Port Number 502 (1-65535)
FRINT  OFF -

Madbus Poll (7] Response Timeout [E00_§10~9998)ms

Modbus TCP Exception [

SOCKET B

Operating Mode  Hone

T Technology Limited. i

Fig. 70 Modbus TCP master settings
Open the Modbus Poll and Modbus Sla ve software, go to "Connect" -> "Connect", and the connection parameters are confi gured as

follows, in this case, IP address of USRM100 is 172.16.14.12.

% Modbus Poll - [Mbpoll1] - o x 23 Modbus Slave - [Mbslave']

- o X
File Edit Comnection Setup Functions Display View Window Help _ '@ x| |EIFile Edit Connection Setup Display View Window Help - & x
DEE&[X[7 &/ [05061516172223|Tc k| 2 W2 DSES& ™| =82 ¥

fTx=0:Err=0:ID = 1: F = 03 SR = 1000ms ID=1F=03
No connection INo connection

Connection Setup X
Alias] 00000 Connection Setup x H Al 00000
Connection
! o 1 0 et Pon S
Modbus TCP/IP v
2 9 Cancel 2 0 Cancel
3| o Seial Setings 3 0 Serial Seltings
n 0 USB Serial Port (COM3) Mode 4 0 USB Serial Port (COM3] ~
RTU ASCI Mode
3| [ 115200 Baud 2 9 ETEST o5 e
[ 0 e Riesponse Timeout 9 9 T
ata bis
7 0 1000 me] 7 0 Flow Control
8| 0 None Paity 3| 0 MeneParty ~| [1DSA [JCTS []RTS Toggle
Delay Between Folls
9] 0 1 [ms] RTS disable delay
9 L/ 1 Stop B Advanced EC 1StopBit
TCP/IP Server
IP Addiess Port
V‘ 17216.14.18 502
Connect Timeout @ P Any Address 1Pyd
3000 {me] Ore lanore Unit 1D 1Pv6
For Help, press F1. [172.16.14.13]: 502 For Help, press F1 [172.16.14.15]; 502

Fig. 71 Modbus emulator settings(Ethernet master and serial slave)
6.2. Serial master with Ethernet slave

Many HMI (Human Machine Interface) systems use a serial interface to connect to adisc rete DCS (Data Control System). However, many
DCSs are now Ethernet-based and operate as a Modbus TCP server device. The M100 Modbus gateway can link a serial -based HMI to
distributed DCSs over an Ethernet network.

When the host computer or HMI is Modbus RTU Master, if the remote device work in Modbus TCP Slave mode, the ModbusTCP function

must be enabled. The M100(TCP Client mode) supports only one Modbus TCP slave.
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Fig. 72 Serial master with one Ethernet slave

{_\S l-.ISR 10T

Communication Expert of Industrial loT

> Status "
Data transmission parameter configuration
> Network
Uart1 rort || Socket
Uart2
‘Websocket SOCKET A
> Gateway
Working Mode  TCP Client ~|  ModbusTCP ~
> Cloud Service
> System Remote Server Addr 172161415
Local/Remote Port Number 3000 502 (1~65535)
Reconnection period 0 (0-99999)s
PRINT  OFF -
Modbus Poll [ Response Timeout 200 (10~9999)ms
Modbus TCP Exception [
Enable Net Heartbeat [
Registration Packet Type MNone ~ Location n necting
SSLprotocol  Disable ~

SOCKET B

Operating Mode  None ~

OT Techno

gy Limited.

Fig. 73 Modbus TCP slave settings
Open the Modbus Poll and Modbus Slave software, go to "Connect” -> "Connect", and the connection parameters are configured as

follows, in this case, IP address of USR-M100 is 172.16.14.12pst IP address is 172.16.14.15.

2} Modbus Poll - [Mbpoll1] - o X 23 Modbus Slave - [Mbslavel] — a P
File Edit Connection Setup Functions Display View Window Help _ & x| |EFFile Edit Connection Setup Display View Window Help -8 x
DE &[T S5/ [0506151617 2223 Tc k| 2 2 S EEIEEEL
Tx =8 Em=0:1D = 1: F = 03: SR = 1000ms ID=1-F=03
o connection INo connection - . -
= Conmection Setup % H e Connection Setup
[ 0 [ Connection
Connection
1 o iR 0K 1 0 Modbus TCR/IP ~
Seial P v
2| o Cancel 2| 0 Caneel
3| o Seiia Settings 3 0 Seiial Settings
7 o USB Serial Port [COM3) v Mode 4 0 S Seial Por (COM3) 5
3| “ 115200 Baud v OFT @z 3 e 115200 Baud Mvsiu e
) 0
6| 0 Response Timeout
8Daablts v B p 9 BDatabis v e
7 0 1000 el jow Carira
3 0 None Paiy ] 0 NenePaiy 9] [0SR []cTs [IATS Toogle
S EELEIRES 9) 9 1| [ms] RTS disable delay
9 9 150pBR v Advanced ] 15tepBit
Remate Modbus Server TCP/IP Server
|P Address or M ode Name: IP Address Port
172161412 172161415 v
Server Port Connect Timeout IPva [ Any Addess @IPv4
502 3000 {ms] IPuB [ lanore Unit ID Olpve
For Help, press F1. Port 3: 115200-8-N-1 For Help, press F1 [172.16.14.15]: 502

Fig. 74 Modbus emulator settings(serial master and Ethernet slave)
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6.3. Serial master with serial slaves
When the HMI is Modbus RTU Master, all M100 must enable or disable ModbusTCP function at the same time, the remote device mus t

work in Modbus RTU Slave mode. The M100 supports up to 16 simultaneous TCP connections.

L — MODBUS RTU
G MODBUS MASTER DEVICE
GATEWAY
ETHERNET
= mobpBus = mopBUS =" mobBus
Wy GATEWAY s GATEWAY S GATEWAY
RS-232 RS-485 RS-485

SLAVE DEVICE

LR NT L
l d ] FDLR?‘W,ESMEIER POWER MEASUREMENT I MODBUS RTU

Fig. 75 Serial master with multiple serial slaves

If there are more than one serial m asters in RS485 network, users should select modbus poll function and configure response timeout

in Fig.76. please refer to section 7.5 for bus collision detection.

> Status

UART TO NET

> Network

Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway
SOCKET A
> Cloud Service
> System Working Mode ~ TCP Sarver ~ ModbusTCP ~
Maximum Sockets supported 16 ~ Exceeding Maximum  KEEP v

Local Port Number 502 (1-65535)
PRINT OFF ~
Madbus Poll (7] Respanse Timeaut (200 }10~9998jms
Modbus TCP Exception [

SOCKET B

Operating Mode  Hone

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 76 Modbus RTU master settings
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> Status Data transmission parameter configuration

> Network

Uart2

Websocket SOCKET A
> Gateway

Working Mode  TCP Client ¥ ModbusTCP ~
> Cloud Service
> System Remote Server Addr 172161415
Local/Remote Port Number 0 602 (1~65535)
Reconnection peried 0 10-9999%)s
PRINT  OFF ~
Modbus Poll ] Response Timeout 200 (10~9999)ms

Modbus TCP Exception [
Enable Net Heartbeat ]
SSL protocol Disable -

Operating Mode  None -

Fig. 77 Modbus RTU slave settings

% Modbus Poll - [Mbpoll1] - o x 23 Modbus Slave - [Mbslave']

o x
1 File Edit Connection Setup Functions Display View Window Help _ & x| |EIFie Edt Connection Setup Display View Window Help - & x
DEE&[X[7 &/ [05061516172223|Tc k| 2 W2 DSES& ™| =82 ¥
fx=47.Er=27:1D = 1. F = 03: SR = 1000ms iD=1"F=03
INo connection INo connection
Connection Setup X
H M Connection Setup X H ‘Alias] 00000
i 7 —= f——
Connection
i o 0K 1 0 Seral Fort ~
Serial Port T Coneal
z 0 Cancel 2 g
3| o Seial Setings 3 0 Serial Seltings
A o USE Seris Por (COM3) o] Mo A 0 USB Sl Por COM10) ~
RTU ASCI Mode
35 1 115200 Baud Ofil @ 2 i 115200 Baud
o d @RTU CasCl
6 0 3 Dotabit Fesponse Timeout ShEmis -
7] 0 ata bits 1000 me] 7] 0 Flow Contral
d o (T T 3 0 NonePaty ~| [J0sR [IcTs CIATS Tooge
Delay Between Pals
9| 0 1 [mns] RTS disable delay
9 o o v gowens| [ i T
Remote Modbus Server TCP/IP Server
IP Address or Node Name: IP Address. Part
172161412 172161415 502
Server Pot Connect Timeout v Any Acess Py
502 3000 {re] RS lanore Unit 1D 1P6
For Help, press F1. Port 3: 115200-8-N-1 For Help, press F1 [172.16.14.15]; 502

Fig. 78 Modbus emulator settings(serial master and serial slave)
6.4. Serial master via virtual COM with serial slaves

When the host computer is Modbus RTU master, if we use VCOM , the Modbus TCP function must be disabled, the remote device must

work in Modbus RTU Slave mode.
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New TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remate computers {clients) on this PC aver TCP/IP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/TP protocal

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protacol

5 New UDP-Vircom Connection

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 79 New virtual COM port mapping

Connection name : |Server COM16 |

Select Serial Port : |COM16 v|

[ strict baudrate emulation
[ synchronize baudrate(RFC2217 similar)

[IKeep-alive
TCP port : |

Fig. 80 Mapping a virtual COM port
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é?g USR-VCOM

COM port information
Port name : COM16
Port status  : closed
Port parameters @ —
Bytes received : 0

Opened by :

Network information

Type : TCP Server

Port : 20108
Status : Listen

Bytes received : 0

Data Monitor

Fig. 81 Virtual COM port mapping details

J‘L(, USR 10T Be Honest Do Best !

2 ation Expert P3| English

Data transmission parameter configuration

> Status

> Network

Uart1
[ oo |

Uart2

S | sockern |
> Gateway
> Cloud Service Working Mode  TCP Client ~|  Nane ~
> System Remote Server Addr 172161415

Local/Remate Port Number o 20108 (1~65535)
Reconnection period 0 (0-9999%)s
PRINT  OFF -
Modbus Poll [ Response Timeout 200 (10~-9999)ms

Enable Net Heartbeat

Registration Packet Type  Mone. ~ Location

$SL protocol Disable ~

SOCKET B

Operating Mode  None ~

Fig. 82 Serial device settings

Modbus Poll - [Mbpoll1] - o X &3 Mod

e~ [MbslaveT] - o X

le Edit Connection Setup Functions Display View Window Help _ & x| |BFie Edit Connection Setup Display View Window Help - & x

DFE&|[ %[ |~ 2| /1[05061516172223[TCE| 2 K2 DEE& ™| =al?K
Tx=441: Er = 120:1D = 1: F = 03: SR = 1000ms ID=1F=03
INo connection INo connection
Connection Setup X
HM Connection Setup X Alas| 00000
0 9 q Connection
Connection —
' o i B et Pt Z
Serial Port ~ I -
2 4 Cancel 12l 9
3| o Serial Settings 3| 0 Serial Settings
1 0 ELTIMA Virtual Serial Port (COM16]) w Mode ’_4 USB Serial Port (COM10) v
RTU ASC Mods
5 1 115200 Baud - of @ El 9 115200 Baud
6| 0 @RTU CASCH
6| 0 Shaablts - Response Timeout 7 B BDatabis v I
7 0 17| jow Carkro
g| 0 MNone Paiity K 0 MeneParty ~  [1DSR [JCTS []RTS Toggle
9] 0 [ms] RTS disable delsy
9 Ll 1SpBt v Advanced, = 1Stop Bt v
Remate Modbus Server TCPAP Server
|PAddress or Node Name: |P Address. Port
172161412 172161415 502
Server Port Connect Timeout 1Pt Ang Addiess =N
EB 300 ms] 25 Ianare Urit 1D 1P
For Help, press F1 Port 3: 115200-8-N-1 For Help, press F1 Port 10: 115200-8-N-1
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Fig. 83 Modbus emulator settings(serial master and serial slave)

6.5. Modbus poll with serial heartbeat packet

When the M100 is Modbus RTU Master, the serial device work in Modbus RTU Slave mode, the ModbusTCP function must be disabled.

M100 works in TCP server mode, it supports up to 16 TCP connections .

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Vart1 SETTING
Uart2
[ ort | socket |
Websocket
> Gateway
SOCKET A
> Cloud Service
5 Smmm Working Mode  TCP Server ~  None ~
Maximum Sockets supported 16 ~ Exceeding Maximum  KEEP ~
Local Port Number 2 (1-65535)
FRINT  OFF v
Madbus Poll - [] Response Timeout 200 10~9999)ms

Operating Mode  None ~

SOCKET B

Jlinan USR 10T Technology Limited.  http:/

Fig. 84 Modbus RTU master Settings

J‘% USR 10T Be Honest Do Best !
0 ¢ o Expartiod ks % | Engiish

S | ysrvower |

Data transmission parameter configuration

> Network
R SermnG
Uart1
Uart2 —
Websocket
Baud rate 115200 600~ 230400)bps
> Gateway
> Cloud Sevice Ouatin | & ~ e
> System Party  MNone .
Stop bits 1 ~
Flow ctrd NONE hd
UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 (0~255)ms.

Sync Baudrate(RFC2217)  ON -

Enable Uart Heartbeat

UatHeartbeat Type  User define ~
5CD
HEXE ascnd

BeatTime 1 (1-65535)s

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 85 Serial heartbeat packet as modbus command
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4% USR-TCP232-Test RS232 to Ethernet Convert tester — m} X
File(E) Options(Q) Help(H)
COMSetting: ~COM port datareceive————— | [ Metwork data receive MetSetting:
Portum |EOM10 <] L[Receive Erom 172.16.14.12 © 231 : ~ | | rMProtocol

01 03 14 00 00 00 00 00 00 00 00 00 OE i
Beudr 115200 I TCF Client VI

- 0 00 00 00 00 00 00 00 00 00 87 &F
DPaiy |MONE ~ 01 03 14 00 00 00 00 00 00 00 00 00 OE (2ot
-

00 00 00 00 00 00 00 00 00 00 87 8F |172.1ﬁ.14.12
DataB IBhit

01 03 14 00 00 00 00 00 00 00 00 00 OF 2] Server Port

Stopk |15 - 00 00 00 00 00 00 00 00 OO0 00 97 &F B

01 03 14 00 00 00 00 00 0O 00 00 00 OF

Open 00 00 00 00 00 00 00 00 OO0 00 97 8F R |

@4;;' 01 03 14 00 00 00 00 00 0O 00 00 00 OF ®: Discomnect
00 00 00 00 00 00 00 00 OO0 00 97 8F

01 03 14 00 00 00 00 00 0O 00 00 00 OF

~Recv Options Reev Options

7 Receive to file 00 00 00 00 00 00 00 00 00 00 87 &F 7 Receive to file
¥ #dd line retwrn 01 03 14 00 DO 00 0D DO 00 00 00 00 OF ¥ 4dd line retuwn
¥ Receive As HEX 00 00 00 00 00 00 00 00 00 00 87 &F | Receive As MEX

01 03 14 00 00 00 OO 00 00 00 00 00 OF

[ Receive Pause 00 00 00 00 00 00 00 00 00 00 97 &F

[~ Receive Pause

Save  Clear 01 03 14 00 00 00 00 00 00 00 00 00 OF Sare Clear
00 00 00 00 00 00 00 00 00 00 57 &F
~Send Options—— 01 03 14 00 00 00 00 00 00 00 00 00 OF ~Send Options
[ Date from £ile ... 00 00 00 00 00 00 00 00 00 00 57 &F I HEE

01 03 14 00 00 00 00 00 00 00 00 00 OE

[ hato Checksum 00 00 00 00 00 00 00 00 00 00 97 8F

[~ Auto Checksum

[ huto Clear Input 0103 14 00 00 00 00 00 00 00 00 00 0F v | | Aute Clear Input
[ Send As Hex ™ Send As Hex
LocalHost|172.16 .14 .15 Port|4723

[~ Send Recycle [~ Send Recycle

Interval [1000 ms izzan USE Technology Co., cond http:/fen usr. en cond Interval [1000 ms
Load. .. Clear Load. .. Clear

& Ready! [ Send: 0 | Pecv:zs Reset I & Ready! I Send: 0 | Recv:&78 Reset

Fig. 86 Modbus response transparently transmission
7. Advanced features

7.1. Packing mechanism

Serial to Network Packet Delimiter : Packet delimiter is a way of packing data in the serial communication. It is designed to keep packets
intact. USR-M100 provides two types of deli miter: Time D elimiter, Maximum Bytes Delimiter. Note that the following delimiters (time,
length) when they are selected are programmed in the OR logic. Meaning that if any o  f the two conditions were met, the device would

transmit the serial data in its bu ffer over the network.

Be Honest Do

> Status

UART TO NET
> Network
“ Data transmission parameter configuration

Vart1 SETTING
Uart2
(o
Websocket
> Gatews
o Baud rate 115200 (600~ 230400)bps
> Cloud Service
Data bits B ~ bit
> System
Parity  Mone
Stop bits 1
Flow ctrl NONE
UART Packet Length o (0~1460)bytes
UART Packet Time o (0~255)ms.

Sync Baudrate(RFC2217) oN

Enable Usrt Heartbeat [

Fig. 87 Data packing mechanism

Packet time: USRM100 will transmit the serial data in its buffer when the specified time interval has reached and no more serial data
comes in. The default valueis calculated automatically based onthe baud rate. If the automatic value results in chopped data, the timeout
could be increased manually by specifying a larger value in the text box above. Note that the maximum inter  val is 255 milliseconds. This

option is disabled by default.
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The optimal Interval timeout depends on the application, but it must be at least larger than one -character interval within the specified
baud rate. For example, assuming that the serial port is set to 1200 bps, 8 data bits, 1 stop bit, and no parity. Inthis cas e, the total number
of bits needed to send a character is 10 bits (included 1 start bit), and the time required to transfer one character is (10 (bits )/1200
(bits/s))*1000 (ms/s) = 8.3 ms. Therefore, you should set the Interval timeout to be larger than 8.3 ms. Roun ding 8.3 ms
to the next integer would give you 9 ms. Which can be set as your interval timeout.
Packet length : USR M100 will transmit the serial data in its buffer when the specified length in the unitof byteshas  reached. If you would
like USRM100to qu eue the data until it reaches a specific length ,the data length can be configured for 1 to 1460 bytes. If the data length

(in bytes) matches the configured value, the data wi |l be forced out. Set to O if you do not need to limit the length.
7.2. Heartbeat packet

Network heartbeat packet : The M100 gateway sends a heartbeat packet regularly to notify the server that it is active and maintains a
normal network connection with the server. This function is only allowed when the working mode is UDP and TCP Client.

Serial heartbeat packet: The M100 gateway notifies the serial device it is active via packet, and this packet can also be used to actively
capture sensor data.

Heartbeat packet only works in no data traffic in the setting direction. There are no data coming  from serial p ort or internet in heartbeat

interval.

Be Honest Do Best !

Data transmission parameter configuration

413z | English

> Status

> Network

IR SETTING
Uart1
s sl socee |
Websocket
Baudrate 115200 (600~230400)0ps
> Gateway
Databits 8 ~ bit
> Cloud Service s
> System Parity  None ~
Stophits 1 -
Flowetrl  NONE
UART Packst Length 0 (0~1460)bytes
UART Packet Time 0 0-~255)ms
Sync Baudrate{RFC2217) ON
Enable Uart Heartbeat
Uart Heartbeat Type User defin -
Uart Heartbeat Packet W usrcn
HEXCD Ascikd
BeatTime 30 (1-65535)s

Jinan USR 10T Technology Limited

Fig. 88 Serial heartbeat packets
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> Status

> Network
SOCKET A

Uart? Working Mode TCP Client - None -

Uart2 Remote Server Addr 172 16 1415

Websocket

e Local/Remate Port Number 5000 ] 1-65535)
> Gateway
Reconnection pericd 0 (0~99999)s
> Cloud Service
> System PRINT OFF -
Modbus Poll [ Response Timeout (200 (10-9999)ms

Enable Net Heartbeat ]

NetHeartbeat Type  Uisar define &

Net Heartheat Packet  wnwwusren

HEX[] AscnBd
BeatTime 30 (1~65535)s
Registration Packet Type  None ~ Location O
SSLprotocel  Disable ~| Nane
Operating Mode o v

Save&Apply

T Technology Limited.

Fig. 89 Network heartbeat packets

7.3. Registration packet

This function is only allowed when the working mode is UDP and TCP Client. The content of the registration packet canbeupt 040 bytes
long. Users can choose to display this content in hexadecimal format or ASCII format.

Once connected : The registration pack et is only sent once when the network connection is established;

Prefix of DATA: The registration pack et is filled in front of the serial port data every time the serial port sends data to the network;

> Status

Data transmission parameter configuration
> Network

Uart1
Uart2
S | soceern |

> Gateway
> Cloud Service Working Mode  TCP Client ~| Nane ~
> System Remote Server Addr  17216.14.15
Local/Remate Port Number 5000 3 1-65535)
Reconnection pericd 0 10-99999)s
PRINT  OFF -
Modbus Poll (] Response Timeout [200 (10-~9999)ms

Enable Net Heartbeat [ ]

~ Location  Onca cannecting

Registration Packet Type  Usar Defined

User defined Packet

MAC address
Device IMEI

35 protocol

Fig. 90 Registration packet type
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> Status
Data transmission parameter configuration
> Network
SETTING
Uart1
port | Socket
Uart2
S | soceern |
> Gateway
3 Cloud Senvice Working Mode  TCP Client ~| None ~
> System Remote Server Addr  172.16.14.15
Local/Remote Port Number 5000 » 1-65535)
Reconnection period 0 {0-99995)s
PRINT  OFF v
Modbus Poll (] Response Timeout 200 (10~9999%)ms.
Enable Net Heartbeat [ ]
Registration Packet Type  User Defined ~ Location  Onca cannscting ~
Prefix of Data

User defined Packet

35 protocol

SOCKET B

Operating Mode

Fig. 91

7.4. SocketB

Socket B supports TCP Client and UDP Client. Socket B and Socket A share the registration packet and heartbeat packet. When Socket

B initiates a connection, it uses a random local port number to connect to the target server.

> Status

vrww use cn

HEX[) ascn&

Disable

None

| Both are supponted

T Technology Limited.

Registration packet method

UART TO NET
> Network
Data transmission parameter configuration
Vart1 SETTING
Uart2
I‘(.'M E :!:.
Websocket
> Gateway
SOCKET A
> Cloud Service
ricing M TCP Senw -
> sy Working Mode P Server None
Maximum Sockets supported ] ~ Exceeding Maximum  KICK
Local Port Number 2 (1-65535)
BRINT  OFF v
Madbus Poll - [] Response Timeout 200 (10~9999)ms.

SOCKET B

Operating Mode

Remote Server Addr

TCRClent

DI

Remote Port No. 20005 (1-65535)

T Technology Limited.

Fig. 92 Socket B operating mode

7.5. Rs485 bus detection
If RSA85 bus is in the receiving state, M100 can not output data to serial port to achieve the 485 bus anti -conflict function.
Idle time: the interval time when M100 is allowed to send data to RS485 bus after the receiver is idle. The value ranges from 0 to 65535

(ms). Default value: 10. This parameter is mandatory.

WWW. pUSK.com
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Be Honest Do

System Setting
> Status
> Network Model Name  USRAM100
> Port
WebsockstPort 6432 1-65535)
> Gateway
) Websocket Direction  UART v
> Cloud Service
v System Webserver Port 80 0-65535)
System Setting User Name admin
Management
PassWord e &
Feedback
UartCache  OFF .
Restarting Without Data 0 0/60- 655355
SNMP  OFF ~@
Telnet  OFF ~ @
NTP ON v @
NTP Server Address  cn pool nip org
NTP Timezone Setting ~ UTC+3 -
485 Anti-Collision ~ ON v@
485-idleTime 10 (0-2500)ms

Log Export  [Expar

Jinan USR IOT Technology Limited. b

Fig. 93 RS485 hus detection

7.6. Serial Printer setting

USR-M100 gateways transform any serial device into an Ethernet -capable device that can be used in a network. These gateways allow
serial devices such as a printer, control mechanisms or control systems to be used in a network without relying  on the serial port of a
computer for connectivity. This way, any serial device can be connected to the network and the internet and accessed fromany  where.
Sharing a printer among coworkers in the same physical office can be implemented witha  gateway that does not nee d to offer security
or authorization capabilities.

The M100 gateway, features a Serial Printer option which functions in similar fashion to the Serial Printero ption in the (COM) Ports dialog
box. This option allows the associated TCP portto be identifie d as a serial printer connection. The connection does not consume a user
license, is restricted to output only, and filters out the end -of-document marker correctly. In this case, IP address of USRM100 is

172.16.14.12.

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Vart1 SETTING
Uart2
I‘(.'M E :E:.
Websocket
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TCP Server ~  None ~
Maximum Sockets supported 1] ~ Exceeding Maximum  KICK ~
Local Port Number 9100 (1-65535)
PRINT ON -

Modbus Poll  [] Respanse Timeout (200 10~9999)ms

SOCKET B

OperatingMode  None "

SavekApply

Fig. 94  Serial printer opti on
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General Sharing Pots  Advanced Color Management Securty REiEE
Add Standard TCP/IP Printer Port Wizard

Brother DCP-7120DN Print
g other rinter (F35) Welcome to the Add Standard

TCP/IP Printer Port Wizard

Print to the following port(s). Documents will print to the first free %
checked port. This wizard helps you add a pert for a network printer.
Port Description Printer ~ Available port types: Before continuing be sure that:
1. The device is tumed on.
) Local Port
g ;E’gm ;;’;‘;"F’;E Stardard TCP/IP Port 2. The network is connected and configured.
[ WSD-5... WSD Port MiWiFi-R3-srv (HP Desklet 260...
[] WsD-a.. WSD Port Brother DCP-7180DN Printer
[] WSD-9... WSD Port Brother DCP-7180DN [3c2afdel...
[] WSD-b... WSD Port Brother DCP-B7535DW series P...
[ IP_172.... Standard TCPAIP Port  Brother DCP-7130DN Printer (...
= anctard|FER /I Lol =Tl Jo New Port Type... New Port.. Cancel
| Add Port.. (1) | Delete Port Configure Port...
Enable bidirectional support To continue, click Next,
[ Enable printer pocling
< Back Next > Cancel
3
oK Cancel Apply Help

Fig. 95 Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Add port
For which device do you want to add a port?

Enter the Printer Mame or IP address, and a port name for the desired device,

Printer Mame or IP Address: 172.16.14.12]

Bort Mame: 172.16.14.12

< Back Mext = Cancel

Fig. 96 Serial printer setting wizard 1
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Add Standard TCP/IP Printer Port Wizard

Additional port information required
The device could not be identified.

The device is not found on the network. Be sure that:

The device is turned on.

The network is connected.

The device is properly configured.

The address on the previous page is correct.

b =

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below.

Device Type

{+ Standard Generic Metwork Card -

(" Custom

< Back Mext = Cancel

Fig. 97  Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard TCP/IP
Printer Port Wizard

You have selected a port with the following characteristics.

SMMP: Mo

Protocol: AW, Port 9100
Device: 172.16.14.12

Port Mame: 172161412

Adapter Type: Generic Metwork Card

To complete this wizard, click Finish.

< Back Cancel

Fig. 98 Serial printer setting wizard 1
7.7. NTP

If M100 is connected to th e internet or to alocal NTP server, the Date/time can be set automatically by enable NTP function. If this option
is chosen, the default value cn.ntp.org.cn should be shown in the NTP server field. User can select a proper Time Zone from the

dropdown box. If the M100 device is connected to the Internet and should get NTP server over the Internet, you will need to configure
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the DNS server in order to be able to resolve the host name of the NTP server.

Be Honest Do B

et of Industrial loT w2

> Status
> Network
Modei Name  USR-M100
> Port
Websocket Port 6432 1-65535)
> Gateway
> Cloud Service Websocket Direction  UART1
R Webserver Port 80 0~65535)
System Setting
User Name
Management
Feedback Pass Word
UartCache  OFF
Restarting Without Data 0 0/60~65535)s
SNMP  OFF @
Telnet  OFF -9
NP ON v @

NTP Server Address <n pool nip.org
NTP Timezone Setting uTCss v

485 Anti-Colision  OFF v 9
Log Export  [Export

Save&Apply

Fig. 99 NTP settings

7.8. SNMP

The Simple Network Management Pr otocol (SNMP) is used by network management software to monitor devices in a netwo rk,
to retrie ve network status information of the devices, and to configure network parameters of the devices.
To make the device s information available for public viewing/editing, you can enable the SNMP function by checking the  Enable box.

The supporte d SNMP Version:vl/v2c.The default SNMP Community Strings (or passphrases) is admin .

USR 10T Be Honest Do Best !

Com on Expert of Industrial loT P | English

System Setting
> Status
> Network
Modei Name ~ USR-M100
> Port
Websocket Port 6432 1-65535)
> Gateway
> Cloud Service Websocket Direction UART1 v
System Setting
User Name
Management
Feedback e Woro
UartCache  OFF
Restarting Without Data 0 0/60~65535)s
SNMP oN v e
Telnet OFF Y
NP ON v @

NTP Server Address < pool ntp.or

NTP Timezone Setting

485 Anti-Colision  OFF v @
Log Export  [Export

Save&Apply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 100 Enable SNMP agent

Table 21 PUSR OID list

Item OoID
IP address .1.3.6.1.2.1.4.20.1172.16.142
Subnet mask .1.3.6.1.2.1.4.20.11%2.16.14.12
Gateway .1.3.6.1.2.1.4.211172.16.1421
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Firmware version .1.3.6.1.2.1.12.1.0
Hardware version 1.3.6.1.2.1.12.2.0
RAM usage 1.3.6.1.2.1.12.3.0
CPU usage .1.3.6.1.2.1.12.4.0
Preferred DNS .1.3.6.1.2.1.12.5.0
Alternate DNS .1.3.6.1.2.1.12.6.0

Fig. 101 SNMP test

8. MQTT gateway

Although the MQTT protocol has been around for nearly three decades, the design of the protocol makes it ideal for lloT (Industrial
Internet of Things) applications, the latest tr end in automation engineering. This is particularly true for applications that str ess active
notification, inwhichdevices provide dataonly when needed, asopposedto passivenotification, inwhich devices are polled atregular
intervals. MQTT s broker/client design eliminates the need for all devices in the system to be online at the same tim e. The clients (i.e.,
devices or things ) communicate directly with the broker, which playstheroleof middlemanto pass messages back and forth between

clients.

8.1. Basic settings

When configuringthe Broker information,ClientID, Host, and Port are already filled in by default. You can also modify it by yourself based
on the actual Broker information. We will use Free Public MQTT Server provided by EMQX Cloud as the MQTT server address for quick

testing. You can configure KeepAlive, Clean Session, Auto Reconnect, MQTT Version, etc.

Your Trustworthy Industrial 10T Partner WWW.pusr.com
























































































































































































