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1. Introduction

1.1. Overview

The USR-M100 is an intelligent 10T I/O gateway with comprehensive functions like on-board I/O support and RS-485/232/Ethernet/4G
interface, is an advanced modular RTU product with a unique hardware and software design, making it an ideal solution for a variety of
industrial data acquisition applications.

The USR-M100 has a unigue mechanical design that reduces the amount of time required for installation and removal, simplifying
deployment and maintenance. In addition, the USR-M100 supports Modbus RTU Master protocol for retrieving field site serial data from
serial meters and also supports OT/IT protocol conversion.

With the ability to convert between multiple protocols, USR-M100 can convert the collected I/O and serial data to protocols suitable for
different upper-level software. For example, cloud service via MQTT, SCADA via Modbus TCP, web server via HTTP, and more. This
two-in-one design reduces system complexity, the amount of space required in the network topology, and overall installation time. You
canalso connect your legacy devices to Ethernet, thereby increasing the lifetime of the devices since you can continue using the devices’

original protocols.

Model USR-M100-ETH USR-M100-EAU

Ethernet Port v v

Cellular Network None LTE Cat4

Region Gloable Europe, Asia, Africa, Oceania, Brazil
Band frequency / LTE FDD: B1/3/5/7/8/20/28

LTE TDD: B38/40/41
WCDMA: B1/5/8
GSM/GPRS/EDGE: 850/900/1800

Extended Modules None v

1.2. Features

B High-performance CPU processing ability,using 32-bit Arm Cortex-M7 core CPU, up to 400MHz frequency

B Provides remote serial access over the Internet for industrial serial devices

®  10/100Mbps Ethernet port and support Auto MDI/MDIX

B Built-in 15KV ESD serial port protection

B Supports a wide industrial operating temperature,-40°C~85°C

B Baud rate: 0.6~230.4 Kbps, and any baud rate setting, support None, Odd, Even, Mark, Space Parity bit

B Flexible serial port data framing packing, which can satisfy user’s various demands for data packets segmentation
B Versatile operation modes: TCP Server, TCP Client, UDP, HTTP client, Websocket server

®  Support virtual COM USR-VCOM(windows)

B Modbus Ethermnet-to-Serial support (Modbus/TCP, Modbus/RTU) for seamless integration of serial Modbus devices
B Provides rich configuration access, including: Windows configuration tool, and Web Browser

B Firmware upgrading via Web Browser and Windows configuration tool

B High security via certificate verification SSL/TLS encryption for serial data transmission,HTTPS, TCPS,MQTTS

B Support modbus RTU master,edge computing, modbus gateway, MQTT gateway

Your Trustworthy Industrial 10T Partner WWW.pusr.com
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Support SNMP V1/V2c
Support on board I/0 for analog input(2 Al), digital input(2 DI), digital output(SSR relay,2 DO), expandable with /0 modules

Support 2 RS485 serial port, the first one can also be RS232

Cloud support: MQTT via AWS IOT, Microsoft Azure, Thingsboard, Alibaba Cloud, EMQX, Tuya,Cumulocity loT and so on

WWW. pUSK.com
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2. Get started

Since the USR-M100 is connected through a TCP/IP network, you may need to know some basic facts about networking in order to
connect the server correctly. Specifications and dimensions are not provided in this manual. Please refer to datasheet for more

information.
2.1. Installation

You can choose whether to plug in the other peripheral ports at this point or do it later depending on the actual location of the device

or level of comfort for performing such operation.

2.1.1.  DIN-Rail mounting

The USR-M100 has a unique mechanical design that reduces the amount of time required for installation and removal. In fact,

screwdrivers and other tools are not required for any part of the hardware installation, including mounting the device on a DIN-rail, as

well as connecting the wiring for both communication and 1/0 signal acquisition. Furthermore, no tools are required to remove the

USR-M100 from a DIN-rail. Removing all of the modules from a DIN-rail is also easy using the latch and release tab.

< Position the rear panel of the device directly in front of the DIN-Rail, making sure that the top of the clip hooks over the top of the
DIN-Rail, as shown in Fig.1. Push up the the release tab towards the bottom of the DIN-Rail until the the mounting clip snaps into

place.

ALLATION

SUPPORT DIN-RAIL & PANEL INSTALLATION

® DIN-Rail 35mm

Clip positioning hole

Fig. 1 DIN-Rail mounting and wall mounting
< If you want to remove the device from DIN-Rail. Pull down the release tab with your finger and then remove the module from the
DIN-Rail.
< NOTE: Disconnect all connections, including Ethernet, serial, and power cables, from the device before removing the device from

the DIN rail.
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21.2.  Wall mounting

The wall mounting option provides better shock and vibration resistance than the DIN-Rail vertical mount.

< Locate the installation site and place the device against the wall. Use the wall mount plates as a guide to mark the locations of the
screw holes.

< Drill two holes over the 4 marked locations on the wall. Insert the wall sinks into the walls.

< Insert the screws(M3 size) into the wall sinks then tighten the screw to enhance stability, see the following Fig.1.
2.2. Serial port

The USR-M100 supports 2 serial ports, 1RS232/485 and 1RS485, and adopts Spring-type terminal. The serial port pin assignments are
shown in Fig.2. When connecting up Modbus devices via an RS485 network they should be daisy chained together, and a dual twisted
pair cable are recommended. The connections should be kept the same throughout the network: positive to positive, and negative to
negative. These may sometimes be labeled up as A and B. The maximum length of the serial network cannot exceed 1200m regardless

of boosters and repeaters.

A ~
Q v/

Ethernet Port

v}
[v]
v}
v}
v}
[+
]
o]
*]
o]
o]

g8

~e Serial Port

in an
ge

Reload

DC 9~36V
Power Supply

S303nia} jaieie) iele]

Fig.2  USR-M100 interfaces
2.3. /0 interfaces

USR-M100 is equipped with two 11-pin Terminal blocks that are used for I/O interfaces. The pin assignments of terminal block are shown

in table 1. The PIN assignments are also marked on the device’s nameplate, in order to avoid confusion.

Table 1 Terminal pin assignments

Terminal block1 Definition Terminal block2 Definition
DO1NC | Relay Output 1 normal close A | COM 2 R5485 A
DO1COM Relay Output T Common B COM 2 R5485B
DOTNO Relay Output 1 Normal open G COM 2 Ground
DO2 NC Relay Output 2 normal close Dn DC Digital Input 1
D02 COM Relay Output 2 Common COM Digital Input 1 Common
D02 NO Relay Output 2 normal open DI2 DC Digital Input 2
X COM 1RS232 TX COM Digital Input 2 Common
RX COM 1RS232 RX All Analog Input 1
four Trulg G COM 1 Ground COM Analog Input T Common
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2.3.1. /0 specifications
Table 2  1/0 specification

‘ Inputs

DI channels 2
Input Type Dry/Wet contact
Wet contact On: 9 to 36 VDC
Off: 0 to 2 VDC
Digital inputs
Dry contact On: close
Off: open
Range 9-36V DC
Input filter time Software configurable,10~65535ms
Quantity 2
Type Differential input
Analog inputs Resolution 16 bit
Range 4~20mA current
Accuracy 1% FSR
Quantity 2
Type
Form C SSR Relay
AC Contact Current 10A /1 277V AC at resistive load, NO
Rating 5A / 250V AC at resistive load, NC
Digital outputs
DC Contact Current 10A 7 28V DC at resistive load
Rating
Operating time 10 ms max.
Release time 5ms max.
Mechanical Endurance 10000000 operations

2.3.2. 1/0 wiring

The left picture in Fig.3 shows an example of digital input (DI) dry contact in which the digital input channel is controlled by a switch that
is wired to the COM pin of the DI port. An external DC power(9~36V) is supplied this external circuit via the wiring of DI pin and the switch.
The position of switch and power supply can be interchanged.

The right picture in Fig.3 shows an example of digital input (DI) wet contact in which the digital input channel.

Dry contact Wet contact
L
I | T
F gg| oy ] @ |0
A — i ? ™ 1@ ||| DI-
Power supply range 9~36VDC
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Fig. 3  Dry/Wet contact wiring

ON State LED ON OFF State LED OFF
Ul Readback as 1 Readback as 0
Relay ON Relay Off
cﬁﬁz‘it — 08 ||| com — 08 | || com
‘Tao— 106 | || DIx T > 08 | || pIx
Relay Close Relay Open
Voltage > 9V Voltage <2V
TTUCMOS Logic Power Dé% oM Logic Power Dé% COM
Logic Logic Level Low Logic Level High
>—— 06 | || DIx >——1/ 08 | || DIx
Open Collector On Open Collector Off
NPN - -+
H0E | || com = 08 | || com
e mF 06 | || Dix mr 0S | || DIx
Open Collector On Open Collector Off
PNP " +
H D& | || com IH0E | || com
©o e 0 | || bix ore £ 0e | || Dix
Fig.4 Dl wire connection
Output Type ON State LED ON OFF State LED OFF
Relay ON Relay OFF
Relay S [ [ v || = 08 | [|rux No
k= 08 | |[RLx CoM 0e | |[rRLx com

Fig.5 DO wire connection

i m Al
_@ —l]| |AGND

Fig. 6 Al wire connection

NOTE:

—All DI channels should be configured to dry contact or wet contact in the same time

-wire range:28~16 AWG(0.2~0.1 mm?), strip length 10mm

2.3.3. Modbus address mapping table

The internal register map of USR-M100 field controller node is the data map of digital input and output and analog input module.
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Table 3 IO modbus address

Data points M100 /10 Start address Register Function Attribute Data type Default status
module address code

DO 1 USR-M100 0000 00001 0x1,0x5,0xF Write/read Uint8 NC

DO 2 USR-M100 0001 00002 0x1,0x5,0xF Write/read Uint8 NC

DO 3 IO Module 0002 0003 0x1,0x5,0xF Write/read Uint8 NC
IO Module 0x1,0x5,0xF Write/read Uint8 NC

DI USR-M100 0000 10001 0x2 read Uint8 0

DI 2 USR-M100 0001 10002 0x2 read Uint8 0

DI 3 IO Module

Al 100 0000 30001 Ox4 read float32(ABCD) 0

Al 2 100 0001 30003 Ox4 read float32(ABCD) 0

2.4. Power supply

The USR-M100 I/O gateway provides 2-pin power supply input terminal. The power supply support anti-reverse protection. Power supply
range: 9 ~36VDC.

2.5. Ethernet RJ45 interface

The 10Base-T/100Base-TX adaptive Ethernet RJ45 interface supports automatic MDI/MDIX connection, refer to Fig.7 below for the pin
distribution of the RJ45 interface.
Link LED: green color. Lights(steady on) when the module is connected to a network.

Activity LED: orange color. Blinks when network data is transmitted through the port.

8765432 1
Fig.7  RJA5 with light

Table 4  Ethernet pin assignments

Pin number Signal name
1 - Send data+(TD+)
2 Send data-(TD-)
3 Receive data+(RD+)
6 Receive data-(RD-)
4,5,7,8 Unused

Your Trustworthy Industrial 10T Partner WWW.pusr.com
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2.6. Cellular Network
The USR-M100 can also connect to the Internet via 4G/3G/2G cellular network. It's very convenient for users to run the projects that there
are not Ethernet networks. Using cellular network, the 4G antenna is needed and a sim card should be installed in the slot. Push the side

panel to the other side and you will see the SIM card slot. Open the slot, install the sim card and lock the slot.

WWW. pUSK.com
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Note: SIM card installation requires the USR-M100 to be powered off.

‘8

ERRRRRRRR ]

| sim camw

AN N AN NNNN

2.7. Extended modules
The USR-M100 supports to extend the I/O ports using extension I/O modules. The USR-M100 supports up to 6 extension I/O modules
and can be expanded to a maximum of 50 /0 ports. There are 5 different types of extension modules available for selection: 4DO+4D],

4A1 +4D0, 8DO, 8DlI, 4AI+4A0.

Power Input Range DC12~24V DC12~24V DC12~24V DC12~24V DC12~24V

Number of DI 4 0 0 8 0

Number of Al 0 4 0 0 4

Number of DO 4 4 8 0 0

Number of AO 0 0 0 0 4

Type of Al / Current / / Current

Signal range of Al / 4~20mA / / 4~20mA

Voltage range of DI 9~36V / / 9~36V /

Type of DO Relay Relay Relay / /

Capability of DO 3A 3A 3A / /

Type of AO / / / / Current / Voltage

Signal range of AO / / / / (=20mA
0~10V

Communication port RS485 RS485 RS485 RS485 RS485

Support extendable \ \ \ W l
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2.8. LED indicators

The USR-M100 smart RTU provides LED indicators to monitor the device working status with a comprehensive simplified troubleshooting,

the LED indicator behaviors are defined below.

Table 5 LED indicators

POW Steady on Power supply is normal
Off No power supply or abnormal power supply
WORK Blinking Poweris on and the device is ready. System is booted up and
running
NET Blinking Ethernet WAN connection
Steady on 4G LTE network connection
off No network
DATA Blinking Serial port is transmitting data
DO1 Steady on Light on, the channel output is activated
D02 Steady on Light on, the channel output is activated
Dn Steady on Light on, the channel is activated by input signal
DI2 Steady on Light on, the channel is activated by input signal

2.9. Factory default settings

The USR-M100 remote IO module comes with the following default settings.

Table 6 Default parameters

User Name admin
Password admin

Device IP address 192.168.0.7
Subnet Mask 255.255.255.0
Gateway IP 192.168.0.1
COM port 115200,None,8,1
COM operation mode TCP server,23
MQTT Disable

Edge computing Disable

2.10. Quick test

USR-M100 has a built-in Web server, which provides a convenient way to access and configure the remote 10 module. Users can use
Edge, Firefox or Google browser to access it. This chapter is a quick introduction to the USR-M100 smart IO gateway. It is recommended
that users read this chapter and follow the instructions once for the system, and you will have a basic understanding of the product. For
specific function details and instructions, please refer to the subsequent chapters.

2.10.1. Download the software

Download the setting software from PUSR’s website:
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https://www.pusr.com/support/downloads/H7-version-set-up-software.html

https://www.pusr.com/support/downloads/usr-tcp232-test-V13.html

You may find it in the download section under your product page. Run the software when the installation has been completed as shown
in Fig.8 and Fig.9.
It is strongly recommended for the users to set the Network Parameters through configuration tool first. Other device-specific

configurations can later be carried out via user-friendly Web-Interface.

£ USR-MXX V101 - o x
Device  FR3C
DevicelP  DeviceName. MAC Ver  Web
Basic Set
1P Typer static 1P o
ModuleStaticlP:
B —
Save
Search
®
SC USR 10T
Be honest, Do best
Fig. 8  Windows configuration tool
%% USR-TCP232-Test RS232 to Ethernet Convert tester — O x
File(F) Options(Q) Help(H)
~COMSetting ~COM part data receive Metwiork data receive —MetSetting:
Portium [COMT =] (1) Frotocal
Bauh 115200~ TCP Server hd
[2) Local host [P
DPaity |NOME =
= |172.1ﬁ.14.15
DataB | Bbit hd
[3] Local hast part
Stops | 1bit hd 8234

@ Open

rRecv Options

@ Listening

rReer Options

[ Receive to £ile
[ hdd line retuwn
[V Receive As HEX

[ Receive to £ils
[~ 4dd Lins return
[V Beceive As HEX

[~ Receive Pause I~ Receive Panse

Save Clear Save Clear

Send Options
[~ Data from file .
[~ huto Checksum
[~ Auto Clear Input
[~ Send As Hex
[~ Send Recycle
inan USE Technology Ca.,
Tnterval [1000 ns itd. o

Load. Clear

Send Options

|~ Data from file ...
I~ Aute Cheoksum

I Aute Clear Input
™ Send As Hex

I~ Send Recycle

http:/fen. usr. on Interval [1000
sond Gl ntery | ns
Load .. Clear

Reset | [& Ready! [ Send: 0 [ Fecy: 0 Reset

& Ready! | Send: 0 | Recy: 0

Fig. 9  Test assistant

2.10.2. Hardware connection

For fast networking of USR-M100 smart RTU, you need to prepare a PC, a router, a network cable, a serial cable, and a DC12V/1A power
supply. The hardware connection is shown in Fig.10. To establish a TCP / IP network all devices must be connected to the same network

either locally or via gateway connections.
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Fig. 10 Hardware connection

< Connect the power line with the USR-M100 power input. If the power is properly supplied, the ‘PWR” LED will show a solid red color.
After the system is ready, the "WORK" LED will blink.

< Connect one end of the Ethernet cable to the M100’s 10/100M Ethernet port and the other end of the cable to the same Ethernet

network(same router or switch).

< Connect a serial data cable(USB to RS232 or RS485) between the USR-M100 and PC. Screwless push-in type connection for simple

and easy connection.

l
Fusi]
\mj

Fig. 11 Push in type connector

2.10.3. Network configuration $tep1)

The Broadcast Search function is used to locate all USR-M100 gateways that are connected to the same LAN as your computer. Since

the Broadcast Search function searches by MAC address and not IP address, all M100 connected to the LAN will be located, regardless
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of whether or not they are part of the same subnet as the host.
Click Search to search for USR-M100 gateways. When your unit appears in the search results, you can click device to select it and change

the IP type to DHCH, save your change. Wait for 5s and search it again.

£ USR-MXX V1.0 - o x
Device FRIZ
DevicelP  DeviceName MAC Ver  Web

Basic Set.

IP Type: TEL es— ()

ModuleStaticlP:  192.168.0.7
SubnetMask;  |255.255.255.0

Gateway: 192.168.0.1

Save Wm——— (3)
Search

A Usr 10T

e honest, Do bes

Fig. 12  IP network setting
When accessing the M100 gateway through the Web, the IP address of the M100 gateway and the PC must be in the same network
segment. After changing the IP address of the M100 gateway, you can access the Web page of the M100 gateway through browser and
perform related configuration operations on it. The user name and initial password are both "admin".After entering the user name and

password, click "OK" and the server will authenticate. After success, you will enter the main page of the Web server, as shown in Fig.13.

. fsotoo |
> Network
5 Port Model Name USR-M100
> Gateway Firmware Version via1s
> Cloud Service Type HT
> System Run Time Oday: Ohour: Tmin

os RT-Thread

MAC Address D4-AD-20-38-A4-58

IME 860059054780122
SN 00403422060800268382
Current Network Card Type EtherNET

System Time 2023-01-13 145313

Ethernet

Local IP Address 172161473
Preferred DNS Server 192.168.0.1

Alternate DNS Server 223555

Cellular Network

I€CID
LTE IP Address

Preferred DNS Server

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 13  The main interface of the Web server
The IP address of the PC must be modified to ensure that it is in the same local area network as the IP of the M100 gateway if you want
to connect M100 to PC directly via a net cable. The default IP address of M100 10 gateway is: 192.168.0.7. Set the PC's IP address as:
192.168.0.X (X is any valid value from 2 to 253 except 7). The specific Windows system operation page is shown in Fig.14. you can access

the Web page of the USR-M100 gateway through browser as mentioned above.
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Internet KRR 4 (TCP/IPv4) Properties >
General

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IF address automatically
(®) Use the following IP address:

IP address: | 192,168 . 0 . 100 |
Subnet mask: | 255 .255 .255 . 0 |
Default gateway: |192.168. 0 . 1 |

Obtain DMS server address automatically

(®) Use the following DNS server addresses:

Preferred DMS server: | 192 168 . 0 . 1 |

Alternate DNS server: | 114,114 . 114 . 114 |

[] validate settings upon exit Advanced...

]| cme

Fig. 14  IP setting of PC

2.10.4. Data transmission test Step2 and 3)

You can select an operation mode in socket setting page, but for now we use default parameters to test, i.e TCP server. Now
USR-TCP232-Test works as TCP client, you need configure the server IP and port, that is 172.16.14.73:23 of USR-M100 gateway, the IP
address of PC is 172.16.14.15.

In the serial port setting module, you can configure communication parameters for the serial ports RS485, as shown in the figure below.
When configuring a serial network you need to set the following within each device-Baud rate,Parity Stop bits,Data bits and keep serial
port parameters consistent in the same network. We now configure the COM Settings to operate as required for the M100 devices. Go
to the Uart1 Settings tab for confirming values of parameters.

Fig.15 shows an example of parameters setting to test transparent transmission.

§# USR-TCP232-Test RS232 to Ethernet Convert tester

- o x
B8 File) Options(Q) Help(H)
- COMS ting COM port data recef Network data recei Netsetting

Pottium [C0M3 | | [htep: /7en ner on [Receive from 172.16.14.73 : 23] (1] Protocol

on Jinan USR Technology Co., Ltd TCP Client |
Bauch [115200 <] o Jinen USR Technology Co., Ltd
DPalp [NONE =] | [bttp: en war on [Tinen USR Technology Co., Ltd (2 ServerlP

\Tinen USR Technology Go., Ltd 172.16 .14 .73
Dats BB+
(2) Server Part
Stop |1t = 22
@ Close @ Discomnect,

[Beev Options

[Recr Options

[Send Options
[ Data fren $ile

[~ Auto Checksun I~ huto Checksun

™ Aute Clear Input I hute Clear Input
[ Send As Hex e [ Send ks Hex
Erer— Localtost|[ 172,16 .14 .15 pore[d3 | 0
- we | [Tinen USR Tecknolesy Co., http: //en. usr. cn Interval
Interval [1000 o — Send nterval [1000 ns
Load Cleer Load Clear
e S < *-* O [ e e ] 6 bt S | Rer® Al

Fig. 15 Transparent transmission test
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2.11. Reload factory settings button

Press the ‘Reload” button (inside a small hole) on the back panel for 3-15 seconds and then release or follow the procedure in Section
5.1.9, to restore the USR-M100 gateway to the factory default settings.

2.12. Technical support and assistance

Please visit the USR IoT website: https://www.pusr.com where you can find the latest information about the product.

Contact your distributor, sales representative, or PUSR's support center:

http://h.usriot.com/index.php?c=frontTicket&m=sign for technical support if you need additional assistance. Please have the following

information ready before you submit a ticket:

— Product model

— Description of your peripheral attachments

- Description of your software (firmware version, application,function description,etc.)

— A complete description of the issue and steps to reproduce

WWW. pUSK.com
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3. Configuration and parameter details

3.1. Web interface

The USR-M100’s user-friendly web configuration tool was designed specifically to make configuration and reconfiguration easy; no
reconfiguration effort is required for the unchanged modules.

Every USR-M100 Industrial IO gateway is equipped with a built-in web server in the firmware. Therefore, the device can be accessed by
using a web browser for configuring by entering the device’s IP address in the URL field of your web browser. An authentication will be
required and you will have to enter the username (Default value is “admin’) and password (Default value is “admin”) for accessing the
web interface as shown in Fig. 16. This approach (web interface) for configuring your device is the most user-friendly. Please go to its

corresponding section for a detailed explanation.

@ 17216473 x|+ Q _ 8 X

< C @ @ meun > @ § & =

Fig. 16  Authentication Required for Accessing Web Interface
3.1.1. Status

After entering the correct user name and password and the authentication is successful, you will enter the main page of the Web, as

shown in Fig.13.

lsatis |
s
S Port Model Name USR-M100
> Gateway Firmware Version via1s
> Cloud Service Type W7
> System Run Time 0Oday: Ohour: Smin

os AT-Thread

MAC Address D4-AD-20-38-A4-58

IME 6005305478012

> Status

SN 00403422060800268382
Current Network Card Type EtherNET

System Time 2023-01-13 14:56:53

Ethernet

Local IP Address 172161473
Preferred DNS Server 192.168.0.1

Alternate DNS Server 223555

Cellular Network

I€CID
LTE IP Address

Preferred DNS Server
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Fig. 17  Overview
The function of the device status part is to display some specific information of the current device, including system, network, serial port,
mqtt gateway and Edge computing status.

Table 7 Overview status list

Model name The name of the gateway, which can be customized by the user on the "Miscellaneous settings" page.
Firmware version The current software version of the gateway.

Type The current hardware version of the gateway.

Running time Total time after the device start work. It will starts from O after reboot.

oS Operating system.

MAC address The MAC address of the gateway.

Current network type Which interface to access the internet, default WAN interface, that is ethernet port.

Current IP address The IP address of the gateway.

Cellular Network The information about cellular network, via the information, users can make an initial judgement whether

the cellular network is working properly.

ICCID: If it’s blank, indicating that the USR-M100 can't check the sim card or there’s not installation of the
sim card.

LTE IP Address: IP obtained from the operator’s base station.

DNS server: Used to translate easy-to-remember domain names, such as www.pusr.com, into the
corresponding IP address.

Signal Value: The larger the value, the better the signal.

Signal Intensity: Another expression of signal strength.

Network Type: Being used network standard.

Connection Status: Whether connect to the cellular network.

Port status The working status of checked serial port. Select the serial port currently to be displayed

Conn Status A(ETH): connection status of socket A.

IDLE:Initialization status

LISTEN:When the module works as TCP Server, it is listening for connection access
CONNECTING:Works as TCP client, the module is establishing a connection to the TCP Server
CONNECTED:Works as TCP server, the TCP connection to TCP server of the module has been established
CONNECTED h) :Number of TCP clients connected to the module

ERROR:The module is abnormally disconnected

Tx Count A(ETH): To count how many bytes be send to internet.

Rx Count A(ETH): To count how many bytes received from internet.

MQTT Whether MQTT is enable

Connection status Shows the connection status to the MQTT broker.
CONNECTING:the Smart I/0 Controller is connecting to the MQTT broker
CONNECTED:the Smart I/O Controller is connected to an MQTT broker

ERROR:The module is abnormally disconnected due to invalid MQTT protocol version, invalid client ID,
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unavailable broker, invalid client credentials or unknown reasons

Edge computing Whether Edge computing is enable

Connection status Connection status of Edge computing.
CONNECTING:the module is establishing a socket or mgtt connection
CONNECTED:the socket or mqgtt connection has been established

ERROR:The module is abnormally disconnected

3.1.2. [P settings

If using Ethernet port to connect to the Internet, you must assign a valid IP address to the USR-M100 before it will work in your network
environment. The IP address must be unique within the network. If the device is connected to the Internet and should connect to other
servers over the Internet to get some services such as Network Time Protocol (NTP) server, you will need to configure the DNS server
in order to be able to resolve the host name of the NTP server. The detailed description of the configuration parameters on this interface
is shown in table 8.

Users can choose the network method according to their needs in network priority webpage. The settings of cellular network is in LTE

Cat1 webpage.

NET Configuration
Overview
1P Configuration of WAN Port
> Port
Epenct
> Gateway
> Cloud Service
Method of IP Obtaining  DHCP/AutolP
> System

DNS  Auto

IP Address | 72161473

Subnet mask 2652552550

Gateway | AT21B141

Preferred DNS Server | 1414 114714

Alternate DNS Server 8888

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 18 Network web page
Table 8  Network configuration list

Network priority | EtherNET Only: Connect to the Internet via ethernet port(WAN)
EtherNET: Prefer to use Ethernet port for networking. If Ethernet port is not available, switch to cellular network.

LTE Catl: Prefer to use cellular network for networking. If cellular network is not available, switch to Ethernet port.

IP obtaining type | Click the drop-down menu to select the IP Address Setting mode: Static or DHCP. If you choose DHCP, the rest of

the options will be greyed out or disabled.

DNS type Click the drop-down menuto select the DNS mode: auto or manual. If you choose auto, the DNS options will be greyed

out or disabled.
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IP address IP address is a 32-bit address assigned to devices connected to the Internet. The IP address consists of two fields:

the network number field (Net-id) and host number field (host-id). In order to facilitate the management of IP
addresses,|P addresses are divided into five categories: Class A, B, and C addresses are unicast addresses, Class D
addresses are multicast addresses, Class E addresses are reserved addresses for future special purposes. The IP

addresses currently in large numbers belong to three types of addresses: A, B, and C.

Subnet mask The mask is a 32-bit number corresponding to an IP address. Some of these numbers are 1, and the others are 0. The
mask can divide the IP address into two parts: the subnet address and the host address. The part of the IP address
corresponding to the 1 bit in the mask is the subnet address, and the other bits are the host address. The mask for
class A addresses is 255.0.0.0, the mask for class B addresses is 255.255.0.0, the mask for class C addresses is

255.255.255.0.

Gateway The default gateway in the host is usually called the default route. The default route (Default route) is the route chosen
by the router when no other route exists for the destination address in the IP packet. All packets whose destination

is not in the router's routing table will use the default route.

DNS The IP address of the DNS server. DNS Server part is where you can specify the IP Address of your Preferred DNS
(Domain Name Server) and Alternate DNS. When the device uses a static IP address, the user is required to fill in this
item, 8.8.8.8(Google) will be a good choice. If a specific DNS server is not used, the default gateway IP address is

generally sufficient.

LTE Catl APN Name: A string that identifies a particular service in the cellular network usually provided by operator.
Username: Usually provided by operator.

Password: Usually provided by operator.

DNS: “Auto” means obtaining the DNS server from operator’s base station. “Manual” means the DNS server is

user-defined.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
3.1.3. Serial port settings

The serial port module includes: serial port parameter configuration, network parameter configuration. The main function of the gateway
is to carry out two-way transparent transmission of standard serial bus data (RS-232, RS-485) and standard Ethernet data supporting
TCP/IP protocol to solve common serial equipment Networking problems on the Internet. The Port configuration page can configure the
parameters of the serial port and socket, as shown in Fig.19. Details on work mode connectivity protocols and its settings of USR-M100
gateway are given in Chapter 4 Operation modes, this section will only focus on the part of parameter description. The description of

the configuration parameters on this interface is shown in table 9 and table 10.
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IP Config
Uart1
Uart2
Websocket

> Gateway

> Cloud Service

> System

UART TO NET
Data transmission parameter configuration
SETTING

o

Baud rate 115200 (600~230400)bps
Daabis & ~ bit
Parity  Nono
Stopbits 1
Fowetrd  NONE
UART Packet Length o (0~1460)bytes
UART Packet Time 0 (0-~255)ms
Sync Baudrate(RFC2217)  ON

Enable Usrt Heartbeat [

Fig. 19  Serial port configuration web page

Table 9  Serial settings list

Baud rate

This sets the port’s data transfer speed. Choices are from 600—230400. Set this to match the baud rate

setting of the connected device. Default is 115200.

Data bits

This sets the number of bits used to transmit one character of data. Choices are: 7 and 8. Set this to match
the data bit setting of the connected device. Default is 8 (which is the default for the majority of serial

devices).

Parity bits

This bit checks the integrity of the transmitted data. Choices are: None, Odd, Even, Space, Mark. Set this to
match the parity setting of the connected device. Default is None (which is the default for the majority of

serial devices).

Stop bits

This indicates that a character has been transmitted. Set this to match the stop bit setting of the connected

device. Choices are: 1and 2. Default is 1 (which is the default for the majority of serial devices).

Flow control

This allows you to choose how the data flow will be controlled. Choices are: None(No Flow Control), or
Xon/Xoff (Software Flow Control). Set this to match the flow control setting of the connected device. Default
isNone. If Xon/Xoff is selected, the Xon and Xoff characters are 0x11 for Xon and 0x13 for Xoff. Note that these

are hexadecimal numbers of ASCIl characters (i.e., Ox11 =1 and 0x13 = ‘3’).

Packing time

Click the option to sent pack immediately by interval.

Packing length

Click the option to sent pack immediately by size.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
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Uart2
Websocket

> Gateway

> Cloud Service

> System

Data transmission parameter configuration

SETTING

Warking Mode  TCP Client v None

Remote Server Addr 192 168.0 201
Local/Remate Port Number 0 z
Reconnection pericd 0
PRINT  OFF
Modbus Poll (] Response Timeout 200
Enable Net Heartbeat  []

Registration Packet Type  None ~ Location

SSLprotocol  Disable

Fig. 20  Socket configuration web page

Table10  Operation modes settings list

Working mode

USR-M100 gateway supports 5 different operation Modes which are TCP Server, TCP Client, and UDP,HTTP

client and websocket. The operation Mode describes the role of the device and the connection between the
device and other remote devicesin the network which would like to communicate with serial device on M100’

s COM port.

Maximum socket no.(TCP

server only)

This option specifies the maximum number of remote devices/clients (with maximum of 16 clients) that can

be connected to the serial device on this COM port.

Local port

This option specifies the port number thatthe TCP/UDP server should listen to. Itis also used by the remote
TCP/UDP client to connect to the TCP/UDP server. The default local portis 23. You can enter different port

numbers in this option.

Remoter server addr.

Please specify the IP address of the TCP/UDP server program on the remote host in this field. This should
match the IP settings of the TCP/UDP server program.

reconnection(TCP/UDP

client)

Remote port Please specify the port number of the TCP/UDP server program on the remote host in this field. Once again,
this should match the IP setting of the TCP/UDP server program.
Timeout The default is disable. If you want to keep connection continually, you can disable it. Data idle Time is the

time period for which the device waits for data. If the USR-M100 gateway does not receive data during
established idle time(timeout), the USR-M100 gateway will disconnect temporarily. When the data comes

in, it will reconnect automatically. Users do not need to reconnect.

Modbus polling

This option is selected when multiple modbus maters from Ethernet are polling the same serial port. Each
serial port supports up to 16 simultaneous TCP connections allowing hosts to simultaneously
transmit/receive data to/from the same serial port, USR-M100 gateway processes the data in the order

arrived. The M100 gateway determines the end of the serial acknowledgement through a response timeout.

Response timeout

If the Modbus device does not receive a response within the time specified here, the communication times

out. Valid settings are from 10 — 9999ms.
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Modbus TCP exception | Thisoptionis used to enable modbus exception checking. If selected, error messages (TCP exception codes)

tnodbusTCP enabled) are generated if a problem (such as a message timeout) should occur during Modbus operations.

SSL protocol Choose TLS/SSL data encryption protocol version
Socket B Socket B supports 2 different operation Modes which are TCP Client, and UDP client, this socket is closed
by default.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
3.1.4. Websocket server

This function is that the gateway acts as a WebSocket server, and transparently transmits the data received by the serial to the webpage
in hexadecimal. The WebSocket server can also send data to the serial device at any time. It can also print log information. Pleas refer

to system setting.

P @8 L=
DS USR 10T 172.16.14.73 says
U Comenanication Expotof ndustisl o7 connect suctes
[ o
p— joos |
_ this page use websocket 1o sstablish a channel of shell command and log outputing between webpage and device
v Network
Websocket connection:0
IP Config
Receive hex dsta
Uart
Uart2
Websocket
> Gateway
3 Cloud Service:
> System

[ send asci data_|[_send hex data | [clear

inan USR 10T Technology Limited.  hitp://www.pusr.com

Fig. 21  Websocket server
3.1.5. MQTT gateway

If you enable MQTT Broker as your northbound connection, the M100 gateway will be configured as MQTT Client. In Client mode, you

can setup MQTT broker basic settings, general topic settings, TLS secure transmission, last will message, and advanced settings.
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Overview

IP Config
Uart1
Uart2
Websocket
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

I | English

MQTT Gateviay function supports SSL. clean session and QOS, supparts connecting to the third-party MQTT server!t supports up to 16 publish topics and 16 subscribe topics,
supports port mapping function, which can bind each tapic to a different serial port.

Enable MQTT  Enable
MQTT Version MaTT-3.1.1 ~
Client D 123456
Server Address (IP)  broker ema ia
Local/Remote Port NO. 0 (0-65535) 1883 (1-65535)
Keepalvie Interval 60 (0~65535)s
Reconnecting time Without Data 0 (0~65535)s
Reconnection Interval 1 (1-65535)s
(Clean up session o
User Credentials ]
Enablelastwill [

$SLprotocol  Disable ~| Nane

Jinan USR 10T Technology Limited.  http/

Fig. 22 MQTT connection profiles

Table 11 MQTT basic setting

Enable MQTT

Turns MQTT gateway on or off.

MQTT Version

Select the mqtt protocol version. V3.1 and V3.1.1 are supported.

Client ID

The client ID defined the identifier of the USR-M100 Gateway.

The IDs of the various MQTT clients have to be unique for the respective MQTT Broker. If two MQTT clients
are using an identical ID, the connections of theses clients to the MQTT Broker are disconnected. For an
individual client, there is no way to find out whether a specific client ID is already used by another client

or not.

Server address

IP address or hostname of an MQTT broker.

Remote Port

Port number of the MQTT broker.

Keep alive interval

The Keep Alive is a time interval measured in seconds. It is the maximum time interval that the broker

permits between when a client finishes sending one MQTT packet and starts to send the next.

Re-connection time

Automatic reconnection when there are not data flow in the MQTT session in the setting time. If the time

is set 0, this function does not take effect.

Re-connection interval

Automatic reconnection interval after a fail network connection.

Clean session

Valid only for Qos1 and Qos2. When the clean session is checked, the client does not want a persistent
session. If the client disconnects for any reason, all information and messages that are queued from a
previous persistent session are lost.

When the clean session is unchecked, the broker creates a persistent session for the client. Allinformation

and messages are preserved until the next time that the client requests a clean session.

User name Username for authentication to the MQTT broker.
Password Password for authentication to the MQTT broker.
Last will The last will message is part of the Last Will and Testament (LWT) feature of MQTT. The will message

notifies other clients when a client disconnects ungracefully.
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SSL/TLS

If you use a TLS connection, click the SSL/TLS tab, select Enable SSL/TLS, and then set

the Protocol parameter to TLSv1.2

Overview

~ Network

IP Config

~ Port
Uart1
Uart2
Websocket
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,
supports port mapping function, which can bind each tapic to a different serial port.

Publish topicl ]

Transmission Mode Transparent transmission  ~ @
Topic String  /PubTopict
Qos QoS v
Retained message [
10 Control/Query  []

Publish topic2 [

Jinan USR 10T Technolos

Fig. 23 Topic to publish

Table 12 Publish message setting

Transmission mode

Transparent transmission, just as its name implies,the gateway does not process any data, forward the
data directly.

Topic distribution,in this mode users should define a topic name when configuring the topic. After
receiving serial port data, the device pushes it to the associated topics based on the topic name. Topic
name and payload are separated by comma. For example, topic name, {"message": "Hello from USR-M100
gateway'} as serial data. Different topics are allowed to have the same topic name. In this way, data is
pushed to all topics with the same topic name.

Custom mode, add topic, Qos(0,1,2), retain(ON,OFF) message before payload. After receiving the serial
data, USR-M100 publishes the payload of the corresponding topic to cloud according to rules. This
method can be used to publish any topic at any time. For example, awsiot/test,0,0N,{"message": "Hello

from USR-M100 gateway'} as serial data.

TOPIC string An MQTT topic is a UTF-8 string that the broker uses to filter messages for each connected client. To
receive messages, the client must subscribe to the topic. A topic can have one or more topic levels. Each
topic level is separated by a slash (Topic Level Separator).

Binding Port The MQTT topic is bound to the serial port number of the device. Any data from the COM Port1 of the
gateway will send to all the TOPIC it bindings to.

Qos QoS 0: at most once. In this case, the client publishes a message to the broker only once.

QoS 1: at least once. In this case, when a client publishes a message to the broker, the client expects the

broker to acknowledge whether or not a client has received the message. If the publisher does not receive

acknowledgement from the broker within a preset time interval, it will republish the message again and
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again until acknowledgment is received.

QoS 2: exactly once. The MQTT protocol uses the confirmation of confirmations to ensure that a message

is delivered exactly once.

Retained message By setting the Retain flag the MQTT Broker is instructed to save the most recent data value for the topic.
Data values without Retain flag are only transferred from the MQTT Broker to those MQTT Subscribers
that are registered at the broker and have subscribed to the appropriate topic in the moment when

sending the data to the broker.

IO control/Query Used to reply for IO status to server

v Status
RN —
Overview
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,
~ Network supports port mapping function, which can bind each topic to a different serial port.
IP Config
Uartl
Uart2 Subscribe topicl [
Websocket
Transmission Mode  Without Topic ~@
MQTT Gateway Topic String  /SubTopict
Edge Computin
& St Binding port [Pt 1.
10 Fuction
Qos  aoso
> Cloud Service
Y G 10 Control/Query [ ]

Subscribe topic2 [ ]

linan USR 10T Technology Limited. http/fs

Fig. 24 Topic to subscribe

Table 13 Subscribe message setting

Transmission mode | The data printed to the serial port can be set whether to carry the Topic
Topic string Same to Table 12

Binding port Same to Table 12

QoS Same to Table 12

IO control/Query Used to Query 1O status from server

3.1.6. Edge computing

The M100 gateway supports southbound fieldbus protocols of Modbus RTU protocols. It also supports northbound MQTT/ Cloud
protocols of MQTT Broker, TCP/UDP/HTTP in socket, AWS IOT, and Alibaba Cloud loT Platform. The M100 gateway fulfills a differentrole

on each of its sides. Each role is determined by your devices' settings. Therefore, set the role of each of your devices correctly.
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Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Jsan, Modbus RTU to Modbus TCP and cther general industrial

protocol conversion.

SETTING

Edge Computing Data Acquisition Data Query and Report Linkage control

Enable Edge Computing  Ensble v

Jinan USR 10T Technology Limited.  http:

[\f' USR 10T

[a\]

Overview

~ Network
IP Config
Uart1
Uart2
Websocket
MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

Fig. 25 Edge computing enabled

Including edge acquisition, edge computing, edge reparting and ther functions, sugports Modbus RTU to Jsen, Modbus RTU to Modbus TCP and other generalindustrial

protocal conversion.

Choosefile || Expot @

ast: 126 nodes@
No.  Namell Point Sourcal} Slave addr!} Operations No.  Namell  Registeraddressli  Data typell Operations

Add slave

Jlinan USR 10T Technology Limited.  http:

Fig. 26 Modbus slaves and datapoints configuration

Table 14  Modbus RTU poll configuration

Device name The Modbus slave device identifier, which is unique for the current gateway. The device name must be
less than 30 characters in length, and can contain letters, digits, underscores ().
COM Port Which serial port the modbus slave device connected to. Select an option from the drop-down list.

Slave address

Slave ID. Each slave in a network is assigned a unique identifier ranging from 1to 255. When the master
requests data from a slave, the first byte it sends is the Slave ID. When set to 0, the slave will respond to

requests addressed to any ID.

Polling interval

The interval at which data is collected. Modbus is a communications protocol with half-duplex
transmission. Gateways send requests to collect data from devices. Therefore, you must specify the data

collection interval. The unit is millisecond.
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If 60 milliseconds is required to collect the data of each property, the total time required to collect the

data of all properties is calculated as follows:
Total required time = Time required to collect the data of each property (60 ms) x Number of properties

for the slave device.

Modbus address mapping This function is usually combined with register mapping to realize a single modbus command query in

data query.

Merger collection This function is used when the register address of many data points are sequential

Table 15  Data point{node) configuration

Data point name Identifier of the data point, which must be unique for the gateway. The name must be 1to 30 characters

in length and can contain letters, digits, and underscores (_)

Modbus function code The Modbus RTU master supports the following Modbus functions: 1Read Coils, 2 Read Discrete Inputs,3
Read Multiple Holding Registers, 4 Read Input Registers.

Register address The address of the register from which data will be read.
Data type Defines how read data will be stored. See table 22.
Response timeout If the Modbus device does not receive a response within the time specified here, the communication times

out. Valid settings are from 10 — 65535ms.

Data report The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the
data point if the value changes more than X amount.

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Register address mapping This function is usually combined with modbus address mapping to realize a single modbus command

query in data query.

Formula Modbus register store only whole numbers. For this reason a scale factor often needs to be applied. For
example a modbus register with a temperature value may read as 723 and a multiplier of 0.1 need to be

applied to get the correct value of 72.3 in the SCADA system,the formula is %s*0.1. If the data type is a

Float then the multiplier is not needed. This computation supports +, -, * and / operators.
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Edge Computing
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> Cloud Service

> System

Linkage control

Channel select  mQTT ~ @
Data Query/Set
Data Query Enabl
Data Set Disable
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Query or SetTopic  /DownloadTopic
Q05 QoS
Respond Topic  /RespondTopic

Q05 Qoso

‘ ‘

Data Report of nodes
Reporting method  Disabl

Report Agreement

isable -

Fig. 27 Transport channel and formatting
Table 16  Data Query and report

Communication channel

Select the channel in the socket type. You can choose TCP/UDP or HTTP in socket A of each serial

port(socketl or socket2), or MQTT you have added.

Data query Whether data query from remote server or cloud is enable.

Data set Whether data setting command from remote server or cloud is enable.

Query or set type You can choose Modbus RTU, Modbus TCP or JSON. Users can send the right format query command
from remote modbus master or MQTT publisher to the M100 gateway. The data is retrieved from the
device's cache of corresponding modbus instructions.

Query or set Topic Topic that used to query or set data from MQTT publisher.

Response Topic

Topic that reply to the query or set data from MQTT publisher.

Data report

The trigger of reporting data. Valid values:

On Change: The report is triggered if the collected data changes. You can use a tolerance to only log the
data point if the value changes more than X amount.

Interval: Collect the variable data at the poll interval and report the data at the specified report interval.

Timer: Collect the variable data at the poll interval and report the data at the regular time.

Report Topic

Topic that used to report data to MQTT broker.

Failure padding

Exception handling. Any data point did not get the response in response timeout will be filled with this

string as key value into the template.

Quotation mark

Numeric values are quoted. It does not affect a string.

Json template

The payload format. Users can custom which data points should report to the server.

3.1.7. 10 settings

USR-M100 gateway can support a number of Digital Input (DI), Digital Output (DO-Relays ), Analog Input (Al) ports. There are a few

combinations of I/0 extension board in develop. Because the I/0 status of M100 is mainly displayed via Modbus protocol, the user has
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to configure the Modbus settings if the user wants to use the Modbus protocol. Fig.29 shows the parameter that must be set for the

Modbus protocol that is the Modbus Slave ID.

Lorweion |
Overview 10 Device Function Config and Status
P Config Configuration
Uart1
Uart2 DO Status
Websocket
2] Do2
MQTT Gateway

Edge Computing

10 Fuction

> Cloud Service

on o2
> System

AN(uA) A12(uA)

0 0

Jinan USR 10

Fig. 28 10 control

0 Control [ 10 Function
Overview
Slave Address 100 (1-255)
P Config Register  pegister Type  Register Address  Function Code
Vart! ol 10001-10002 002
Uart2 Al 30001~ 30004 0x04
Websocket
MQIT Gatewa)
. y Timer1 Enable Disabla  [Stmrt NTP or Time Syme

Edge Computing

Timer2 Enable  Disable - (St NTP o Tion S
10 Fuction

> Cloud Service Timer3 Enable  Disable - [S01 NTP o Tima Syncheonization st

> System Timerd Enable  Disable

TimerS Enable  Disable

Timer§ Enable  Disable

Restart Hold Disable -

DOAction Confld  precute I Execute Action Execute Time

Do Mo Action -

(1-655355)

Jinan USR 10T Technology Limited.  http:

Fig. 29 10 function
Table 17 10O function

Slave address This field allows the user to configure the Modbus identification (ID), The Modbus slave ID is set to the

default value of 100. It can be the integer number from 1to 247.

Register The I/0 status will be displayed at the starting address given in this field.
E.g. The DI status will be mapped to the address set here. The default starting address is 1 which will be
mapped to DI channel number 0. The successive DI channels will have the incremental Modbus address

based on this starting address, i.e. DI1 will have the Modbus address of 2.

Timer1-6 Currently, two actions are supported: device restart and DO control
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Restart Hold Whether the DO output status remains after the restart

DO action configuration No action,default value.
Hold: keep the triggering status in the specified time, and back to the previous status, single trigger

Flip: keep the triggering status in the specified time and then flip, periodic trigger

Dl filter time By setting the filtering time, the device will automatically filter the waveform jitter of the Dl interface,
thereby eliminating the detection error caused by clutter.

The filter time defaults to 10ms, and the setting range supports 10~65535ms.

3.1.8. Cloud service
Please refer to “USR-M100 Quick Start Guide with AWS loT" for detail.
Please refer to “USR-M100 Quick Start Guide with PUSR cloud” for detail.
3.1.9. System setup

»  System setting
This system setting tab includes several system level settings, such as device name, websocket, system log, user name and password.

Most of these settings are optional.

) Communication Expert of Industri
SETTING
Overview EZET

IP Config Hostname  USR-M100

Uart1
Websocket Direction  LOG

Uart2
Webserver Port 80 0-85535)
Websocket

MQTT Gateway Pass Word —

Edge Computing
Uart Cache OFF

10 Fuction

Restarting Without Data 0 (0/60~65535)s

USR Cloud SNMP ON (-]
Alibaba Cloud Teinet | OFF @
AWS loT

NTP OFF L}
System Setting ime Synch ion 20230113 15.38.06 Sync
Management 485 Anti-Collision OFF @

Feedback

Log Export m‘

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 30 System settings
Table 18  System settings list

Host name The name of the device, up to 32 characters,can’t be null
Websocket port Websocket server listen port NO. Range 1-65535
Websocket direction Click the drop-down menu to select websocket mapping direction: UART or Log.
Webserver port Web server listen port NO. Range 1-65535
User name The user name of web console and can be modified. up to 16 characters,can’t be NULL
Password The password of web console and can be modified. up to 16 characters,can’t be NULL
UART cache Click the option to enable serial buffer. By default, USR-M100 will empty its serial buffer when a new TCP
connection is established. This means that the TCP application will not receive buffered serial data during
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a TCP link breakage. To keep the serial data when there is no TCP connection and send out the buffered

serial data immediately after a TCP connection is established, you can disable this option.

Restarting without data | This function is used for the gateway without any data transmission or reception for a long time, and the
gateway automatically restarts. If the restart time is set between 0 and 59 seconds, this function does not

take effect. Only when the time is set to be greater than or equal to 60 seconds, the restart function of the

device without data will take effect.

The configuration will save to flash memory after clicking Save button. All configurations take effect after a system reboot.
»  management
In management page users can perform some system operations on the M100 gateway, including restarting, restoring factory

configuration, and upgrading. It is recommended that users use it with caution. Improper operation may damage the gateway.

e —
Overview
ey Firmware upgrade
~ Port
Firmware file:  [Soloct oo | Select the file Flashing the fimwara
Uart1
Lz (Reset |
e Reset [0 Rest ry defaul
e (festort |

Edge Computing

10 Fuction

USR Cloud

Alibaba Cloud
AWS loT
System Setting
Management

Feedback

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 31 Module management

A. Restart
This function is used to restart the gateway by software. Before the gateway is completely restarted, the device does not work and cannot
forward any data packets. This restart is different from the hardware reset of power-on restart, but the gateway system software is reset,
just like the "warm restart" of the windows operating system. Once a new setting is changed, you can use the Save function to accept
the changes. You will need to reset the device to save the settings to flash memory. Click on "restart" Button, the page pops up a prompt
box, click "OK".

B. Restore factory defaults
This function is used to restore the gateway to the factory settings and automatically restart the gateway at the same time. Before the
gateway restarts successfully, the device does not work and cannot forward any data packets. This function is to restore the factory
default configuration value once the user sets the wrong parameter and causes the gateway to work abnormally. Click the "Restore
factory defaults" button, and a prompt box will pop up on the page. Click "OK".

C. Firmware upgrade
USR loT continually upgrades its firmware to add new features and optimize performance. Please contact the sales to obtain the latest
version of the firmware. Before upgrading the firmware, please make sure that the device has a reliable power source that will not be
powered off or restarted during the firmware upgrading process(please be patient as this whole process might take up to -2 minutes).

Copy the new firmware file to your local computer. Note that the firmware file is a binary file with “.bin” extension. Before updating the

Your Trustworthy Industrial 10T Partner WWW.pusr.com




Be Honest, Do Best ! User Manual _

firmware, make sure that your host’s Network domain is as same as the gateway.

,OK‘D USR IOT

Next, click “Select the file” button as shown in Figure to find and choose the new firmware file. Then, click "Flashing the firmware" button
to start the firmware upgrade process. After the progress bar in the page is read, the software upgrade is completed. Please wait until
the uploading process is finished (the amount of time varies depending on the equipment used).

Finally, the device will then proceed to restart itself. In most cases, you might require to re-configure your device.
3.2. Configuration software

3.2.1. Discovering your gateway

After you start configuration software, if the USR-M100 gateway is already connected to the same gateway as your PC, the device can
be accessed via broadcast packets. Users can search all the USR-M100 gateways on the network and show them on the Deivce List Area

of the utility. Please select the right Ethernet adapter(Device menu) if you did not see any gateway.

& USR-MXX V101

Device | FA3Z

User config

Clear temporary IP

Select network card  » ASIX AXBZ179 USB 3.0 to Gigabit Ethemet Adapter
Exit

Basic Set

1P Type: [DHCP/Auto IP)

ModuleStaticlP:

<

SubnetMask:

Gateway:

Save

Search

& USR 10T

Be honest, Do best

Fig. 32 Searching

3.2.2. Network setting
Sometime the USR-M100 gateway might not be in the same subnet as your PC, therefore, you will have to use this utility to locate it in
your environment. To configure each device, first click to select the desired device (default IP:192.168.0.7) in the list of configuration utility,

and then change the IP address to avoid any IP address conflict with other hosts on your LAN, save your change.
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DeviceName MAC Web

Basic Set
1P Type: DHCP/Auto 1) -

ModuleStaticlP:

SubnetMask:

Gateway:

[}

&K USR 10T
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Fig. 33 Changing network settings
3.2.3. Reboot the device

This function is available to allow you to reset the gateway. The function disconnects both the ethernet and serial connections. The
function also allows the gateway to save new configuration settings to flash memory. To reset the device:

1. Right-click a desired device to display the settings menu.

2. Select Reboot.

Press the Reboot button and the system will give a reset response.

£ USR-MXX V1.0.1
i

DevicelP

Device

DeviceName MAC

Reboot

External web config
Restore Factory

Upgrade

Basic Set

1P Type:

[DHCP/Auto |P)

<

ModuleStaticlP:

SubnetMask:

Gateway:

Save

Search

& USR 10T

Be honest, Do best

Fig. 34 Reboot the device

3.2.4. Restore to factory default settings

The configuration utility provides the function to restore the gateway to factory default settings. If you really want to restore the gateway

to factory default settings, please click restore factory button to continue. As shown in Fig.34.
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3.2.5. Open web server

Users can visit the web server of the gateway conveniently with configuration tool. Select the device you want to visit and right click,then

click External web config ,you will open the web server with default browser such as Google Chrome. As shown in Fig.34.

4. Operation modes

The USR-M100 gateway provides various operations: TCP Server/ Client mode, UDP mode, HTTP mode and Websocket mode. The main
difference between the TCP and UDP protocols is that TCP guarantees delivery of data by requiring the recipient to send an
acknowledgement to the sender. UDP does not require this type of verification, making it possible to offer speedier delivery. UDP also
allows unicast or multicast of data to only one IP or groups of IP addresses. Detailed descriptions of each operation are provided in
following sections. After choosing the proper operation mode in this chapter, refer to Chapter 3 for detailed configuration parameter
definitions.
41. TCP Server

411 Properties
In TCP server mode, the TCP connection is initiated from the host to the USR-M100 gateway. This operation mode supports a maximum
of 16 simultaneous connections for each serial port on the gateway from a single or multiple hosts. After the connection is established
between the gateway and the remote host computer (remote TCP client) , data can be transmitted in both directions. The serial port on
the device will forward requests from all remote connected hosts(Ethernet) to the serial device immediately and reply to all remote
connected hosts once it receives data from the serial device.
The default operation mode of USR-M100 is the TCP Server mode. Fig.35 shows an example of configuration setting for TCP Server

working mode under the Uartl socket tab. You can configure other serial ports in the same way.

> Status

UART TO NET

> Network

“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TCP Server ~  None ~
Maximum Sockets supported ~ Exceeding Maximum  KICK ~

Local Port Number 2 (1-65535)
FRINT  OFF
Modbus Poll  [] Respanse Timeout (200 10~9999)ms

SOCKET B

< ‘

Operating Mode  None

Jinan USR IOT Technology Limited.  http://

Fig. 35 TCP server work mode
Please follow the following steps to configure connection settings of the work mode for Uart1 port.
1. Click on the “Uart1” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.35.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
3. Click onthe Socket tab in this page, select TCP Server in the working mode options. The local ports of different serial ports must be
different. After receiving network data, the device determines which serial port the data is sent to based on the local port. For example,

the default port number of the first serial port (Uart1) is 23, the default port number of the second serial port (Uart2) is 26, and so on.
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4. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save

USR IOT
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all the changes that you have made. All configurations take effect after a system reboot.

Fig.36 shows an example of test in this mode. By selecting the TCP Server work mode, a TCP client program on a remote host computer
should be prepared to connect to USR-M100. Server IP is IP address of USR-M100, server port is local port of USR-M100. In this case,
IP address of USR-M100 is 172.16.14.73.

[\E. USR 10T
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Interval I‘IUEIU ms

Load. .. Clear

Send: 48

Recyv: 90

Reset

Fig. 36 Host initiating TCP connection
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41.2. Multihost setting

3"% USR 10T

[a\] tion Expes

> Status
UART TO NET

> Network

Data transmission parameter configuration
Vart1 SETTING
Uart2
[ oo |
Websocket
> Gateway
SOCKET A
> Cloud Service
ricing M TCP Senw -
> sy Working Mode P Server None
Maximum Sockets supported ] ~ Exceeding Maximum  KICK b4
PRINT OFF
Modbus Poll (] Response Timeout (200 (10~9999)ms

SOCKET B

Operating Mode  None

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 37 Maximum socket connection

Maximum connection is usually used when the user needs to receive data from different hosts simultaneously. The factory default allows
8 connection at a time. This option specifies the maximum number of remote devices/clients (with maximum of 16 clients) that can be
connected to the serial device on this COM port. And users can define the behavior when the connection established exceed the
maximum.
Kick: when the connection exceeds the maximum number, actively kick out the oldest connection(first in first kick out).
Keep: when the connection exceeds the maximum number, keep the old connection and reject new connections.
4.2. TCP Client

42.. Properties
When the working mode of thisdevice is TCP Client, the remote device must work in TCP Server mode, and its IP address and port number
must be configured, which can be configured in the corresponding options of the network connection. The local port number can be
ignored and no configuration is required. USR-M100 supports SSL (TLS v1.0 or v1.2) data encryption in this operating mode.
Fig.38 shows an example of configuration setting for TCP Client working mode under the Uart1 socket page. You can configure other

serial ports in the same way. There are additional connection settings that can be configured as shown in Fig.38.
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Data transmission parameter configuration

> Status

> Network

Uart1

Uart2

S | soceern |
> Gateway
3 Cloud Serviee Working Mode  TCP Client ~| None ~
> System Remote Server Addr 172161415

Local/Remote Port Number 0 2 (1~65535)

Reconnection period L] 0-99999)s
PRINT  OFF ~

Modbus Poll (] Response Timeout 200 (10~9999%)ms.
Enable Net Heartbeat [ ]
None

Registration Packet Type ~ Location O

SSLprotocol  Disable v Nane

SOCKET B

Operating Mode  Nons ~

SaveSApply

T Technology Limited.

Fig. 38 TCP client work mode

Please follow the following steps to configure connection settings of the work mode for Uart1 port.

1. Click on the “Uart1” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.38.

2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.

3. Click on the Socket tab in this page, select TCP Client in the working mode options. Please specify the Destination IP address and
port number of the TCP server program on the remote host. This should match the IP settings of the TCP server program. The default
local port number is 0, M100 will assign a random TCP Port.

4. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot.

Fig.39 shows an example of test in this mode. By selecting the TCP Client operation mode, a TCP server program on a remote host

computer should be prepared to accept a connection request from the device. In this case,Host IP address is 172.16.14.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O >
File(F) Options(Q) Help(H)
COMS etting: COM port data receive Metwork data receive rMetSettings——————

=
EaudB |1152DD l

2] Local host IP
DPaity |NUNE - e
- |1?2.1E.14.15
DataB I8 hit j'

[3] Lacal host port
StopB |1 bit -] |23

-@: Close @ Discunnectl

PortNurm ICDM3 http:/fen usr. en
http://en usr. en
http: /fen. usr. on

http: /fen. usr. on

[Receive from 172.16.14.73 :
Tinan USE Technology Co.. Ltd
Tinan USE Technology Co., Ltd
Tinan USE Technology Co., Ltd

[11 Protocol
I TCF Server VI

10267 :

~Reevr Dptions—
|~ Receive to file. ..
¥ 8dd line return
[~ Receive Az HEX

|~ Beceive Fauze

Save. .. Clear

—Send Options

[~ Data from file ...
[~ futo Checksum

[~ fmto Clear Input
[~ Send Az Hex

[~ Send Recwele

Interval |1 000 ms

Peers: 1?2.18.14.?3:1088L|

Ltd.

Load. .. Clear

[& EReady!

Tinan USE Technology Co.,

Send [

[ Send:30 |

Recv: B4

http:/fen. usr. oo

Send

~Recr Options

|~ Receive to file ..
v add line return
[~ Receive As HEX

|~ Receive Pauze

Save. .. Clear

Send Options

I~ Data from file ...
[~ fmto Checksum

[~ huto Clear Input
[~ Send As Hex

[~ Send Recycle

Interval I‘IUEIU ms

Load. .. Clear

Reset I [& EReady! [

Send: B4

Recyv: 90

Reset
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Fig. 39 MI100 initiating TCP connection
422. SSL/TLS

If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User can
select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authentication, server certificate authentication and

bidirectional certificate authentication.

[\E. USR 10T
T com et of Industriel loT
3 Seatus Data transmission parameter configuration
> Network c -
L= ] —
1 Port Socket
Uart
Vart2
Websocket e @ @ @ 0 0 0O 0O
> Gateway Working Mode  TCP Client ~ Nane ~
> Cloud Service
Remots Server Addr  172.16.14.15
> System
Local/Remote Port Number 0 2 1~65535)
Reconnection period 0 10-99999)s
PRINT  OFF ~
Modbus Poll (] Response Timeout 200 (10~9999)ms.
Enable Net Heartbeat [ ]
Registration Packet Type  None ~ Location  Once connect
SSLprotocol  TLS12 v Verifyal >

Upload Server CA [Feneriooi 0o | Chossefile  Upload
Upload Gt CA Choosa e || Upload
Upload Client Private Key Choosefile  Uplaad

SOCKET B

Jlinan USR 10T Technology Limited.  http:

Fig. 40 SSL/TLS encryption

4.2.3. Transient connection
This connection, called transitory due to its short-lived nature. If the serial port or network port receives none data within the setting time,
the connection will be automatically disconnected. The gateway used to send serial device data back to a control room or a cloud
application need to open a remote connection before they can transfer the serial data. When the transmission is completed, the gateway
should immediately close the connection. Without support for flexible connection control, you would need to spend extra time handling
connections at the central site or cloud application.
TCP transient connection is used primarily to save server resources. Fig.41 shows an example of configuration setting for transient

connection in TCP Client working mode under the socket page.

J‘% USR 10T Be Honest Do Best !

2 of Industrial o po

> Status Data transmission paramater configuration
2> Network - -
R —
.
Uart
Uart2
> Gateway Working Mode  TCP Client | ShodConneclion gl

> Cloud Service Remote Server Addr  172.16.14.15

> System
Local/Remote Port Number 0 3 (1~65535)
Reconnection period L] 0-99999)s
Duration of short connection 3 [E- T —
FRINT  OFF ~
Modbus Poll Respanse Timeout 200 (10~9999)ms
Enable Net Heartbeat [ ]
Registration Packet Type  None ~ Location  Onca connecting

SSLprotocol  Disable

SOCKET B

Operating Mode  None v
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Fig. 41 Transient connection
4.3. UDP Server
4.3.1. Properties

User Datagram Protocol (UDP) is a faster and more efficient transport protocol than TCP but it is a connectionless transport protocol,
it does not guarantee the delivery of network datagram. In UDP mode, you can unicast or multicast data from the serial device to one
or multiple host computers, and the serial device can also receive data from one or multiple host computers. Please beware that even
though UDP provides better efficiency in terms of response time and resource usage, it does not guarantee data delivery. It is
recommended to utilize UDP only with cyclic polling protocols where each request is repeated and independent, such as Modbus
Protocol.

When the working mode of the device is UDP server, the remote device must also work in UDP mode. You only need to specify the Local
Port that USR-M100 should listen to. In UDP server mode, serial port data is always sent to the last peer UDP device(lP and port) that
communicates with the USR-M100, and the USR-M100 can record the IP and port number only after the peer UDP device sends data
to the USR-M100 first.

Fig.42 shows an example of configuration setting for UDP Server mode under the Uart1socket page. You can configure other serial ports

in the same way.

> Status

UART TO NET
> Network

“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway
SOCKET A
> Cloud Service
b G Working Mode  UIDP Server ~  None
Remote Server Addr 172161415

Local/Remote Port Number 9000 n (1-65535)

PRINT  OFF

Enable Net Heartbeat ]

SOCKET B

< ‘

Operating Mode  None

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 42 UDP server work mode
Please follow the following steps to configure connection settings of the operation mode for Uart1 port.
1. Click on the “Uart1” tab on the menu frame on the left side of Web Ul to go to Uart page as shown in Fig.42.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
3. Click on the Socket tab in this page, select UDP Server in the working mode options.
4. Local Portspecifiesthe local port number for UDP server mode on M100 which it will be listening to and it can be any number between
1and 65535. The local ports of different serial ports must be different. After receiving network data, the device determines which serial
port the data is sent to based on the local port.
5. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot.

Serial port data is firstly sent to the preset destination IP/domain name and Destination port. After receiving a UDP packet, the system
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updates the destination IP address and port number, and sends the data back to the latest IP address and port number. In this case, IP

address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O *
File(F) Options(Q) HelpH)
COMS etting: COM port data receive Metwork data receive MetSettings———————
Potium |COM3  v| | [http://en usr. cn [Receive from 172.16.14.73 : 90007 : (1] Protocol
Iﬁ http:/fen usr. en Jinan USE Technology Co., Ltd I UoF VI
Baudfi |115200 http://en usr. en Tinan USE Technology Co., Ltd (2] Lacal host IP
. ocal hos
DPait INDNE Vl Tinan USE Technology Co., Ltd
S — [172.16 .14 .15
DataB I8 it j'

[3] Lacal host port
StopB |1bit -l |23
@ Close @ Disconnectl

~Reevr Dptionz——

~Reer Options

|~ Receive to file. .. |~ Receive to file ..
¥ 8dd line return v add line return
|~ Receive As HEX |~ Receive As HEX

|~ Receive Pause |~ Receive Pause

Save. .. Clear

Save. .. Clear

—Send Options——— Send Optiens

[~ Data from file ...

[~ futo Checksum [~ Auto Checksum

[~ fmto Clear Input [~ huto Clear Input

[~ Send Az Hex [~ Send As Hex

2 o IQDDD
[~ Send Recwele RemoteIP:|172.16 .14 .73 Fort: [~ Send Recycle
Tinan USE Technology Co., http:/fen. usr. oo

Interval I'IDDD ms Sl Send Gerad] Interval |1UEIU ms

Load. .. Clear Load. .. Clear
[& Ready! [ Send: 90 [ Recy: 48 Reset I [& Eeady! [ Send: 48 [ Recy: 90 Reset

Fig. 43 UDP transmission test
4.4, UDP Client

4.41. Properties

When the working mode of the device is UDP client, the remote device must also work in UDP mode. M100 supports remote IP address
and port verification. After verification is enabled(OFF), the M100 only communicates with the destination port of the destination IP
address. If the data is not from this channel, the M100 will discard the data. If verification is disabled(ON), M100 does not filter the data
of the destination IP address and destination port. Fig.44 shows an example of configuration setting for UDP Client mode under the Uart1

socket page. You can configure other serial ports in the same way.

> Status

UART TO NET
> Network
Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A

> Cloud Service

b G Working Mode  UIDP Client ~  None ~
Remote Server Addr 172161415
Local/Remate Port Number 9000 2 (1-65535)
UDP Not Check Remate PORT  OFF v
BRINT  OFF -
Enable Net Heartoeat [
Registration Packet Type  Hone + Location

SOCKET B

Operating Mode  Nane v

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 44 UDP client work mode
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Please follow the following steps to configure connection settings of the UDP client mode for Uart1 port.

1. Click on the “Uart1” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.44.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.

3. Click on the Socket tab in this page, select UDP Client in the working mode options.

4. Please specify the Destination IP address and port number of the UDP program on the remote host. Local Port specifies the local
port number which socket A will be listening to and it can be any number between 1and 65535. The local ports of different serial ports
must be different. After receiving network data, the device determines which serial port the data is sent to based on the local port. Note
that typically the port number that is larger than 1024 is recommended to avoid conflicting with the well-known port numbers. You should
match this setting with the remote UDP program. Note that this number is usually called destination port in the remote UDP program.
5. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot.

Fig.45 shows an example of test in this mode. In this case, IP address of USR-M100 is 172.16.14.73, host IP address is 172.16.14.15.

§# USR-TCP232-Test RS232 to Ethernet Convert tester — O >
File(F) Options(Q) Help(H)
COMS etting: COM port data receive Metwork data receive rMetSettings——————
Porthum IEUM3 LI http:/fen usr. en Tinan USE Technolozy Co., Ltd [1] Pratocaol
lﬁ http://en usr. en Tinan USE Technology Co.. Ltd I UoF VI
Baudri |115200 http: /fen. usr. on (2] Local host 1P
ocal host
DPaity |NUNE -
- |1?2.1B.14.15
DataB I8 bit j'
= [3] Lacal host port
StopB |1 bit -] 23

@ Close | @ Discunnectl

~Reecv Options

~Recr Options
|~ Receive to file. .. |~ Receive to file ..
¥ 8dd line return v add line return

[~ Receive As HEX
|~ Beceive Fauze |~ Receive Pauze
Save. .. Clear Save. .. Clear
Send Options— Send Options
[~ Data from file ... [~ Data from file ...
[~ futo Checksum [~ Auto Checksum
[~ fmto Clear Input [~ huto Clear Input
[~ Send Az Hex [~ Send As Hex
2 o ISDUU
[~ Send Recwele RemoteIP:|172.16 .14 .73 Fort: [~ Send Recycle
Tinan USE Technology Co., http:/fen. usr. oo
Interval I'IDDD ms Sl Send Gerad] Interval |1UEIU ms
Load. .. Clear Load. .. Clear
& Ready! [ Send: BO [ Recy: 48 Reset | [& Ready! [ Send: 48 | Recv:E0 Reset

Fig. 45 UDP client test
4.42. UDP multicast

UDP also allows multicasting of data to groups of IP addresses. A multicast is a packet sent by one host to multiple hosts. In multicast
mode, each host that belongs to a specific multicast group will receive multicast packets for that group. For a host to be configured as
a multicast receiver over the Internet, the must inform the routers on its LAN. The Internet Group Management Protocol (IGMP) is used

to communicate group membership information between hosts and routers on a LAN. The USR-M100 Series supports IGMP version 2.
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> Status
UART TO NET
> Network
Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A

> Cloud Service
Working Mode UDP Client ~  Muticast -

> System
Remote Server Addr  239.1.1.1
Local/Remote Port Number 9000 20108 (1~65535)

PRINT  OFF v

Enable Net Heartbeat

Registration Packet Type  Hone ~ Location

SOCKET B

Operating Mode  None o

Jinan US echnology Limited.  ht pusr.com

Fig. 46 USR-M100 #1 UDP multicast setting

USR 10T

> Status
UART TO ETH
> Network
Data transmission parameter configuration
Port1 SETTING
Portz
[
LOG
> Gateway

SOCKET A

> Cloud Service

rking M Ci © Muticast -
> Sys WorkingMode  LIDP Client Multicas:

Remote Server Addr 239111

Local/Remote Port Number 20108 9000 (1-65535)

PRINT  OFF v

Enable Net Heartbeat ]

Registration Packet Type  Hone ~ Location

SOCKET B

Operating Mode  None -

Jlinan USR 10T Technology Limited.

Fig. 47 USR-M100 #2 UDP multicast setting

Fig.48 shows an example of test in this mode with two M100s.
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UartiAssistant A Uart Assistant

COM Configs 1 Datalog UartAssist ¥5.0.2 <G £l [COMConfigs 7 Datalog UartAssist ¥5.0.2 G %
Charnel [COMTO R0 < | l Charnel [COM3 #02<] l
Baudrate| 115200 'I [2022-07-19 10:44:33. 67514 RECY ASCII> Baudrats|115ZUU 'I [2022-07-19 10:44:33. 69714 SEND ASCII>
Paiybits[NONE =] | [fEH0 devise 1 VDF nulticast Paiybits[NONE =] | [fBHO devise 1 UDF nulticast
[2022-07-19 10:44:39. 77714 SEWD ASCIT> [2022-07-19 10:44:39. 83114 RECY ASCIT>
Dalabits | & =] | [ir0 davics 2 WP malticast Daabits IB =] | [ix0 davics 2 w0 malticast

Stopkits |1 'I Stophits |1 'I
Flowetd | MONE 'I Flowetrd INDNE ‘I
@ Clase | © Clase |

~Recw Options Recv Options———,
@ ASCI " HE® L @ ASCI " HEX
[¥ LogDisplay Mode < [¥ Log Display Mode <
™ tuto Linsfesd ™ duto Linefesd
[~ Hide Received Data |+ [~ Hide Received Data
[~ Save Recv ta File: [~ SaveRecvtaFile
sutoSeroll Clesr sutoSeroll Clesr
SendOptions | [ SendOptions
@ ASCH 7 HE® @ ASCI {7 HEX
[~ Use Escape Chars (@) [~ UseEscape Chars (@)
I ol DataSend |[L.ICD# 2 RD@ 3THD@ 4IRS 5 cM# 6 I5E4 § Clear £ Clear I ol B DataSend |[1.0CD@ 2 D@ 3TID@ 4ITR® 5 cHD# 615E4 § Clear £ Clear
[~ Send from File ... — [~ Send from File ...
I~ Cycle 1000 me NEX0 device 2 UDF multicast I~ Cyoie 1000 me NS0 device 1 UDF multicast o
Shortent History 7 Shortent History -
L& Ready! [ 14 [ Rx:28 I T:27 Resst | ,ff 1 Readdl [ 1A I 27 [ Tw:28 Reset | 4

Fig. 48 UDP multicast transmission test
45. HTTP Client
45.1. Properties

When the operation mode of this device is Httpd Client, users need to specify the remote httpd server's address, port, method and other
parameters. The device will submit the serially received data to the httpd server in the form of GET or POST. At the same time, the data
sent by the httpd server can be transparently transmitted to the serial port.

Fig.49 shows an example of configuration setting for HTTP Client working mode under the Uart1 socket page. You can configure other

serial ports in the same way.

> Status

Data transmission parameter configuration

> Network

Vart1

[ oo |
Uart2
Websocket
SOCKET A

> Gateway
> Cloud Service Working Mode  Hpd Client | None
® SEE Httpdmethod  GET ~ Remave Hitpd Header 4

Hitpd URL(<101byte) /1 phg?

Hitpd Header(<1B1byte)  User_Agent Mozilla/d 0

Local/Remote Port Number testusrcn

Remote Server Addr 0 80 (1-85535)
Server Response Time 10 (3~255)s.
PRINT  OFF ~

$5L protocol Disable vl N

SOCKET B

Operating Mode  None

T Technology Limited.

Fig. 49 HTTP client mode

Please follow the following steps to configure connection settings of the work mode for Uart1 port.

1. Click on the “Uart1” tab on the menu frame on the left side of Web Ul to go to Uart1 page as shown in Fig.49.
2. For Serial Settings on the Port configuration page, please go to Section 3.1.3.

3. Click on the Socket tab in this page, select Httpd Client in the working mode options.

4. The HTTPD method needs to fill in the correct URL path, and select the GET or POST method as needed.
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5. Fillin the HTTPD request header as needed.

6. Fillinthe HTTPD address, that is, the address of the HTTP server, which can be an IP address or a domain name (the ability to connect
to foreign countries is required).

7. Fillin the HTTPD port number. The default local port number is 0, M100 will assign a random TCP Port.

8. After finishing configuring the working Mode, please scroll down to the bottom of the page and click on "Save & Apply" button to save

all the changes that you have made. All configurations take effect after a system reboot.

452. HTTPS

If SSL certificate authentication is enabled on the remote server, user need to configure SSL encryption parameters on M100. User can

select TLS1.0 or TLS1.2 version protocol. User can select None certificate Authentication, server certificate authentication and

bidirectional certificate authentication.

> Status SOCKET A
> Network
Working Mode  Hitpd Cllent

ot Hitpd method G + Remove Hitpd Header &1

Uart2 Hitpd URL(<10Tbyte) 1 phy?

Websocket . .

Hetpd Header(<181byte)  User_Agent Mozilla/d 0
> Gateway
P sl Local/Remote Port Number test ust cn
> System
Remote Server Addr 0 ) 1~65535)
Server Response Time 10 (3-255)s
PRINT  OFF
SSLprotocol  TLS1.2 ~ Vadyal v

Upload Server CA Choosefile  Upload.
Upload Client CA Chossefie  Upload
Upload Client Private Key Choosefle  Upload

Operating Mode  None

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 50 SSL/TLS encryption

4.6. Websocket server

When the operation mode of this device is WebSocket server, the user needs to specify the main parameters such as listening port,
forwarding direction. This function is that the gateway acts as a WebSocket server, and transparently transmits the data received by the
serial to the WebSocket client in hexadecimal format. The WebSocket server can also forward data to the serial device at any time. This
operation mode supports a maximum of 16 simultaneous connections for any serial port on the gateway from a single or multiple hosts.
1. Click on the “system setting” tab on the menu frame on the left side of Web Ul to go to system setting page as shown in Fig.51.
2. Fillin the WebSocket server listening port number,default 6432.

3. Select UART1 in websocket direction.

4. For Serial Settings on the Port configuration page, please go to Section 3.1.3.
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J‘% USR 10T Be Honest Do B

2 o e

Status SETTING

>
> Network 5 Setting
> Port
> Gateway Model Name  USR-M100
> Cloud Service
Websocket Port 6432 1-65535)
v System
Websocket Direction UART1 ~
System Setting
Management Webserver Port B0
Feedback User Name admin
Pass Word
UartCache  OFF v
Restarting Without Data 0 (0/60-~ 655350
SNMP  OFF ~ @
Telnet OFF ~ @
NP ON ~ @

NTP Server Address  cn pool nip.org
NTP Timezone Setting  UTC+8 ~

485 Anti-Collision  OFF o

Log Export  [Expar

Technology Limited.  ht ww.pusr.com

Fig. 51  Websocket server setting

5. Click on the websocket to serial tab,browser will connect to the websocket server of M100 automatically.

17216.14.73 says Be Honest Do Best !

J‘% USR 10T

Tr

ication Expert of Industrial loT

I | English

[ ox
o jos |

> Network
“ this page use websocket to establish a channel of shell command and log outputing between webpage and device
Websocket connection:0
Uart1
Receive hex data
Uart2

‘Websocket

> Gateway

> Cloud Service
System Setting

Management

Feedback send ascil data_| [_send hex data_| [clear]

Jlinan USR 10T Technology Limited.

Fig. 52 Browser as websocket client to connect M100

Fig.53 shows an example of test in this mode.
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I | English

> Status

> Network

_ this page use websocket 1 transmit data between webpage and uart
~ Port
Websocket connection:1
Uart1
Recaive hex dataRaceive HEX: 0xda 0x69 Dx6e 01 OxGe 0320 0 8 USR-TCP232-Test RS232 80 Ethermet Conver tester - o x
Uart2 (52 2 D54 0365 0263 0t D D O 161067 O 78 0zt ones e B
el 0220 0x26 0x20 Oxdc Ox74 0x64 Gx2e Pl Optiors@) Help®)
COM poet delarncie Nebwork data ceive NesSeings
Websocket e i
[wr——]
o (2] Loce host P
> Cloud Service 172.16 .14 .15
23456 (31 Local host pon
:

System Setting
Management

Feedback

‘send asc data sen

id hex data

I Send s Hex
[ Send Bacyele
Interval [1000 we
Lesd . Clewr
Flecv: 60

lbtts //on wer. on
Send
Load Clawe

. aa V5B Techaology Co..
e Send

Send: 150 Fecr 61 _Resel | (@ Baady:

Send 43 Fiesst

Jinan USR IOT Technology Limited.  http://

Fig. 53 Data transmission test

5. Virtual COM port

Traditional SCADA and data collection systems rely on serial ports (RS-232/485) to collect data from various kinds of instruments. Virtual
COM ports on host computer allows remote access of serial devices over TCP/IP network that works like local native COM ports. Since
USR-M100 gateway enable network operation of instruments equipped with an RS-232/485 communication port, your SCADA and data
collection system will be able to access all instruments connected to a standard TCP/IP network, regardless of whether the instruments
are used locally or at a remote site.

To enable Virtual COM on host computer, you will require a VCOM software to emulate the COM port. For Windows operating system,
a software utility called VCOM is supported by PUSR to be used for this purpose.

This function is useful with devices such POS terminals, Bar Code Readers, Serial printers, etc. since it allows you to use software that
was written for pure serial coommunication applications.

Download the software from PUSR’s website:

https://www.pusr.com/support/downloads/VCOM_Setup_exe.html

Execute the VCOM program, click quick-install to install program files in the default directory, or select an alternative location. The

Installing window reports the progress of the installation.
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Install VCOM 4.0.6.4

+| Read and recogn {Software Licensing and Ser

Fig. 54 Install wizard 1

Fig. 55 Install wizard 2

Oncetheinstallation of the package is finished a start screen displays. Click start to conclude the process and launch the VCOM software.
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é?g USR-VCOM

(;_} Hew ect nnection type

(7

You haven't created any connections yet.

New TCP Server-Vircom Connection

By creating this connection you wil be zble to receive the COM port data of multiple
remate computers (clients) on this PC aver TCP/TP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

@ 0

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on locl
computer with cloud device over MQTT

Fig. 56 VCOM overview

5.1. TCP Server Application with Virtual COM

Virtual COM on host computer allows remote access of serial devices over TCP/IP networks through Serial/IP Virtual COM

ports that work like local native COM ports. This section will provide the procedure to enable Virtual COM (VCOM) on Windows based
PC. Please follow the steps described here to configure your Virtual COM application.

1. If the gateway is running in TCP Server Mode (recommended), the VCOM tility on the host computer should be configured as the
TCP client connecting to the gateway. The characteristic of this mode is that the IP address of the host can be changed (usually

automatically assigned by the router), and the IP address of the gateway must be fixed.

J‘% USR 10T Be Honest Do B

[a\]

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A

> Cloud Service

> System Working Mode  TCP Server ~  MNone ~
Maximum Scckets supported B ~ Excesding Maximum  KICK !
Local Port Number 23 (1-65535)
FRINT  OFF -
Madbus Poll - [] Response Timeout 200 10~99%%)ms.

Operating Mode  None ~

SOCKET B

Fig. 57 TCP server mode in USR-M100
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é?g USR-VCOM

) New act nnection type

(7

You haven't created any connections yet.

MNew TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remote computers (clients) on this PC over TCP/IP protocol

New TCP Client-Vircom Connection

By creating this connection you will be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocal

New UDP-Vircom Connection

@ |0

By creating this connection you will be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 58 New Virtual COM connection
2. Selectone COM port as the Virtual COM port before proceeding as shown in Fig.59. Note that if a COM port number is used by other

application or your operating system, you can not select it.

é?g USR-VCOM

& E_} Hew New TCP Client-Vircom Connection

Connection name :  [Client COM11 ‘

ﬁ Select Serial Port :

You haven't created any connections yet.

7 similar)

Remote Host Mame :

Remote Host Port :  |8234 ‘

Fig. 59 Select one COM port
3. After selecting the virtual COM ports, please enter the IP Address of the gateway with the specified Port Number. The Port Number
here is the Local Listening Port for the gateway which is specified in the Local Port field of Fig.60. In this case, IP address of USR-M100
is 172.16.14.12.
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é?g USR-VCOM

& E_} Hew New TCP Client-Vircom Connection

Connection name :  [Client COM11 ‘

Select Serial Port : |CDM11 v‘
[ strict baudrate emulation

[ synchronize baudrate(RFC2217 similar)

You haven't created any connections yet.

Remote Host Mame : |1?2.].G.14.12 ‘

Remote Host Port : |23 ‘

Fig. 60 Virtual COM port mapping

4. Click newto addthe Virtual COMT1. Click client COM11onthe left side of VCOM panel to check the status. If status become connected,

the process is completed.

& USR-VCOM X & Device Manager — o s
File Action View Help
@ New fo n: Client COM = T HE B
~ & USR-Gaofuchao ~
> 1] Audicinputs and outputs
Port niame : COMIL 5 3 Batteries
> | Biometric devices

Client COM11 COM port information
1 cle

Fort status : closed
Client COM12 > €) Bluetooth
Py Port parameters : — > @ Camerss
= Client 14.12 26 Connected bytes:0 Bytesreceived : 0 > E Computer
5w Disk drives
Client COM13 Openedby » [ Display adapters
> B Firmware
nnected bytes:0 > [ Human Interface Devices
Network information 5 Ja Imaging devices
Client COM14 Type : TCP Client > B2 Keyboards
> [ Mice and other pointing devices
nnected bytes:0 Pz 2161402 > O Monitors

Port : 23 > [ Network adapters

Status : Connected > [ Portable Devices

~ & Ports (COM & LPT)
5 ELTIMA Virtual Serial Port (COM11)
i USB Serial Port (COM3)

> 50 Print queues

> M Printers

> [ Processors

> By Security devices

> I Software components

» B Software devices v

Bytes received : 0

[ Data Monitor € ResetCount.

Fig. 61 Virtual COMT11 status
5.2. TCP Client Application with Virtual COM

1. If the gateway is running in TCP Client Mode, the VCOM utility on the host computer should be configured as the TCP server waiting
for a gateway to connect to the host computer. The feature of this mode is that the IP address of the computer cannot be changed, but

the IP address of the gateway can be changed (which can be automatically assigned by the router).
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2 o e

> Status
> Network _
“ Data transmission parameter configuration
Uartl SETTING
Vartz
— [ rort | Sockat |
> Gateway

SOCKET A
> Cloud Service

> System Working Mode  TCP Client ~  None =

Remoate Server Addr 172161415

Local/Remote Port Number 5000 20108 (1~65535)
Reconnection period 0 (0~99998)s
PRINT  OFF ~
Modbus Poll [ Response Timeout [200 0-9999)ms

Enable Net Heartbeat

Registration Packet Type  None ~ Location

SSLprotocol  Disable -

SOCKET B

Operating Mode  None -

Technology Limited.

Fig. 62 TCP client mode in USR-M100

f})g USR-VCOM

(:_} New Please select new connection type

Client COM11

- COM11 New TCP Server-Vircom Connection

= Client 172

By creating this connection you wil be zble to receive the COM port data of multiple
remate computers (clients) on this PC aver TCP/TP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/IP protocol

New UDP-Vircom Connection

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protocol

@ 0

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 63 New Virtual COM connection

2. Select one COM port as the Virtual COM port before proceeding as shown in Fig.64. Note that if a COM port number is used by other
application or your operating system, you can not select it.

3. Afterselecting the virtual COM ports, please enter the specified Port Number. This Port Number is the Destination Port of the gateway.
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é?g USR-VCOM

(E) New om Connection

Client COM11

Connection name : |Server coMi2 |

Select Serial Port : |COM12 v|

[ strict baudrate emulation
[ synchronize baudrate(RFC2217 similar)

[ Keep-alive

TCPport: |[20108 |

Fig. 64 Virtual COM port mapping
4. Clicknewtoaddthe Virtual COM12. Click client COM12 on the left side of VCOM panel to check the status. If status become connected,

the process is completed.

fzi USR-VCOM ol | & Device Manager - 0 %
File Action View Help

@ wew e ser com12 e mHml B

Client COM11 COM port nformation v & USR-Gaofuchao ~
» com11 > i Audio inputs and outputs
= Client 172.16.14. onnected bytes:0 (oD 8 EEiE 5 3 Batteries
Port status : closed > [@)] Biometric devices
Server COM12 > ) Bluetooth
Port parameters : - » ® Cameras
Bytes received : 0 > [ Computer
5w Disk drives
> [ Display adapters
> B Firmware
> [ Human Interface Devices
> % Imaging devices
Type : TCPServer 5 E= Keyboards
> [ Mice and other pointing devices
> [l Monitors
Status : Connected(1) > [ Network adapters
> [ Portable Devices
~ i Ports (COM &LPT)
i§ ELTIMA Virtual Serial Port (COM11)
1§ ELTIMA Virtual Serial Port (COM12)
i USB Serial Port (COM3)
> A Print queues
> A Printers
> [ Processors.
>l Security devices
B Software comnonents

Opened by :

Network information

Port : 20108

Bytes received : 0

2 Data Montor ¢ ResetCount.

Fig. 65 Virtual COM12 status
5.3. Enable RFC2217 through Virtual COM

Enabling this function allows users to use customized RFC2217 commands on the network to dynamically modify the serial port's baud
rate, data bits, stop bits, and parity bits. This function is only allowed when the working mode is TCP Server and TCP Client. Note that
this protocol is used to change the serial port parameters of USR-M100. In this case, IP address of USR-M100 is 172.16.14.34.
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> Status
UART TO NET

> Network

“ Data transmission parameter configuration
Uartl SETTING

Uart2
(o |
Websocket

> Gateway

Baudrate 115200 00~ 230400)bps
> Cloud Service

Databits & ~ bit
> System

Parity  MNone v
Stopbits 1 -

Flowetrl  NONE v

UART Packet Length 0 (0~1460)bytes
UART Packet Time 0 0~255)ms
Sync Baudrate(RFC2217) oN -

Enable Usrt Heartbeat [

Jinan US Technology Limited. t .pusrt.com

Fig. 66 RFC2217 enabled

& USR-VCOM

@ New New TCP Client-Vircom Connection

Client COM11

osed -— by ) Connection name : |CIientCOM1 |
nt 172.16.14.1 ynnected byt

Select Serial Port : |CDM1 V|

Client COM12 - -
[ strict baudrate emulation

nnected bytes:0 | Synchronize baudrate(RFC2217 similar) |

Remote Host Name : |1?2.].G.14.34 |

Remote Host Port : |23 |

Fig. 67 enable RFC2217 in VCOM

When we change serial parameters in Virtual COM port 1, we can see these parameters have took effect in serial port of USR-M100.
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UartiAssistant

COM Configs— |

Channel |COMTEEL +
Baudrate | 9500 i [2022-07-05 17:67:10.668]# Decice has been inserted

Paritybits |[EVER =

COM Configs———— |
Grare IEDMWDHL ~
Eaudrats|9500 e [2022-07-06 17:67:11. 07814 RECY ASCIL>
PamuhitleVEN . http. /www. emsoft. onl1http: /v, omsoft. onll

Datalog | UartAssist V5.0.2 G O Datalag | Uarthssist ¥5.0.2 3 1

[2022-07-05 17:57:10. 675]% SEWD ASCII> [20z2-07-05 17:57:13. 83114 RECY¥ ASCIT>
Databits | & S| Ireto: fwmy. amsoe. ont Databits |2 || [http: Aene. ensoft. eall
Staphits |1 > [2022-07-0% 17:67:10.682]K SEND ASCII> Stopbits |1 - [2022-07-05 17:67:16. 96314 RECY ASCII»

http:/fwww. emsoft. enll
[2022-07-05 17:57:13. 732]# SEWD ASCII>
http:/fwww. emzoft. enll
[2022-07-05 17:57:16. 655]% SEND ASCII:
http:/fwww. emsoft. enll
[2022-07-05 17:57:20. 046]# RECY ASCII>
http:/fwww. emsoft. en22
[2022-07-08 17:57:20.910]% BECV ASCIL:
http:/fwww. emseft. on22

Flowetl |HONE hi
@ Clase

http: /wew. emsoft. onll
et [NOHE_ -] [2022-07-08 17:57:18 96014 SEND ASCTT>
© Close http: /fwwe. emsoft, cn22
i [2022-07-08 17:57:20. 6234 SEND ASCII>
http: /fwaw. emsoft. on22

~Recw Optiong
& ASCI ¢ HE=
¥ Log Display Mode
I~ Auto Linefeed
I~ Hide Received Data |
I~ SaveRecvtoFile
sutoSeroll Clesr

rRecy Options——————,
@ ASCI O HEX
¥ Log Display Mode
[~ AutaLinefeed
[~ Hide Received Data
[~ Save RecytoFile
AutoSeroll Clear

(SendOptions
& ASCIl " HEX
I~ Use Escape Chars ()
I~ Auto Append Bytes

[Send Option:
& ASCI  HEX
[ UseEscape Chars(@)
[~ Auto Append Bytes

DataSerd |[L.0cD# 2 D@ 3 THD@ 4IRS ScMI# 6.05E# § Clear £ Clear

DataSend |1.ICh# 2 RI@ 3TI@ LITR® 5G4 6054 § Cear L Clar

I~ Send om File ... [~ Send from File
™ Cycle 1000 ms hittp: /A, csoft.on 1 ond I Cycle [ 7000 me hitp: /v, cmsoft. cnZ2
en
Shortent History Shortent  Historw
L€ Ready! [ 244 [ Fixidd [ 68 Reset | ol 1€ Reads! I 32 I R=:89 [ Tic:44 Reset A

Fig. 68 Synchronizing serial port parameters
5.3.1. PUSR customized RFC2217 protocol

Table 19  Com Port Control commands

Length(bytes) | 3 3 1 1
Data bits/stop bits/parity Check sumof 4 bytes of baud
Big endian,
bits setting. rate and serial parameter
Description Fixed e.g.
AS shown in the table 20 definition, retain the least
600 000258)
below significant byte
115200,N,8,1 55AA55 [ 01C200 03 Cé6
9600, N,8,1 55 AA 55 | 002580 03 A8

Table 20  Serial parameter definition

1:0 Data bits 10 7 Data bits
1 8 Data bits
2 Stop bits 0 1 Stop bits
1 2 Stop bits
3 Parity bit enable 0 disable the parity bit
1 Enable the parity bit
54 Parity bit type 00 ODD
01 EVEN
10 Mark
N Space
7:6 undefinition 00 Please write 0
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6. Modbus TCP/RTU gateway

Modbus is one of the most popular automation protocols in the world, supporting traditional RS-232/485 devices and recently developed
Ethernet devices. Many industrial devices, such as PLCs, DCSs, HMIs, instruments, and meters, use Modbus as their communication
standard. In industrial applications, the most common protocol conversion is Modbus RTU to Modbus TCP conversion, and it is usually
required when legacy devices such as meters, mostly using Modbus RTU, need to be integrated with SCADA systems, mostly using
Modbus TCP.

Most modern PLCs and host computers support Modbus TCP over Ethernet. In order to access discrete Modbus RTU devices for data

collection and control, they can rely on the M100 Modbus gateway.
6.1. Ethernet masters with serial slaves

When the host computer or PLC is Modbus TCP Master, the Modbus TCP function must be enabled, the remote device must work in
Modbus RTU Slave mode. The M100(TCP Server mode) supports Modbus TCP with up to 16 simultaneous connections. The serial
interface supports both RS-232 and RS-485, selectable through software. Each serial port can be connected to one RS-232 serial device,
or to 32 RS-485 serial devices. When connected with more than one RS485 devices,please refer to section 7.5 for bus collision

detection.

T
COMPUTER MASTER DEVICE

ETHERNET

- MODBUS - MODBUS

Sy GATEWAY — GATEWAY

RS-485
RS-232
/ FLOW METER oo oo ** LOOP CONTROLLER
POWER MEASUREMENT
l l DRIVES - - MODBUS RTU

SLAVE DEVICE

Fig. 69 Ethernet masters with multiple serial slaves
The device supports multiple hosts to query data from the slave in Q&A mode. Please select modbus polling function as shown in Fig.70.
When USR-M100 gateway does not receive a response from the serial port after a response timeout, the device replies with an
acknowledgement and then processes the next host request.
When you need to use long frame data frequently or have high data transmission requirements, please adjust the baud rate and lengthen

the sending interval appropriately to prevent the slow serial port from causing messy codes or packet loss.
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> Status
UART TO NET
> Network
Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rort | Socet |
> Gateway

SOCKET A

> Cloud Service

5 Smmm Working Mode  TCP Server ~  ModbusTCP ~
Maximum Sockets supported 16 ~ Exceeding Maximum  KEEP v
Local Port Number 502 (1-65535)
FRINT  OFF -

Madbus Poll (7] Response Timeout [E00_§10~9998)ms

Modbus TCP Exception [

SOCKET B

Operating Mode  Hone

T Technology Limited.

Fig. 70 Modbus TCP master settings

Open the Modbus Poll and Modbus Slave software, go to "Connect” -> "Connect”, and the connection parameters are configured as

follows, in this case, IP address of USR-M100 is 172.16.14.12.

% Modbus Poll - [Mbpoll1] - o x 23 Modbus Slave - [Mbslave']

- o x
File Edit Comnection Setup Functions Display View Window Help _ & x| |EIFie Edt Connection Setup Display View Window Help - & x
DEE&[X[7 &/ [05061516172223|Tc k| 2 W2 DSES& ™| =82 ¥

fTx=0.Emr=0.1D = 1: F = 03: SR = 1000ms ID=1-F=03
No connection INo connection

Connection Setup X
Alias 00000 Connection Setup x H Al 00000
Connection
! g i 0 et Pon S
Modbus TCPAP v -
2 4 Cancel 2 9
3| o Seial Setings 3 0 Serial Seltings
n 0 USE Serial Port (COM3] Mode 4 0 USB Serial Port [COM3) ~
RTU O AsCil 5 0 Mods
115200 Baud ~
B 0 115200 Baud . J -
5 0 P Riesponse Timeout T
atabis
7 0 7000 . 7 0 Flow Control
8| 0 None Paity 3| 0 MeneParty ~| [1DSA [JCTS []RTS Toggle
Delay Between Folls
9| 0 1 [mns] RTS disable delay
L 9 1 Stop it Advanced EC 15tepBit
TCP/IP Server
IP Address. Part
V‘ 172161415 602
Connect Timeout © Any Acess P4
00 me] OFe Ianore Unit 1D 25

For Help, press F1. [172.16.14.13]: 502 For Help, press F1 [172.16.14.15]: 502

Fig. 71 Modbus emulator settings(Ethernet master and serial slave)
6.2. Serial master with Ethernet slave

Many HMI (Human Machine Interface) systems use a serial interface to connect to a discrete DCS (Data Control System). However, many
DCSs are now Ethernet-based and operate as a Modbus TCP server device. The M100 Modbus gateway can link a serial-based HMI to
distributed DCSs over an Ethernet network.

When the host computer or HMI is Modbus RTU Master, if the remote device work in Modbus TCP Slave mode, the ModbusTCP function
must be enabled. The MT00(TCP Client mode) supports only one Modbus TCP slave.
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W MODBUS
GATEWAY

PLC

MODBUS TCP
SLAVE DEVICE

HMI

MODBUS RTU
MASTER DEVICE

ETHERNET

PLC

MODBUS

TCP

SLAVE DEVICE

Fig. 72  Serial master with one Ethernet slave

{_\S l-.ISR 10T

Communication Expert of Industrial loT

> Status "
Data transmission parameter configuration
> Network
Uart1 rort || Socket
Uart2
‘Websocket SOCKET A
> Gateway
Working Mode  TCP Client ~|  ModbusTCP ~
> Cloud Service
> System Remote Server Addr 172161415
Local/Remote Port Number 3000 502 (1~65535)
Reconnection period 0 (0-99999)s
PRINT  OFF -
Modbus Poll [ Response Timeout 200 (10~9999)ms
Modbus TCP Exception [
Enable Net Heartbeat [
Registration Packet Type MNone ~ Location n necting
SSLprotocol  Disable ~

SOCKET B

Operating Mode  None ~

OT Techno

gy Limited.

Fig. 73 Modbus TCP slave settings

Open the Modbus Poll and Modbus Slave software, go to "Connect" -> "Connect”, and the connection parameters are configured as

follows, in this case, IP address of USR-M100 is 172.16.14.12, host IP address is 172.16.14.15.

Y Modbus Poll - [Mbpoll1] - o x 3 Modbus Slave - [Mbslavel] - o x
File Edit Connection Setup Functions Display View Window Help _ & x| |[E)File Edt Connection Setup Display View Window Help 8 x
DE &[T S5/ [0506151617 2223 Tc k| 2 2 S EEIEEEL
Tx =8 Em=0:ID = 1: F = 03: SR = 1000ms ID=1.F=03
o connection INo connection - ><
Connection Setup
Alias| 00000 Connection Setup. x Alas) 00000 "
0 0 [ Connection
Cannestion o ]
1 0 0 1 0 Madbus TCP/P ~
{5etil Pt T
3 o == 2 0 Cancel
3 o Seial Setings 3 0 Serial Seltings
A o USB Seral Port (COM3) v| Mode 4 i USE Seial Por (COM3) ~
@RTU OssCl B 1 Mode
> 115200 Baud
3| “ 115200 Baud 1 0 A ——
5 0 Somab - Fesponse Timeout r——
E o 000 0 7 0 Flow Cortrol
3 0 None Paiy 3 0 None Party DR (1615 [|ATS Toogle
S EELEIRES 9) 9 1| [ms] RTS disable delay
9 9 150pBR v Advanced ] 15tepBit
Fremate ModbLi Server TCPAP Server
IP Address or Node Nare 1P Address Fort
172161412 172161415 v
Server Fot Connect Timeout IPed [ Jny Addiess @it
502 3000 {ms] IPuB [ lanore Unit ID Olpve
For Help, press F1 Port 3: 115200-8-N-1 For Help, press F1 [172.16.14.15; 502

Fig. 74 Modbus emulator settings(serial master and Ethernet slave)
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6.3. Serial master with serial slaves
When the HMlis Modbus RTU Master, all M100 must enable or disable ModbusTCP function at the same time, the remote device must

work in Modbus RTU Slave mode. The M100 supports up to 16 simultaneous TCP connections.

 prea (TIT
WY MODBUS MASTER DEVICE
GATEWAY
ETHERNET
S mopBus S mopBus =2 mopBus
. GATEWAY - GATEWAY . GATEWAY
RS-232 RS-485 RS-485

| SLAVE DEVICE

_——
oo PLC
I /) FLOW METER RS [ ] Hoshuseny

Fig. 75 Serial master with multiple serial slaves

If there are more than one serial masters in RS485 network, users should select modbus poll function and configure response timeout

in Fig.76. please refer to section /.5 for bus collision detection.

((_\E. l-.ISR 10T
) com

smunication Expert of Industrial loT

> Status

UART TO NET

> Network
Data transmission parameter configuration
Uart1 SETTING
‘Websocket
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TCP Server ~  ModbusTCP ~
Maximum Sockets supported 16 ~ Exceeding Maximum  KEEP -
Local Port Number 502 (1-65535)

PRINT OFF
Modbus Poll 7] Response Timeout (B0 J10-999)ms
Modbus TCP Exception [ ]

SOCKET B

Operating Mode  Hone

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 76 Modbus RTU master settings
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() 3 | Englis

wmication Expert of Industrial loT

> Staws Data transmission parameter configuration

> Network

Uart2

Websocket SOCKET A
> Gateway

Working Mode  TCP Clisnt ¥ ModbusTCP ~
> Cloud Service
> System Remote Server Addr 172161415
Local/Remote Port Number 0 602 (1~65535)
Reconnection peried 0 10-9999%)s
PRINT  OFF ~
Modbus Poll [ Response Timeout 200 (10~9939)ms

Modbus TCP Exception [
Enable Net Heartbeat ]
SSL protocol Disable -

Operating Mode  None -

Jinan USR 2 ed. pust.com

Y Modbus Poll - [MbpallT] — O X | | Z# ModbusSlave- [Mbslavel] - o x
fle Edit Connection Setup Functions Display View Window Help _ & x| |EIFie Edt Connection Setup Display View Window Help - & x
DEE&[X[7 &/ [05061516172223|Tc k| 2 W2 DSES& ™| =82 ¥
fx=47.Er=27:1D = 1. F = 03: SR = 1000ms iD=1"F=03
No connection INo connection
Connection Setup X
H M Connection Setup X H ‘Alias] 00000
i 7 —= f——
Connection
i o 0K 1 0 Seral Fort ~
Serial Port T
2 9 Cancel 2 0 Cancel
3| o Seial Setings 3 0 Serial Seltings
A o USE Seris Por (COM3) o] Mo A 0 USB Sl Por COM10) ~
RTU ASCI Mode
35 1 115200 Baud Ofil @ 2 i 115200 Baud
o d @RTU CasCl
6 0 3 Dotabit Fesponse Timeout ShEmis -
7] 0 ata bits 1000 me] 7] 0 Flow Contral
d o (T T 3 0 NonePaty ~| [J0sR [IcTs CIATS Tooge
Delay Between Pals
9| 0 1 [mns] RTS disable delay
9 o o v gowens| [ i T
Remote Modbus Server TCP/IP Server
IP Address or Node Name: IP Address. Part
172161412 172161415 502
Server Pot Connect Timeout v iy s Py
502 3000 me] . Ianore Unit 1D Py
For Help, press F1. Port 3: 115200-8-N-1 For Help, press F1 [172.16.14.15]; 502

Fig. 78 Modbus emulator settings(serial master and serial slave)
6.4. Serial master via virtual COM with serial slaves

When the host computer is Modbus RTU master, if we use VCOM, the Modbus TCP function must be disabled, the remote device must

work in Modbus RTU Slave mode.
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New TCP Server-Vircom Connection

By creating this connection you will be able to receive the COM port data of multiple
remate computers {clients) on this PC aver TCP/IP protocal

New TCP Client-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer among other remote computers (servers) over TCP/TP protocal

By creating this connection you wil be able to send the COM port data to other
remote computers with the same type of connection over UDP protacol

5 New UDP-Vircom Connection

New Cloud Device-Vircom Connection

By creating this connection you wil be able to share the COM port data on local
computer with cloud device over MQTT

Fig. 79 New virtual COM port mapping

Connection name : |Server COM16 |

Select Serial Port : |COM16 v|

[ strict baudrate emulation
[ synchronize baudrate(RFC2217 similar)

[IKeep-alive
TCP port : |

Fig. 80 Mapping a virtual COM port
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é?g USR-VCOM

COM port information
Port name : COM16
Port status  : closed
Port parameters @ —
Bytes received : 0

Opened by :

Network information

Type : TCP Server
Port : 20108
Status : Listen

Bytes received

Fig. 81 Virtual COM port mapping details

USR 10T Be Honest D

— | vsrower |

Data transmission parameter configuration

> Network

Uart2

S | sockern |
> Gateway
> Cloud Service Working Mode  TCP Client ~| None ~
> System Remote Server Addr 172161415

Local/Remate Port Number o 20108 (1~65535)
Reconnection period 0 (0-9999%)s
PRINT  OFF v
Modbus Poll [ Response Timeout 200 (10~-9999)ms

Enable Net Heartbeat
Registration Packet Type  Mone. ~ Location
$SL protocol Disable ~

SOCKET B

Operating Mode  None ~

Fig. 82 Serial device settings

Y Modbus Poll - [Mbpoll1] - o x 2 Mo:

lave - [Mbslave'] - o x
File Edit Connection Setup Functions Display View Window Help -8 x File Edit Connection Setup Display View Window Help - & x
DFE&|[ %[ |~ 2| /1[05061516172223[TCE| 2 K2 DEE& ™| =al?K
Tx=441: Er = 120:1D = 1: F = 03: SR = 1000ms ID=1F=03
INo connection INo connection
Connection Setup X
HM Connection Setup X Alas| 00000
0 9 q Connection
Connection —
' o i B et Pt Z
Serial Port ~ I -
2 4 Cancel 12l 9
3| o Serial Settings 3| 0 Serial Settings
1 0 ELTIMA Virtual Serial Port (COM16]) w Mode ’_4 USB Serial Port (COM10) v
RTU ASC Mods
5 1 115200 Baud - of @ El 9 115200 Baud
6| 0 @RTU CASCH
6| 0 Shaablts - Response Timeout 7 a BDatabis v I
7 0 17| jow Carkro
3 o Nane Pariy v B 0 Nene Party ~| [0SR []CTs [JATS Tooge
9] 0 [ms] RTS disable delay
9 Ll 1SpBt v Advanced, = 1Stop Bt v
Remate Modbus Server TCPAP Server
|PAddress or Node Name: |P Address. Port
172161412 172161415 502
Server Port Connect Timeout 1Pt Ang Addiess =N
EB 300 ms] 25 Ianare Urit 1D 1P
For Help, press F1 Port 3: 115200-8-N-1 For Help, press F1 Port 10: 115200-8-N-1
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Fig. 83 Modbus emulator settings(serial master and serial slave)

6.5. Modbus poll with serial heartbeat packet

When the M100 is Modbus RTU Master, the serial device work in Modbus RTU Slave mode, the ModbusTCP function must be disabled.

M100 works in TCP server mode, it supports up to 16 TCP connections.

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Vart1 SETTING
Uart2
I‘(.'M E :E:.
Websocket
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TCP Server ~  None ~
Maxdmum Sockets supported 16 ~ Exceeding Maximum  KEEP v
Local Port Number 2 (1-65535)
BRINT  OFF v
Madbus Poll - [] Response Timeout 200 10~9999)ms.

Operating Mode  None ~

SOCKET B

Jlinan USR 10T Technology Limited.  http:/

Fig. 84 Modbus RTU master Settings

J‘% USR 10T Be Honest Do Best !

2 on Expert of Industrial o P3| English

S | ysrvower |

Data transmission parameter configuration

> Network
Uart1
Socket
Vart2 [ or |
Websocket
Baud rate 115200 (600~230400)bps.
> Gateway
> Cloud Service Databits 8 ~ | bit
> System Parity None -
Stop bits 1 ~
Flow ctrl NONE ~
UART PacketLength 0 {0~1460)bytes
UART Packet Time 0 {0~255)ms

Sync BaudrateRFC2217)  ON ~

Enable Uart Heartbeat

UatHeartbeat Type  User define ~
5CD
HEXE ascnd

BeatTime 1 (1-65535)s

Jinan USR IOT Technology Limited.  hitp://www.pusr.com

Fig. 85 Serial heartbeat packet as modbus command
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4% USR-TCP232-Test RS232 to Ethernet Convert tester — m} X
File(E) Options(Q) Help(H)
COMSetting: ~COM port datareceive————— | [ Metwork data receive MetSetting:
Portum |EOM10 <] L[Receive Erom 172.16.14.12 © 231 : ~ | | rMProtocol

01 03 14 00 00 00 00 00 00 00 00 00 OE i
Beudr 115200 I TCF Client VI

- 0 00 00 00 00 00 00 00 00 00 87 &F
DPaiy |MONE ~ 01 03 14 00 00 00 00 00 00 00 00 00 OE (2ot
-

00 00 00 00 00 00 00 00 00 00 87 8F |172.1ﬁ.14.12
DataB IBhit

01 03 14 00 00 00 00 00 00 00 00 00 OF 2] Server Port

Stopk |15 - 00 00 00 00 00 00 00 00 OO0 00 97 &F B

01 03 14 00 00 00 00 00 0O 00 00 00 OF

Open 00 00 00 00 00 00 00 00 OO0 00 97 8F R |

@4;;' 01 03 14 00 00 00 00 00 0O 00 00 00 OF ®: Discomnect
00 00 00 00 00 00 00 00 OO0 00 97 8F

01 03 14 00 00 00 00 00 0O 00 00 00 OF

~Recv Options Reev Options

7 Receive to file 00 00 00 00 00 00 00 00 00 00 87 &F 7 Receive to file
¥ #dd line retwrn 01 03 14 00 DO 00 0D DO 00 00 00 00 OF ¥ 4dd line retuwn
¥ Receive As HEX 00 00 00 00 00 00 00 00 00 00 87 &F | Receive As MEX

01 03 14 00 00 00 OO 00 00 00 00 00 OF

[ Receive Pause 00 00 00 00 00 00 00 00 00 00 97 &F

[~ Receive Pause

Save... Clear 01 03 14 00 00 00 OO 0O 00 00 0o 00 OE Save . Clear
00 00 00 00 00 00 00 00 00 00 97 &F
Send Options—— 01 03 14 00 00 00 00 00 00 00 00 00 OE

[~ Data frem £ile 00 00 00 00 00 00 00 00 00 00 97 8F
01 03 14 00 00 00 00 00 00 00 00 00 OF

[ hato Checksum 00 00 00 00 00 00 00 00 00 00 97 8F

[~ Auto Checksum

[ huto Clear Input 0103 14 00 00 00 00 00 00 00 00 00 0F v | | Aute Clear Input

[ Send As Hex ™ Send As Hex
LooalHost L16.14. F t|4723

[~ Send Recycle e ioeg| 17216 .14 .15 o [~ Send Recycle

Interval [1000 ms izzan USE Technology Co., cond http:/fen usr. en cond Interval [1000 ms
Load. .. Clear Load. .. Clear

& Ready! [ Send: 0 | Pecv:zs Reset I & Ready! I Send: 0 | Recv:&78 Reset

Fig. 86 Modbus response transparently transmission
7. Advanced features

7.1.  Packing mechanism

Serial to Network Packet Delimiter: Packet delimiter is a way of packing data in the serial communication. It is designed to keep packets
intact. USR-M100 provides two types of delimiter: Time Delimiter, Maximum Bytes Delimiter. Note that the following delimiters (time,
length) when they are selected are programmed in the OR logic. Meaning that if any of the two conditions were met, the device would

transmit the serial data in its buffer over the network.

J‘% USR 10T Be Honest Do B

[a\]

> Status

UART TO NET
> Network
“ Data transmission parameter configuration

Vart1 SETTING
Uart2
I: :. \ulkrl
Websocket
> Gatews
= Baud rate 115200 (600~ 230400)bps
> Cloud Service
Data bits B ~ bit
> System
Parity  Mone v
Stop bits 1 v
Flow ctrl NONE
UART Packet Length o (0~1460)bytes
UART Packet Time o (0~255)ms.

Sync Baudrate(RFC2217) oN v

Enable Usrt Heartbeat [

_ avadApply

Jlinan USR 10T Technology Limited.  http:/

Fig. 87 Data packing mechanism
Packet time: USR-M100 will transmit the serial data in its buffer when the specified time interval has reached and no more serial data
comesin. The default valueis calculated automatically based on the baud rate. If the automatic value results in chopped data, the timeout
could be increased manually by specifying a larger value in the text box above. Note that the maximum interval is 255 milliseconds. This

option is disabled by default.
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The optimal “Interval timeout” depends on the application, but it must be at least larger than one-character interval within the specified

baud rate. For example, assuming that the serial portis set to 1200 bps, 8 data bits, 1stop bit, and no parity. In this case, the total number

of bits needed to send a character is 10 bits (included 1 start bit), and the time required to transfer one character is (10 (bits)/1200
(bits/s))*1000 (ms/s) = 8.3 ms. Therefore, you should set the “Interval timeout” to be larger than 8.3 ms. Rounding 8.3 ms

to the next integer would give you 9 ms. Which can be set as your interval timeout.

Packet length: USR-M100 will transmit the serial data in its buffer when the specified length in the unit of bytes has reached. If you would

like USR-M100 to queue the data until it reaches a specific length,the data length can be configured for 1to 1460 bytes. If the data length

(in bytes) matches the configured value, the data will be forced out. Set to O if you do not need to limit the length.
7.2. Heartbeat packet

Network heartbeat packet: The M100 gateway sends a heartbeat packet regularly to notify the server that it is active and maintains a
normal network connection with the server. This function is only allowed when the working mode is UDP and TCP Client.

Serial heartbeat packet: The M100 gateway notifies the serial device it is active via packet, and this packet can also be used to actively
capture sensor data.

Heartbeat packet only works in no data traffic in the setting direction. There are no data coming from serial port or internet in heartbeat

interval.

. | viwrower .|
Data transmission parameter configuration
> Netwark
TN SETTING
Uart1
Cron ] e ]
vart2
Websocket
Baud rats 115200 (600~230400}bps
> Gateway
Databits 3 + it
> Cloud Service s ’
> System Parity  Mone

Sopbits 1

Flowetd  NONE

UART Packet Length 0 (0~1460)bytes

UART Packet Time 0 0-255)ms

Sync Baudrate(RFC2217)  ON

Enable Uart Heartbeat

Uart Heartbeat Type  Usar defins )

Uart Heartbeat Packet v usr.cn

HEXCD Ascikd

BestTime 30 (1-65535)s

Save&Apply

linan USR 10T Technology Limited. http//

Fig. 88  Serial heartbeat packets
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> Status

> Network
SOCKET A

Uart? Working Mode TCP Client - None -

Uart2 Remote Server Addr 172 16 1415

‘Web: ket

e Local/Remate Port Number 5000 ] 1-65535)
> Gateway
Reconnection pericd 0 (0~99999)s
> Cloud Service
> System PRINT OFF -
Modbus Poll [ Response Timeout (200 (10-9999)ms

Enable Net Heartbeat ]

NetHeartbeat Type  Uisar define &

Net Heartheat Packet  wnwwusren

HEX[] AscnBd
BeatTime 30 (1~65535)s
Registration Packet Type  None ~ Location O
SSLprotocel  Disable ~| Nane
Operating Mode o v

T Technology Limited.

Fig. 89  Network heartbeat packets

7.3. Registration packet

This function is only allowed when the working mode is UDP and TCP Client. The content of the registration packet can be up to 40 bytes
long. Users can choose to display this content in hexadecimal format or ASCII format.

Once connected: The registration packet is only sent once when the network connection is established;

Prefix of DATA: The registration packet is filled in front of the serial port data every time the serial port sends data to the network;

> Status

Data transmission parameter configuration
> Network

Uart1
Uart2
‘Websocket
SOCKET A

> Gateway

3 Cloud Serviee Working Mode  TCP Client ~| Nane ~
> System Remote Server Addr  172.16.14.15
Local/Remate Port Number 5000 3 1-65535)
Reconnection period 0 10-99998)s
PRINT  OFF ~
Modbus Poll (] Response Timeout [200 (10~9999%)ms

Enable Net Heartbeat [ ]

Registration Packet Type  Usar Defined ~ Location  Onca cannecting

User defined Packet

MAC address
Device IMEI

35 protocol

Fig. 90  Registration packet type
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> Status
Data transmission parameter configuration
> Network
SETTING
Uart1
Uart2
‘Websocket
SOCKET A
> Gateway
3 Cloud Senvice Working Mode  TCP Client ~| None ~
> System Remote Server Addr  172.16.14.15
Local/Remote Port Number 5000 » 1-65535)
Reconnection period 0 {0-99995)s
PRINT  OFF v
Modbus Poll (] Response Timeout 200 (10--9999)ms
Enable Net Heartbeat [ ]
Registration Packet Type  User Defined ~ Location  Onca cannscting ~
Prefix of Data

User defined Packet

35 protocol

SOCKET B

Operating Mode

Fig. 91
7.4. Socket B

Socket B supports TCP Client and UDP Client. Socket B and Socket A share the registration packet and heartbeat packet. When Socket

B initiates a connection, it uses a random local port number to connect to the target server.

USR 10T

> Status

UART TO NET
> Network
Data transmission parameter configuration
Uartl SETTING
Vartz
Port
— [ rot | Socet |
> Gateway

SOCKET A
> Cloud Service

vrww use cn

HEX[) ascn&

Disable

None

| Both are supponted

T Technology Limited.

Registration packet method

5 Smmm Working Mode  TCP Server ~  hone
Maximum Sockets supported B ~ Exceeding Maximum  KICK
Local Port Number 2 (1-65535)
FRINT  OFF -
Madbus Poll - [] Response Timeout 200 (10~95999)ms.

SOCKET B

Operating Mode

TCRClent

Non
Remote Server Addr  (UDPCRent

Remote PortNo. 20105 (1-65535)

T Technology Limited.

Fig. 92  Socket B operating mode

7.5. Rs485 bus detection
If RS485 bus is in the receiving state, M100 can not output data to serial port to achieve the 485 bus anti-conflict function.
Idle time: the interval time when M100 is allowed to send data to RS485 bus after the receiver is idle. The value ranges from 0 to 65535

(ms). Default value: 10. This parameter is mandatory.

WWW. pUSK.com
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> Status

> Network

> Port

> Gateway

> Cloud Service

v System
System Setting

Management

System Setting

User Manual

Model Name

Websocket Port

Wabsocket Direction

Webserver Port

User Name

Pass Word

USR-M100

0-65535)

Be Honest Do Best !
Lo

Feedback
Uart Cache OFF -

Restarting Without Data 0 0/60~65535)s

SNMP  OFF ~ @
Telnet  OFF ~ @
NP ON v
NTP Server Address o pool ntp.org
NTP Timezone Setting ~ UTC+8 v
485 Anti-Collisicn ~ ON v @
485-dleTime 10 {0-2500)ms

Log Expert  [Expor]

Fig. 93 RS485 bus detection

7.6. Serial Printer setting

USR-M100 gateways transform any serial device into an Ethernet-capable device that can be used in a network. These gateways allow
serial devices such as a printer, control mechanisms or control systems to be used in a network without relying on the serial port of a
computer for connectivity. This way, any serial device can be connected to the network and the internet and accessed from anywhere.
Sharing a printer among coworkers in the same physical office can be implemented with a gateway that does not need to offer security
or authorization capabilities.

The M100 gateway, features a Serial Printer option which functions in similar fashion to the Serial Printer option in the (COM) Ports dialog
box. This option allows the associated TCP port to be identified as a serial printer connection. The connection does not consume a user
license, is restricted to output only, and filters out the end-of-document marker correctly. In this case, IP address of USR-M100 is

172.16.14.12.

> Status

UART TO NET
> Network
“ Data transmission parameter configuration
Uart1 SETTING
Uart2
Port
— [ rort | Socet |
> Gateway
SOCKET A
> Cloud Service
> System Working Mode TCP Server ~  None ~

Maximum Sockets supported @ ~ Exceeding Maximum  KICK ~
Local Port Number 9100 (1-65535)

PRINT  ON -

Modbus Poll  [] Respanse Timeout (200 10-999%)ms

Operating Mode  None ~

SOCKET B

Fig. 94  Serial printer option
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Brother DCP-7180DN Prin

tter (f34E) Properties

General Sharing Pots  Advanced Color Management Securty REiEE

l‘g% Brother DCP-7180DN Printer ($3)

Print to the following port(s). Documents will print to the first free .

checked port.

Printer Ports

[] COMg:  Serial Port

[ WSD-5... WSD Port
[] WsD-a.. WSD Port
[] WSD-9... WSD Port
[] WSD-b... WSD Port

Port Description Printer ~

[CJFLE  PrinttoFile

IP_172.... Standard TCP/IP Port Brother DCP-7180DN Printer (..

Available port types:

User Manual

Add Standard TCP/IP Printer Port Wizard

Welcome to the Add Standard
TCP/IP Printer Port Wizard

This wizard helps you add a port for a network printer.

Before continuing be sure that:

Local Port

MiWiFi-R3-srv (HP Desklet 260...
Brother DCP-7180DN Printer
Brother DCP-7180DN [3c2afdel...

Standard TCP/IP Port

1. The device is turned en.
2. The network is connected and configured.

Brother DCP-B7533DW series P...

New Port Type..
| Add Port.. (1) | Delete Port Configure Port...
Enable bidirectional support
[ Enable printer pocling
oK Cancel Apply

New Port...

Help

Cancel

To continue, click Next.

< Back Next > Cancel
3

Fig. 95  Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Add port

For which device do you want to add a port?

Enter the Printer Mame or IP address, and a port name for the desired device,

Printer Mame or IP Address:

Port Mame:

172.16.14.12

172.16.14.12

< Back Mext = Cancel

rustworthy

Fig. 96  Serial printer setting wizard 1
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Add Standard TCP/IP Printer Port Wizard

Additional port information required
The device could not be identified.

The device is not found on the network. Be sure that:

The device is turned on.

The network is connected.

The device is properly configured.

The address on the previous page is correct.

b =

If you think the address is not correct, click Back to return to the previous page. Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type below.

Device Type

{+ Standard Generic Metwork Card -

(" Custom

< Back Mext = Cancel

Fig. 97  Serial printer setting wizard 1

Add Standard TCP/IP Printer Port Wizard

Completing the Add Standard TCP/IP
Printer Port Wizard

You have selected a port with the following characteristics.

SMMP: Mo

Protocol: AW, Port 9100
Device: 172.16.14.12

Port Mame: 172161412

Adapter Type: Generic Metwork Card

To complete this wizard, click Finish.

< Back Cancel

Fig. 98  Serial printer setting wizard 1
7.7. NITP
If M100 is connected to the internet or to alocal NTP server, the Date/time can be set automatically by enable NTP function. If this option

is chosen, the default value “cn.ntp.org.cn” should be shown in the NTP server field. User can select a proper Time Zone from the

dropdown box. If the M100 device is connected to the Internet and should get NTP server over the Internet, you will need to configure
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the DNS server in order to be able to resolve the host name of the NTP server.

Be Honest Do Best !

3 | English

% USR 10T
Communication Expert of Industisi toT
System Setting
> Status
> Network
Model Name
> Port
Websocket Port
> Gateway

> Cloud Service Websocket Direction

User Name
Management
Feedback Pass Word
Uart Cache

Restarting Without Data

SNMP

Telnet

NTP

NTP Server Address

NTP Timezone Setting

485 Anti-Collision

USR-M100
6432 (165535
UART1
80 (0~65535
FF
0/60~65535)s
F v e
F v @
ON v @
npool nitp.org
uTCs v
OFF v @

Log Export  [Expor

Jinan USR 10T Technology Limited

hUtp://www.pust.com

7.8. SNMP

Fig. 99 NTP settings

The Simple Network Management Protocol (SNMP) is used by network management software to monitor devices in a network,

to retrieve network status information of the devices,

and to configure network parameters of the devices.

To make the device’s information available for public viewing/editing, you can enable the SNMP function by checking the Enable box.

The supported SNMP Version:vl/v2c.The default SNMP Community Strings (or passphrases) is “admin”.

Be Honest Do Best !

3 | English

System Setting
> Status
> Network
Mode! Name
> Port
> Gateway Websocket Port

> Cloud Service Websocket Direction

Webserver Port
System Setting
User Name
Management
Feedback Pass Word
Uart Cache

Restarting Without Data

SNMP

Telnet

NTP

NTP Server Address

NTP Timezone Setting

485 Anti-Collision

Log Export  [E

USR-M100
6432 (1~65535)
UART1
80 (0~65535)

FF
0/60~65535)s
ON v e
F v @
ON v @
P org
.8
OFF v @
Expor]

Jinan USR 10T Technology Limited

hUtp://www.pust.com

Fig. 100 Enable SNMP agent

Table 21

PUSR OID list

[tem

oD

IP address

1.3.6.1.2.1.4.20.1.1.172.16.14.12

Subnet mask

1.3.6.1.2.1.4.20.1.3.172.16.14.12

Gateway

1.3.6.1.21.4.2111.172.16.14.12
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Firmware version 1.3.61.2.1121.0

Hardware version 1.3.61.2112.2.0

RAM usage 1.3.6.1.2112.3.0

CPU usage 1.3.612.112.4.0

Preferred DNS 1.3.61.21125.0

Alternate DNS 1.3.61.2112.6.0

B Pacssier SNIVP Tester - 20.2.4 - E's
File Help
= s 3. Run Test

= o a— I reseteres B s
Device IPfPort: 172.16.14.12 161 2] G va €6 || i st e -
Paessler SNMP' TEstEv Zﬂ 2.4 Cumwn&mame uSR{;ﬂEJFuCHﬂD Interface: 172.16.14.15
SNMP Version: SvPve v 2022/7/27 18:52:28 (4 ms) : Device: 172.16. 1
= e
Community: facmin 2022/7/27 18:52:28 (44 ms) : Scaninterfaces

G5 oo 2022/7/27 18:52:28 Port Scan: Start Sczn
3 L 16,14,

O O 20227f27 18:52:28 Delay: 0
- - 2022/7/27 18:52:28 Force32: No
o . 2022/7/27 18:52:28 Sngle Get: N
o= | mrppsa:seomieliiciaiido
2022/7f27 18:52:28 GET[OIDVall: Tvy 1

Trmeout: | 2023/7/27 18:52:28 DoRequest( 0] Init Session
2035/ 712 1649228 DoRemvertFO Tty o 172.16.13.12:161, Tineout: 2000000, Verson: 2
Advanced Setings 2022/7/27 18:52:28 DoRequest] 0] Session: Oper
2022/7/27 18:52:28 DoRequest] sessmn send Rﬁwes(
I Force 32-bi I "Slow* Tweak 2022/7/27 18:52:28 DoReque:
2022/7/27 18:52:28 DoRequest] swmneswnsemzsnaaz] start
I~ singe Get I~ sgned I Use Getivext 2022/7/27 18:52:28 DoRequest 0] SynchResponse[ 74260832] Done: Status=
50221727 1515513 Daheauesl O 0] 3628075 SN UNVERSAL] [1.36.8.2.03.0]
[ Hide SNMP Datatype fiom Wak 2023/7/27 18:52:28 GET[str St]: 1.36.1.2.1.1.3.0

2023/7/27 18:52:26 GET[OIDVA]: 13.6.1.2.1.2.1.0
Read As: seing = 227127 151 IOl Ty L

2022/7/27 15:52:25 DoRequest[ 0] Init Session
SO/ 161908 Deeavert O Tty 172.16.14.12:161, Tnecut: 200000, Verson: 2
2 vpe 2072/7/27 18:52:23 DoRequest{ 0] Session: Oper

02217107 15522 DofeauesC) session: Send Request
 Read Device Uptime 2022/7/27 18:52:28 DoReque

2022/7/27 18:52:28 DoRequest] Svﬂmkeswnseﬁﬂzsﬂﬁﬂ] Start
" 32+bit Traffic Counter: |1 "Z 2022/7/27 18:52:28 DoRequest] Synd\ResDonsED42§ﬂ7ﬁﬂ] Done: Status

2022/7/27 18:52:28 DoRequest] Reswnse[w] "1 [ASN_UNIVERSAL] [1. 3 6 121210
€ 64bitTraffic Counter: [1 | 2023/7/27 18:52:28 GET[Str Sb]: 1.3.6.1.2.1.2.1.0

# Scan Interfaces 2022/7/27 18:52:28 GET NEXT: 1.3.6.1.2.1.311.1.16
2022/7/27 18:52:28 GET BULK[TO] va\s] 13.6.1213L1L16
© Custom OID: 1361211210 2023/7/27 18:52:28 DoRequest[ 0] Init Session
20351712 1649228 DoRomsertFO Tt o 72.16.14.12:151, Tieout: 200000, Versor: 2
C Wak: 136.1.2.1.13.10 2022/7/27 18:52:28 DoRequest[ 0] Session: O
202217127 15:52.28 DoRcques 0] Scoson: S Reguest
¢ sw@nomLs: 2023/7f27 18:52:28 DoRequest 0] ession: Send Dane
/27 18:52:28 DoRequest[ 0] SynchResponse[ 7426 1045] Start
/27 1635228 DoRequest] 5meescmnseD42§ 1046] Done; Status=
505507127 13528 Deenpenl B spancel B o N DNDERSA] 156,12 L3041 L LE[L3.6, L2055 LL24]
2023/7/27 18152.28 CET BULKTOIDVART, SNVP_LAST_OID.OF MIB.TREE
2023/7/27 15:52:25 6%t NOT avalable
2022/7/27 18:52:28 GET NEXT: 1.3.6.1.2.1.2.2.1.2
2023/7/27 18:52:28 GET BULK[TOIDVak]: 1.3.6.1.2.1.2.2.1.2
2022/7/27 18:52:28 DoRequest 0] Init Session
2022/7/27 18:52:28 DoRequest{ 0] Init, Host: 172,16 14.12:161, Timeout: 2000000, Version: 2
2022/7/27 18:52:28 DoRequest] ] Session: Open
/27 18:52:28 DoRequest[ 0] Sessi

© sensaipt:

EE

C Mutget Test:

2022/7/27 18:52:28 DoRequesty 0] Session: Send Done
2022/7/27 18:52:28 DoRequest 0] SynchResponse [ 74260760] Start
2022/7/27 18:52:23 DoRequest{ 0] SynchRespanse( 74260760] Done: Status=0
2023/7f27 18:52:28 DoRequest[ 0].Response[ 0] "e0” [ASN_UNIVERSAL] 1.3.6.1.2.1.2.2.1.2[1.3.6.12.1.22.1.7]
2023/7/27 18:52:28 Current: 13,6.1.2.1.2.2.1.2.1
2022/7(27 1835228 Description: €0
2022/7/27 18:52:2 Testin
2022/7/27 18:52:28 GET[OIDVI): 1.3.6.12.12.2.1.10.1
2023/7/27 18:52:28 GET[OIDVal]: Try 1
2022/7} 27 18:52:28 DuREﬂuEst[ ﬂ] Init Session
7 18:52:28 DoRequest{ 0] Init; Host: 172.16.14.12:161, Timeout: 2000000, Version: 2

Save Log to File Clear Log

I Log Raw Packets {not for Scan Interfaces and Walk)

Fig. 101  SNMP test
8. MQTT gateway

Although the MQTT protocol has been around for nearly three decades, the design of the protocol makes it ideal for lloT (Industrial
Internet of Things) applications, the latest trend in automation engineering. This is particularly true for applications that stress “active
notification,” in which devices provide data only whenneeded, as opposedto “passive notification,” in which devices are polled at regular
intervals. MQTT's broker/client design eliminates the need for all devices in the system to be online at the same time. The clients (i.e

“devices” or ‘things’) communicate directly with the broker, which plays the role of middlemanto pass messages back and forth between

clients.

8.1. Basic settings

When configuring the Broker information,Client ID, Host, and Port are already filled in by default. You can also modify it by yourself based
on the actual Broker information. We will use Free Public MQTT Server provided by EMQX Cloud as the MQTT server address for quick

testing. You can configure KeepAlive, Clean Session, Auto Reconnect, MQTT Version, etc.
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J‘% USR 10T Be Honest Do Best !

A . =

> Network MQTT Gatewsy function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverlt supports up to 16 pubiish topics and 16 subscribe topics,

. supports port mapping funetion, which can bind each topic to a different serial port.
rt

MQTT Gateway asic confguration ] putin |

Edge Computing

Enable MQTT Enable ~

10 Fuction
> Cloud Service MQTTVersion  MQTT311 .
B iz ChientID 123456

Server Address (IF)  broker smaio

Local/Remote Port NO. L] (0-65535) 1883 (1-65535)
Keepalvie Interval 60 (0-65535)s.
Recannecting time Without Data 0 (0~65535)s.
Reconnection Interval 1 (1-65535)s

Clean up session [
User Credentials

Enable last will  []

SSLprotocol  Disable ~| Nane

Jinan USR 10T Technology Limited.

Fig. 102 MQTT broker setting

If your broker has enabled user authentication, you can fill in the information of Username and Password in the configuration item.

J‘% USR 10T Be Honest Do Best !
[ of Industrial lo] w3

> Status
Publish Subscribe
2> Network
> Port
Enable MQTT Enable -
P MQTT Version MOTT-31.1 ~
MQTT Gateway
Edge Computing ClientID 123456
10 Fuction

Server Address (IF)  broker emax io

> Cloud Service

Local/Remate Port NO. o (0-65535) 1883 (1~85535)
> System
Keepalvie Interval [ 0~65535)s
Reconnecting time Without Data ] (0~65535)s

Reconnection Interval 1 (1~
Clean up session
User Cradentials

Usemame  admin
Password  admin
Enable last will ]

$SLprotocol  Disable v Nane

Jlinan USR 10T Technology Limited.  http://www.pus

Fig. 103 User credential
When you need to enable SSL/TLS authentication, you need to set the SSL/TLS configuration item. The two versions, TLS 1.0 and TLS
1.2 are provided. If SSL/TLS is selected, certificate configuration can be performed. If it is a one-way connection, you only need to select
your CA File. If it is a two-way authentication, you also need to select to configure Client Certificate File and Client key file. Click the
choose file button on the far right to select the certificates you have generated.
< Uploads a Certificate Authority (CA) file. A Certificate Authority (CA) is an entity that issues digital certificates. A digital certificate
certifies the ownership of a public key by the named subject of the certificate.
< Uploads a client certificate (cert) file. A certificate file is a type of digital certificate that is used by client systems to make
authenticated requests to a remote server.

< Uploads a private key file.
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Basic configuration | Publish

> Status

> Network

Enable MQTT  Enable

MQTT Version  MQTT-311 -

Client ID 123456

Edge Computing

Server Address (IP)  broker emalo

10 Fuction
Local/Remote Port NO. 0 (0~65535) 1883 (1~65535)
> Cloud Service
> System Kespalvie Interval 60 (0-655353%
Reconnecting time Without Data 0 0-65535)s
Reconnection Interval 1 1-65535)s

Clean up session
User Credentials
Enable last will
SSLprotocol  TLS12 v Verity A ¥
Upload Server CA  [SarvorHool CA | Choosefile  Upload.
Upload Client CA  [[lcni A | Chossefle  Upload
Upload Client Private Key [[ioni rrva=rioy | Chossefle  Upload

Jinan USR 10T Technology Limited.

Fig. 104 SSL/TLS connection

You can configure the Will Message. The values of Last-Will-QoS and Last-Will-Retain are filled with O and False by default. When you

enter the values of Last-Will-Topic and Last-Will-Payload, you can complete the configuration of Will Message.

[\E. USR 10T

()

> Status
> Network Enable MQTT  Enable v
> Port
MQTTVersion  MQTT-31.1 v
T C Client ID 123456
MQTT Gateway
Edge Computing Server Address (IF)  192166.0 201
10 Fuction Local/Remate Port NO. 0 0-65535) 1883 -65535)
> Cloud Service
Kespalvie Interval 60 (0-65535)5
> System
Reconnecting time Without Data 0 (0~6553535
Reconnection Interval 1 1-65535)s

Clean up sessicn

User Credentials

Enable last will

Toplc of will vl

Will Message  offine

QoS QoS0 .
Retained [
55L protocol Disable ~ N

Fig. 105 Last will message

After finishing configuring the basic settings, please scroll down to the bottom of the page and click on "Save & Apply" button to save
all the changes that you have made. All configurations take effect after a system reboot. In this case we only finish the follow parameters

setting.
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> Status MQTT Gateway

B M MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serveclt supports up 1o 16 publish topics and 16 subscribe topics,
supports port mapping function, which can bind each topic to a different serial port.

Edge Computing

Enable MQTT Enable -

10 Fuction
> Cloud Service MQTT Version MOTT-311 ~
> System ClientID 123456

Server Address (P)  broker emax.in

Local/Remote Port NO. o (0-65535) 1883 (1-65535)
Keepalvie Interval 60 (0~65535)s.
Reconnecting time Without Data 0 (0~65535)s
Reconnection Interval 1 (1-65535)s

Clean up session

User Credentials

Enable last will

551 protocol Disable ~| Naon

Jinan USR 10T Technology Limited.

Fig. 106 EMQX broker connection

Toview the status of the device, choose Status>Overview, the device isinthe CONNECTED state, the connectionto loT Hubis successful,

and publishing and subscribing operations can be performed.

[\E. USR 10T

()

Signal Value 0
Signal Intensity ol
> Network
Network Type NONE
> Port
Connection Status Disconnected

MQTT Gateway

Edge Computing

Status of Port Portt .
10 Fuction
‘ Conn Status AJETH) LSTEN

> Cloud Service

5 S X Count A(ETH) 0 bytes
RX Count A(ETH) 0 bytes
Conn Status BETH) IDLE
TX Count BETH) 0 bytes
RX Count B{ETH} 0 bytes

Enable MQTT ENABLE
‘Conn Status MQTT CONMNECTED
Edge Computing

Enable Edge Computing DISABLE

Jlinan USR 10T Technology Limited

Fig. 107 MQTT connection status

8.2. Publishing a message

8.21. MQTT.fx tool introduction
MQTT.fxis a mainstream MQTT desktop client. Compatible with Windows, macOS, and Linux, it can quickly verify whether it is possible
to connect to 10T Hub and publish or subscribe to messages. MQTT.fx in this article refers to version 1.7.1 without special instructions.
The main page is shown in the figure below. The top part is the MQTT Broker connection address bar and its connection configuration.
The following function Tabs include Publish column, Subscribe column, Scripts column, Broker Status column, Log column for log

information control.
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N Extras  Help

b oo Y o °

m Subscribe  Scripts  Broker Status  Log

Fig. 108 MQTT.fx main page
First, the MQTT client and Broker need to establish a connection to communicate. Click the configuration icon on the right side of the

input box in the connection address bar to enter the specific connection configuration. Select the Profile Type as MQTT Broker. Fill

in broker.emagx.io for Broker Address and 1883 for Broker Port, as shown in the figure below:

& MaTTh- 171

File Extras Help

. 1D
- EMQX Connect Disconnect .

B Edit Connection Profiles

[m] x
AWSIOT
EMQX Profile Name | EMQX
M2M Eclipse 5
Profile Type MQTT Broker - NQTF
New Profile R MA ) 2
Thingsboard @
ST MQTT Broker Profile Settings
mat enenet connect
‘1 Broker Address | broker.emax.io
Broker Port | 1883
ClientID | 8043a78e674b49c55160b6c52eco5444 Generate
eUEFIN User Credentials  SSL/TLS  Proxy LWT
Connection Timeout | 30
Keep Alive Interval | 60
Clean Session
Auto Reconnect v/
Max Inflight | 10
MQTT Version v Use Default
Clear Publish History
Clear Subscription History
- Rever o | soon

Fig. 109 Connection Profiles

Click OK to confirm the configuration, return to the main interface, and click Connect. It can be seen that the indicator on the right side

turns to green, indicating that the current connection is successful, as shown in the following figure:
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File Extras  Help
‘ Disconnect 'yl .
m Subscribe  Scripts  Broker Status  Log
»  JtestTopic/1 - m @Y st qQes2 Retained aiv

Fig. 110  Successful connection

8.2.2. Transparent transmission
Inthe Publishfield, select Publish topicl, enter the topic, bind to the Portl, select Qos 0, uncheck retained message. We use the /PubTopicT
as an example to describe the process. After finishing configuring the Publish topicT, please scroll down to the bottom of the page and

click on "Save & Apply" button to save all the changes that you have made. All configurations take effect after a system reboot.

[\f' USR 10T

T Communication Expert of Industrial loT

> Status
MQTT Gateway

> Network
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,

> Port supports port mapping function, which can bind each topic to a different serial port.

v Gateway

MQTT Gateway

Basic configuration

Edge Computing

10 Fuction Custom mode  Disable v @

> Cloud Service
Publish topic!
> System

Transmission Mode Transparent transmission  ~ @

Topic String

Binding port

aos

Retained message

10 Control/Query

Publish topic2 [

iPubTopict
Qoso -
]

o

linan USR 10T Technology Limited.

Fig. 111

http://www.pust.com

Add Publish topic

OnMQTT.fxinterface, click to enter the Subscribe Tab to enter /PubTopicl in the topic box. Then, select a QoS level, click the Subscribe

button, and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in the following

figure:
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G5 Extras  Help

‘ T Sy Disconnect -0
Publish Scripts  Broker Status  Log

/PubTopic - Qos1  Qos2 Autoscroll e

/PubTopicl

v Messs  wase

Topics Collector (0) Scan | Stop o

Fig. 112  Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None 8,One - Serial Debug Assistant - ] X
A B2 O o2
Serial Port : H

Baud Rate : N

Data Bits :

Parity :

Stop Bits : One e

Close seral port (1X configure serial port

Receiving settings.
D Receive and save to file

[] HEx display
D Pause receiving display
D Auto break frame ? 20

-

D Receive scripts % | Add Timesta

Save data Empty data

Send settings.

D Send a file Extension cmd 9

[] Hexsend

D Sending scripts % | ADDS r {"message"”:"hello from M1@@"}

D Timing send 1.0 sec ‘ .

Com [ [2X edit message

Lina hraak [vanicoin send: 0 Receive : 0 Reset count
Fig. 113  Serial debug assistant setting

Click send button. On the MQTT.fx page, you will receive a message from the cloud that was sent from the M100. For Payload decoded

by select “JSON Pretty Format Decoder” to show the message.
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{08 Extras  Help

‘ Disconnect yl o
Publish Scripts  Broker Status  Log
/PubTopicl - [ itoscroll -
/PubTopicl & | /PubTopict 3
Dump Messages ~ Mute Q50
/PubTopicl
Topics Collector (0) Sen e MR )

20-10-2022 11:44:57.42297551 QoS0

"message” : "hello from M166™

Payload decoded by  JSOM Pretty Fomat Decoder  ~

Fig. 114  Receive message from M100
8.2.3. Topic distribution

In the Publish field, select Publish topic2, enter the topic, topic alias, bind to the Port1, select Qos O, uncheck retained message. We use
the /PubTopic2 as an example to describe the process. After finishing configuring the Publish topic2, please scroll down to the bottom
of the page and click on "Save & Apply" button to save all the changes that you have made. All configurations take effect after a system

reboot.

Be Honest Do B

Expert of Industrial loT T

> Status
| wergatewanry .|
> Network
MOQTT Gateway function supports S5L, clean session and QOS, supports connecting 1o the third-party MQTT serverit supports up 1o 16 publish topics and 16 subscribe topics,
> Port supports port mapping function, which can bind each topic to a different serial port.
MQTT Gateway PP— S
Basicconfiguraton [ PUblSh |
Edge Computing
10 Fuction Custom mode  Disable v @
> Cloud Service
Publish topic1 ]

> System
Publish topic2 ]

Transmission Mode  Topic distribution - lp—

Topic String  /PubTapic2

Topic identification  test —
S —
Qos Qoso -

Retained message [

10 Control/Query

Pubiish topic3 (]

Jinan USR IOT Technology Limited.  http://www.pust.com

Fig. 115 Topic distribution mode
On the MQTT.fx interface, click to enter the Subscribe Tab to enter /PubTopic2 in the topic box. Then, select a QoS level, click the
Subscribe button, and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in the

following figure:
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Publish Scripts  Broker Status  Log
/PubTopic2 - QoS1  Qos2 Autoscroll i
/PubTopict /PubTopict 3
QoS0
Dump Messages  Mute
/PubTopic2
Do Messges e
Topics Collector {0} Scan | Stop | %

Fig. 116 Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None,8,0ne - Serial Debug Assistant - ] x

ABE? G 5

Serial Port : 9 » test,{"message":"hello from M180"}
Baud Rate : N

Data Bits :

-

Stop Bits : One e

Close serial port

Receiving settings.
D Receive and save to file

[] HEx display
D Pause receiving display

D Auto break frame ?

|§|

D Receive scripts % | Add Timesta

Save data Empty data

Send settings.

D Send a file Extension cmd

[] Hexsend

D Sending scripts % | ADDS v test,{"message":"hello from M1B@"}

D Timing send 1.0 sec B
[Jowr [Jrrs

Lina hrasl [vanwoin send: 34 Receive : 0 Reset count

Fig. 117  Serial debug assistant setting
Enter the correct serial data format: topic alias,payload-test.{"'message":"hello from M100"}, Click send button. On the MQTT.fx page, you

will receive a message from the cloud that was sent from the M100.
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/PubTopicl - [ Autoscroll e
/PubTopicl & | /PubTopic2 &
DumpMessages  Mute Qoso
fPubTopic2 [ 1)
DumpMessages  Mute
/PubTaopic2
Topics Collector (0) Sean i d &
20-10-2022 15:45:04.56704112 Qoso
{
"message”™ : "helle from M166"
)
i
Payload decoded by SO Pretty Fomat Decoder  ~

Fig. 118 Receive message from M100

8.2.4. Custom mode
In the Publish field, select Custom mode, bind to the Port1. Click on "Save & Apply" button to save all the changes that you have made.

All configurations take effect after a system reboot.

Be Honest Do

> Status
MQTT Gateway
> Network
MOTT Gateway function supports SSL, clean session and QOS, Supports connecting 1o the third-party MQTT servect supports up 10 16 publish topics and 16 subscrive topics,
> Port supports port mapping function, which can bind each topic to a different serial port.
MC way " .
[ oo |
Edge Computing
10 Fuction Custom mode  Enable v @

> Cloud Service
Binding port  |Port 1 ‘

> System

Jinan USR IOT Technology Limited.  http://www.pust.com

Fig. 19  Custom mode
Onthe MQTT.fx, click to enterthe Subscribe Tabto enter /PubTopic3in the topic box. Then, select a QoS level, click the Subscribe button,

and the list of subscribed topics will appear on the left. The current number of subscribed topics is 0, as shown in the following figure:
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‘ - A% Q| Disconnect “.
Publish BITLEGEN Scripts  Broker Status  Log
/PubTopic3 - Qos1  QoS2 Autoscroll e
/PubTopicl /PubTopicl 3
Dump g e st
/PubTopicl 4
/PubTopic2 QoS0
Dump Messages  Mute IPubTopic2 5
/PubTopic3 QoS0
Dump g e
Topics Collector (0) Sean | Stop [

Fig. 120 Subscribe to the M100 topic

Launch serial debug assistant on PC, and open COM Port with the M100’s serial default settings as below:

COM3,115200,None,8,0ne - Serial Debug Assistant - ] x

ABE? G 5

Serial Port : S
Baud Rate : N
Data Bits :
P
Stop Bits : One e

Close serial port

Receiving settings.
D Receive and save to file

[] HEx display
D Pause receiving display
D Auto break frame ?

|§|

D Receive scripts % | Add Timesta

Save data Empty data

Send settings.

D Send a file Extension cmd

[] Hexsend

D Sending scripts % | ADDS v /PubTopic3,0,0N,{"message":"hello from M18@"}

D Timing send 1.0 sec B
[Jowr [Jrrs

Lina hrasl [vanioin send: 0 Receive : 0 Reset count

Fig. 121 Serial debug assistant setting
Enter the correct serial data format: topic,Qos,Retain,payload-/PubTopic3,0,0N {"'message":"hello fromM100"}, Click send button. On the

MQTT.fx page, you will receive a message from the cloud that was sent from the M100.
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‘ Disconnect yl o
Publish Scripts  Broker Status  Log
/PubTopic3 - [ Autoscroll e
/PubTopicl & | /PubTopic2 7
Dump Messages ~ Mute Q050
/PubTopic3 5
/PubTopic2 1) o
Dump Messages ~ Mute
/PubTopic3 1)

Dump Messages  Mute

/PubTopic3
Topics Collector (0) Sean i ublopic. .

20-10-2022 17:49:14.64154680 QoS0

{
"message”™ : "helle from M166"

)

i

Payload decoded by JSOM Pretty Fomat Decoder  ~

Fig. 122 Receive message from M100
8.3. Subscribe to a topic

In the Subscribe field, select Subscribe topicl, enter the topic, bind to the Portl, select Qos 0. We use the /SubTopicl as an example to
describe the process. After finishing configuring the Subscribe topicl, please scroll down to the bottom of the page and click on "Save

& Apply" button to save all the changes that you have made. All configurations take effect after a system reboot.

> Status
MQTT Gateway
> Network
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT senveclt supports up to 16 publish topics and 16 subscribe topics,
> Port supports port mapping function, which can bind each topic to a different serial port.
MQTT Gateway
Edge Computing
10 Fuction

Subseribe topict [

> Cloud Service

> System Transmission Mode -@
Topic String
Binding port  [Port1,
aos | ooso
10 Control/Query  []
Subscribe topic2 [

Jinan USR IOT Technology Limited.  http://www.pust.com

Fig. 123 Add subscribe topic

On MQTT.fx interface, click to enter the Publish Tab to enter /SubTopic1 in the topic box, and enter the message of "hello world" in the

message input box, select a QoS level, and click Publish to publish the message, as shown in the following figure:
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Fig. 124 Publish message to M100
Click Publish to send the messages and return to the serial debug assistant. We can find that the serial port has received the message,

as shown in the following figure:

COM3,115200,None,8,One - Serial Debug Assistant - m] *
A B ? O e
Serial Port : LB {"message":"hello"}

Baud Rate : X

Data Bits :

Py

Stop Bits: One o

Close serial port

Receiving settings.
D Receive and save to file

[] Hex display
D Pause receiving display
D Auto break frame

? |20
D Receive scripts % | A esta
ata

:

dd Tim

Save data Empty d
Send settings.
D Send a file Extension cmd
[] Hex send
D Sending scripts % | ADDS i /PubTopic3,8,0N, {"message”: "hello from M188"}
[ Timing send 1.0 sac B
[Jowr [Jris
Lina hraal \ein (ORI LY Send: 0 Receive : 19 Reset count

Fig. 125 Receive message from cloud
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9. Edge computing

The USR-M100 supports Modbus RTU Master for retrieving field site datafrom serial meters. After collecting data, users can convert serial
data to MQTT json format data, allowing users to get field site data. This two-in-one design reduces system complexity and the amount
of space required in the network topology, as well as overall installation time. In addition, you can extend the useful life of legacy devices
by connecting them to Ethernet and accessing the devices using a preferred protocol, TCP/UDP , HTTP , MQTT.

First,users need to enable edge computing function.

Lo

J‘% USR 10T Be Honest Do B

[a\]

> Status
Edge Computing Gateway
> Network
Including edge acquisition, ecge computing, edge reporting and ather functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial
> Port protocol conversion.
MQTT Gateway SETTING
Edge Computing Data Acquisition Data Query and Report Linkage contral
10 Fuction
> Cloud Service Enable Edge Computing  Enable "
C Ry
Next

Jlinan USR 10T Technology Limited.  http://www.pus

Fig. 126 Enable edge computing

9.1. Add modbus slave device
Connect serial device to the serial port of USR-M100 gateway, and then configure the slave parameter on the data acquisition tab.

Click add slave to add a device, click edit to configure the device.

J‘% USR 10T Be Honest Do Best !
o o

[a\]

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial
> Port protocol conversion,
MQTT Gateway SETTING
Edge Computing =
10 Fuction
> Cloud Service Choose file Export. @
> System ast: 126 nodes @
No.  Namell Point Sourcall Slave addr!| Oparations Ne.  Namall Register addrass!l  Data typell Oparations
S
@ —
2 Edit | [Delete]
l 0]

Jinan USR 10T Technology Limited.

Fig. 127 Add a slave device
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Edge Computing Gateway

tion, edge computing. edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

> Status

Including edge a
> Network

o SETTING
C D Query and Repor kage con

Uart2

protacol conversion,

Websocket

MQTT Gateway Port  UART1 P T

Edge Computing Slave Address 1 (1-255)
. No. Namefl Point Source!l 13 Data typefl Operations
10 Fuction

“Polling interval 100 (10~65535)ms
e _ B
Show advanced settings &)

> System
Edit Delate]
Enable Address mapping (]

Merge collection [

=3 =3

Fig. 128 Polling slave device configuration

In the slave property, enter the device name, bind to the Portl, enter the slave address and polling interval, enable merge collection
function, the description of the configuration parameters on this interface is shown in table 14. We use the temperature and humidity
THsensor as an example to describe the process. After finishing configuring the slave device, please scroll down to the bottom of the

page and click on "Save" button to save all the changes that you have made. All configurations take effect after a system reboot.
9.2. Add modbus data points
9.2.1. Register type and offset

Table 22 Typical Register Tables

Register type Address range Description

Coil points 00001 - 09999 Read, function code 0x1,0x5,0xF, bool values

Discrete inputs 10001 - 19999 Read only, function code 0x2, bool values

Input registers 30001 - 39999 Read only, function code 0x4, int,uint,float values

Holding registers 40001 - 49999 Read/Write, function code 0x3,0x6,0x10,int,uint,float values

The Modbus register addressing starts with register O, but some device manufacturers start with the number 1 in the device
documentation. In this case, the number minus 1should give the correct register address. Offsets can be represented in different ways.
Sometimes as Hex values and sometime the offset will also contain the register type. For example Offsets in the Holding Register range

might start with a 4 such as 411001, in the SCADA this would be entered as 1001.
9.2.2. Raw data types and byte order

A standard Modbus Holding Register or Input Register is a 16 bit (2 Byte) value. Often this is not enough so different equipment will utilize

multiple modbus registers to hold a larger value. Here is a list of Data Types supported in the M100 gateway.
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Table 23 Data types

‘ Type Function code | Objects count Note
Bool 1-2 1+ Bool
int8 3-4 1+ Integer 8 bit
uint8 3-4 1+ Unsigned integer 8 bit
int16 3-4 1 Integer 16 bit. Big-endian.high byte first
uint16 3-4 1 Unsigned integer 16 bit. Big-endian.
int32(ABCD) 3-4 2 Integer 32 bit. Big-endian.
int32(CDAB) 3-4 2 Integer 32 bit. Little-Endian byte swap
uint32(ABCD) 3-4 2 Unsigned integer 32 bit. Big-endian.
uint32(CDAB) 3-4 2 Unsigned integer 32 bit. Little-Endian byte swap.
float32(ABCD) 3-4 2 Float 32 bit. Big-endian.
float32(CDAB) 3-4 2 Float 32 bit. Little-Endian byte swap.
float64 3-4 4 Float 64 bit.

Note that these could be referred to in different ways. for example a 4 Byte Signed Integer might be referred to as a 32 bit Integer in
equipment documentation. For binary values we also need to know what “bit” of the register to look at for the binary value. For this reason
a single 16 bit modbus register could represent up to 16 individual binary data points. Sometimes the Data Type is inferred by listing the
number of registers. For example 2 registers might mean a 4 byte value.

9.2.3. Data points configuration

First select the slave device, click add nodes to add a data point, click edit to configure the data point, click delete to delete a data point.

Edge Computing Gateway

> Status
Including edge acquisition. edge computing. edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Madbus TCP and other general industrial

> Network protocal conversion.

o SETTING
Uart2
‘Websocket
MQTT Gateway ast: 126 nodes@
Edge Computing
No. NameT. Point Source’l Slave addr!l Operations No. Namet! Register acdress’| Data typefl Operations
10 Fuction
> Cloud Service osies
> System
D etz

linan USR 10T Technology Limited. http/fs

Fig. 129 Add modbus data point
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Be Honest Do

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

> Status

> Network

o SETTING

protacol conversion,

Vartz Edge Computing
Websocket
“Node tomparauro.
MQTT Gateway *Function code 03 - ast: 126 nodes@
SRR ‘Register address 0 0~65534)
No. NameT. Point Source’l n Data typefl Operations
10 Fuction
“Datatype  uintl6 .
e _
5 o Timeowt 200 10-65535)ms
Edt Delate

Reporting on change [

Show advanced settings ] =

Enable Address mapping (]

Caleulation formula @

= Em

T Technology Limited. i

Fig. 130 Data point configuration
In the data point property, enter the node name, select modbus function code, enter the register address and response timeout, select
the right data type, input the calculation formula, the description of the configuration parameters on this interface is shown in table 15.
We use the temperature and humidity data points as an example to describe the process. After finishing configuring the data points,
please scroll down to the bottom of the page and click on "Save" button to save all the changes that you have made. All configurations

take effect after a system reboot.

Be Honest Do B

> Status
Edge Computing Gateway

> Network
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

Uart1
Uart? SETTING
Websocket Edge Computing Data Acquisition
MQTT Gateway Choose file Export. @
Edge Computing ast: 126 nodes@
10 Fuction

: No.  Namefl Point Source!} Slave addri} Oparations No. Namell Register address’i  Data typel} Operations
> Cloud Service

= e

Edit | [Delete|
Add slave

Jlinan USR 10T Technology Limited.  http:/

Fig. 131  Sensor register reading
After the correct slave and data points configuration, the modbus polling command will print on the corresponding serial port regularly,

as shown in Fig.132.
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COM3,115200,None,8,One - Serial Debug Assistant - m] *
AN ? O S
Serial Port : S @1 03 60 @1 89 @1 D5 CA
®1 03 60 00 60 @1 84 BA
Baud Rate : A 91 03 90 01 @9 @1 D5 CA
Data Bits : 91 03 00 00 99 1 84 @A
@1 03 60 @1 89 @1 D5 CA
Lavg 61 03 80 00 02 01 34 PA
Stop Bits One - ||| e1 @3 ee 81 @0 B1 DS CA
@1 03 00 00 0 @1 84 @A
o1 03 00 01 60 01 D5 CA

81 03 99 @0 28 81 34 0A
81 @3 88 @1 88 81 D5 CA
D Receive and save to file 91 93 90 99 00 B1 B4 A
HEX display 81 03 99 1 98 @1 D5 CA
81 03 99 @0 28 81 34 0A
81 @3 88 @1 88 81 D5 CA
81 03 99 @0 B8 81 34 @A
81 03 99 1 98 @1 D5 CA
81 03 99 @0 28 81 34 0A
Save data Empty data 81 @3 89 @1 88 a1 D5 CA
81 03 89 @0 88 81 54 @A

Receiving settings.

D Pause receiving display
Auto break frame ?

:

20
D Receive scripts % | Add Timesta
Empty data

Send settings.

D Send a file Extension cmd

[] Hex send

D Sending scripts % | ADDS hd

D Timing send 1.0 sec B
[Jowr [Jris

. omoo o] Send:0 Receive : 160 Reset count

Fig. 132 Modbus polling command

9.3. Export and import configuration

There are three main reasons for using the Import and Export functions.

< Applying the same configuration to multiple units. The Import/Export configuration function is a convenient way to apply the same
settings to units located in different sites. You can export the configuration as a file and then import the configuration file onto other
units at any time.

< Backing up configurations for system recovery. The export function allows you to export configuration files that can be imported
onto other gateways to restore malfunctioning systems within minutes.

< Troubleshooting. Exported configuration files can help administrators to identify system problems that provide useful information
for Technical Service Team when maintenance visits are requested.

The export function saves all the configuration settings and parameters of the data acquisition in a *.csv file. To begin, click the Export

button.
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> Status
Edge Computing Gateway

> Network
Including edge acquisition, edge computing, edge reparting and ther functions, sugports Modbus RTU to Jsen, Modbus RTU to Modbus TCP and other generalindustrial

~ Port protacol conversion,

Uart1
Websocket Edge Computing Data Acquisition Data Query and Report ol
MQIT Gateway Ghosse

Edge Computing ast: 126 nodes@

10 Fuction
: No.  Namefl Point Source!} Slave addri} Oparations No. Namell Register address’i  Data typel} Operations
> Cloud Service

= o

! Edit | [Delete|
Add slave

T Technology Limited.

Fig. 133 Export the configuration file

A 8 c D 3 F G H 1 J K L M N o P a R s T u v w X ¥ =
1 |DevicenzPort-nunt Slave-adcPolling—iMlapped-acherge-collection Node-nameFunction-Register-Data-typeResponse-ReportingVariatiorflapped-acFornula .
2 |THsensor 1 1 100 B/ OFF temperaty 3 0 uintlf 200 OFF /s =%s/10
3 |THsensor 1 1 100 N/4 OFF humidity 3 1 uintl6 200 OFF n/a =Hs /10

3 edge-EN (1) + [AE] O

Fig. 134  Configuration file
Oncethefileis saved, it can be imported into your target unit to duplicate the same settings. Select the target unit firstand click the choose
file button toimport. Select the file you want to import, and then click the open button. The data points setting will display on the webpage.
After finishing importing the configuration file, please scroll down to the bottom of the page and click on "Save" button to save all the

changes that you have made. All configurations take effect after a system reboot.
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> Status

Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial

Uart1
Vart2 SETTING
‘Websocket

Edge Computing [ Data Acquisition || Data Query and Report

MQTT Gateway Choose file Export. @

Edge Computing ast: 126 nodes@

10 Fuction

: No.  Namefl Point Source!} Slave addri} Oparations No. Namell Register address’i  Data typel} Operations
> Cloud Service

! Edit | [Delete|

Add nodes

Technology Limited.  ht

Fig. 135 Import the configuration file
9.4. Data report

9.4.1. Communication channel

Users can select TCP/UDP/HTTP in socketA of each serial port, MQTT Gateway, or AWS |OT service as the communication channel. When
select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service tab at first,
and setting the report topic in the Fig.137.

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial
> Port

protocal conversion.

MQTT Gateway SETTING

Edge Computing

10 Fuction
> Cloud Service

> System

DataSet  Disable ~
Data Report of nodes
Reportingmethod  Disable ~

Report Agreement

0T Technology Limited.

Fig. 136 Communication channel select
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> Status Data channel

> Network

Channel select MaTT ~ @
> Port
Data Query/Set
MQIT Gateway Data Query  Disable ~
Edge Computing DataSet  Disable ~
10 Fuction
Data Report of nodes
> Cloud Service
> System Reporting method Enabla <

Report Topic  /UploadTopic.
Q08 Qoso -
Periadic reporting [
Reporting on reguiar [ (sess 7P st
Failure Padding [ ]
Quotation Mark [ ]
Report Agreement

son tempiats [

Al “nodel 101 “Voltage'

B (<2048 bytes)

Technology Limited.  ht

Fig. 137 MQTT data report setting

9.4.2. Report method
There are three ways to report the data acquired to the communication channel: on change, interval, timer. The description of the

configuration parameters on this interface is shown in table 16. After finishing parameter setting, please click on "Save" button to save

all the changes that you have made. All configurations take effect after a system reboot.

> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial
> Port

protocal conversion.

MQTT Gateway SETTING

Edge Computing

10 Fuction
N N temperatus
> Cloud Service Choose ode name  temperalure
> System Function code 03 - ast: 126 nodes@
*Register address. o (0~65534)
No.  Mamell  Point Sourcelt w1l Datatypell  Operations

Edit | [Delete

_ B )
Timeout 200 (10-65535)ms

Reporting on change (7]

Add

Variation range 2 °]

Show advanced settings 7]
Enable Address mapping ]

Calculation formula  =%s/10 @

linan USR 10T Techno

Fig. 138 Report on change
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> Status Data channel
> Network
Channel select  MQTT -8
> Port
Data Query/Set
MQTT Gateway Data Query  Disable
Edge Computing Daser | Diosbie -
10 Fuction
Dala Report of nodes
> Cloud Service =
> System Reporting method Enabla
Report Topic UploadTopic
QoS Qoso

Periodic reporting [+
Reporting interval & 1~36000)s

Reporting on 1eguiar (] e w7e frst

Regular time  Rey

Failure Padding

Quotation war T T
RrrAgreement
Json template  {Cument: nods0101", Vohags™"
r0de0102]

@ (<2048 bytes)

Jinan USR IOT Technology Limited.  http://

Fig. 139 Interval and timer report
9.4.3. Payload-Json template

A JSON object contains zero, one, or more key-value pairs, also called properties. The object is surrounded by curly braces {}. Every
key-value pair is separated by a comma. The order of the key-value pair is irrelevant.
A JSON array contains zero, one, or more ordered elements, separated by acomma. The JSON array is surrounded by square brackets [1.
A key-value pair consists of a key and a value, separated by a colon (). The key is a string, which identifies the key-value pair. The value
can be any of the following data types: string(surrounded by quotation marks (" ")),number float,array(JSON array),object(JSON object
(can be nested)),booleanl(true or false),empty.
Example 1
{
"THsensor1": {
"temperature": "temperature”,
"humidity": "humidity”"
I3
"LUXsensor1": {
"illumination": "illumination”
I3
"time": "sys_net_time"
}
Example 2
{
"service"[{
"sensor1": {
"temperature”: "temperaturel”,
"humidity": "humidity1",
"user_define": "bedroom”

},
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"sensor2": {
"“temperature": "temperature2”,
"humidity": "humidity2",

"user_define": "living room"
I3
"event_time": "sys_net_time"
1,
"device_id":"sys_mac"

}

We can use a tool to compact it. Below is a free online tool: https://jsonformatter.org/. Paste the message in the column on the left and

then, click Minify JSON. It will show a compact JSON format message in the column on the right. Click Copy to Clipboard.

JSON BEAUTIFIER  JSON PARSER XML FORMATTER  JSBEAUTIFIER SAVE RECENTLINKS  LOGIN

1 “service":[{"sensol T 3 ity*:"
2+ “service":[{ , "user_define": "b i .

3+ “sensori”: | Validate “humidity2","user_define®:"living room"},"event_time": "sys_net |
a temper raturel”, J"device_id":"sys_mac")

6 “user_define n

7 ,

9 B v re2",

10 5

1 g room”

12 3

13 “event_time": "sys_net_time"

14 1,

15  “device_id":"sys_mac"

16

Minify / Compact

Convert JSON to-

Fig. 140 Json formatter
Paste the message in the Json template on the page and click on "Save&Apply" button to save all the changes that you have made. All

configurations take effect after a system reboot.

Edge Computing l Data Acquisition I Data Query and Report I Linkage control

Data channel
. Channel select  MQTT ~@
v Gateway
MQTT Gateway Data Query/Set
Edge € t
dge Computing I viabie .
10 Fuction
DataSet  Disable ~
> Cloud Service
> System Data Report of nodes

Reporting method  Enable “
Report Topic  UploadTopic
Qos  Qoso ~
Periodic reporting (]
Reporting on reguiar [ (tews TP frs
Failure Padding  []
Quotation Mark [

Report Agreement

[ THsansort”:
Json template . o upersture™ lemperanre””
humidity” “humidity'] "LUXsens |z @ (<2048 bytes)

WWW. pUSK.com
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There are three type data point, user define, system,and register value in a Json template.
< System data points
The system data points defined by USR-M100 gateway is shown in table 24.
Table 24  System data points

System data points Description
sys_sn SN number
sys_mac MAC address
sys_ver Software version
sys_time GMT time
sys_unix_time Unix time

< Modbus register value data points
The node name configured in the section 9.2.3 is register value data points.
< User define

In addition to the above two types of data points, users can also define your own data points. Such as "user_define": "living room".

944, Test

We now use modbus slave software to simulate two modbus slave device. The connection and and parameters settings are show in
Fig.142. USB to RS485 converters are connecting PC with serial UART1 of USR-M100 gateway. We use MQTT.fx to connect to the same

broker and subscribe the report topic of USR-M100, we can see the message transmitted at the specified interval.

> Status
UART TO NET
> Network
“ Data transmission parameter configuration
Vart1 SETTING
Uart2
Websocket
> Gateway
Baudrate 116200 (600~ 230400)bps
> Cloud Service
Data bits B ~ bit
> System
Parity  None v
Stop bits. 1
Flow ctrl NONE
UART Packet Length o 0~1460)bytes
UART Packet Time 0 0~255)ms
Sync Baudrate(RFC2217)  ON
Enable Uart Heartbeat [
Eiva-&-ﬂuﬂ

Jlinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 142 Serial port parameters
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33 Modbus Slave - Mbslavel — O *

File Edit Connection Setup Display View Window Help

SRR

Mbslavel
D=1 F=03 Connection Setup %
Mo connection
= ConrectionPOrt1 | oK. |
Alias ‘
-
£ Cancel
1 L2\ [peg=
4 |USB Serial Part (CqM3) v
3
2 115200 Baud C':';de -
RTU (O ascl
low Cortrol
6
= Cosk eTs CIRTS Toggle
a [mg] RTS disable delay
g
TCPAP Server
IP Address Part
17216.14.15

Any Address
Ignare Uit 1D

For Help, press F1. Port 3: 115200-8-N-1

Fig. 143 Modbus slave simulation

USR 10T

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and cther functicns, supparts Madbus RTU 10 Json, Modbus RTU to Modbus TCP and other general industrial
et v

Uart!

Uartz

Websocket Data Acquisition

MQTT Gateway Choose file Export ("]

Edge Computing last: 125 nodes@

10 Fuction
No. Name!| Point Source!l Slave addrl | rations No. Namell jister address! | Data T Oparations
> Cloud Service Opm Regi type per
N peratu 4 e [ Edi | [Delete

Fig. 144 Data acquisition setting
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f\f‘ USR 10T Be Honest Do Best !
I c

cation Expert of Industrial loT 3 | English

> Status
> Network Channel select  MaTT M
IR Data Queryse
Uart1
Ds ~
g ata Query Disabl
Websocket Dataset  Disabls ~
RN DataReporof s
MQTT Gateway
- Reparting method Enable -
Edge Computing
0 Fuction Report Topic  /UploadTopic
> Cloud Service ol com .

> System
Periadic reporting (&1

Reporting interval & 1-36000)s
Reporting on reguiar [ (s h7e ft

Failure Padding

Quotation Mark

Report Agreement

Json template .
mperature”” v
LUXT [ @ (2048 bytes)

E3 3

Jinan USR IOT Technology Limited.  http://www.pusrt.com

Fig. 145 Data report setting

@ MQTTA - 1.7.1 - a X

GISN Extras  Help

‘ Disconnect o0
Publish Scripts  Broker Status  Log
/UploadTopic - st Q052  (EEE -
/UploadTopic @D | /UuploadTopic 1
DumpMessages  Mute (TR0 Qoso
JUploadTopic 2
QoS0
JUploadTopic 3
QoS0
/UploadTopic 4
QoS0
/UploadTopic
Topics Collector (0] Sam | Stop | oiw 2 2 o

07-01-2023 16:57:41.61061169 QoS0

i
"THsensor1®”
- npe

1

s

= LUX1 {
"Llumination™ :

1
i

P
¥

Payload decoded by JSOM Pretty Fomat Decoder ~ ~

Fig. 146 Message reported
9.5. Data query/control

There are three methods to actively query the data collected through the serial port from the communication channel: Json format,

Modbus TCP, Modbus RTU. Firstly, user need enable the data query function. We can query data by Json format in MQTT or HTTP
channel,and via modbus TCP or RTU format in TCP/UDP mode.

9.5.1. Json
When select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service tab
at first, select Json query mode and setting the query topic in the Fig.147. In actual application, respond topic should be different from

report topic.

The query/control Json template object contains several fixed key-value, the specific meaning of key-value is listed in the table 25.
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The query/control Json contents are the following format:

{"rw_prot": {"Ver":

protocol version’, dir":

transmission direction”,"id"; "id","r_data": [{"name";

- "name of data points","value": "data"}}

name of data points'],"'w_data": [{"name"

Tip: Users can query and control serial device’s data with one command. In one command, you can query the maximum of 5 data points

and control the maximum of 5 data points simultaneous.

Table 25 Description of Key-value in query/control

rw_prot Protocol header
ver Protocol version, fixed value: 1.0.1
Data transmission direction
dir In query/control command, the option should be down.
Means transmit data from network to serial device,
“down” must be lowercase.
User defined parameter. The id is same in query/control and response data.
q Sometimes, the query/control data is high frequency, the response data may
be disordered. The programin network can confirm the relevant response data
by the id.
r_data The data load for querying data
w_data The data load for controlling data
name The name of data points described in 9.2.3 Data points configuration
Meansthe dataneed to be sentto the data points described in 9.2.3 Data points
value configuration.
In query data, this key-value can be ignored.

The response data contents are the following format:

{"rw_prot": {"Ver":

protocol version',"dir":

transmission direction”,"id": "id","r_data": [{"name":

"error code'}],"w_data": [{"name": "name of data points","value": "data","err": "error code"}}

Table 26  Description of Key-value in response data

name of data points”, value

rw_prot Protocol header
ver Protocol version,fixed value: 1.0.1
Data transmission direction
dir In response data, the option should be up.
Means transmit data from serial device to network,
“up” must be lowercase.
User defined parameter. The id is same in query/control and response data.
id Sometimes, the query/control data is high frequency, the response data may be
disordered. The program in network can confirm the relevant response data by the id.
r_data The data load for querying data
w_data The data load for controlling data
name The name of data points described in 9.2.3 Data points configuration
value The valid data of the data points
Error code,
err 0: The command can be operated by the USR-M100,
1: The command can't be operated by the USR-M100.

There are 3 response data for the unoperated command:
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e The USR-M100 responses no data to the command,

e The USR-M100 will response data conforming to the error protocol if the ver/dir/id is not right,
e The USR-M100 will response data conforming to the error protocol if the contents of r_data and w_data are both wrong,
the USR-M100 will response data of the right one if only one of the r_data and w_data is wrong.
The error protocol format is the following:

{"rw_prot": {"Ver": "1.0.1""dir": "up","err":"1"}

[\E USR 10T
T Communication Expert of Industrial loT
> Network
Data channel
> Port
Cha: T MaTT ~ @
MQTT Gateway Data Query/Set
Edge Computing
DataQuery  Enabls v
10 Fuction
> Cloud Service Dataset  Disable
> System QueryorSettype  Jsan

Query or SetTopic  /DownloadTopic
Q05 QoS v
Respond Topic  /RespondTopic

Q05 QoS0

‘ (

Data Report of nodes

Reporting method  Disabl

‘ :

Report Agreement

Jinan USR IOT Technology Limited.  http

Fig. 147 JSON query type

Users can send the following message to query data points added in chapter 9.2.3 Data points configuration.
{"rw_prot":

{"Ver" ".0.1",

"dir"; "down",

"id" "12345",

'r_data": [{"name": "temperature'} {"name":"numidity"}]

}
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Connections [ hew Colecton | EMQX ¥ @ o2 .

® EMQX@maqttusren:l... JSON All | Received | Published

| Respondtopic  qoso Topic: /DownloadTopic  QoS:0

{"zw_prot":
{"ver'

Topic: /RespondTopic  QoS: 0

Payload: JSON QoS: 0 Retain

fDownloadTopic

{*ru_prot &

"temperature"}, {"name": numidity"}]

Fig. 148 Json query and response
Users can also send the following message to control data points added in chapter 9.2.3 Data points configuration
{"rw_prot":
{"Ver"".0.1",
"dir": "down",
"id" "12345",
"w_data": [{"name": "temperature","value":"15"},{"name":"humidity","value":"52"}]

}

Connections New Cobactor EMQX ¥ © 2

%

* EMQX@mqttust.cnil i e e N Received  Published

0®:"15"], {"name": "humidity”, "value®: "52%)]

Fig. 149 Json control and response

9.5.2. Modbus slave address and register mapping

This functionis very usefulin data query and only used in modbus TCP/RTU query mode. When user select Modbus TCP/RTU query mode
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to get data, the M100 gateway will be confused if there are the same slave address in different serial port or same register address in
different slave devices. All slave devices and registers on a gateway are planned and managed in a unified manner.

For example, user can map slave address 1in Port1 to slave 1in M100 gateway, map slave address 1in Port2 to slave 2 in M100 gateway.

[\E. USR 10T

()

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial

> Port protocal conversion.

MQTT Gateway SETTING

Edge Computing Edge Computing || Data Acquisition [ Data Query and Report
10 Fuction
> Cloud Service Choose file Export. @
> System ast: 123 nodes @
No.  Namell Point Sourcell  Slave addrl} Operations Ho. Namell Register addrass!l  Datatypell  Operations
B — m—
Edit | [Deletq < S

— TN

Add slave

Jlinan USR 10T Technology Limited.  http:/

Fig. 150 Same slave ID and register address

J‘% USR 10T Be Honest Do B

[a\]

> Status
Edge Computing Gateway
> Network
Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial

> Port protocal conversion.

MQTT Gateway SETTING

Edge Computing Edge Computing
10 Fuction
TH: 2
> Cloud Service Choosel Device name e
> sy Port  UART2 v ast: 123 nodes @
*Slave Address 1 (1~255)
Ne.  Namell  PointSourcsll @l Datatypell  Operations
“Polling interval 100 10-65535)ms
_ b
Show advanced settings 2]

Edit | [Delete
Enable Address mapping 7]

*Map Slave address 3 N~255@

Merge collection (]

linan USR 10T Technology Limited. I

Fig. 151  Slave address mapping
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> Status

Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and cther functions, supports Modbus RTU 1o Json, Modbus RTU to Madbus TCP and other general industrial
> Port

protocol conversion.

MQTT Gateway SETTING

Edge Computing Edge Computing
10 Fuction
. N temperature?
> Cloud Service Choosel odeneme | tempersiur:
> Sys Function code 03 v ast: 123 nodes @
*Register address 0 0~65534)
No.  Mamell Point Sourcall w5l Datatypell  Operations
Datatype  uinllh .
Timeout 200 (10-65535)ms

Edit  Delets
Reporting on change [

_ Show advanced settings &)

Enable Address mapping 7]

Add
*Map node address 2 (0~65534)

Calculation formula @

=3 =3

Technology Limited.  ht

Fig. 152 Register address mapping
9.5.3. Modbus TCP

When select socket channel, user need configure parameters of the socket A of Uart1in PORT tab at first, then select Modbus TCP query

type. We use slave address mapping and register mapping described in section 9.5.2 as here for illustration.

[,\? USR 10T Be Honest Do

) communication Expert of Industrial lo

Edge Computing Gateway

> Status
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

protocel conversion.

_ SETTING
Gateway

MQTT Gateway Edge Computing Acquisition

Edge Computing

10 Fuction Data channel

Cloud Service

~

Channel select Socket @
> System
Data Query/Set
Data Query/Set  Enable v
Query or Settype  MadbusTCP ~
Data Report of nodes.
Reporting method  Disable v

Report Agreement

Fig. 153 Modbus TCP query type
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A5 usr 0T

_ Data transmission parameter configuration
Port

Vart1 SETTING
Websocket
> Gateway
SOCKET A
> Cloud Service
> 5 Working Mode TCP Server ~  None ~
Maximum Sockets supported 1] ~ Exceeding Maximum  KICK ~
Local Port Number 502 (1-65535)
PRINT OFF -
Modbus Poll [ Response Timeout 200 (10-8998)ms

SOCKET B

OperatingMode  None -

Fig. 154 Socket A parameters setting

9% Modbus Poll - Mbpalli - O o

File Edit Connection Setup Functions Display View Window Help

D& E&|(%|™ | &1 |0506151617 22 23| TC 5l | 7 W?|

Mbpalll =
Tx=0:Er=0:1D=1:F =03: SR = 10| Connection Setup x
o connection
ﬂ 00000 Connection 'D—K| =

0 I |obus TEFAR -

Serial Settings
LISE Serial Port [COM3) ~ Mode
RTU ASCH

115200 Baud

Responze Timeaut

GDatabits

MNone Parity

1StopBL Advanced

Remote Modbus Server
IP Address or Mode Name

o o o olo o o o o

o o |~ o [ ][s[w][m]|=

[172181473 -
Server Part Connect Timeout @ IPvd
|50z 3000 | [ms] OlFg

For Help, press F1. [172.16.14.73): 502

Fig. 155 Modbus TCP simulator settings

4} Modbus Poll - Mbpoll2 - O X

Fle Edit Connection Setup Functions Display View Window Help

DSEE&|x|M |2 &0 |os506151617 2223 |1CE | 2 W2

Mbpoll1
Tx =29 Err=0:1D =3 F =03 SR = 1000ms

Vbpoll2

Rx:079-03 4Cc 00 00 00 07 03 03 04 00 1a 00 2D
Tx:080-03 4D 00 00 00 Oe 01 03 00O 00 00 02

Rx:081-03 4D 00 00 00 07 01 03 04 00 1B 00 2B
Tx:082-03

Alias 00000 | ==
@ Tx=31Er=0:1D =1 F =03 SR = 1000ms
Bl Alias 00000
2 0
F 1 43
4] 2
5| 3|| BF Communication Traffic X
g 4]
B =4 Bit || Swp || O Save Copy [JstopanEnar [ Time stamp
— 5llmx:076-03 4B 00 00 00 06 01 03 00 0O 00 02 a
8 6||Rx:077-03 4B 00 00 00 D7 D1 D3 D4 00 1B 00 2B
g ,||Zx:078-03 4c 00 00 00 06 03 03 00 02 00 02
8
19

4E 00 00 00 0& 03 03 00 02 00 02

4E 00 00 00 07 03 03 04 00 1a 00 2D

4F 00 00 OO0 06 01 03 OO0 0O 00 02

4F 00 00 OO 07 01 03 04 0O 1B 00 2B

50 00 00 OO 0& 03 03 00 02 00 02

50 00 00 OO 07 03 03 04 00 1A 00 2D

51 00 00 00 06 01 03 00 00 00 02

51 00 00 0O 07 01 03 04 00 1B 00 2B v

For Help, press F1.
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Fig. 156 Modbus TCP response

3 Modbus Poll - Mbpoll1 - m|

File Edit Connection Setup Functions Display View Window Help

D& x| TS 2105 06 15 18 17 22 szl1e Bl @ 2
[E mbpollt

@3 Communication Traffic
Tx=123-Er=0-1D=1: F = 03: SR = 1000ms Bt | swop || cear || sae Copy [ Stop on Error
Rx:263-01 0A 00 00 00 07 01 03 04 00 17 00 34

H Alias 00000 Tx:264-01 0B 00 00 00 06 01 03 00 00 00 02

S Rx:265-01 0B 00 00 00 07 01 03 04 00 17 00 34
e & Tx:266-01 0C 00 00 00 06 01 03 00 00 00 02
52 Rx:267-01 0C 00 00 00 07 01 03 04 00 17 00 34
Tx:268-01 0D 00 00 00 06 01 03 00 00 00 02
Rx:269-01 0D 00 00 00 07 01 03 04 00 17 00 34
Tx:270-01 OE 00 00 00 06 01 03 00 00 00 02
Rx:271-01 QE 00 00 00 07 01 03 04 00 17 00 34
:272-01 OF 00 00 00 06 01 03 00 00 00 02
:273-01 OF 00 00 00 07 01 03 04 00 17 00 34
:274-01 10 00 00 00 06 01 03 00 00 00 02
:275-01 10 00 00 00 07 01 03 04 00 17 00 34
:276-01 11 00 00 00 06 01 03 00 00 00 02
:277-01 11 00 00 00 07 01 03 04 00 17 00 34

Write Single Register

4 Slave ID !

Address

il

Value: 59

Result
Response ok

D Close dialog on "Response ok"

Fig. 157 Modbus TCP control and response

9.5.4. Modbus RTU

When select socket channel, user need configure parameters of the socket A of Uart1in PORT tab at first, then select Modbus RTU query

type. We use slave address mapping here for illustration.

Edge Computing Gateway

Including ed isiti g ing, edge epEorti tions, supports Modbus RTU 10 Json, Modbus RTU to Modbus TCP and other general industrial
protocol conversion.

MQTT Gateway

£dge Computing

10 Fuction

» Cloud Service
s Channel select Socket! -~ @
Data Query/Set Enable v
Query or Set type ModbusRTU v
Reporting method Disable ~

Report Agreement

gy Limited.

Fig. 158 Modbus RTU query type
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Y Madbus Poll - Mbpoll2

File Edit Connection Setup

Functions

Display View Window Help

DEE& x|[™[=2 50506151617 2223|Tc | 2 K2

Mbpalll

Mo connection

Tx=81402: Err = 586: 1D = 3: F = 03:

> [

a1

Connection Setup

Alias 00000

wlo|v|lo|v|ls w|n]|[=]o

Connection
todbus RTUAASCI Over TCPAP

|2—|IE_8|]

| Cancel |

Serial Settings
| USE Serial Port [COM:3]

115200 Baud

B Data bi Response Timeout
atabits

| 0 Jm

B Mone Parity

.

Remote Modbus Server
m IP &ddress or Node Mame

Mode
@RTU (O aAsCl

—

Delay Between Pollz
[500

Advanced... | | [ms]

For Help, press F1.

[17216.1473

Server Port

Connect Timeout

fme]

[172.16.14.73]: 502

Fig. 159 Modbus RTU simulator settings

%% Madbus Pall - Mbpoll2

File Edit Connection

Setup Functions

Display WView Window Help

D@ E&S| x| = 200506151617 2223|TC L[ K2

Mbpolli

Tx=81415:Err =586: 1D = 3: F = 03:

Alias

ol e[~ |u|s wln][=]o

For Help, press F1.

SR =1000ms

Tx =B81418: Err = 586 ID = 1: F = 03: SR = 1000ms

43

3 Communication Traffic

[ Eie |

Tx:324424-01
Rx:324425-01
Tx:324426-03
Rx:324427-03
Tx:324428-01
Rx:324429-01
Tx:324430-03
Rx:324431-03
Tx:324432-01
Rx:324433-01
Tx:324434-03
Rx:324435-03
Tx:324436-01
Rx:324437-01

X

Clear Save

00
1B
00
1z
00
1B
00
1z
00
1B
00
1z
00
1B

Copy Log | []Stap on Emar [ Time stamp

0B -
Ch
25
38
0B
Ch
25
38
0B
Ch
25
38
0B
Ch

c4
2B
64
2D
c4
2B
64
2D
c4
2B
64
2D
c4
2B

!talml--llc\lwl-klwlrul—‘ o |

2B v

R s |

Your Trustworthy Industrial 10T Partner

Fig. 160 Modbus RTU response
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211 Modbus Poll - Mbpollt — O
P

File Edit Connection Setup Functions Display View Window Help

D@H%‘X|D‘EE_‘J’L|05 06 15 1/ 17 72 23lTe ol | B M|

WY Communication Traffic
Clear | Save Copy m [stop on Error
Rx:780-01 03 04 00 37 00 34 4A 2A

’J Alias 00000 Tx:781-01 03 00 00 00 02 C4 0B

_ Rx:782-01 03 04 00 37 00 34 4A 2A
e # Tx:783-01 03 00 00 00 02 C4 OB
52

= Mbpoll1
Tx =397: Err=33:ID=1:F=03: SR = 1000m

Bit | Stop

1 Rx:784-01 03 04 00 37 00 34 4A 2A
— Tx:785-01 03 00 00 00 02 C4 OB
2 p— . Rx:786-01 03 04 00 37 00 34 4A 2A
| Wiite Single Register Tx:787-01 03 00 00 00 02 C4 0B
— Rx:783-01 03 04 00 37 00 34 4A 2A
4 Saven 1 Send Tx:789-01 03 00 00 00 02 C4 0B
5 Rx:790-01 03 04 00 37 00 34 4A 2A
2 pddress 0| :791-01 03 00 00 00 02 C4 OB
— :792-01 03 04 00 37 00 34 4A 2R
Value: :793-01 03 00 00 00 02 C4 OB
:794-01
Result
NA
D Close dialog on "Response ak"
Use Function
For (®)106. Wiite single register [172.16.11.56]: 502

Fig. 161 Modbus RTU control and response
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10. 10 channels

USR-M100 can support a number of Digital Input (DI), Relays (Rly), Analog Input (Al) ports. All modules are equipped with an in-built web
server, which allows for showing the module status and changing the configuration. To access the web server, open the browser and
enter the IP address of the module, default address for a new module (default IP address is 192.168.0.7). Please use the following
credentials:

Username:admin Password:admin (by default).

There are three methods to actively query the |0 status from the communication channel: Modbus TCP, Modbus RTU and MQTT modbus
RTU. We can query 10 status by modbus RTU format in MQTT or HTTP channel,and via modbus TCP or RTU format in TCP/UDP mode.

10.1. 1O function
10.1.1. Web interface

This page allows for entering the configuration parameters and showing the actual value of the inputs and outputs. To open this page,

please navigate to 10 Function tab.

é?\\:". USR 10T Be Honest Do Best !

Communication Expert of Industrial loT 3 | English

> Status
> Network
10 Device Function Cenfig and Status
> Port
Configuraion
MQTT Gateway
Preconfigured 10 Control 10 Function
Edge Computing
10 Fuction .
Preconfigured extended machines
> Cloud Service
Extended machines Deteced Module Configured Module
> System
1 USR-100440(4A1+4D0) USR-100440(4A1+4D0O) v
2 USR-108000(8DI) USRAI0B000(2D1) -
3 NONE NONE .
4 NONE NONE -
3 DONE NONE ~
G DICUE NONE ~
Save8Apply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 162 10 status

Because thel/O status of USR-M100 is mainly displayed via Modbus protocol, the user has to configure the Modbus settings. The following

figure shows the Modbus Slave ID that must be set for the Modbus protocol. Please refer to section 2.3.3 for details.
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%?\\: USR 10T Be Honest Do Best !

Communication Expert of Industrial loT 3 | English

> Status
> Network

10 Device Function Config and Status
> Port

MQTT Gateway
Preconfigured 10 Control 10 Function

Edge Computing

10 Fuction
Slave Address 100 (1~255)

> Cloud Service
Timing Function

> System
Timer1 Enable Disable  (Start NTP or Time Synchronization first)
Timer2 Enable Disable  (Start NTP or Time Synchronization first)
Timer3 Enable Disable  (Start NTP or Time Synchronization first)
Timerd Enable Disable  (Start NTP or Time Synchronization first)
TimerS5 Enable Disable  (Start NTP or Time Synchronization first)
Timeré Enable Disable  (Start NTP o Time Synchronization first)

DO Function

Restart Hold Disable v

DO Action Config

Brecute |0 Brecute Action Execute Time
e No Action v o1
(1~655355)
e No Action v 1 ~

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 163 10 configuration

10.1.2. Preconfigured of External IO extension

In chapter 2.2.7, we introduced the IO expansion module. PUSR provides 4 different types of expansion modules, users can choose
different IO expansion modules for combination according to their own needs.

After installing the 10 expansion module, USR-M100 will automatically recognize the model of the expansion module, and the user can
reconfirm the model of the expansion unit on the built-in web page. Refer to the following picture, this configuration needs to restart

the module to take effect.

.n USR 10T Be Honest Do Best !

Communication Expert of Industrial loT 3 | English

> Status

> Network
10 Device Function Config and Status
> Port

MQIT Gateway

Preconfigured 10 Control 10 Function

Edge Computing

10 Fuction
Preconfigured extended machines

> Cloud Service

Extended machines Deteced Module Configured Module
> System

1 USR-100440(4A1+4D0) USR-100440(4A1+4D0) e
2 USR-108000(8DI) USR-108000(8DI) v
3 NONE NONE hd
4 NONE NONE e
5 NONE NONE v
6 NONE NONE e

SavesApply

Jinan USR 10T Technology Limited.  http://www.pusr.com

Fig. 164 Confirm the IO expansion module

Users can also preset the model of the 10 expansion module on the webpage in advance. When installing the |0 expansion module,
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the customer needs to install it in the pre-set order, otherwise the expansion machine cannot work normally.

ﬁ USR 10T Be Honest Do Best !

Communication Expert of Industrial loT #3% | English

> Status
> Network
10 Device Function Config and Status
> Port
Configuraion
MQTT Gateway
Preconfigured 10 Control 10 Function
Edge Computing
10 Fuction .
Preconfigured extended machines
> Cloud Service
Extended machines Deteced Module Configured Module
> System
1 [ USR-108000(8D1) USR-I00440(4A1+4DO} v]
Wrong order
2 I USR-100440(4A1+4DO) USR-108000(8DI) ~ ]
3 NONE NONE -
4 NONE NONE v
5 NONE NONE -
G DONE NONE ~

SavesApply

Jinan USR IOT Technology Limited.  http://www.pusr.com

Fig. 165 Wrong order
If the detected module is inconsistent with the configured module, the work indicators of the M100 and the expansion module will both

change.

Work indicator (USR-M100) | The work indicator flashes 4 times/s, then goes | There are |0 module in wrong order

off for 2s, and then flashes again

Work indicator (IO module) | The work indicator flashes 4 times/s, then goes | This IO module is in wrong order

off for 2s, and then flashes again

10.1.3. 10 Control
User can check O status on webpage and can control DO. Users can also query and control the IO via Modbus TCP/RTU,

MQTT. The following chapter will introduce the specific usage methods.
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Be Honest Do Best !
W7 | English

> Status

> Network

10 Device Function Config and

> Port

Status

MQIT Gateway

Preconfigured 10 Control 10 Function

Edge Computing

10 Fuction
DO Status

> Cloud Service

> System DO1 DO2

DO3 DO4

DI Status
DIt DI2
DI3 Dia

DOs DO6

DIs DI6

|6

DIT DI8 DIg Do

Jinan USR 10T Technology Limited.  http://www.pusr.com

10.1.4. 10 function

» DO Timing trigger control

Fig. 166 10 control

USR-M100 support 6 timing tasks, users can do scheduled action for DO or device restart.

%?\\: USR 10T
Communication Expert of Industrial loT

Be Honest Do Best !
W7 | English

> Status

> Network

10 Device Function Config and Status

> Port

MQIT Gateway

Preconfigured 10 Control 1O Function

Edge Computing

10 Fuction
Slave Address

v Cloud Service

100

(1~255)

USR Cloud Timing Function

Enable

DO Action

DO2
Normal Open(NO)

~ (Star| NTP or Time Synchronization first)

Alibaba Cloud Timer1 Enable
AWS loT . .
Timing Time

AZURE loT

Timing Action
System Setting DO Action
Management
Feedback Timer2 Enable

Timer3 Enable

Timerd Enable

Timer5 Enable

Timer6 Enable

Disable

Disable

Disable

Disable

Disable

~ (Start NTP or Time Synchronization first)

~ (Start NTP or Time Synchronization first)

 (Start NTP or Time Synchronization first)

 (Start NTP or Time Synchronization first)

 (Start NTP or Time Synchronization first)

> DO function

inan USR 10T Technology Limited.  http://www.pusr.com

Fig. 167 Timing function

Restart hold: After this function is enabled, the DO status will remain the state before restarting.

DO action config:

stworthy Industrial IoT Partner
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No action / The DO does no action.
Timer flip 1 The DO status changes every second.
Output hold 100 If the DO status changes, the changed status lasts for 100s
and then returns to the previous status.

ﬁusr{lm Be Honest Do Best !
Communication Expert of Industrial loT 3 | English
Timer5 Enable Disable ~ (Start NTP or Time Synchronization first) -
> Status
Timer6 Enable Disable ~ (Start NTP or Time Synchronization first)
> Network
-
MQIT Gateway

DO Action Config

. Execute 10 Execute Action Execute Time
Edge Computing
DO1
10 Fuction Timer Flip ~ 1
(1~655355)
~ Cloud Service
bo2 Output Hold ~ 100
USR Cloud e
Alibaba Cloud
ees No Action ~ 1
AWS loT (1~655355)
AZURE loT ees No Action ~ 1
System Setting Dos No Action v 1
Management (1~655355)
Feedback BCe No Action ~ 1
(1~655355)
DI Function
Filter Time 10 (10~65535ms)
Save&8Apply

Jinan USR IOT Technology Limited.  http://www.pusr.com

» Dl function
By setting the filtering time, the device will automatically filter the waveform jitter of the Dl interface, thereby eliminating the

detection error caused by clutter. The filter time defaults to 10ms, and the setting range supports 10~65535ms.

10.2. Modbus TCP query/control

We choose socket A of Uart1 as the communication channel as an example to illustrate it. User can also choose socket B and other Uart

port.
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> Status
> Network

Data transmission parameter configuration
~ Port

Uart1 SETTING
‘Websocket
MQTT Gateway
Edge Cumputing Waorking Mode TCP Server ~  None ~
10 Fuction Maximum Sockets supported B ~ Exceeding Maximum  KICK ~
4 Local Port Number 502 (1-65535)
> System
PRINT OFF -
Modbus Poll [} Response Timeout 200 (10~9999)ms
SOCKET B
Operating Mode None ~

Jinan U

Fig. 168 Socket setting for modbus TCP

Y Madbus Poll - Mbpalli — O *
File Edit Connection Setup Functions Display WView Window Help

DEE& X[ = A 11|05061516172223[Tck,|? K?|
[ Mbpollt = @ ][]

Tx=25:Emr=0:1D=100: F=02: SR = Connection Setup Js
Mo connection

Alias 00000 Connection | oK | A
| Modbus TCRAP v

0 Senal Settings

USE Serial Port [COR3) ~ tMode

RTL ASCI
115200 Baud

Responze Timeout

BDatabits [rms]

Mone Parity
Delay Between Poll:

15topBit Advanced... [rms]

Remate Modbus Server

IP &ddress or Node Mame

[17216.1473 |
Sermver Port Connect Timeout ® IPvd

502 3000 [ms] OIFve

oo |[~wo|uls|w[m|= of

For Help, press F1. [172.16.14.73]: 502

Fig. 169 Modbus TCP simulator settings
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10.21. Dl status query

Y Madbus Poll - Mbpall1 — O X
File Edit Connection Setup Functions Display View Window Help
DSHE&|(X |22 [0506151617 22 23 |TC ol | 2 W2
Mbpoll [=[@]=]
Tx=30: Err =0: 1D = 100: F = 02: SR = 1000=~
Read/Write Definition *
Alias 00000 ~
Slave D

0

] 0 Function: |D2 Fiead Discrete Inputs [1:] V| | Cancel |

2 Address: l:l Protocaol address. E.g. 10011 -» 10

3 Guantity:

4 Scan Rate: [ms]

5 Disable

6 []Readfwiite Disabled

[ Disable on emor Bead/wfrite Once
7
Wigw
8 Rows
g @10 20 Os0 (0100 O Fitto Quantity v

[ Hide &lias Columns [CIPLLC Addresses [Base 1)
[ Address in Cell ] Ervon/D aniel Mode

For Help, press F1. [172.16.14.73]: 502

Fig. 170 Slave ID and register address

#4 Madbus Poll - Mbpoll1 — m] X
Eile Edit Connection Setup Functions Display View Window Help
DEE& (x| |= 2|7 0506151617 22 23|TC 1| 2 W2

Tx=1073: Err = 0:ID = 100: F = 02: SR = 1000ms
Alias 00000 ~
]
1 ]
2
3 W Communication Traffic *
4 | Exit ‘ | Stop | | Clear | | Save | | Copy | | Log | []Stap onEmar [] Time: stamp
5 Tx:024-04 52 00 00 00 06 &4 02 00 00 00 02 A
3 Rx:025-04 52 00 00 00 04 64 02 01 01
Tx:026-04 53 00 00 00 06 &4 02 00 00 00 02
7 Ex:027-04 53 00 00 00 04 €4 02 01 01
8 Tx:028-04 54 00 00 00 06 &4 02 00 00 00 02
Rx:025-04 54 00 00 00 04 €4 02 01 01
9 Tx:030-04 55 00 00 00 06 &4 02 00 00 00 02

:031-04 55 00 00 00 04 64 02 01 01
:032-04 56 00 00 00 0O€& &4 02 00 00 00 02
:033-04 56 00 00 00 04 64 02 01 01

:034-04 57 00 00 00 0O€ &4 02 00 00 00 02
:035-04 57 00 00 00 04 64 02 01 01

:036-04 58 00 00 00 06 &4 02 00 00 OO0 02
:037-04 01

For Help, press F1. [172.16.14.73]: 502

Fig. 171 Read Dl values
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> Status

> Network

~ Port
Uart1
Uart2
Websocket

EET"NEE

MQTT Gateway
Edge Computing
10 Fuction

> Cloud Service

> System

10 Device Function Config and Status

Configuration

10 Control

DO Status

DO1 Do2

DI Status

oI Di2

Al Status
Al (uA) Al2(uA)
o 0

Jinan USR 10T Tech

10.2.2. Al status query

Fig. 172 Dl values

9% Madbus Pall - Mbpall1

File Edit Connection Setup Functions Display View Window Help

DEE&|x|[™ |2 5|0 |05061516172223[TCk,|? K2

Mbpoll1

Tx=2340:Err=0:1D=100: F = 04: SR=1 oo

e le[~|o|v|[s|w|[m|= of

Alias 00000
Slave ID:

Read/Write Definition x
~
B Function: |U4 Fead Input Registers [3x) V| | Cancel |
0 Address: I:I Frotocol address. E.g. 30011 - 10
- Quantity: I:I
Scan Rate: | 1000 [ms]
Disable
] Readurite Dizabled
[ Disable on e Bead/wiite Once
Wiew
Rows
®10 O20 O50 Q100 O Fitto Quantiy W

For Help, press F1.

[ Hide Alias Columns
[ &ddress in Cell

[ PLC &ddresses [Base 1]
[ EnrandD aniel Mode

[172.16.14.73]: 502

Your Trustworthy Industrial 10T Partner
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#Y Madbus Poll - Mbpolll

Fle Edit Connection

Setup Functions

Display View Window Help

DEE& X|F|E &8 |506151617 2223(TCE | B W2

Tx=596: Err = 0: ID = 100: F = 04: SR = 1000ms

Alias

-

00000

W |m |~ & [ w

W Communication Traffic

CEa | sw |

Clear Log

| [ 5top on Errar [] Time stamp

26300-0B
26301-0B
26302-0B
26303-0B

AE
AE
AF
AF

00
00
00
00

Tx:
Bx:
Tx:
Bx:

For Help, press F1.

26304-0B BO
BO
Bl
Bl
B2
B2
B3
B3
B4
B4

00
00
oo
00
0o
0o
0o
00
00
00

Tx:

:26305-0B
:26306-0B
126307-0B
:26308-0B
:26305-0B

:26310-0B
:26311-0B
:26312-0B
:26313-0B

0e
0B
0e
0B
0e
0B
0e
0B
o0&
0B
oe
0B
0e
0B

00

00 00 00

00 00 00

00 00 00

00 00 00

00 00 00
00

00

04

00 00 00 00

00 00 00 00

00

00

o0

o0

00

00

*

00

00

0o

0o

00

00

[172.16.14.73]: 502

10.2.3. DO query/control

Fig. 774 Read Al values

Y Madbus Poll - Mbpoll1

File Edit Connection

Setup Functions

Display View Window Help

DEES|(X ™ |= 2 [0506151617 22 23 |TC ol | 2 W2

Mbpolll

Tx=67-Er=0:1D=100:F=01:5R =1

Read/Write Definition

Wom |~ e M

Slave 1D

x

Function: |D1 Fiead Coils [0x)

Cancel |

Quantity:

Scan Fate: |1000 [mz]

Disable
] ReadAwrite Disabled
[ Disable on emor

Wigw
Rows

For Help, press F1.

[ Hide &lias Columns
[ &ddress in Cell

Address: D Protocol address. E.g. 11 -» 10

@10 O20 O50 O100 O Fitto Quantity

Beadwiite Once

[CIPLLC Addresses [Base 1)
[ Erron/D aniel Mode

[172.16.14.73]: 502
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%% Madbus Poll - Mbpolll - O hed
FEile Edit Connection Setup Functions Display View Window Help

DSE&| X|M|= 2|7 |os06151617 22 23|TC 2| B N2

Tx =2385:Err=10:1D=100: F =01: SR =1000ms

Alias 00000 ~
0

Rx:27887-10 4C 00 00 00 04 &4 01 01 0O
Tx:27888-10 4D 00 00 00 06 €4 01 00 OO0 00 02
Rx:2788%-10 4D 00 00 00 04 &4 01 01 0O
Tx:27890-10 4E 00 00 00 06 €4 01 00 OO0 00 02
:27851-10 4E 00 00 0O 04 64 01 01 00O
10 4F 00 00 00 06 €4 01 00 OO0 00 02
10 4F 00 00 00 04 €4 01 01 0O
7854-10 50 00 0O OO0 06 &4 01 00 OO0 00 02
:27895-10 50 00 00O OO0 04 &4 01 01 OO
:278%¢6-10 51 00 0O OO0 06 &4 01 00 OO OO0 02
:278957-10 51 00 0O OO0 04 &4 01 01 OO
:2785%8-10 52 00 00O 00 06 &4 01 00 OO 00 02
:27859%-10 52 00 00 0O 04 64 01 01 0O W

1 ]

2

3

1] 9 Communication Traffic *
5

: | Exit | | Stop | | Clear | | Save | | Copy | | Log | [ 5top on Errar [ Time stamp
7 Tx:27886-10 4C 00 00 00 06 €4 01 00 OO 00 02 -
8

2

For Help, press F1. [172.16.14.73]: 502 |

Fig. 176 Read DO status

Y Madbus Poll - Mbpalli — O X

File Edit Connection Setup Functions Display View Window Help

D@ & (X[ [= 2| 1[05061516172223[TC L[ T W2

E) Mbpallt
Tx =738: Err = 0:ID = 100: F = 01: SR = 1000ms

All'asl 00000
0 0 Write Single Coil X
2
] Address:
i Walu
14 3 Commu ®©; LA =
5 Fesult
; E it HAA . [ 5topon Eror [ Time stamp
7 Tx:28552 [ Cloze dialog on "Response ok 00 00 02 P
| Rx:2855%3 . o0
8 Tx:28594{ UseFunction 00 00 02
— Rx:20595 (®) 05: ‘Wite single coil 00
9 Tx:28596 ()15 white multiple caoils 00 00 02
Rx:28397 00

Tx:2855%8-11 BO 00 00 00 06 64 01 00 00 00 02
Rx:2855%%-11 BO 00 00 00O 04 €4 01 01 0O
8600-11 B1 00 00 00O 06 €4 01 0O 0O 00 02
Rx:28601-11 B1 00 00 00 04 €4 01 01 0O
Tx:28602-11 B2 00 00 00 06 64 01 00 00 00 02
Ex:28603-11 B2 00 00 00 04 €4 01 01 OO
Tx:28604-11 B3 00 00 00 0& &4 01 00 00 00 02
Bx:28605-11 B3 00 00 00 04 64 01 01 OO W

For Help, press F1. [172.16.14.73]: 502 |

Fig. 177 Write DO
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10 Device Function Config and Status

Configuration

10 Control

MQTT Gateway

Edge Computing
) DO Status
10 Fuction
o1 ooz
USR Cloud 0
Alibaba Cloud
AWS loT
DI Status
> System
o oIz

Al Status

Al (uA) Ai2(uA)

0 0

Jinan USR 10T Tec

Fig. 178 DO Values

10.3. Modbus RTU query/control

We choose socket A of Uart1 as the communication channel as an example to illustrate it. User can also choose socket B and other Uart

port.

Y Madbus Poll - Mbpalli — O X
File Edit Connection Setup Functions Display WView Window Help

DEE& X[™ |2 5|1 |05061516172223([TC k|2 K2
[ Mbpollt = [®][=]

Tx=1603: Err = 0: 1D = 100: F = 02: SH Connection Setup ks
Mo connection

Alias 00000 Connection I ok I =
Modbus RTUZASCI Dwver TCPAP V|
Cancel

0 Serial Settings
USE Serial Port [COR3) ~ tMode
@RTU (OAsCI

115200 Baud

T Responze Timeout
atabits  ~

oo |[~w|o|uls|w|[m|[= of

]
Mone Parity
Delay Between Poll:
15topBit Advanced... [ms]
Remote Modbus Server
IP Address or Node Mame
[17216.1473 |
Server Port Connect Timeout ® IPvd

-

For Help, press F1. [172.16.14.73]: 502

Fig. 1779 Modbus RTU simulator settings
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10.3.1. DI status query

%% Modbus Poll - Mbpalll - O X
File Edit Connection Setup Functions Display View Window Help
DESE&|%|M|= &L 0506151617 22 23|TC 2| B N2
Tx = 1625 Err = 001D = 100: F = 02: SR = 1000ms
Alias 00000
0
1 ]
2
i
4 WA Communication Traffic *
5
6 | E it | | Stop | | Clear | | Save | | Copy | | Lag | [ 5topon Errar ] Time stamp
7 Tx:1104-64 02 00 00 00 02 FO 3E A
Rx:1105-64 02 01 01 7E 84
8 Tx:1106-64 02 00 00 00 02 FO 3E
9 Rx:1107-64 02 01 01 7E 84
Tx:1108-64 02 00 00 00 02 FO 3E

Bx:1105-64 02 01 01 7E 84

Tx:1110-64 02 00 00 00 02 FO 3E

Bx:1111-€4 02 01 01 7E 84

Tx:1112-64 02 00 00 00 02 FO 3E

Rx:1113-64 02 01 01 7E 84

Tx:1114-64 02 00 00 00 02 FO 3E

Rx:1115-64 02 01 01 7E 84

Tx:1116-64 02 00 00 00 02 FO 3E

Rx:1117-64 02 01 01 7E 84 v

[172.16.14.73]: 502 ]

For Help, press F1.

Fig. 180 Read DI values

10.3.2. Al status query

#Y4 Madbus Poll - Mbpoll - O x
File Edit Connection Setup Functions Display View Window Help

DEE&E| % T |5 2| 1|0506151617 22 23 |[Tc &L | 7 W2

Tx =249: Err = 0: 1D = 100: F = 04: SR = 1000ms

Alias 00000

W Communication Traffic X

| E it | | Stop | | Clear | | Save | | Copy | | Lag | []Stap on Enar [ Time starp

Tx:25372-64 04 00 00 OO0 04 FB 3C ~
Rx:259373-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

Tx:25374-64 04 00 00 00 04 F8 3C

Rx:259375-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

Tx:25376-64 04 00 00 00 04 F8 3C

Rx:259377-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

Tx:25378-64 04 00 00 00 04 F8 3C

Rx:25937%-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

Tx:25380-64 04 00 00 00 04 F8 3C

Rx:25381-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

04 00 00 00 04 F8 3C

Rx:25383-64 04 08 00 00 00 00 0O 00 OO0 00 CB CO

Tx:25384-64 04 00 00 00 04 F8 3C

Rx:25385-64 04 08 00 00 00 00 00 00 OO0 00 CB CO v

For Help, press F1. [172.16.14.73]: 502 |

Fig. 181 Read Al values

W m |~ (e w
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%% Madbus Poll - Mbpoll1 - O X
File Edit Connection Setup Functions Display View Window Help
D& % |F|S 2| 1|0506151617 22 23|[Tc L[| 7 W2
Tx =145:Err =0:1D = 100: F = 01: SR = 1000ms
Alias 00000 ~
1}
1 0
2
3
£ 9 Communication Traffic >
3
6 | E it | | Stop | | Clear | | Save | | Copy | | Log | []Stap on Enar [ Time starmp
Tx:23558-64 01 00 00 00 02 B4 3E
Y Rx:23999-64 01 01 00 4F 44
8 Tx:24000-64 01 00 00 00 02 B4 3E
9 Rx:24001-64 01 01 00 4F 44
Tx:24002-6¢4 01 00 00 00 02 B4 3E
Rx:24003-64 01 01 00 4F 44
Tx:24004-64 01 00 00 00 02 B4 3E
Rx:24005-64 01 01 00 4F 44
Tx:24006-64 01 00 00 00 02 B4 3E
Rx:24007-64 01 01 00 4F 44
For Help, press F1. [172.16.14.73]: 502 |
Fig. 182 Read DO status

9% Madbus Poll - Mbpall1

File Edit Connection Setup Functions

Display View Window Help

DEEE|%|F|E 2| 71|05 061516 17

22 23|TC 11| B W2

Mbpolll

Tx=224: Err = 0:1D = 100: F = 01: SR = 1000ms

Alias 00000

g

-
o

W e [~ | (v w N

Write Single Coil

b ]
O o

Slave ID Send

Address:

Walue

W Commu|

Exit
24152
:24153
$24154
:24155

Fiesult
A

[ Close dislog on "Response ok

Usze Function
(®) 05: Write single col
(O 15: Write multiple coils

For Help, press F1.

:2415¢
:24157

IIX

Cancel

X

[]Stap on Erar [ Time: stamp
"

:24158-64
:24159-64
:24160-64
:2416l-64
:24162-64
:24163-64
:24164-64
:24165-64

00
01
00
01
00
01
00
01

00
4F
00
4F
00
4F
00
4F

B4 3E

B4 3E

B4 3E

B4 3E

[172.16.14.73]: 502 ]
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> siotus  orunctn |

B s 10 Device Function Config and Status

> Port x

MQTT Gateway

Edge Computing

10 Fuction
> Cloud Service DO1 Do2

> System

«©

DI Di2

Al (uA) Al2(uA

Technology Limited.  ht

Fig. 184 DO Values

10.4. MQTT query/control
When enable MQTT gateway or AWS IOT service, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud
service tab at first. Users can query or control IO ports by enabling 10 control/query box on publish or subscribe tab. Note that the query

or response data is modbus RTU protocol.

MQTT Gateway

> Status
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT serverlt supports up to 16 publish topics and 16 subscribe topics,
> Network supports port mapping function, which can bind each topic to a different serial port.
Uart1
Basic configuration | Publish
Uart2
Websocket Enable MQTT  Enable -
MOQTT Version  MQTT-311 ~
MQTT Gateway
i 56
e ClientiD 1234
10 Fuction Server Address (IP)  broker e in
> Cloud Service
Local/Remote PortNO. 0 (0-85535) 1883 | (1~65535)
> System
KeepAlive (0-55535)s
Reconnecting time Without Data 0 (0-85535)s
Reconnection Interval 1 (1~65535)s
Clean up session (]
User Credentials [ ]
Enable last will  []
SSLprotocol  Disable -

Your Trustworthy Industrial 10T Partner

Fig. 185 MQTT gateway settings
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J_:.L(.USR\DT Be Honest

[‘a} atio

> Status
> Network
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,

~ Port supports port mapping function, which can bind each topic to a different serial port.

Vart1

Uart2

P
Websocket

S Disable ~|j®

MQTT Gateway

Publish topicl ]
Edge Computing

10 Fuction Transmission Mode Transparent transmission  ~ @

> Cloud Service
Topic String  /PubTopic1

> System

Binding port

Qos  Qoso v

Retained message [

10 Control/Query [

Publish topic2 [

Honest

> Status
> Network
MQTT Gateway function supports SSL, clean session and QOS, supports connecting to the third-party MQTT servedit supports up 1o 16 publish topics and 16 subscribe topics,

~ Port supports port mapping function, which can bind each topic to a different serial port.

Uart1

Uart2

=
‘Websocket

BTz [

MQTT Gateway

Edge Computing Transmission Mode  Without Topic -8

10 Fuction Topic String | 1SubTopict
> Cloud Service
Binding port  [Port 1,
> System
Qos Q0s0 ~

10 Control/Query [

Subscribe topic2 [

Fig. 187 Subscribe topic IO control/query
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Dl status query

User Manual

@ MaTTX
File Edit View Window Help

Connections

® EMOX@broker.emgx....

- O X
[+ EMQX v @ L e
| + news Hex Al | Received  Published
l fPubTopicl QoS 0 Topic: /SubTopicl QoS: 0
64 02 00 00 00 02 FO 3E
Te PubTopicl Qo

10.4.2. Al status query

Payload: Hex QoS: 0 Retain Meta
/SubTopict
64 82 00 00 92 02 FO 3E 2
Fig. 188 DI query and response
@ MQTTX — a x
File Edit View Window Help
Connections [+ EMQX ¥ @ "y L e
® EMQX@broker.emgx.... | + New Subscription | Hex Al Received = Published

jopIC blopic o5: U

lfF’ubTOIDIC1 QoS 0 64 02 00 00 00 02 FO 3E

Topic: /SubTopicl

Qos: 0

64 04 00 00 00O 02 78 3E

Te PubTopicl Qo

6404 0400 0000 OOce B2
Payload: Hex QoS: 0 Retain Meta
/SubTopic1
B4 24 00 28 @2 B2 VB 3E <

Your Trustworthy Industrial 10T Partner

Fig. 189 Al query and response
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@ MaTTX
File Edit View Window Help

Connections [+ EMQX v @

® EMOX@broker.emgx.... |m|

]

| 7pubTopict QoS 0

| 6404 0400 0000 (

Payload: Hex

/SubTapic1
64 21 22 22 82 @2 B4 3t

QoS:

- o x
O 2 -
Al Received | Published

64 04 00 00 00O 02 78 3E

Topic: /SubTopicl QoS: 0

64 01 00 00 00 02 B4

0 Retain Meta

Fig. 190 DO query and response

& MaTTx
File Edit View Window Help

Connections [+ EMQX v @
& EMOX@brokeremgx.... |T Hex

| rpubTopict QoS 0

Te PubTopicl Qo
£405 0000 0000 c43f
Payload: Hex Qos:

/SubTopic1

54 @5 00 29 @ @2 C4 3F

- ] x
O£ -
Al Received Published

jopIC blopic o5: U

64 04 00 00 00 02 78 3E

Topic: /SubTopicl QoS: 0

64 05 00 00 00 00 C4 3F

0 Retain Meta

Fig. 191 DO control and response
10.5. Edging computing and linkage control

First, users need to enable edge computing function.

Your Trustworthy Industrial 10T Partner
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10.5.1. Add 10 module

Click add slave to add the 10 port. In the slave property, enter the device name, bind to the 10, enter the polling interval. Click save.

> Status Edge Computing Gateway

B ek Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Madbus TCP and other general industrial

protocal conversion,
> Port

MQTT Gateway
Edge Computing ] Data Acquisition

Edge Computing

10 Fuction ‘Devies name  M100_10 )
Chooss |
> Cloud Service ~
Fort | 0 N ast: 123 nodes@
> System
“Slave Address 100 1-255)
No.  Mamell Point Sourcell sl Datatypell  Operations
*Polling interval 100 10-65535)ms
Edit | |Delete
b

linan USR 10T Technology Limited.

Fig. 192 Add IO Port
10.5.2. Add IO data points

Click add nodes to add the |0 data points. In the data point property, enter the node name, enter the response timeout. Click save.

[\E. USR 10T

()

> Status Edge Computing Gateway

> Network Including edge acquisition, edge computing, edge reporting and other functions, supports Madbus RTU to Json, Modbus RTU to Modbus TCP and other general industrial

> Port protocol conversion.

SETTING

MQTT Gateway

Edge Computing Edge Computing
10 Fuction
-0 DO1
Choose
> Cloud Service
> System Timeout 200 (10-65535)ms et 123 nocies@
Reporting on change &1
Ne. Name'l Point Sourcel perting ¢ = it Data typefl Operations

Show advanced settings [

Technology Limited.  ht ww.pusr.com

Fig. 193 Add IO data points
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Edge Computing Gateway

> Status
Including edge acquisition. edge computing. edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Madbus TCP and other general industrial
> Network protacal conversion.
> Fort
MQTT Gateway Edge Computing Data Acquisition Data Query and Report Linkage control
Edge Computing
10 Fuction Choosefle || Expon. @
> Cloud Service ast: 117 nodes@
> System
No. Name'l Point Sourcel | Slave addr!| Operations No.  Namefl Register address!| Data typetl Operations
Egit | [Daetq Edil | [Dalats]
Edit | [Delete Edit | [Delete]
Eat | [Dolote Edit | [Dalote]

Edit | Delete

Edit | |Delets]

T Technology Limited.

Fig. 194 Save the configuration
After finishing configuring the slave device, please scroll down to the bottom of the page and click on "Save" button to save allthe changes
that you have made. All configurations take effect after a system reboot.
10.5.3. 10 status report
Users canselect TCP/UDP/HTTP insocket A of each serial port, MQTT Gateway, or AWS |IOT service asthe communication channel. When
select MQTT or AWS IOT channel, user need configure the MQTT broker parameters in MQTT Gateway tab or Cloud service tab at first,
and setting the report topic in the Fig.190. Here we use MQTT as an example.

Data Query and Report

> Status
2> Network

e Data channel
> Port

. Channel select  mQTT ~ @
v Gateway
MQTT Gateway Data Query/Set

Edge Computing
DataQuery  Disable ~
10 Fuction

. DataSet  Disable -
> Cloud Service

> spem
Reporting method  Enable -
Report Topic  /UploadTopic
Qos Qoso ~
Periadic reporting ]
Reporting interval 10 (1-36000)s
Reporting on regular [ ] (st KT8 frst
Failure Padding [ ]
Quotation Mark ]

[ { THsansor"
son templale L omperature™ temparature””
Funidity” “humicity’) LUXsens |2 @ (<2048 bytes)

linan USR 10T Technology Limited.

Fig. 195 10 status report method
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& MQTTX - [m] X
File Edit View Window Help

Connections [F EMQXx ¥ @D O 2 e

o EMQX@brokeremgx.... ‘ + New Subscription ‘ Plaintext Al Received Published

#» Polar@fwemqx01.abb... % I P
ubTopic

o

{"THsensor": {"temperature”:1

7.300000, "humidity":45.50000

0}, "LUXsensor™: {"lumination™:
535}, "DI": {"DI1":1, "DI2":

0}, "Do": {"DO1 ,"DO2":0}, "R

I™:{"AT1":0,"AI2":0}}

I /UploadTopic

o

{"THsensor":{"temperature":1
7.300000, "humidity":45.50000
0}, "LUXsensor": {"lumination”:

535}, "DI": {"DI1":1,"DI2":

Payload: JSON Qos: 2 Retain Meta

Fig. 196 10 status report test

10.5.4. 10 query/control

The query/control Json template object contains several fixed key-value, the specific meaning of key-value is listed in the table 26.

The query/control Json contents are the following format:

{"rw_prot": {"Ver": "protocol version","dir": "transmission direction”,"id": "id","r_data": [{"name": "name of data points'],"w_data": [{"na

me": "name of data points","value": "data"}}
Tip: Users can query and control IO with one command. In one command, you can query the maximum of 5 data points and control
the maximum of 5 data points simultaneous.

Table 27  Description of Key-value for 10 query/control

rw_prot Protocol header
ver Protocol version,fixed value: 1.0.1
Data transmission direction
gir In query/control command, the option should be down.
Means transmitting data from network to serial device,
“down” must be lowercase.
User defined parameter. The id is same in query/control and response data.
” Sometimes, the query/control data is high frequency, the response data may
be disordered. The program in network can confirm the relevant response data
by the id.
r_data The data load for querying |0 data.
w_data The data load for controlling IO data.
name The name of data points described in 10.6.2 Add |0 data points
Means the data need to be sent to the data points described in 10.6.2 Add 10
value data points.
In query data, this key-value can be ignored.

The response data contents are the following format:

Your Trustworthy Industrial 10T Partner WWW.pusr.com
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{"rw_prot™: {"Ver": "protocol version","dir": "transmission direction","id": "id","r_data": [{"name": "name of data points","value": "data","err":

"error code'}],'w_data": [{"name": "name of data points","value": "data","err": "error code"}}

Table 28 Description of Key-value in IO response data

rw_prot Protocol header
ver Protocol version fixed value: 1.0.1
Data transmission direction
dir In response data, the option should be up.
Means transmit data from serial device to network,
“up” must be lowercase.
User defined parameter. The id is same in query/control and response data.
id Sometimes, the query/control data is high frequency, the response data may be
disordered. The program in network can confirm the relevant response data by the id.
r_data The data load for querying data
w_data The data load for controlling data
name The name of data points described in 10.6.2 Add |O data points
value The valid data of the data points
Error code,
err 0: The command can be operated by the USR-M100,
1: The command can't be operated by the USR-M100.

There are 3 response data for the unoperated command:
e The USR-M100 responses no data to the command,
e The USR-M100 will response data conforming to the error protocol if the ver/dir/id is not right,
e The USR-M100 will response data conforming to the error protocol if the contents of r_data and w_data are both wrong,
the USR-M100 will response data of the right one if only one of the r_data and w_data is wrong.
The error protocol format is the following:

{"I’W_pl’ot": {"Ver": "1.0.1","di|’": "up","el’l’":"1"}

Here we use MQTT as an example.
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ﬁ USR 10T
Communication Expert of Industrial loT

Edge Computing Gateway

> Status
Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU to Json, Modbus RTU to Madbus TCP and other general industrial
> Network protocol conversion.
> Port
SETTING
v Gateway
MQTT Gateway Edge Computing Data Acquisition Data Query and Report Linkage control

Edge Computing

10 Fuction Data channel
> Cloud Service Channel select  MQTT v @
> System
Data Query/Set
Data Query/Set Enable v
Query or Set type Json A

Query or Set Topic IDewnloadTopic
Qos Qoso v
Respond Topic IRespondTopic
Qos Qoso v

Data Report of nodes

Reporting method ~ Disable v

Report Agreement

Jinan USR 10T Technology Limited. http://www.pusr.com

Fig. 197 10 status query

Query 10 status:
{"rw_prot":

{"Ver"".0.1",

"dir": "down",

"id": "12345",

"r_data": [{"name": "DO1"}{"name":"D0O2"},

{"name""DIN"},{"name":"DI2"},

{"name""AI2"}]
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Connections New Collection |~ EMQX ¥ [ 123 ] N 2

®

¥

o EMOQX@mgqtt.usr.cn:l... Plaintext Al Received Published

|+ New Subscription |

"id": "123457,

I /UploadTopic Q050 "r_data": [{"name": "DO1"}, {"name":"D02"},
{"name":"DI1"}, {"name™:"DI2"},
{"name":"AT12"}
l /RespondTopic QoS0 1
]
Topic: /RespondTopic  QoS: 0
Payload: JSON QoS: 0 Retain
/DownloadTopic
{"rw_prot": «
{ "1.8.1
. down’
2345
"r_data": [{"name": "D01"},{"name":"D0Z"},
{"name":"DI1"},{ "name":"DI2"},
{"name":"AL2"}
1
¥
} o
Fig. 198 10O status query test
Connections New Cotecton | EMQX. ¥ @ 2
>‘ ® EMQX@mqttusr.cnl Received Published

Respond Topic Topic /DownloadTopic  QoS: 0

", "value":"0"}, {"name”:"D02", "value”: 0"}

Payload: JSON Qos: 0 Retain

[DownloadTopic

Fig. 199 DO control and response

10.5.5. Linkage control

When enable Edge computing function, users can set trigger conditions for Digital output control. There are two control logic: follow

logic and threshold trigger.
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> Status
Edge Computing Gateway
> Network

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Jsan, Modbus RTU to Modbus TCP and cther general industrial

> Port protocol conversion.

MQTT Gateway SETTING

Edge Computing Edge Computing || Data Acquisition ] Data Query and Report || Linkage control
10 Fuction

> Cloud Service

> System

iast: 10 eventsi

y Limited. bt pusr.com

Fig. 200 Add event

»  Local follow logic

There are forward follow and reverse follow, here we use forward follow as an example. The triggers can be DI ,DO.

USR 10T

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Jsan, Modbus RTU to Modbus TCP and cther general industrial
protocol conversion.

v Gateway
MQTT Gateway SETTING
Edge Computing Edge Computing ] Data Acquisition )5ta Que Repor
10 Fuction
> Cloud Service Event name Di1_DO2
> System Enable | Enable v ast: 10 events@
Trigger Condition | Forward Follaw v @

“Trigger Point DIt

Scanning Cycle 100 (0-10000)ms
*Min Trigger Interval 1000 (500-~10000)ms
“Upper Threshold | 20000 @
“Lower Threshold 0 @
Trigger Bxecution  DO1 v
Event Description DI contral DO

[ ] e

Fig. 201 DI control DO

We can see that the DO1 NO close when DI level changes to 1 or on.
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10 Device Function Config and Status

Configuration

v Gateway

Edge Computing

10 Fuctior DO Status

Cloud Service

~

(e} D02

e

System

DI Status

AN(uA) A12(uA)

0 0

Fig. 202 Test result

»  Threshold trigger
There are >>=,<,<=,within threshold, out of threshold triggers, here we use within threshold as an example. The triggers can be serial

device data ,Al. Here we choose temperature data point as an example.

> Status

Edge Computing Gateway

Including edge acquisition, edge computing, edge reporting and other functions, supports Modbus RTU te Jsan, Modbus RTU to Modbus TCP and cther general industrial

> Network

> Port

v Gateway

MQTT Gateway

protocol conversion.

SETTING

Edge Computing Edge Computing || Data Acquisition | Data Query and Repo
10 Fuction
. ' event2
S — Eventname  even
> System Enable  Enable v last: 9 events@
Trigger Condition | Outof Threshold - @
“Trigger Point  tomperatura
Scanning Cycle 100 (0-10000)ms Edit
Delete
“Min Trigger Interval 1000 (500~10000)ms
*Upper Threshald 20 -]
“Lower Threshold 15 @
Trigger Execution DO2 -
Trigger Action Normal Open{NO) v
*Event Description Data control DO

E3 ez

OT Technology Limited

Fig. 203 Serial device data control DO
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M. AWS loT service

In order to reduce the length of this document, we have organized this section into a special document. Please refer to “USR-M100 Quick

Start Guide with AWS loT” for detail.
12. PUSR cloud service

In order to reduce the length of this document, we have organized this section into a special document. Please refer to “USR-M100 Quick

Start Guide with PUSR cloud” for detail.

13. Microsoft Azure service

In order to reduce the length of this document, we have organized this section into a special document. Please refer to “USR-M100 Quick

Start Guide with Microsoft Azure” for detail.

14. Warranty
15. Contact Us

Jinan USR |OT Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan, Shandong, China
Official website:https://www.pusr.com

Official shop:https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808

16. Disclaimer

The information in this document provided in connection with Jinan USR loT technology ltd. and/or its affiliates’ products. No license,
express or implied, by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale
of USR loT products. EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, USR IoT AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR
STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR loT AND/OR ITS
AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF
THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR IoT AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. USR IoT and/or its affiliates make no representations or warranties with respect to the accuracy or completeness
of the contents of this document and reserves the right to make changes to specifications and product descriptions at any time without

notice. USR loT and/or its affiliates do not make any commitment to update the information contained in this document.

17. Revision History

Version Date Author Description

1.0.0 2023.01.30 Dean,Gao Initial
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