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1. Introduction

USR-G806s is a high-performance industrial 4G wireless router with serial port, GPS and powerful DTU
function. Using public wireless network, it provides users with an integrated solution of industrial 4G router and
DTU. This product adopts high-performance embedded CPU and the operating frequency is up to 580MHz.
And it adopts 4G modem with Qualcomm solution which can provide stable and reliable cellular
network and support the mainstream band all over the world. Based on a variety of hardware
interfaces and powerful software functions, users can quickly set up their own application network. It has
been widely used inthe M2M industry of the Internet of Things, providing reliable data transmission network for
smart grid, personal medical care, smart home, self-service terminal, industrial automation, environmental

protection agriculture, municipal services and other fields.
1.1. Key Features

Stable And Reliable

eMetal shell, IP30 protection.Ethernet ports support 1.5KV isolation transformer protection.
eWide operating temperature.Wide voltage input,reverse polarity protection.
oESD,Surge,EFT protection.

eEmbedded hardware watchdog, self-recovers from malfunctions, maintaining high device availability.

Uninterrupted network access

eSupports 2G/3G/4G network all over the world ,supports APN/VPDN sim card.

eFail-over between 4G and WAN, ensures automatic switch to alternative backup connection,effectively
ensuring uninterrupted data transmission.

VPN tunnel detection: maintains stable connection of the VPN tunnel, ensuring continuous transmission.

eMulti-layer link detection mechanism, automatic redial and recovery.

Rich functions

eSupports PUSR cloud platform to facilitate remote monitoring and central management of large-scale
device networks.

eSupports GPS positioning, can be combined with PUSR cloud to achieve running track monitoring, and also
support reporting positioning data to private server in RCM or GGA format.

eSupports remote monitoring, upgrade and parameter configuration, remote access to the built-in web

pages.

PUSR’ pusr.com
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eSupports email alarm,SMS alarm,abnormal alarm push in time.

eDual Ethernet ports, WAN/LAN.

eMultiple VPN protocols.

eWall-mounting and DIN-rail mounting options available,easy to install.

eSupports IPsec VPN, PPTP,L2TP, OPENVPN,GRE etc., ensuring secure data transmission.

eSupports firewall functions including NAT, access control, DDoS defense, IP-MAC binding, etc.,
protecting the network against external attacks.

eSupports WLAN,scaling more devices access.

eSupports APN automatic inspection ,mode switch ,SIM information display, supports private sim card.

eSupports DDNS,PPPOE,DHCP,Static IP.

eAllows multiple network management methods including SSH, WEB, TELNET and a network management
platform.

eProvides wireless data communications between field serial devices and the central control system.

1.2. Specification

Table 1. Specification

USR-G806s—G Specification

Ttem Parameters Value
Power Input 9736V DC
Working Current Average 270mA/12V

Power Supply DC Power Jack Barrel Type Female 5.5%2. lmm Round
Power Connector socket or 2 PIN 5.08mm industrial terminal

block, reverse polarity protection
TDD-LTE: B34/38/39/40/41
FDD-LTE:B1/2/3/4/5/7/8/12/13/18/19/20/25/26/28/66

Frequency
WCDMA: B1/2/4/5/6/8/19
GPRS/EDGE: B2/3/5/8
TDD-LTE: 130 Mbps (DL)/50 Mbps (UL)
Cellular Interface FDD-LTE: 150 Mbps (DL)/50 Mbps (UL)
Max. Data Rates WCDMA: 384 kbps (DL)/384 kbps (UL)
GPRS: 107 kbps (DL)/85.6 kbps (UL)
EDGE: 296 kbps (DL)/236.8 kbps (UL)
Antenna 1 x SMA-K
SIM card 1 x 2FF SIM
1 x WAN port (can be configured to LAN) 10/100
Ethernet Ports WAN

Mbps, supports auto MDI/MDIX, 1. 5KV network

PUSR’ pusr.com
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isolation transformer protection

LAN

1 x LAN port, 10/100 Mbps, supports auto
MDI/MDIX, 1. 5KV network isolation transformer

protection

WiFi

Standards & Frequency

IEEE 802. 11b/g/n, 2. 4GHz, AP mode

Data speed

IEEE 802. 11b/g, maximum 54Mbps. IEEE 802. 11n, maximum
150Mbps

Antenna

1 x SMA-K

Transmission distance

80 meters by line of sight.Actual transmission

distance depends on environment of the site.

GPS Interface

Antenna Interface

1 * SMA-K

Antenna Type

Active antenna, frequency range 1575. 42Mhz

The theoretical value for positioning accuracy is

Accuracy 2.5 meters, this accuracy is influenced by factors
such as the number of available satellites.

RS485 3 PIN 3.81mm industrial terminal block.

Baud rate 1200/2400/4800/9600/19200/38400/57600/115200/230400
Serial Interface Data bits 3

Stop bits 1, 2

Parity NONE, 0DD, EVEN

Reload Reset to factory settings
Other Interface TBD Debug interface (TTL Level)

Indicators PWR, WAN. LAN, WLAN, GNSS, Signal, 2G, 3G, 4G

Housing Metal shell, IP30

Dimensions 112. 0%84. 0%25. 0 mm (L*WxH)

Physical

Characteristics

Installation method

Panel mounting, DIN-Rail mounting

IEC 61000-4-2(ESD) : Level 3

EMC IEC 61000-4-4 (EFT) : Level 3
TEC 61000-4-5 (Surge) : Level 3

Operating temperature | —20°C ~+70C

Storage temperature -40C~+125C

Operating humidity

5%~95%RH (non—condensing)

Network Connection

WAN protocol

PPP, PPPoE, DHCP client

LAN protocol

ARP, DHCP server, NAT

4G network access

Auto APN/VPDN, private network
Access authentication: CHAP/PAP

WLAN security

Open system, WPA/WPA2 PSK

TKIP/AES encryption

IP routing

Static routing

PUSR’
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Network diagnosis

Ping, route trace, DNS

Work mode NET, HTTPD

Serial modem Sockets 4 sockets, 4 centers , TCPS (SOCKA) /TCPC/UDPS/UDPC
Modbus RTU toTCP Support
Configuration Web

Device management

Remote management

Telnet, SSH, AT command, SNMP

PUSR platform

Remote monitoring, remote upgrade, alarming, base
station location, remote access to web pages of the

router

Failover backup

Failover between 4G and WAN, ensures automatic

switch to alternative backup connection

DMZ, anti-DoS, Filtering (IP/Domain name/MAC

Security Firewall )
address), Port Mapping, Access Control
VPN Supports PPTP, L2TP, GRE, IPSEC VPN (IKEvl),
OPENVPN protocols
DDNS Remote access the device through domain name
) Alarm Email, SMS
Service
NTP client
Others

Timing task

Power consumption:

USR-G806s works at full speed, with 1 WIFI station access, 1 LAN port access, and 4G access to the external

network, data transmission speed is 10KByte/s.

Table 2. Power consumption

Operating mode Power supply Average Maximum
current (mA) current (mA)

LAN+WAN, full speed (4G +WLAN) DC12v 151 385

LAN, full speed (4G+WLAN) DC12V 270 400

LAN+WAN, full speed (WLAN) DC12V 130 236

WAN, full speed (WLAN) DC12V 128 295

When G806s is powered by 12V and working at full speed:

The average power consumption is 3.24W and the maximum is 4.8W. The average current is 270mA and the

maximum is 400mA.

PUSR’

www.pusr.com

pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

1.3. Interface

Table 3. Interface introduction

No. Item Description

1 DC interface DC:9~36V, standard 5.5*2.1Tmm round socket

2 DC terminal DC:9~36V, green terminal block, 5.08mm-2

3 WAN/LAN 1*10/100M, MDI/MDIX, 1.5KV electromagnetic isolation protection
4 LAN 1*10/100M, MDI/MDIX, 1.5KV electromagnetic isolation protection
5 TBD 1

6 RS485 1*standard 3.81mm*3 pin (A,B,G) interface

7 Indicator Power, WIFI, 2/3/4G, signal strength, WAN, LAN

8 SIM slot 3V/1.8V SIM card

9 Reload Press and hold for more than 5s to reset the device

10 WIFI antenna 2.4G stick antenna

11 4G antenna Full frequency stick antenna

12 Ground screw Recommend to connect the ground screw on the side to the ground cable.
13 GPS antenna GPS antenna interface

Grounding screw installation:

¥ Unscrew the ground screw --— insert the ground ring of the ground cable into the ground screw --—

tighten the ground screw --— connect the ground cable.

* Inorderto improve the anti-interference ability of the router, the ground cable should be connected to the

ground screw of the router according to the specific environment during installation.

1.4. Indicator

Table 4. Indicator introduction

| Item Description

PUSR’ pusr.com
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PWR Power indicator, always on after powered on

WAN WAN indicator will be on after connecting Ethernet cable, blink during data

transmission

LAN LAN indicator will be on after connecting Ethernet cable, blink during data

transmission

WLAN WLAN indicator will be on during normal operation

2G Indicator 2G indicator will be on when connects to 2G network

3G Indicator 3G indicator will be on when connects to 3G network

Signal strength (1-2) The more signal strength indicators are on, the stronger the signal is.
GNSS When the GNSS is configured as "off," it is in a powered-off state.

When the GNSS is configured as "non-off," the GPS is searching for
satellites, indicated by the light blinking every 100ms.

When the GNSS is configured as "non-off," the GPS has completed satellite
acquisition, indicated by a steady light.

When the GNSS is sending location data, the light blinks once every 200ms.

PUSR’ pusr.com
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1.5. Dimensions

90

PUSR
USR-GBODGs
40 Rouler

£0T

104, 18

Figure 1. Dimension

# Metal housing, supports panel and DIN-rail mounting.

» Dimensions: 112*84.0%26.0mm (Power terminals, RS485 terminals, antennas, and antenna mounts are

excluded)

PUSR’ pusr.com

www.pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

2. Get Started

2.1. Web Interface

Connect PC to the LAN port of USR-G806s via a Ethernet cable, or directly connect the PC to the WiFi of the G806s,

then log into the webpage. Default parameters are as below:

Table 5. Default parameters

Parameters Default

SSID USR-G806s-XXXX
LAN IP address 192.168.1.1
Username root

Password root

WiFi password WWW.pusr.com

Enter 192.168.1.1 in the browser to log into the webpage of USR-G806s, username and password are both

“root” , then click “Login” .

®
USR 10T
|
ﬁ Communication Expert of Industrial IOT B e H EENC & t ' D o B es t :

Authorization Required

Please enter your username and password.

Username: root

Password: [ ]

Figure 2. Login page

-
51

)

PUSR’ pusr.com
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®
USR IOT Be Honest, Do Best!
Communication Expert of Industrial IOT &

AUTO REFRESH ON

USR-G806s _

Overview Hostname USR-GBO6s

e Firmware Version V1.0.08-EN

Nﬂfwﬂrk SN == -

IMEI 869387060028082

DTU Local Time Tue Mar 26 22:43:51 2024

WAN/LAN Port Uptime 9d 2h 26m 7s

Firewall Load Average 142,132, 1.31

System
Total Available | 20608 kB /126444 kB (71%) |
Free [ 60144k [126444 kB 147%) |
Cached [ 23412k / 126448 kB (18%) |
Buffered [ 70s2ke /126444 kB (5%) |

Network

IPud WAN Status & Type: dhep
eth1 Address: 10.133.48.144
Netmask: 255.255.255.224
Gateway: 10.133.48.145
DNS 1: 61.156.60.66

e 2- 51170 4

Figure 3. Overview page

2.2. Functional Diagram

System

M-?mu:ur',r Traffic Rules System

Metwork Port Forwards Administration
Routes Access. Restrictions | | peboot Scheduler
DHCP WAMN/LAN Rate Limiting fackup/Upgrade
WiF Port Oz Reboot

i

= o s

SOTPUEEE STV I

Metwork m Ak ] Ciperators
Equipmment il . Metwork
Reload Fed USR-GBOGs
. - d : WWired
B —

SOTRLEAre TNCTIE

= G
(] - L
! <

4L P

Interfaces PPTP P‘;E.L:E:’El
SIM Card L2TP General Settings SMS
Metwork Switch IPSec Serial Port Settings At
Wifi OpenyPN SOCKET DOMS
DHCF GRE HTTPD SNMPD
Hastnames VPN Status Bemateh
Static Routes UER{‘CIS:SQH
e s Base Station

PUSR’ pusr.com
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LAN br-lan LAN

WIFIAP ra0 LAN

Wired WAN eth0.2 WAN_WIRED
4G eth1 WAN_4G

Following is the application diagram:

SERVER & H ‘ BASE STATION

USR-GEQEs

LAN
WIFI
pC IPAD

Explanation:

> Users' devices or computers can access the internet through the wired LAN port or the Wi-Fi interface of the

USR-G806s.

> If using a regular mobile SIM card, no additional settings are needed; simply power on the device to access the

internet.
2.3. Host name

The host name defaults to USR-G806s.

% PUSR’ pusr.com
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USR-G806s

Here you can configure the basic aspects of your device like its hostname or the timezone.
Status

I

Services System Properties

Network
General Settings Remote log Local log
VPN
DTU Local Time ~ 2024-03-26 22:50:05 Tue | ([@ Sync with browser
A o
Firewall Timezone  America/New York v
System
Administration Time Synchronization

Reboot Scheduler
Enable NTP client

Backup/Upgrade
Provide NTP server [
Reboot
Logout NTP server candidates  ntpL.aliyun.com

time.ustc.edu.cn

en.pool.ntp.org

BEEBEBE

0.pool.ntp.org

Figure 4. Host name setting page

2.4. NTP Settings

NTP client function is default to be enabled, you can set different NTP server address.

USR-G806s

Here you can configure the basic aspects of your device like its hostname or the timezone.

Status
Services System Properties
Network
General Settings Remote log Local log
VPN
oTU Local Time  2024-03-26 22:57:04 Tue Sync with browser
WAN/LAN Port Hostname  USR-GE06s
Eial Timezone  America/New York v
System
Administration Time Synchronization

Reboot Scheduler

Enable NTP client

Backup/Upgrade
Provide NTP server [
Reboot
Logout NTP server candidates  ntpl.aliyun.com

time.ustc.edu.cn

cn.pool.ntp.org

BEEB

0.pool.ntp.org

Figure 5. NTP settings

2.5. Username/Password Settings

Username and password are default to “root” which used to log into the webpage of the device. Password

can be changed but the username cannot be changed.

PUSR’ pusr.com
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USR-G806s

Administrator Password

Changes the administrator password for accessing the device
Status

Services Configuration

Network
a

New Password 5
DTU

Confirm New Password =

WAN/LAN Port

Firewall

v 5

System
Administration
Reboot Scheduler
Backup/Upgrade
Reboot

Logout

Figure 6. Password settings

2.6. Backup Parameters

Download configuration file: Click Export configuration file, we can download the current parameters to a zip

file, like backup-USR-G806s-2022-08-04.tar.gz, then save it in the computer.

USR-G806s

Backup/Upgrade

Stat
o Export/Import

Export or import the current system configuration file

Network Download Configuration Export configuration file

Services

file:
VPN
DTU Restore to Default: @ Restore
'WAN/LAN Port
Import configuration file from backup.
Firewall
Restore Backup Browser Upload
System

Administration 5 5
Flash new firmware image

Reboot Scheduler Upload a proper image here to replace the running firmware. Check "Keep settings™ ta retain the current canfiguration.

Backup/Upgrade Keep Settings: [
RebooL Firmware mark: ~ 28A
Logout Firmware Image: Browser Flash

Figure 7. Download configuration

Upload configuration file: Upload the configuration file to the router, then the parameters will be saved and

take effect.

PUSR’ pusr.com
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USR-G806s
Status

BEpvices Export or import the current system configuration file
Network Download Configuration Export configuration file
file:
VPN
DTU Restore to Default: | @ Restore
WAN/LAN Port 1 2
Import configuration file from backup. ‘, \
Firewall
Restore Backup: @ Browser | ([@ Upload
System

Administration = =
Flash new firmware image

Reboot Scheduler Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.

Backup/Upgrade Keep Settings: [

Reboot Firmware mark: 28A

Logout Firmware Image: B srowser Flash

Figure 8. Upload configuration

2.7. Reset

2.7.1. Hardware Reset

There is a Reload button in the device. After power on G806s device, press and hold the Reload button for
more than 5s then release it, the device will restore to factory and restart automatically. When the device

restarts, all the indicators will flash once and then turn off (the power indicator is still on).

2.7.2. Software Reset

We can also reset the device to factory settings via its web page.

USR-G806s
S

SR Export or import the current system configuration file
Network Download Configuration Export configuration file
file:
VPN
DTy [ Restore to Default: | @ Restore ]
WAN/LAN Port
Import configuration file from backup.
Firewall
Restore Backup: Browser | (@ Upload
System

Administration 5
Flash new firmware image

Reboot Scheduler Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.

Backup/Upgrade Keep Settings: [
Reboot Firmware mark: 28A
Logout Firmware Image: Browser Flash

Figure 9. Reset to factory settings

2.8. Firmware Upgrade

USR-G806s supports upgrading via webpage.
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USR-G806s
Backup/Upgrade

Beniices Export or import the current system configuration file
Network Download Configuration | @ Export configuration file
file:
VPN
DTU Restore to Default: @ Restore
WAN/LAN Port
Import configuration file from backup.
Firewall
Restore Backup: [@ Browser Upload
System

Administration z =
Flash new firmware image

Reboot Scheduler Upload a proper image here to replace the running firmware. Check "Keep settings to retain the current configuration.

Backup/Upgrade Keep Settings: [
Rehoot Firmware mark: 284 1 " 2 \
Logout Firmware Image: @ srowser @ Flash

Figure 10. Firmware upgrade

Note:
# The firmware upgrading will last 3-4 minutes , please log into the page again after 4 minutes.
¥ You can choose whether to enable Keep Settings.

* During the upgrading, please do not power off the device or disconnect the Ethernet cable.

2.9. Reboot

Click Reboot to restart the device, it will last about 1 minute.

USR-G806s
Reboot

Restart the operating system of the device.

Status
Network

VPN & Reboot

DTU

WAN/LAN Port

N

Firewall

System
Administration
Reboot Scheduler

Backup/Upgrade

Reboot

Logout

Figure 11. Restart router device

2.10. Reboot Scheduler

Users can restart the router at any time every day, every week and every month, and clear the running cache

regularly to improve the running stability.
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USR-G806s
Reboot Scheduler
Reboots the operating system
Status
Services Parameter Configuration
Network
Enable [J
VPN
periodic Reboot  Daily v
DTU
WAN/LAN Port Random Time  Enable v
@ Randomly generate the restart time (hofirs and minutes) to avoid the device online at the same time.lf disabled, custom time is required.
Firewall
4:00
System Random Range(End)  5:00 v
Administration
Reboot Time  4:8
Reboot Schedule

Backup/Upgrade
Logout

Figure 12. Reboot schedule

2.11. Log
2.11.1. Remote Log

e

¥ Remote IP address: Remote UDP server IP/domain name, this function is disabled when the IP is

0.0.0.0.

# Remote port: Remote UDP server port.

USR-G806s

Here you can configure the basic aspects of your device like its hostname or the timezone.

Status
Services System Properties
Network
General Settings Remote log Local log

VPN

0.0.0.0
bTU Re 1P address

@ Using udp protocol, keep empty or ‘0.0.0.0' to disable
WAN/LAN Port

Remote Port 555

Firewall

@ Keep empty to disable

Administration Time Synchronization

Reboot Scheduler Enable NTP client

Backup/Upgrade
Provide NTP server  []
Reboot
NTP server candidates  ntpl.aliyun.com
Logout

time.ustc.edu.cn

cn.pool.ntp.org

BEEEE

0.pool.ntp.org

Save & Apply

Figure 13. Remoter log

2.11.2. Local Log

We can view and download the router logs from below interface.
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USR-G806s

Status

Services
Network

VPN

DTy

WAN/LAN Port

Firewall

Administration
Reboot Scheduler
Backup/Upgrade
Reboot

Logout

3. Interface

3.1. 4G Interface

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings Remote log Local log

kernel Log Levi nfo ~

#h Log Level Info v

Figure 14. Local log

USR-G806s supports one 4G/3G/2G interface to access the external network.

USR-G806s

Status
Services
Interfaces
SIM Card
Network Switch
Wifi

DHCP
Hostnames
Static Routes
Diagnostics
VPN

nTi

Interface Overview

Network Status Actions
LAN Uptime: 9d 2h 49m 38s = -
= MAC-Address: DA:AD:20:00:88:38 EiSonnect | B Bl
Mb(&\'. &) RX: 25.08 MB (134335 Pkts.)
rlan

TX:90.91 MB (134861 Pkts.)
IPv4: 192.168.12.1/24

WAN 46 Uptime: Oh 10m 25 - :
" MAC-Address: 2A:CF:A3:79:C8:CE & Connect | [4 Edit
= RX: 266.94 KB (1227 Pkts.)
etht

TX: 241.18 KB (1567 Pkts.)
1Pv4: 10.138.159.192/25

WAN_WIRED Uptime: Oh Om Os = =
= MAC-Address: DA4:AD:20:00:88:3A # Connect | |4 Edit
= RX: 0.00 B (0 Pkts)

eth0.2

TX: 89.75 MB (262413 Pkis.)

Figure 15. 4G interface page

For the interface status, if the uptime is 0, means the network card is not running normally.

No. Item

Description

1 Uptime

Time of this interface connected to the network.

2 MAC

MAC address of this interface.

3 RX/TX

Data received and sent of the this interface after connecting to the

network.

PUSR’

WWW.pusr.com

pusr.com


https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

4 IPv4 Indicates this interface use the IPV4 protocol.

Note: Network priority: Wired WAN>4G.
3.2. SIM Card

3.2.1. APN settings

Please set the APN parameters here if the device cannot connect to the network automatically. After setting all

parameters, restart the device to take effect.

Item Description Default
APN Please set the correct APN address. Autocheck
Username APN username None
Password APN password None
Auth Method APN authentication type: None/PAP/CHAP None
Network Type AUTO/2G/3G/4G AUTO

Priority of network |[Can setthe priority of the network, AUTO/2G/3G/4G AUTO

search

PIN Enable Enable: Fill in the pin code of the SIM card. Disable

EHRPD Enable Enable/Disable, enable when there is 3.5G network Disable

LTE BANDLOCK LTE FULL-BAND or LTE-TDD LTE FULL-BAND

3.2.2. Ping Detection Settings

Ping detection is used to check the network status of the device, defaults to be disabled. After enable this

function, the device will try to ping the set address, dial again after reaching consecutive failures times.
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> USR 10T

Commuricat tion Expert of Industrial 10T

Be Honest, Do Best!

USR-G806s
Cellular Network Configuration
. SIM card PIN code, network detection and other functions of the mobile netuwork.
Status ice network search time.
Services
[ |
Interfaces

Enable @ Once selected, check the network with ping
SIM Card

- Interval 10
Network Switch @ ping interval unit: sec 5-6400

wifi
Primary Server  114.114.114.114 ~

DHCP @ Set the first address for ping check
Hostnames

Secondary Server  8.8.8.8 v
Static Routes @ Set the second address for ping check
Dot Max Ping Tries 4
Firewall @ Dial ag: hing C: times, 1-100
WAN/LAN Port
pru
System save vy | save |
Logout

Jinan USR 10T Technology Limited  http://www.pusr.c

Figure 16. SIM card settings

Item Description Default

Enable / /

Interval Ping time interval, 5-86400s 10

Primary Server Ping detection address: IP/domain name 114.114.114.114

Secondary Server | Ping detection address: IP/domain name 8.8.8.8

Max Ping Tries Dial again after reaching consecutive failures 4

times, 1-100

3.2.3. Mobile Information

Users can check the detailed configuration information of the SIM card.
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USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial IOT =3

USR-G806s

Cellular Network Configuration

Configure the APN parameters, network priority, SIM card PIN code, network detection and ther functions of the mabile network.
Status Configure network search priority to reduce network search time.
Services

Interfaces

IME 860548047538407
Nt Switch SIM Status: READY
- Modem Version: EC2SEFARDSADENAG
DHCP iccip: 89860319745312986836
Hostnames. Phone Number: +8618100395660
Static Routes ami 460110320291198
Diagnostics AP ctnet ctnet@mycdma.cnnet.mobi,
Firewall Attachment Status: Attached
WAN/LAN Port Signal Strength 31(:51d8m)
DU Network Type: FDD-LTE(4G)
Sstem Network Operator: cHN-CT
Fogatie Location Area Code: 530

Cell D 6244082

Save & Apply
Jinan USR 10T Technology Limited  http://www.pusr.com/

Description:

»Unit of the signal strength is dBm and asu. dBm=-113+2*asu.

»USR-G806s supports display via asu, asu ranges from 1 to 31, and the higher the value, the better the signal
strength.

>In general, dBm=-90dBm, ASU =12, the signal is normal.

3.3. LAN Interface

— USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T

AUTO REFRESH ON

USR-G806s

Status Interface Overview
Services Networc Status P
VPN LAN Uptime: Oh 3m 7s >
MAC-Address: 9CAS25:C348:C0 @ connect (@ __Edt
hEnT Ll RX: 0.00 8 (0 Phts)
b TX: 0.00 B (0 Pkis)
1Pva: 192.168.1.1/24
Stcad AN MAC-Address: CEOC21:8258:56 &, Connectal| MisEdE
: RX: 0.008 (0 Phts)
Network Switch atht TX: 0.00 B (0 PKts)
Wifi -
WAN WIRED Uptime: Oh 3m 35 ~
DHCP — MAC-Address: SCiAS:25:CB48:8F & connect | @ Edit
= RX: 216.26 KB (1504 Phts)
Hostnames 2o TX: 160.85 KB (433 Plds)

1Pv4: 172.16.14.62/24
Static Routes

Diagnostics
Firewall
WAN/LAN Port
DU

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/
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5, USR IOT

Gommurication Expert of Industrial 10T

Be Honest, Do Best!

AUTO REFRESH ON

USR-G806s
On this page you ean eonfigure the network intefaces. You tan bridge severa interfaces by icking the “bridgs intasfaces” fald and anter the names of severl network nterfaces saparated by spaces. You can also uss WLAN
notation INTERFICE. L4 (g e120. 1),
Status.
Services Common Configuration
VN
General Setup
Er— (=)
e St » Uptime: Oh 4m 165
iteiaces brlan MAC-Address: SC:AS25CE45.C0
SIM Card RX.0008 (0 Pkis)
X 0005 (0 Pics)
Mol 1Puds 19216811724
Wit
rrrrr ] v
DHCP il
Hostnames 1pua address
Sefons vt netmask |2 v
Diagnostics .
Use custom DNS servers | 8.8.8.8 5}
Firewall siaaieieis ]
WAN/LAN Port
oru
e DHCP Server
Logout
=
Ionore interface D) @ Disable DHCP for this ifeface
st |00

@ Lowest leased address s offset from the natwork address.

150
@ Maximum number of leased addresses.

Limit

12h

@ Expiny ims of lessed adehesses, minimarn s 2 minutes (2m)

Leazetime

Jinan USR IOT Technology Limited  http://www.pusr.com/

Descriptions:

>LAN interface defaults to the static IP address 192.168.1.1 and netmask 255.255.255.0. These parameters can

be modified.

»WiFi interface (WLAN) and wired LAN are in the same lan network.

3.3.1. DHCP

DHCP server function is default to be enabled, all the devices connect to the LAN port will get IP address

automatically.

p

USR 10T

Commurication Expert of Industrial IOT

USR-G806s

Status

Services
VPN

~ Network
SIM Card
Network Switch
Wifi
DHCP
Hostnames.

Static Routes

Status

protocol

1Pv4 address

1Pv4 netmask

Use custom DNS servers

[ Uptime: 0h 11m 17

RX: 0.00 8 (0 Pkts)
TX: 0.00B (0 Pkts)
1Pv: 192.168.1.1/24

Static address v
192.166.1.1

255.255.255.0 v
8.8.8.8 =
114.114.114.114 23]

Be Honest, Do Best!

AUTO REFRESH ON

n

MAC-Address: 0C:AS25:CB4BCO

DHCP Server

Diagnostics
Firewall
WAN/LAN Port
DTU

System

Logout

General Setup

|

Ignore interface

Start

Limit

Leasetime

O @ Disable PHGP for this interface.

100
@ Lowest leased address as offset from the network address

150
@ Maximum number of leased ddresses.

12h
@ Expiry time of leased addresses, minimum is 2 minutes (2m),

PUSR

WWW.pusr.com
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Descriptions:
»>We can change the start address and leased time of the DHCP Client.
»DHCP addresses are default to be assigned from 192.168.1.100.

»Default lease time is 12 hours.
3.3.2. Static IP

In Network--DHCP, we can assign a fixed IP address and hostname to a DHCP Client device. Only the specific

client can be connected and the LAN interface mode cannot be DHCP.

USR 10T
‘Commurication Expert of Industrial 10T

USR-G806s

Status

Services

VPN

Interfaces

SIM Card
Network Switch
Wifi
Hostnames.
Static Routes
Diagnostics
Firewall
WAN/LAN Port
pru

System

Logout

DHCP/Static Lease

DHCP list information and Static Lease

Be Honest, Do Best!

AUTO REFRESH ON

n

Active DHCP Leases

Hostname 1Pv4-Address

There are no active leases.

MAC-Address

Leasetime remaining

Static IP Table

Hostname MAC Address 1P Address
This section contains no values yet
New Rule:
Hostname MAG Address 1P Address

v £ Add

Jinan USR IOT Technology Limited

http://www.pusr.com/

3.4. WAN Interface

S USR 10T
Communicat ation Expert of Industrial 10T

USR-G806s

Status

Services

VPN

SIM Card
Network Switch
Wifi

DHCP
Hostnames
Static Routes
Diagnostics
Firewall
WAN/LAN Port
DTU

System

Logout

PUSR’

WWW.pusr.com

t!

Be Honest, Do Be

AUTO REFRESH ON

Interface Overview

Network Status
LAN Uptime: Oh 21m 365
MAC-Address: 9C:A5:25:C8:48:00
L RX: 0.00 B (0 Pis)
S TX: 0.00 B (0 Pkis.)

1PV4: 192.168.1.1/24

Dilss MAC Address: 9G:AQ0BTAB3:CE
: RX:0.00 8 (0 Pis)
atht TX: 0008 (0 Phts)
WAN_WIRED Uptime: Oh 21m 305

MAC-Address: 9C:A5:25:C8:4B:8F
g RX: 1.32 MB (9684 Pkis.)
il TX: 1.05 MB (1984 Pis.)
1Pv4: 172.16.14.62/24

Jinan USR IOT Technology Limited

http://www.pusr.com/

Actions.

& Connect ||[@ Edit

& Connect |4 Edit

& connect [ 4 Edit
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pert of Industrial 10T

USR 10T Be Honest, Do Best!

AUTO REFRESH ON

USR-G806s

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the *bridge interfaces" field and enter the names of several network interfaces separated by spaces.
Status You can also use YLAN notation INTERFACE. VLANWR (g,g,: =:H0. 1).
Services

VPN Common Configuration

==

Status = Uptime: Oh 22m 25

SIM Card ethoz MAC-Address: 9CA525:CE4BEF

RX: 1.34 MB (9956 Phts)
Network Switch TX: 1.20 MB (2157 Pkts)

1PV4: 172.16.14.62/24
wifi
DHCP

Protocol  DHCP dlient v

Hostnames

Hostname to send when ~ USR-GB06s

Static Routes requesting DHCP

Diagnostics

Firewall
WAN/LAN Port

DT
System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

Descriptions:
»>1 wired WAN interface, WAN is a wide area network interface.
»Supports DHCP Client, static address and PPPoE, defaults to DHCP Client.

»This WAN interface can be configured to LAN.
3.5. WAN/LAN Mode Selection

In WAN/LAN Port--Select Mode, you can change the WAN port to LAN. After changing it, click Save&Apply, then

restart the device to take the parameters effect.

S USR 10T Be Honest, Do Best!
Communicat ation Expert of Industrial 10T .

USR-G806s

'WAN/LAN Port setting
Setting the Work Mode of Ethernet Port 1(WAN/LAN);Restart to take effect!
Status

Services Configuration

VPN
Network
Firewall WAN/LAN WAN ~

~ WAN/LAN Port / LAN
Select Mode
System

Logout

I e
.
3.6. WiFi Interface

USR-G806s supports WiFi-AP function, 2.4GHz WiFi network. Users can modify the WiFi parameters in below

PUSR’ pusr.com
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interface.

S USR 10T Be Honest, Do Best!

Commurication Expert of Industrial IOT AUTOREFRESHON == "

USR-G806s

Status @ 802.11b/g/n Wireless Controller
= Channel: 11 (2.462 GHz) | Bitrate: 150 Mbit/s
Services
VPN SSID: USR-GB06s-4BBF | Mode: Master
BSSID: SC:AS:25:CE4BIEE | Encryption: -
Interfaces
e Associated Stations
Network Switch
ssiD MAC-Address Host Signal / Noise RX Rate / TX Rate
Wi
DHCP No information available
Hostnames
Static Routes
Diagnostics
Firewall
WAN/LAN Port

DT
System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Descriptions:
»USR-G806s is an access point, other station devices can connect to its WiFi.
>t supports up to 24 WiFi stations.

»The maximum WiFi range is 100m in open area, and within 50m in the office with obstacles.

ltem Description Default
ESSID Network name of the WiFi, can be modified. USR-G8065-8899
(8899=the last 4 bits of the
MAC)
Mode Access Point AP
Hide ESSID Enable: None of client could scan the SSID. If Disable
you want to connect to the router AP, must
enter the ESSID at WiFi client side manually.
Disable: Enable the SSID broadcasting. So that
the client can scan the SSID.
Encryption WPA2-PSK/WPA-PSK/No Encryption WPA2-PSK
Cipher CCMP/TKIP/CCMP&TKIP CCMP
Key WiFi password, can be modified. WWW.pusr.com
Radio Enable/Disable Enable: open WiFi radio, AP can be used. Enable

PUSR’ pusr.com
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Disable: close WiFi radio, AP cannot be used,

“WLAN" indicator light will be off.

Network Mode 802.11b/g/n 802.11b/g/n

Channel Auto, can be selected. Auto

Bandwidth 40MHz/20MHz 40MHz

Regions Optional none

Channel Optional CH1~11

In WiFi--General Settings, we can change the WiFi SSID and password.

S USR 10T Be Honest, Do Best!
Communicat ation Expert of Industrial 10T .

USR-G806s

Wireless Network: Master “USR-G8065-4BBF " (ra0)

The Device Configuration section covers physical settings of the radio hardware.
Status
Services Interface Configuration

VPN
Basic settings. Wireless Security

ESSID  USR-G806s-4B8F

Interfaces

SIM Card Mode  Access Point i
Network Switch Hide eSO

Wifi

DHCP

Hostnames Save 8. Aoy

Static Routes
Diagnostics
Firewall
WAN/LAN Port
DTU

System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

S USR 10T Be Honest, Do Be
‘Communication Expert of Industrial 10T

USR-G806s

it

n

Wireless Network: Master “USR-G806s-4BBF” (ra0)

The Device Configuration section covers physical settings of the radio hardware.

Status

VPN .

Interfaces Encryption  WPA2-PSK d
SIM Card Cipher  Force CCMP (AES) ~
Network Switch Key  seessssseses =]

DHCP
st savewhavly | save |

Static Routes

Diagnostics
Firewall
WAN/LAN Port
DU

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

PUSR’ pusr.com

WWW.pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

In WiFi--Advanced Settings, we can enable/disable WiFi radio.

> USR 10T Be Honest, Do Best!
Commurication Bxpert of Industrial IOT RN .

USR-G806s

Wireless Network: Master "USR-G806s-4BBF" (ra0)

The Device Configuration section covers physical settings of the radio hardware.
Status
Services Physical Configuration
VPN

Status Mode: Master | SSID: USR-GB06s-4BBF
Bilconc s BSSID: 9C:A5:25:C8:4B:BE

SIM Card Channel: 11 (2.462 GHz) | Bitrate: 1500 Mbit/s

Network Switch
Radio Enable/Disable  Enable ¥

DHCP Network Mode  802.11b/g/n v

Hostnames. Channel  aute ol
Static Routes

Bandwidth  40MHz &
Diagnostics

Firewall

wivuav o Ezmes
DTU

System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

> USR 10T Be Honest, Do Best!
'AUTO REFRESH ON £

Commurication Expert of Industrial 10T

USR-G806s
Wireless Network: Master “USR-G806s-4BBF” (ra0)

The Device Configuration section covers physical settings of the radio hardware.

Status

Services Physical Configuration

VPN
Regions None

Interfaces

SIM Card Channel  cH1~11

Network Switch

DHCP

Hostnames.
Static Routes
Diagnostics
Firewall
WAN/LAN Port
DU

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

We can check the WiFi client information in below interface:
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®

USR 10T Be Honest, Do Best!

Commurication Expert of Industrial IOT AUTO REFRESH ON

SRS | wietessovervew |

Status @ 802.11b/g/n Wireless Controller
Channel: 11 (2.462 GHz) | Bitrate: 150 Mbit/s

Services

VPN SSID: USR-GBO6s-48BF | Mode: Master (4 General Settings
BSSID: 9C:AS:25:Ca:4BBE | Encryption: - I T————

Interfaces

s cra

Network Switch

ssip MAC-Address Host Signal / Noise. RXRate / TX Rate

USR-GBOGs- 4BBF 5C:3A:45:58:1 6:01 192.168.1.167 0dBm 95 dBm 12.0 Mbit/s, MCS 2, 40MHz 36.0 Mbit/s, MCS 5, 40MHz

DHCP

Hostnames
Static Routes
Diagnostics
Firewall
WAN/LAN Port
DTU

System

Logout

I e
3.7. Network Switch

° USR 10T Be Honest, Do Best!

Commurication Expert of Industrial 10T

Configure the network switching function.

Status
Services
VPN

Priority  ETH First ~
Interfaces Reference Mode  Custom ~
SIM Card Primary Server  114.114.114.114 ~
Network Switch @ IP or Domain, such 351141141141 4%0r'baidu com*

letwork Swi
Wifi Secondary Server  110.20.20.20 M
@ IP or Domain, such as"114.114.114.14%0r baidu com”

DHCP
Hostnames Thirdly Server  8.8.8.8 ~

@ 1P or Domain, such 3511411411411 4"orbaidu.com*
Static Routes
Ping Interval 10

Dlegeates @ 1-600seconds
Firewall )

Package size 100
WAN/LAN Port @ 521024805
2L Timeout 2000
S @ 100-20000miliseconds
Logout

nan USR 10T Technology L

ltem Description Default

PUSR pusr.com
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Priority ETH First: Select to make WAN Ethernet port as the ETH First
primary link.

4G First: Select to make SIM card as the primary wireless
link.

Disable: disable network switch function, access the

network with current link.

Reference Mode Custom: Router will ping the custom reference Custom
address/domain name to check that if the current
connectivity is active.

Gateway: Router will ping the gateway to check if the

current connectivity is active.

Primary Server IP address/domain name 114.114.114.114
Secondary Server IP address/domain name 119.29.29.29
Thirdly Server IP address/domain name 8.8.8.8

Ping interval (s) Set the ping interval, 1-600s. 10

Package size(byte) Set the ping package size, 32-1024 bytes. 100

Timeout (ms) Ping timeout, 100-20000ms 2000

Descriptions: If all of these three IP addresses/domain name cannot be pinged, then the device will change the

network connection and continue to perform the next circle of ping detection.
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3.8. Diagnostics

S USR 10T Be Honest, Do Best!
Communicat ation Expert of Industrial 10T .

USR-G806s

Network Utilities

Status _
Services
VPN @ ping @ Traceroute @ Nslookup

Interfaces

SIM Card

Network Switch
Wifi

DHCP
Hostnames.
Static Routes
Firewall
WAN/LAN Port
pTu

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.co m/

This interface provides users three tools: Ping, Traceroute and Nslookup.
»Ping: Ping a destination address to check the network status.
»Traceroute: Send traceroute request to a destination address.

»>Nslookup: Resolve the domain name to an IP address.

3.9. Hosthame

it

n

- USR 10T Be Honest, Do Be
Communicat ation Expert of Industrial 10T

USR-G806s

Set the host name for the Intranet host restart the device to take effect

Status
VPN Hostname IP Address.

Interfaces This section contains no values yet

SIM Card

Network Switch New rule:

Wifi Hostname 1P Address

DHCP

Hostnames

Static Routes

Diagnostics Save & Avply | Save |

Firewall

- & Add

WAN/LAN Port
DTU
System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

USR-G806s supports custom domain name resolution. Set the hostname and IP address in below interface, to
achieve the mapping between hostname and IP address.

The outside IP address can also be mapped(must be a unique public IP address). The hostname of DHCP and

PUSR’ pusr.com
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static IP cannot be a number. After setting all parameters, restart the device to take the parameters effect.
3.10. Static Routes

USR-G806s supports up to 20 static route rules.

Iltem Description Default
Interface Lan, wan_4G, wan_wired, vpn lan
Target Destination IP address or IP range Null
Netmask Netmask of the destination network Null
Gateway The IP address to forward to Null
Metric Used to make routing decisions Null

Test example:

Stalic Route

TargetIP: 192.168.1.0 WAN: 152. 168. 0. 200
Submask: 255 255 255 0
Next Jump(gateway): 192 168.0.202 LAN: 192.168.2.1

IP: 192.168. 2. 200

Router A

wamtows  WAN: 192.166.0.202 | '
©LAN: 192.168.1.1 [ | .
% ------------ : ' IP: 192.168.1.7
TS

Router B

The WAN port of router A and router B are connected to the network 192.168.0.0, LAN network of router A is
192.168.2.0, LAN network of router B is 192.168.1.0.

Now we can do a static route in router A, when we access the 192.168.1.X, will automatically forward to router B.

PUSR’ pusr.com
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Be Honest, Do Best!

AUTO REFRESH ON

USR-G806s

Static Routing

To find information on static rauting configuration, refer to the figure and table below
Status
Services Static Routing Routing Table
VPN

Static [Pv4 Routt

.

Interface Target IPy4-Netmask 1Pv4-Gateway Metric
Interfaces
SIM Card

This section contains no values yet
Network Switch
Wi

New Rule:
Interface Target |Py4-Netmask 1Py4-Gateway Metric
HostIP or Network If target is a network
Do wan_wired v 102.168.1.0 255.255.255.0 192.168.0.202 £ add
Firewall
WAN/LAN Port
Save & Apply

DT
System
Logout

In router B:

USR 10T

Commurication Expert of Industrial 10T

Static Routing

nan USR 10T Technology L

://www.pusr.com/

Be Honest, Do Best!

AUTO REFRESH ON

To find information on static routing configuration, refer to the figure and table below

Status

Services

ing Table

VPN

Stat

Interface Target

Interfaces

1Pv4 Routs

SIM Card
This section contains no values yet

Network Switch

Wifi
New Rule:

[By4-Netmask |Py4-Gateway Metric

DHCP
Interface Target

Hostnames

HostIP or Network

Diagnostics wan_wired v 102.168.2.0

Py4-Netmask 1Pv4-Gateway Metric

If target i a network

255.255.255.0 192.168.0.200 2 add

Firewall
WAN/LAN Port
DTU

System

Logout

After setting all parameters, restart the device.

Ping from T1 to T5:

PUSR
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4. VPN

USR-G806s supports PPTP, L2TP, IPSEC, openVPN and GRE.

No. Protocol Version
1 PPTP V1.10.0
2 L2TP V1.3.15
3 IPSec V5.3.3

4 OpenVPN V2.3.18

4.1. PPTP Client

This interface allows users to set the PPTP server parameters.

PUSR’ pusr.com
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S USR 10T Be Honest, Do Best!
Communicat ation Expert of Industrial 10T .

USR-G806s
PPTP Configuration
Status PPTP Parameters
: PPTP Client ﬂ: Disable
Services
PPTP Interface  Auto v
@ Auto refers used default route interface to connect
L2TP
1PSec Username
OpenVPN Password
GRE
Remote Subnet 192.168.55.0
VPN Status @ c0:192168100
Hemic Remote Subnet Mask  255.255.255.0
) o3 2552852550

Firewall Lk
WAN/LAN Port NAT
DTu Enable MPPE Encryption
SR MTU 1450
Logout @ 600~1450

Extra Options

@ Append pppd options Non - professi

Enable Static Tunel 1P

Default Gateway () @ Al traffic goes through VPN, except the WAN protocol is PPPOE

Enable Ping (] @ Reconnect When Failsto Ping

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Iltem Description Default
Server address VPN server address or domain name 192.168.0.2
Interface wan_4G, wan_wired or auto auto
Username/Password Get from the VPN server Null
Encryption MPPE or no encryption MPPE

MTU Consistent with the VPN server 1450

NAT The source IP address of host behind G806s will be | Enable

disguised before accessing the remote address.

Remote Subnet/Mask | When NAT is enabled, can achieve the subnet 192.168.55.0/255.255.2
communication under VPN. 55.0

Enable Static Tunnel IP | When it is disabled, VPN server will assign an IP Disable

Address address dynamically.

Extra Options Append pppd parameters, magic number. Null

Enable ping Real-time VPN online detection and reconnection Disable
mechanism.

PUSR’ pusr.com
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> USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial IOT P

USR-G806s password &

Remote Subnet  192.168.55.0
@ eg: 192168100

Status
Services Remote Subnet Mask  255.255.255.0
@ eg: 2552552550
NAT
2T Enable MPPE Encryption
IPSec MTU 1450
@ 600~1450
OpenVPN
GRE Extra Options
4
VPN et @ Append popd optionson - professional careful modification
Network
Enable Static Tunnel 1 (J
Firewall Address
WAN/LAN Port Default Gateway [ @ Al traffic goes through VPN, except the WAN protocol is PPPOE
DTu
Enable Ping @ Reconnect When Fails to Ping
System
ping Address
Logout

@ Setaddresseg 100.1.2

Interval 10
@ Seconds

Max Ping Tries 3
@ uinteger

Jinan USR 10T Technology Limited http://www.pusr.com/

After connecting to PPTP server, we can check the connection status in “VPN Status” .

USR 10T Be Honest, Do Best!

smunication Expert of industrial 10T

USR-G806s

VPN

VPN Status

Status

Services

PPTP

P addr

19216811137
Lzre
Netmask 255.255.255.255
1PSee
Gateway. 192.168.111.30
OpenVPN

GRE Connected Time: s

Network

Frewall
WAN/LAN Port
oTy

System

Logout

PUSR pusr.com
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4.2. L2TP

L2TP is the layer 2 tunneling protocol which similar to PPTP. G806s supports tunnel password authentication,
supports MPPE and L2TP over IPSEC encryption.

In VPN---L2TP, enable L2TP Client, set the related parameters.

S USR 10T

Commuricat tion Expert of Industrial 10T

USR-G806s

Status

Services

ppTP
L21P

1PSec
OpenVPN

GRE

VPN Status
Network
Firewall
WAN/LAN Port
DTU

System

Logout

@ Character(0-50)

Enable IPsec [

Remote Subnet  192.168.55.0
@ eg:192168.10.0

Remote Subnet Mask  255.255.255.0

@ e: 2552552550

NAT

nable MPPE Encryption

MU 1450
@ £00-1450

4
@ Append pppd options,Non - professional,careful modification

Enable Static Tunnel 1P [
Address

Default Gateway () @ Al affi igh VPN, except the WAN protocol is PPPOE

Enable Ping O @ Reconn:

Jinan USR IOT Technology Limited

http://www.pusr.com/

Be Honest, Do Best!

Iltem Description Default

Server address VPN server address or domain name 192.168.0.2

Interface wan_4G, wan_wired or auto auto

Username/Password Get from the VPN server Null

Encryption/Authentica | Tunnel password, MPPE, IPSEC, consistent with the | MPPE

tion VPN server.

Enable Static Tunnel IP | When it is disabled, VPN server will assign an IP Disable

Address address dynamically.

Extra Options Append pppd parameters, magic number. Null

NAT The source IP address of host behind G806s will be | Enable
disguised before accessing the remote address.

Remote Subnet/Mask | When NAT is enabled, can achieve the subnet 192.168.55.0/255.255.2
communication under VPN. 55.0

Enable ping Real-time VPN online detection and reconnection Disable
mechanism.

PUSR’
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4.3. IPSec

®

USR 10T Be Honest, Do Best!

Commurication Expert of Industrial IOT

IPSec Connection Configuration

IPSec Parameters

oiale

Interface  Auto v

Status

Services @ Auto refers used default route interface to connect

Remote VPN Endpoint 192.168.0.2

PPTP @ 1P address or domain or %eany,2g10.10.1.85, e’
e Mode  Main v
Tunnel Type  Site To Site v
OpenVPN
GRE Local Subnet | 192.168.1.0/24
@ e0:19216810.0/24
VPN Status
Remote Subnet  192.168.55.0/24
EEHIcE @ e 152168200124
Firewall
IKE Encryption Algorithm  3DES v
WAN/LAN Port
IKE Authentication  MDS v
DTu
System Diffie-Hellman Group  Group2(1024bits) v
fogolt IKE Lifetime 28500

@ 400-86400 seconds.

Authentication Method ~ PSK v

PSK

@ Character(

Local Identifier ~ @client
@ 1P adidress o

@domainCharacter(0-29) eg'10.101 88, eg:@root

Peer Identifier  @server
@ 1P address or @domain Character(0-29) £g'10.10.1 86, eg @root

an USR 10T Technology Limited  http://www.pusr.com/

USR 10T Be Honest, Do Best!

Commurication Expert of Industrial 10T

Diffie-Hellman Group ~ Group2(1024bits)

IKE Lifetime 28800

Status @ 400-85400 seconds

Services Authentication Method  PSk v
PSK &

ppTP @ Character(0-50)

L21P

Local Identifier  @client
@ 1P address or @domain Character(0-29) £g'10.10.1 88, eg @root

OpenVPN Peer Identifier  @server
- @ 1P address or @domain Character(0-29).eg 10.10.1 88, eg:@root
VPN Status ESP Encryption Algorithm  AES-128 v
Hleiiork ESP Authentication  SHA-1 v
Firewall
PFS Group  DHZ v
WAN/LAN Port
o ESP Lifetime 3500
@ 400-86400 seconds.
System
DPD Timeout
Logout ction timeout If the timeout occurs, the SA is deleted
DPD Interval
5708) Detection period
DPD Action  Restart v

@ When 2 DPD (RFC 3706) dedlared peer dead, what aetion should be taken?

ave

an USR 10T Technology Limited  htt

Item Description Default

Interface wan_4G, wan_wired or auto auto

PUSR pusr.com
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Remote VPN Endpoint | VPN Client/Server, remote endpoint IP/domain 192.168.0.2
Mode Main, aggressive main
Tunnel type Site to site, site to host, host to host, host to site Site to site

Local subnet

IPSec local subnet and mask

192.168.1.0/24

Remote subnet

IPSec remote subnet and mask

192.168.55.0/24

Local Identifier IP address or FQDN preceded by @, e.g. @domain | @client
Peer Identifier IP address or FQDN preceded by @, e.g. @domain | @server
IKE Encryption Phase 1 IKE encryption algorithm, authentication 3DES/MD5/Group2
and DH group settings.
IKE Lifetime Set the lifetime in IKE negotiation, 400~86400s 28800
Authentication Method | Pre-shared key PSK
ESP Encryption 3DES/AES-128/AES-192/AES-256 AES-128
ESP Authentication SHA-1/SHA2-256/MD5 SHA-1
ESP Lifetime Set the ESP lifetime/s 3600
PFS Group None/DH1/DH2/DH5 DH2
DPD Interval Set the interval after which DPD is triggered if no 60
IPsec protected packets is received from the peer/s
DPD Timeout Set the timeout of DPD packets/s 60
DPD Action Sets the action for connection detection, Restart

None/Clear/Hold/Restart

PUSR’
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4.4. OpenVPN

S USR 10T

Commurication Expert of Industrial IOT

USR-G806s

Status

Services Protocol

PPTP

TUN/TAP
L2TP
IPSec Peer Address.
OpenVPN Interface

GRE
VPN Status Authentication Method
Network e
Firewall )
Certificate File

WAN/LAN Port
Private Key
DTU

TLS-Auth Key
System

Logout by
Enable Keepalive
Enable LZO
Encrypt Algorithm
Hash Algorithm

TLS Method

MTU

TUN

192.168.0.2

Auto

@ Auto refers used default ro

Certificate.
[ samemu
(] smmEms
(x| mmmm
T | A
Adaptive

Blowfish(128)

MNone

tls-auth

1500

ute interface to conne

Be Honest, Do Bes

@ 6001500

inan USR 10T Technology Limited  http://www.pusr.co m/

t!

Item Description Default
TUN/TAP TUN/TAP TUN
Protocol TCP/UDP uDP

Peer Port Listening port of the OpenVPN server 1194

Peer Address IP/domain name of the OpenVPN server 192.168.0.2
Interface Auto/wan_wired/wan_4g Auto

Root CA Import the ca root file to the router Null
Certificate File Import the client certificate file to the router Null

Private Key Import the client private key to the router Null
TLS-Auth Key Import the TLS authentication key to the router Null

Encrypt Algorithm

None/Blowfish-128/DES-128/3DES-192/AES-

128/AES-192/AES-256

Blowfish-128

Hash Algorithm None/SHA1/SHA256/SHA512/MD5 None
Enable LZO Yes/No/Adaptive Adaptive
Enable Keepalive Defaults to 10,120, consistent with VPN server On

MTU Consistent with VPN server 1500
Enable Ping Reconnect when fails to ping Off

After connected successfully, we can check the connection status in “VPN - VPN Status” .
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Attached is the OpenVPN server configuration under Linux system:

gort 1194
proto udp

dev tun

user nobody
group nogroup

-tun
keepalive 10 120
topology subnet
server 1E 8.6
ifconfig—pool—pera at
push "dhcp-option DNS
push "dhcp-option DNS

push "redirect- gatew%v defl bvpaaa—dth“
crl-verify crl.pem

rver 40q14AWInZuNgX . crt
server 1
tls-auth tls-auth.key 8
dh dh.pem
auth SHAE“'
cipher AES-
Ht1~—~eruer
#tls-version-min 1.2
#tls- c1pher TLS-DHE-RSA-WITH-AES-128- 1- SHAZ256
at openvpn.log

4.5. GRE

ﬁ USR 10T Be Honest, Do Best!

Commuricat tion Expert of Industrial 10T

USR-G806s

Status GRE Parameters

: GRE O Disable
Services
PPTP.
= Local Public IP Address 192.168.0.151
L21P
IPSec Peer Public IP Address 192.168.0.10
OpenVPN Peer GRE Interface P 10.10.10.1
Address
GRE
VPN Status Peer Subnet 75/
Network
Local GRE Interface IP 10.10.10.2
Firewall Address
WAN/LAN Port m 255
DTU @ 1255
System Ty
Logout

EnablePing O @

e e

Jinan USR 10T Technology Limited  http://www.pusr.com/

Item Description Default

Local public IP Local wan_wired or wan_4g address 192.168.0.151
address

Peer public IP address | Remote GRE WAN IP address 192.168.0.10

PUSR’ pusr.com
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Peer GRE Interface IP Remote GRE tunnel IP address 10.10.710.1
Address
Peer Subnet IP/Mask: 192.168.55.0/24

255.255.255.0: IP/24

255.255.255.255:1P/32

Local GRE Interface IP | Local GRE tunnel IP address 10.10.10.2
Address

TTL Set the TTL parameters(1~255) 255

MTU Set the MTU(600~1450) 1450

5. Firewall

5.1. General Settings

oT Be Honest, Do Best!

on Bxpert of Industrial 10T

USR-G806s
Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
Status

Services

VPN

Enable SYN-flood

Network protection
 Firewall Drop invalid packets
General Settings
Tnput  accept 5
a
Output  accept hd
Forward  accept Ead

Source Zone => Destination zones Input Output Forward Masquerading MSS clamping

lan: lan: 3 & | = [Wan accept v accept v accept v o o @ rodify

SWGRE vwan_wired: | wan_dg: ;* | = | Ace accept v accept v accept v @ Modify
Save & Avply | save |

Jinan USR 10T Technology Limited  http://www.pusr.com/

Descriptions:

1.Input: Data packets access to the router’s IP.

2.0utput: Data packets sent by the router’s IP.

3.Forward: Data forwarding between the interfaces, not go through the router.

4.Masquerading: WAN and 4G interface. The source IP address will be disguised before accessing the external
network.

5.MSS clamping: Limit the MSS packets, generally is 1460.

PUSR’ pusr.com
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5.2. Traffic Rules

Traffic rules can filter specific internet data types and block internet access requests to enhance the security of

the network.

USR 10T
Communicat tion Bxpert of Industrial IOT

USR-G806s

Status

Services

VPN

Network
General Settings
Port Forwards
Access Restrictions
Rate Limiting
WAN/LAN Port
DTU

System

Logout

e @ Disable

Name  Allow-ping

Restrict to address family  [Pu4 only v

Protocol  1CMP v

Match ICHP type  echo-request v
Sourezone 5 any zone

O [ianian: 3= »

® [ER d: g 4
Source MAC address  any v
@o q traffic from these MACS.

Source IP address  any v
@ Only match incoming traffic from this IP or range.

Source port
@ Only match incoming traffic originating from the given source port or port range on the client host

Destination zone
O Anyzone (forward)
o[B8 = a

O [l van_wired: g=]wan_4g: :

Destination address ~ any v

@ Redirect matched incoming traffic to the specified internal host

Destination port
@ Redirect matched incoming traffic to the given port on the intermal host

Action  accept v

Be Honest, Do Best!

n

Jinan USR 10T Technology Limited  http://www.pusr.com/

Iltem Description Default
Enable / Enable
Name Name of this rule -
Restrict to address IPv4 only IPv4 only
family
Protocol TCP+UDP/TCP/UDP/ICMP TCP+UDP
Match ICMP type Matched ICMP rule, choose Any Any
Source zone Any zone/LAN/WAN LAN
Source MAC address Source MAC address to match this rule, can be Any

multiple MAC addresses.

Each MAC address is separated by spaces.

Any: match all the MAC addresses.

Note: When matching the source MAC address,

leave the source IP address blank.
Source IP address Source IP address to match this rule, can be a IP Any

range, like 192.168.1.100-192.168.1.200.

Any: match all the IP addresses.

PUSR’

WWW.pusr.com

pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

Note: When matching the source IP address, leave

the source MAC address blank.

Source port Source IP port to match this rule, can be a port Null
range, like 8000-9000.

Null: match all the ports.

Destination zone Device/Any zone/LAN/WAN WAN

Destination address The destination IP address to be accessed. Any

Any: match all the addresses.

Destination port The destination port to be accessed. Null

Null: match all the ports.

Action After receiving such data packets, you can select: Accept

drop, accept, reject, or don't track.

5.2.1. IP Address Blacklist

In Traffic Rules--New forward rule, enter the name and then click Add and edit.

> USR 10T Be Honest, Do Be
Communicat ation Expert of Industrial 10T

Firewall - Traffic Rules

t!

n

[

USR-G806s

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Status Traffic Rules
ion

Services Name  Protocol

VPN

Network ﬁ?z"' Acert gt + [+ | @ modiy || Delete
Geltell Seltgs Open ports on router:
BOIERomwards Name Protocol External port
TCP+UDP v £ add

Access Restrictions
Rate Limiting
WAN/LAN Port New forward rule:
DTU Name Source zone Destination zone
System test lan v wan v | @ Add and edit...
Logout

Name Protocol Action Enable  Sort

This section contains no values yet

New source NAT:

Name. Source zone Destination zone  To source IP To source port

lan v wan v -- Please chov (=] Add and edit...

Jinan USR 10T Technology Limited  http://www.pusr.co m/

In below interface, set the Source zone to lan, set the source IP address to a specific IP address, like

192.168.1.111.
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®
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Enable @ Disable

USR-G806s
Name  fest
Status Restrict to address family ~ 1Pv4 only v
Services
(Protvco\ TCP+UDP v }

VPN

Match ICMP type  any v
Network

Any zone

Firewall Source zone

General Settings fan: lan: 3= &
- =

Port Forwards < =
O [ wan_vired: g= [ wan_dg:

Traffic Rules
Access Restrictions Source MAC address  any v

@ Only mateh incoming traffic from these MAGS
Rate Limiting

168.1. v

WAN/LAN Port Source IP address  192.168.1.111

@ Only matchincoming traffic from this IP o range.
oTu

Source port

SEHD @ Only match incoming traffc ariginating from the given source port or port range on the clint host
Logout

Destination zone Device (inpud)

Any zone (forward)

fan: lan: p= #

© [WERY van_vired: g=ffwan_sg:

Destination address ~ any v
@ Redirect matched

ming traffic to the specified internal host

Destination port
@ Redirect matched incoming traffic to the given port on the interal host

Jinan USR 10T Technology /Jwevow.pusr.com/

Configure the Destination zone to wan, change the destination address to any, change the Action to reject. Click

Save&Apply.

USR 10T Be Honest, Do Best!

Commurication Expert of Industrial 10T

Match ICMP type

Source zone pm—
Status
; ® [fan: lan: 2= s

Services
VEN Sl van_vired: 5= | wan_4g:
Network

Source MAC address  any v
Gl eage Source [P address  102.168.1.111 v
T @ Only match incoming traffic rom this P or range.
Traffic Rules o

. Only match incoming traffic ariginating from the given source port or port range on the client host
Access Restrictions L

Destination zone

Rate Limiting Device (input)
AR AN Rart O Anyzone (forward)
oTu

fan: lan: 3 #
System

Wian: | wan_wired: g+l wan_dg: ¢ ]
Logaut

Destination address  any .

@ Redirect matched incoming traffic to the specified intemal

Destination port

@ Redirect matched incoming traffc to the given port on the internal host

Action  reject v

an USR 10T Technology Limited  htt
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®
USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial IOT .
USR-G806s
Firewall - Traffic Rules
Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to apen WAN ports on the router.
Status
Services Traffic Rules
VPN Name  Protocel Action Enable Sort
Network

o Allow-  IPv4-ICMP with type echo-request Accept input * . @ Modify ] Delete
v Firewall Ping  From any hostin wan

; To any router P on this device
General Settings i

POt Formards test  IPvATCRUDP Refuse forward s ||+ | | @ Modify || % Delete
From IP 192.168.1.111 in lan

To any hostin wan

Access Restrictions

Open ports on router:

Rate Limiting

Name Protocal External port
WAN/LAN Port
DTU TCP+UDP v 1 Add
System
Logout New forward rule:

Name Source zone Destination zone

lan v wan v | (@ Add and edit...

Source NAT

Name Protocol Action Enable Sort

This section contains o values yet

Jinan USR 10T Technology Limited http://www.pusr.com/

In this way, the device with IP 192.168.2.133 is forbidden to access all extranets.
5.2.2. IP Address Whitelist

In Traffic rules--New forward rule, enter the rule’s name, click Add and edit to create a whitelist rule.

S USR 10T Be Honest, Do Best!
e e e o =

USR-G806s

Name Protocol Action Enable Sort

Status Allow-  IPa-ICMP with type echo-request Accept input «|[+] [@ Modfy |[@ Delete
: Ping  From any hostin wan
Services To any router IP on this device
VPN
test  IPva-TCRUDP Refuse forward «|[+] [@ modity |[m@ Delete
fisimie From [P 192168.1.111 in fan
To any host in wan
General Settings Open ports on router:
Port Forwards Name Protocol External port
ToPsUDP v 2 add
Access Restrictions
Rate Limiting
New forward rule:
WAN/LAN Port
Name Source zone Destination zone
DTU
Testz lan v wan v | (& Add and edit...
System
Logout

Source NAT

Name Protocol Action Enable Sort

This section contains o values yet

New source NAT:

Name Source zone Destination zone  To source IP To source port

lan ~  wan v —Please chov £ Add and edit...

an USR 10T Technology Limited  http://www.pusr.com/

In below interface, set the source zone to lan, set the source IP address to a specific one, like 192.168.1.222.
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USR-G806s
Status Enable
Services N
VPN

Restrict to address family
Network
General Settings Match ICMP type

Port Forwards
Source zone
Traffic Rules

Access Restrictions

@ Disable

Test2

1Pv4 only v
TCP4UDP v
any v

O anyzone

el wan_vired: g=fwan_dg: -

Rate Limiting
WAN/LAN Port

Source MAC address
DTU
System Source IP address
Logout

any e
@ Only match incoming traffic from these MAC.

192.168.1.222 v
@ Only match incoming traffic from this IP or range.

Source port

Destination zone

Destination address

USR 10T
‘Commurication Expert of Industrial 10T

@ Only match incoming traffic originating from the given source port or port range on the client host

Device (input)

Any zone (forward)

fan: lan: 5 #

sl vian_vired: g=flwan_ag: -

any v
@ Redirect matched incoming traffic to the specified internal host

Be Honest, Do Best!

Firewall - Traffic Rules - Test2
This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.

Jinan USR 10T Technology Limited http://www.pusr.com/

Change the destination zone to WAN, the destination address to any, the Action is accept. Click Save&apply.

Be Honest, Do Best!

USR-G806s Match ICMP type
Source zone

Status

Services

VPN

Network

Source MAC address

~ Firewall

Genemlssttings Source IP address
Port Forwards

Traffic Rules Sourseport
Access Restrictions

Rate Limiting Destination zone
WAN/LAN Port
DTU

System

Logout

Any zone

fan: lan: 3= #

©  [WERA wan_vired:

any o
@ Only match incoming traffic from these MACs

102.168.1.222 v

@ Only match incoming traffic from this IP or range.

@ Only match incoming traffic originating from the given source port or port range on the client host

Device (input)
O Anyzone (forward)

O [fanlan: 3= #

> [RER an_vired: 5= Jwan_aq: -

Destination address

Destination port

Action

any >
@ Redirect matched incoming traffic to the specified internal host

@ Redirect matched incoming traffic to the given port on the internal host

accept v

[#] Back to Overview

Jinan USR 10T Technology Limited  http://www.pusr.com/

Then we need to set another rule to reject all the communication, the source IP address and destination IP

address are “any”, set the action to “reject” . Please note the order of the two rules, the accepted rule must

come before the rejected rule.
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Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.
Status
Services Traffic Rules

Name  Protocel Action Enable Sort
Allow-  IPV&-IGMP vith type echo-request Accept input o[+ [@ Modty |[@ Delete
Ping  From any hestin wan

To any router IP on #his device

General Settings

PortForwards Test?  IPuATCRUDP Accept forward v |[+] [@ Modty |[m pelete
From IP 192168.1.222n lan
Traffic Rules To any host in wan
Access Restrictions Test]  IPVA-TCRUDP Refuse forward o[+ ] [@ Modfy |[8 Delete
From any hostin fan
Rate Limiting To any host in wan
WAN/LAN Port
Open ports on router:
DT
Name Protocol External port
System
Logout TCP+UDP ¥ 2 Add

New forward rule:
Name Source zone Destination zone

lan v wan v | @ Add and edit...

Source NAT

Name  Protocol Action Enable Sort

Jinan USR 10T Technology Limited http://www.pusr.com/
5.3. NAT

5.3.1. Masquerading

Masquerading will disguise the source IP address of the data packets to the WAN IP address of the router. The
masquerading and MSS clamping of the WAN interface must be enabled, which must be disabled in the LAN

interface.

S USR 10T Be Honest, Do Best!
‘Communication Expert of Industrial 10T
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Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.

Status

Services General Settings

VPN

Enable SYN-flood
Network protection

Firewall Drop invalid packets
enera
Input  accept pd

Port Forwards

Output  accept v
Traffic Rules
Access Restrictions Forward  accept b
Rate Limiting
WAN/LAN Port
Zones =>Forward
DTy
Source Zone => Destination zones Input Output Forward Masquerading MSS clamping
System
Logout
o9 lan: lan: g | = [Wan accept v accept v accept v o o @ Modify

W van_wired wan_dg; ;| = | AcC accept v accept v accept v @ Modify

Jinan USR 10T Technology Limited  http://www.

5.3.2. SNAT
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this port, null means use the original source port

Iltem Description Default
Enable / Enable
Name Name of this rule /
Protocol TCP+UDP/TCP/UDP/ICMP TCP+UDP
Source IP address Source IP address or IP range to match this rule, Any
like: 192.168.1.100 or 192.168.1.100-192.168.1.200
Any means match all the source IP addresses.
Source port Source port or port range to match this rule, like Null
9999 or 8888-9999.
Null means match all the source ports.
Destination IP address | Destination IP address or IP range to match this Null
rule, like 192.168.2.100 or
192.168.2.100-192.168.2.200
Null means match all the destination addresses.
Destination port Destination port to or port range to match this rule, | Null
like 9999 or 8888-9999.
Null means match all the destination ports.
SNAT IP address Change the source IP of the matched traffic to this | Custom
address
SNAT port Change the source port of the matched traffic to Null

Source NAT is a special form of packet masking that changes the source address of a packet leaving the router.

When using it, we need to disable the masquerading of the WAN port.
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Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow
Status
Services General Settings
VPN

Enable SYN-flood

Network protection

~ Firewall

Drop invalid packets (]

General Settings
Input  accept ~

Port Forwards

- Output  accept v

Traffic Rules

Access Restrictions Forward  accept g

Rate Limiting

WAN/LAN Port
Zones =>Forward

o | zones soriara |
Source Zone => Destination zones Input Output Forward Masquerading MSS damping

System

Logout

00 fan: | lan: 3w | - [ accept v accept v accept v (u} u} @ Modify
Wan=| wan_wired = | ACCEP] accept v accept v aceept v 4 Modify

Jinan USR 10T Technology

http://www.pusr.com/

Then create a source NAT rule.

° USR 10T Honest, Do Best!
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From IP 192.168.1.222in lan
To any hostin wan

Testl  IPvA-TCRUDR

olies btncd o ||| @ Modfy | Delete
From any hostin fan

Slats To any host in wan

Services

VPN Open ports on router:

Network Neme Protocol External port

General Settings

Port Forwards New forward rule:

Name Source zone Destination zone
Access Restrictions

lan v wan v | B addand edi...

Rate Limiting
WAN/LAN Port

Source NAT
DTU

Name  Protocol Action Enable  Sort
System
Logout

This section contains o values yet

New source NAT:
Name Source zone Destination zone  To source [P To source port

test lan v wan ¥ 19216801 v ] Add and edit...

Save & Apply ave

Click Add and edit.
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Be Honest, Do Best!
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Firewall - Traffic Rules - SNAT test

This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.
Status
Services Enable @ Disable
VPN

Name test
Network
{ e [ione 3 ]
Source IP address  any ~

General Settings
Port Forwards
Traffic Rules Source port

Access Restrictions
Destination Ip address

@ Only match incoming traffic from this IP or range.

@ Match incoming traffic originating from the given source port or port range on the client host

@ o=

@ Destination port or port range.

Rate Limiting
WAN/LAN Port

Destination port
DTuU
Systen SNAT IP address
Logout

192.168.9.1 ~

@ Rewrite matched traffic to the given address

SNAT port

&) Back to Overview

@ Rewrite matched traffic to the given source port. May be left empty to only rewrite the [P address

Save 8 Ay

n USR 10T Technology Limited  http://www.pusr.com/

Default to enable all the source IP address and destination IP address. Click Save&Apply.

USR 10T
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To any hostin wan

Test]  IPva-TCRUDP

From any hostin fan

Status To any hostin wan
Services

Open ports on router:
VPN

Name
Network

~ Firewall

General Settings

Port Forwards

New forward rule:

Name

Access Restrictions.

From IP 192.168.1.222in lan

Be Honest, Do Best!

Refuse forward [ Modify | 5 Delete

Protocol External port
TCP+UDP v £ Add
Source zone Destination zone

lan v | wan v | (5 Add and edit

Rate Limiting
WAN/LAN Port
Source NAT
DTU
Name  Protocol Action Enable Sort
System
Logout test  AnyiCMP Rewrite to source IP " @ Modify | & Delete
From any hostin lan. 192.168.9.1
To any host in wan
New source NAT:
Name Source zone Destination zone  To source P To source port
lan » wan . - Please cho v 1 Add and edit...

e .oy

n USR 10T Technology Limited  http://www.pusr.com/

We have changed the source IP address that left the router to 192.168.9.1. When we use the device connected to

the router (IP:192.168.1.114) to ping the PC connected to the same switch as the router (IP:192.168.13.4), the

source IP address of the ICMP packet to 192.168.13.4is 192.168.9.1, not 192.168.1.114.

Peoas BEXEE Ae 2T L

e @Bm% B

if5%:  ip.addr == 192.168.13.4 - E=a. B R
No. Time Source Destination Protocal Info

10.000000 192.168. 13. 4 220. 195. 22. 203 TCP 50379 > http [FIN, ACK] Seq=1 Ack=1 Win=64708 Len=0
20.689352 [192.168.9.1 192. 168. 13. 4 ICMP  Echo (ping) request | (id=0x1d3c, seq(be/le)=57/14592, ttl=64)
3 0.689426 [192. 168. 13. 4 192. 168.9. 1 ICMP  Echo (ping) reply (id=0x1d3c, seq{be/1e}=57/14592, tt1=128)
6 1.689615 [192.168.9.1 192. 168. 13. 4 ICMP  Echo (ping) request | (id=0xl1d3c, seq(be/le)=58/14848, ttl=64)
7 1.689687 [192. 168. 13. 4 192. 168. 9. 1 ICMP  Echo (ping) reply (id=0x1d3c, seq(be/le)=58/14848, t11=128)
9 1.825746  192. 168. 4. 63 192. 168. 13. 4 SMB2  Create Response File:

PUSR
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5.3.3. Port Forwards

Port forwarding rules can map a specific port of the WAN interface to a intranet host.

S USR 10T
‘Communication Expert of Industrial IOT

USR-G806s

Be Honest, Do Best!

Firewall - Port Forwards
Fort forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Status
Services Port Forwards
Name Match Rules Forwarding To Enable Sort
This section contains no values yet
New Port Forwarding Rules:
Traffic Rules Name Protocol External  External port Internal  Internal 1P Internal port
zone zone address.
Access Restrictions
v wanv v o1 v .
Rate Limiting test TCP+UDP wan 81 lan 102.168.1.1(v 80 1 Add
WAN/LAN Port
o Savot oy | 5ev |
System
Logout

Jinan USR 10T Technology Li

Figure 17. Port forwards
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Firewall - Port Forwards
Fort forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Status
Services Port Forwards
Enable  Sort

Name  Match Rules Forwarding To
test  IPv4-TCR UDP P 192.166.1.100, port 80in lan +|[+] (@ Dpeete
From any hastin wan
Via any router [Pt port 81
New Port Forwarding Rules:
. Name Protocol External  External port Internal  Internal IP Internal port
Access Restrictions . it
Rate Limiting
TCP+UDP v wan v lan v v 1 Add
WAN/LAN Port
DTu
e soves sty ] sove |
Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

Figure 18. Add port forward successfully

Iltem Description Default

Name Name of this rule Null

Protocol TCP+UDP/TCP/UDP TCP+UDP

pusr.com

PUSR
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External zone Including wired wan, 4G, VPN wan

External port Can be a port or port range, like: 8000-9000 Null
When the external port and internal port are

empty, it is DMZ function.

Internal zone LAN network lan
Internal IP address LAN IP address of the router Null
Internal port Can be a port or port range, like: 8000-9000 Null

When the external port and internal port are

empty, it is DMZ function.

5.3.4. NAT DMZ

Port forwarding rules map a specified WAN port to a intranet host, DMZ rules will map all ports of the WAN
interface to a intranet host.

DMZ rules are set in the port forwarding interface, in DMZ mode, do not need to set the external port and internal
port.

S USR 10T Be Honest, Do Best!
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Firewall - Port Forwards

Fort forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Status

VPN Name  Match Rules Forwarding To Enable  Sort
Network

General Settings

Traffic Rules Name Protocol External  External port Internal  Internal 1P Internal port

Access Restrictions - S —

Rate Limiting test TCP+UDP » wan Vv [: lan v 182.168.1.1(v :] ] Add
WAN/LAN Port

- EEIED

System
Logout

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Figure 19. Port forwarding

>Please ensure the device has connected to the network before sending email.
»WAN-4G online: Alarm after successful 4G networking.
»WAN-4G offline: Alarm after connecting to the 4G network again.

»>Network type change: Alarm when changing the network type.

PUSR’ pusr.com
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»WAN up: Alarm when connecting to wired network.
»WAN down: Alarm when the wired network disconnect.

»>System reboot: Alarm if the device restart without power off.

Add an alert rule.

S USR 10T Be Honest, Do Best!
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Alert
Status
Phtunnel Index Description SMS Enable Email Enable Facility Information
Email
SMS This section contains no values yet

Dynarmic DNS S —

RemoteManager

USR Cloud
Base Station
VPN

Network
Firewall
WAN/LAN Port
DT

System

Logout

Jinan USR 10T Technology Li

Figure 20. Add an alert rule

USR 10T Be Honest, Do Best!
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Alert - Events Notification - index("1")

Note: SMS can be up to 140 bytes long. The content of the SIS is composed of alarm event content + alarm description + alarm time + device information. If the description information filed in is too

Status Tong, the received SMS may be incomplete.

v Services
Phtunnel nt Selection

Email

Descriptions  alarm1

Sh @ ote: i supports up t0 140 bytes

Send SMS  Enable ~
Dynarmic DNS
T Phone Number
RemoteManager Send Email  Enable v
HSH o Email Address

Base Station
Device Information ~ Disable ~

VPN

Network

Save Ay

Firewall (£ Back to Overview

WAN/LAN Port
DTU
System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

Figure 21. Device information
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S USR 10T Be Honest, Do Best!
Expert of Industrial 10T .

USR-G806s
Alert - Events Notification - index("1)
Note: SVS can be up to 140 bytes long. The content of the SMS is composed of alarm event content + alarm description + alarm time # device information. If the description information filed in is too
Status Iong, the received SIS may be incomplete.
g Genersl Settings
Email
‘WAN_4G Online
SMS
WAN_4G Offine [
Dynamic DNS Network Type Change (]
=hMED wanup O
RemoteManager _
WAN Down
USR Cloud

System Reboot ()

Base Station
VPN
Network 8 sack to Overw
Firewall

WAN/LAN Port

pru

System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

Figure 22. SNMPD

5.4. SNMPD

USR-G806s supports simple SNMP protocol. This function is default to be disabled.

n

S USR 10T Be Honest, Do Best!
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USR-G806s

Snmpd settingsyou can turn this feature off or on

Status

Phtunnel
Enablesnmp [
Email

SMS
Alert

Dynarmic DNS

RemoteManager
USR Cloud

Base Station
VPN

Network
Firewall
WAN/LAN Port
DTU

System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

Figure 23. SNMPD

5.5. DDNS

DDNS function allows remote access to the router directly through the domain Item instead of your dynamic IP

address, which changes from time to time.
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5.5.1. Supported Services

If you are using the DNS service provider can be found in Services Provider drop-down box, please configure like

below:

- USR 10T Be Honest, Do Be
Communicat ation Expert of Industrial 10T

USR-G806s

it

n

Dynamic DNS allows that your router can be reached with a fixed hostname while having  dynamically changing IP address.
Status
Phtunnel
Enable 8| @ if ensbled to disabled, DONS will continue to take effectfor  period of fime. The specific length depends on the configuration of the service provider
Email
SMS Current DDNS IP Addr
Alert Effective interface  wan_wired v
@ Network interface on which the ddns-updater scripts will come into effect

Dynarmic DNS
SNMPD. Service Provider
RemoteManager

Hostname
USR Cloud

Base Station Username

VPN Passwort d eeessesess
Heterk 1P Source  interface v
Firewall @ Get IP address through this interface
WAN/LAN Port Interface  eth0.2 v
pru

Check For Changed P 10
System Every

Logout Time Unit  min v
Force Update Every 72

Time Unit b ~

Jinan USR 10T Technology Limited  http://www.pusr.com/

Figure 24. Supported Services of DDNS

Iltem Description Default
Enable On/Off Off
Effective interface lan/wan_wired/wan_4g wan_wired
Service Provider DDNS server address ddns.oray.com
Enter the hostname provided by the DDNS mypersonaldomain.dyndns.or
Hostname
server. g9

Enter the username provided by the DDNS
Username myusername
server

Enter the password provided by the DDNS

Password mypassword
server

IP Source Network/Interface/URL Interface

Interface eth0.2/eth1 Eth0.2

The interval at which IP address changes are
Check for changed
detected. The IP binding of the domain name 10 min
IP every/unit
may change frequently, and the lower the

PUSR’ pusr.com
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value, the more frequent the detection.

Force update

every/unit

The time interval for forced updates. 72h

5.5.2. Custom Services

If you are using the DNS service provider can not be found in Service Provider drop-down box, please select

“Custom” , then configure

S USR 10T

Commuricat tion Expert of Industrial 10T

USR-G806s

Status
Phtunnel

Email

SMS

Alert

SNMPD
RemateManager
USR Cloud
Base Station
VPN

Network
Firewall
WAN/LAN Port
DTU

System

Logout

like below:

Dynamic DNS allows that your router can be reached with a fixed hostname while having a dynamically changing IP adress.

Be Honest, Do Best!

Configuration

Enable I@ f enabled to disabled, DDNS will continue to take effect for a period of time. The specific length depends on the configuration of the service provider

Current DDNS IP Addr

Effective interface  wan_wired v

@ Network interface on which the ddns-updater scripts will come into effect

-~ custom

Service Provider v
@ Dynamic DNS Provider

Custom update-URL
e  mypersonaldomain.ddns.oray
Usemame  myusemame

Password  eseesseses °

1P Source  inter

Interface

Check For Changed 1P 10
Every

Time Unit  min v

Force Update Every 72

Time Unit  h v

http://www.pusr.com/

Jinan USR IOT Technology Limited

Figure 25. Custom Services of DDNS

Here we use “ddns.oray.com” as an example, the hostname is “1a516r1619.iask.in” , username is

“ouclihuibin123” , password “ouclihuibin123"” .

Item

Description

Default

Enable

On/Off

Off

Effective interface lan/wan_wired/wan_4g wan_wired
Service Provider Custom ---
Custom update-URL | DDNS server address, here we take Example:

“ddns.oray.com” as an example. Please enter with

the format of

http://ouclihuibin123
:0
uclihuibin1231@ddns.
oray.com/ph/update

?hostname=1a516r16

PUSR’
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19.iask.in

Hostname Enter the hostname provided by the DDNS server Example:

Ta516r1619.iask.in

Username Enter the username provided by the DDNS server Example:

ouclihuibin123

Password Enter the password provided by the DDNS server Example:

ouclihuibin123

IP Source Network/Interface/URL Interface

Interface eth0.2/eth1 eth0.2

The interval at which IP address changes are

Check for changed IP | detected. The IP binding of the domain name may

10 min
every/unit change frequently, and the lower the value, the
more frequent the detection.
Force update
The time interval for forced updates. 72h

every/unit

Note:

> After setting all parameters, please restart the device to take the parameters effect.
»Dynamic domain names work even if the router is in subnet.

»>DDNS + port forwarding can realize remote access to the router subnet.

»>This function requires to assign a separate public IP to the router's network.

»>Multiple DDNS domain names can be added to this router.

5.6. Remote Manager

After enable Remote Firmware Upgrade and Remote Monitor function in G806s device, you can add it in our
remote management platform http://ycsj1.usriot.com/Public/login. Please register and submit your account

to technical engineers for authorization before using it.
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RemoteManager

Remote firmware upgrade and status monitor.
Status

Phtunnel
FirmwareUpgrade [| statusMonitor

Email

SMS. Enable Remote Firmwars

Upgrade
Alert o

Remote Address ‘yesj1.usriot.com
Dynamic DNS
30001

SNMPD Port
RemoteManager Interval(seconds) 1800
USR Cloud

Base Station
Network
Firewall
WAN/LAN Port
DTU

System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

Figure 26. Remote upgrade
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RemoteManager

Remote firmware upgrade and status monitor.

Status

Phtunnel

Email

SMS Enable Remote Monitor

Alert Remote Address  Ycsjl.usriot.com
Dynamic DNS ot 30001

SNMPD

Heartpkt Interval(seconds) 20
RemoteManager

600
USR Cloud Interval(seconds)

Base Station

VPN

Firewall
WAN/LAN Port
DTU

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

Figure 27. Remote Monitor

6. Serial device server function

USR-G806s supports DTU function, which can achieve RS485 serial data transmission.

6.1. Serial Port Settings

6.1.1. Basic Settings

Serial parameters of USR-G806s must be consistent with the R5485 serial device. Otherwise, they cannot
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communicate with each other.

S USR 10T Be Honest, Do Best!

Commurication Expert of Industrial IOT

USR-G806s

Serial Port Settings

The basic settings of serial port
Status

Services Configuration
VPN
Baud Rate 115200 v
Network
= reerall DataBits 8 v
WAN/LAN Port Stop Bits 1 ad
0l Paitty  NONE ~
General Settings
Packaging Interval 10 ~
Serial Port Settings T T
SOCKET
Packaging Length 1000 v
HTTPD @ 5-1500 Bytes
System
Logout

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Figure 28. Basic settings

Table 6. Serial port parameters

Iltem Description Default

Baud rate Supports 115200

1200/2400/4800/9600/19200/38400/57600/115200/23040

0
Data bits 8 8
Stop bits 1/2 1
Parity NONE/ODD/EVEN NONE
Packaging interval (ms) | 10-60000 10
Packaging length(byte) | 5-1500 1000

6.1.2. Framing Mechanism

6.1.2.1. Time Trigger
When G806s receives data from the UART, it continuously checks the interval of two adjacent bytes. If the interval
time is greater or equal to a certain "time threshold", then a frame is considered finished, otherwise the data is
received until greater or equal to the packet length byte set (Defaults to 1000 bytes). This frame is sent to the
network as a TCP or UDP packet. The "time threshold" here is the time between packages. The range of settable is

10ms~60000ms.Factory default: 10ms.

PUSR’ pusr.com
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This parameter can be set by AT command, AT+UARTFT=<time>.

11 T2
T2-T1=T, Tis the packet time

IME

the last bit of the first bit of
packet N packet N+1

6.1.2.2. Length Trigger
When G806s receives data from the UART, it constantly checks the number of bytes received. If the number of
bytes received is equal to a certain "length threshold", a frame is considered to have ended, then this frame is
sent to the network as a TCP or UDP packet. The "length threshold" here is the package length. The settable range
is 5~1500 bytes. Factory default 1000.

This parameter can be set by AT command, AT+UARTFL=<length>.

receive the N bit receive the N+1 bit

M-N=L . Lis packet length

TIME

the first bit of packet the last bit of packet

6.2. Operating Mode

USR-GB806s supports three operating modes: NET(Transparent transmission), MODBUS(MODBUS RTU to MODBUS

TCP), HTTPD(HTTP Client mode).

S USR 10T Be Honest, Do Best!
Communicat ation Expert of Industrial 10T .

USR-G806s

DTU General Configurations

Status

Services Configurations

VPN

Network

Type  NET ~

Firewall
NET

WAN/LAN Port Restarting Without Data  |HTTPD
MopBUS

SOCKET

HTTPD
System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

Figure 29. Operating Mode selecting
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6.2.1. NET Mode

In this mode, user can achieve transparent data transmission between the serial device and the network server
with simple parameter settings.

USR-G806s supports 4 socket connections, socket A~socket D, which are independent with each other.

Socket A supports TCP client/TCP server, UDP client/server, socket B/C/D supports TCP client, UDP client/server.
Here we connect the RS485 port to the computer via a serial to USB adaptor to test:

1.Set the operating mode to NET.

° USR IOT Be Honest, Do Best!

Commuricat tion Expert of Industrial 10T

USR-G806s

DTU General Configurations

Status
Services Configurations
VPN
Protocol Format Select Heartbeat Packet
Network

Firewall
WAN/LAN Port Restarting Without Data  OFF b
~ DTU

General Settings

Serial Port Settings
SOCKET

HTTPD

System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

Figure 30. Set the operating mode

2.Set the serial port parameters.

S USR 10T Be Honest, Do Best!

Commuricat tion Expert of Industrial 10T

USR-G806s
Serial Port Settings

The basic settings of serial port
Status

Services Configuration

VPN
Baud Rate 115200 v

Network

- 8 ~
Firewall Data Bits

WAN/LAN Port Stop Bits 1 ad
et Paitty  NONE ~
General Settings
Packaging Interval 10 ~
Serial Port Settings

@ 10-50000 milisecands

SOCKET
Packaging Length 1000 v

HTTPD © S50 Btes

System

Logout

sove 8 upy

inan USR IOT Technolog
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Figure 31. Serial port settings

3.Set the device to TCP client, server address to test.usr.cn, port 2317.

S USR 10T Be Honest, Do Be

Commuricat tion Expert of Industrial 10T

t!
USR-G806s

Socket Settings
Socket Basic Settings
Status.

Services Configuration

VPN
SocketB Parameters
Network
Firewall Sockets  Enable v
@ SocketA
WAN/LAN Port
Operating Mode ~ TCPC ~

v DTU

General Settings Address  testusrcn

@ UDPS mode does not need to set up the server address
Serial Port Settings

SOCKET port 2317

HTTPD

System

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Figure 32. TCP Client

4.After setting all parameters, restart the device to take the parameters effect.

> USR 10T Be Honest, Do Be
Communicat ation Expert of Industrial 10T

USR-G806s

t!

n

Restart the operating system of the device.

Status
Services Reboot The Device
VPN

Network & Reboot

Firewall
WAN/LAN Port
DTy

System
Administration
Reboot Scheduler
Backup/Upgrade

Logout

Jinan USR 10T Technology Limited  http://www.pusr.c

5.After the device restarts, when we send data from the serial port, will receive the same data replied by the test

server.
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Commlart Assiistant

~COM Settings
Pottum [COM15 | | | [2021-04-25 12:10:24:019 ] 12345678

Baudh W”_”-_;’]
DPaiy |NONE <]
Datab ’8 j"
StopB i 1 :’ !

@ Close |

~Recr Options
[~ Receive to file. ..
F;" dmto linefead
¥ Show timestamp
[~ ERecelve as hex

[~ Pausze receive

1 Data receive SAVAGE V4-2:

Save, . . Clear

Send Options
[ Data from file ...
[~ huto checksum

[~ huto clear input

[~ Send as hex |1.DED‘ 2RxD@ 3T#D@ 40TH® SGHMD# EDSFRe 7HTS® BSCTS5# SFi&
I~ Period [ 20 m= 153567 I
Load. .. Clear 1 Send

[& Ready! T | Send: 8 | Recv: 8 Feset I/

6.2.2. Modbus Mode

In this mode, USR-G806s can achieve bidirectional protocol conversion between serial MODBUS RTU data and
network MODBUS TCP data.
MODBUS mode supports 4 socket connections, which are independent with each other.

Socket A supports TCP client/server, socket B/C/D only supports TCP client.

6.2.3. HTTPD Mode

In this mode, user’s serial device can send request data to the HTTP server. USR-G806s will resolve the server
data then send to serial device. It will remove the HTTP header of the server data by default, users can set

whether to enable this function via AT commands.
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S USR 10T Be Honest, Do Best!
C pert of Industrial 10T .

USR-G806s

DTU General Configurations
Status

Services Configurations

VY Protocol Format Select Heartbeat Packet Registry Packst
Network
WAN/LAN Port Restarting Without Data OFF -

v DTU

General Settings

SOCKET
HTTPD
System

Logout

Jinan USR 10T Technology Limited http://www.pusr.com/

it

n

S USR 10T Be Honest, Do Be
‘Communication Expert of Industrial 10T

USR-G806s

HTTPD Basic Settings
Status

Services Configuration

VPN
Request Method ~ GET ~
Network
Firewall Remove Header ~ ON ~
WAN/LAN Port HTTPURL  /1.php[3F]
~ DIU

Server Address  test.cn

General Settings
Remote Port 80
Serial Port Settings
Ti 10
SoceT e @ 1-60 Seconds
HTTPD

Hitpd Header  Accept:text/ntmi{0DI[0A]
System

Logout

Jinan USR 10T Technology Limited  http://www.pusr.com/

6.3. General Function

6.3.1. Registry Packet

Registry packet is intended to allow the server to identify the data from which device or to use it as a password to
obtain authorization for the server's functions. Registry packet can be sent when the module establishes a
connection with the server, or be added as the prefix of each data package. Registry packet data can be ICCID

code, IMEI code, or User-defined data.

PUSR’ pusr.com

WWW.pusr.com



https://www.pusr.com/
https://www.pusr.com/

S USR 10T

Commurication Expert of Industrial IOT

USR-G806s

Status

Services

VPN

Network

Firewall

WAN/LAN Port
v DU

Serial Port Settings

SOCKET

HTTPD

System

Logout

USR-G806s-G

User Manual

Be Honest, Do Best

DTU General Configurations

Configurations

Protocol Format Select Heartbeat Packet.

I Registry Packet

Enable  OFF v
Type  User-Defined ¥

User-Defined Packet 0123456789
@ Choose custom is effective The allowed characters are: A-F, a-f, 0-9, hex data, even bit

Registry Packet Contained  After Connection ~
In

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Iltem Description Default
Enable ON/OFF OFF

Type IMEI, ICCID, USR Cloud, User-Defined User-Defined
User-Defined A-F, a-f, 0-9, hex data, even bit 0123456789
packet

Cloud ID Registry packet parameters of USR Cloud SN code
Cloud psw Registry packet parameters of USR Cloud 12345678

Registry packet

contained in

After connection: Send once when establish a connection with
the server.
Prefix of data: Registry packet is added as the prefix of each

data packet.

After connection

Note: Registry packet is only valid in TCPC, UDPC mode.

6.3.2. Heartbeat Packet

Heartbeat package can be sent to the network or serial port device. G806s defaults to send to the network to

keep the connection stable and reliable.
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S Be Honest, Do Best!
Com ation Expert of Industrial 10T .

USR-G806s

DTU General Configurations

Status

Services Configurations
rotocol Format Sele acket —

VPN

Network

Firewall

WAN/LAN Port Type  Network Heartbeat Packet v

¥ DIU
User-Defined Packet 0123456789

@ Choose custom i effectve The allowsd characters are: AcF, &, 0-9, hex dats, ven bit
kPortseting: Heartbeat Interval 3
SOCKET @ 1-6000 Seconds
HTTPD
System
o e T

Jinan USR 10T Technology Limited  http://www.pusr.co m/

Iltem Description Default

Enable ON/OFF OFF

Type Serial heartbeat packet/Network heartbeat packet Network heartbeat
packet

User-defined packet A-F, a-f, 0-9, hex data, even bit 0123456789

Heartbeat interval (s) 1-6000s 3

Note: Heartbeat packet is only valid in TCPC, UDPC mode.

6.3.3. Restarting without Data

This function defaults to be disabled. When it is enabled, the device can actively disconnect the connection with
the server and reconnect when there is no data from network side within the reconnect detection interval, which
can prevent pseudo-connection due to an abnormal socket disconnection.

When the time reaches the restart detection interval, the device will restart automatically to recover the

connection.
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USR 10T Be Honest, Do Best!

Commurication Expert of Industrial IOT

USR-G806s
DTU General Configurations
Status
Services Cor
VPN
Protocol Format Select [  Heartbeat Packet
Network
Firewall e R{RET ol
WAN/LAN Port Restarting Without Data ~ ON ¥

Reconnect Detection 3600

General Settings Interval(s) @ range: 1-3600

Seial PortSedinas Restart Detection 36000
Interval(s; nge: 60.3
SOCKET (S) @ range: 60-36000

HTTPD

System

e Savo vty | Sovo |

nan USR 10T Technology L

ed http://www.pusr.com/
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6.3.4. RFC2217

TerminalUnit G806s BaseStation Eorvor
UART l Data i | TCP/UDP Data
| & - (%)
Serial communication Wireless communication
Usa:minrunt USR-G806s Server

Normal tremamission date Normal transmission data

(9600) »
C > c 1)
Normal transmission data Mormal transmission data
< (8600) - <

Rfc2217 protocol modified
Rfc2217 protocol is not serial port to 115200
transmitted to user eguipment <:

Normal transmission data .
Normal transmission data

(115200) . . .

L V\'

Normal transmission data

(115200) Normal transmission data
After restart
Normal transmission data Normal transmission data
(9600) D >

This function is similar to RFC2217, when we send the specific protocol data from the network side, can change
the serial parameters in real time. Parameters take effect immediately, but it will be restored to the original after
restarting.

Protocol description:

The protocol length is 8 bytes in HEX:

Bytes 3 3 1 1

3 bytes reduce | A baud rate Please check below Parity of the
Description

misjudgment value, high first | table first four digits,

/,E?NE PUSR’ pusr.com
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ignoring carry.

Example:
55 AA 55 01 C200 83 46
(115200,N,8,1)
Example:
55 AA 55 00 25 80 83 28
(9600,N,8,1)
Bit Description Value Description
00 5
01 6
1:0 Data bit
10 7
11 8
0 1
2 Stop bit
1 2
0 Disable
3 Parity
1 Enable
00 oDD
5:4 Parity type 01 EVEN
10 Mark
7:6 NC 00 0

Note: This function needs to be enabled via AT command: AT+RFCEN.

7. PUSR Cloud

For the details of connecting USR-G806s to our PUSR Cloud, please refer to our another manual: Remote

Management of USR Router

8. GNSS service

The USR-G806s-G features real-time GNSS positioning capabilities, uploading data in Modbus RTU to PUSR

cloud, or reporting positioning data to private servers in format of GPGGA or GPRMC.

PUSR’
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USR-G806s Configuration

GNSS Enable

Status

Position Type  GINSS CUSTOM v
Phtunnel _

@ MULT function only supports the use of DTU NET mode
Email
Operating Mode  TCPC
SMS
. Server Address  test.usrcn
Dynamic DNS Server port 2317
ShIVIED RegEnable  OFF v
USR Cloud
HeartPkt  OFF v
SSH
RemoleManager/ GNSS Heart Type  USR POSITION MODBUS v
GNSS Modbus DeviceID 1
GpEien Modbus Register Address 0
Network
Upload Interval 30

VPN @ 1-6000 second(s}
DTU
WAN/LAN Port
Firewall Sovs S pnly
System

Loaout

GNSS Configuration Interface

GNSS Parameter Table

Item Description Default

Enable On/Off off

Position Type GNSS CUSTOM: reporting positioning data to private GNSS CUSTOM
servers

USR CLOUD: reporting positioning data to PUSR cloud

Network Operating | INDE: reporting positioning data via independent INDE
Mode SOCKET

MULT: reporting positioning data via the socket of DTU

Operating Mode When the Network Operating Mode is INDE mode, this TCPC
mode need be set:

TCPC: Connect to server as TCP client

TCPS: Wait for client connection as TCP server, supports
up to 8 client connections

Server Address IP address or domain name of the server to which the test.usr.cn
client is to connect

Server Port

Port number listened by the server 2317
Reg Enable
ON/OFF OFF
Reg Type
IMEI/SN/ICCID/IMSI/User-defined supported. User-defined

User-defined: Users can customize the contents of the
registration package.

PUSR’ pusr.com
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Reg Packet
AR, a-f,0-9, hex data, even bit 7777772E7573722E636
E
Heart Pkt
ON/OFF OFF
User-Defined Heart .
Packet A-F, a-f, 0-9, hex data, even bit 123456
Heartbeat Interval
Unit: second 30

Range: 1~6000

GNSS Heart Type
USR POSITION MODBUS: Modbus format USR POSITION MODBUS

NMEA GPGGA: GPGGA format

NMEA GPRMC: GPRMC format

Modbus Device ID

Slave ID set on PUSR cloud 1
Modbus Register _ )
Address Starting register address set on PUSR cloud 0
Upload Interval

Unit: second 30

Range: 1~6000

Cloud id
The device ID set on PUSR cloud NULL
Cloud psw
Password set on PUSR cloud NULL
Note:

> If no SIM card is inserted, and GNSS configuration is required to capture device GNSS information, make sure
to check "LTE module prohibits reset" in Network -> APN Settings.
» The PUSR format includes both GPS and base station positioning information, with GPS positioning taking

priority.
8.1. Positioning Operation Instructions of PUSR

8.1.1. Settings of PUSR

PUSR cloud address: https://account.usriot.com/#/login, if you haven't used the PUSR Cloud platform

before, please register first.
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Add gateway device.

USR Cloud Console @ sevicesuppot @ usernghts @ R . iumeimei@usr.cn

WWW_USTCN

me Gateway list

Screen .
= management Totat Gateways « Online gate « Offine gatews .
Gateway list 10 More gateway features Go to DM platform
1 0 1

Batch Add Delete

Scene
management
All models

ro Device
management
Number of associa
A Gateway status Gateway name SN Gateway model Belonging organize Tag Operation
management ted devices

@ Offiine USR-G816 01301622060700001585 USR-G216 0 My Project View

More
ﬁ Configuration
management

1ot Data center

B Alanm linkage

@ Added
¥ semices
Excl
th configuration
22 Extend

Add gateway with SN and password. Users can edit the password by themselves, the password must be 8

characters.

USR Cloud Console [ service support (3 userrights @ ke

WWW.UST.CN

3 Quick start

Add Gateway
= Screen .
= management Add Gateway
¢ Scene
management
ra Device ; Gateway name  USR-GBOGs-GPS
a3

Belonging organize My Project

SN

management

[ Aamlinkage *~ Positioning method @) Manual posttioning Automatic positioning

o Value-Added

servic Gateway address
Exclu
B configuratic
Tag
23 Extend

Metwork [ @]

monitoring

USR transparency
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(In the future, you can also view the communication password of the gateway on the "View” pag

e, or view and modify the communication password of the gateway through "Gateway Managem

ent Edit Gateway")

Operating procedures:
1. Download the Corresponding gateway software:
2. Configure the gateway with the SN number allocated by the cloud platform and the com
munication password in the software
3. The gateway has been configured through the configuration software to connect to serv
er.
For details, please click to see how o configure the cloud

Add gateway successfully.

USR Cloud Console

o3 uick start
ment © Gateway list
Screen
man ment W y «
Gateway list Tot Cateweays s © More gateway features Go fo DM platiorm Add Batch Add Delete
- 2 [ 2
management
~n Device
24 management
. Number of associa
= ay Gateway status Gateway name SN Gateway model Belonging organize Tag Operation
man ment ‘ted devices
ateway list
[ ° nitial .. USR-G8065-GPS 00007647000000000001 Unknovn type 0 My Project ] Edit Delete  More

USR-G816 01301622080700001586 USR-G816 0 My Project View Edit Delete  More

D:
Total2  10/page n ext Goto 1

B Alamii

— dded

upport

e management > Device Template

en
=] v .
gement Device Template Bulk Deletion
e ne .
~ gement Query
o ®
ad t
= < Template Name Belonging organize Total number of variables  Number of associated devices Acquisition methods Update time Operation
Devi 3
Device Te
B it
onfiguration
& gement
Daia er
O  Alam linkage
No data

=

configuration

PUSR

www.pusr.com



https://www.pusr.com/
https://www.pusr.com/

USR-G806s-G User Manual

Add device template

Add Device template

Template Information State configuration
Name judgment
mode
* Belonging Sharing by
organize subordinate
organizations
methods
Data Nodes list Whether to enable muiti slave mode
* Protocols [ ] Advanced Options
and drivers
i ric. ] import e ey
Number Variable name Variable Type Value Type Register Write&Read Storage Mode Operation

Add variable

Add variable

* Varable name Varable
unit
* Variable Type rectly collected variables

Variable identifier

[ Register

[ “Daformat  30bytes-location I

* Collection Do not collect (report voluntarily)

Frequency
*Storage Type [ All Storage

* Read/write © Read Only

Advanced Options

How to set variable permissions, click to view details

i m

Add device

USR Cloud Console

WWW.uSr.cn

ro
o4

nent + Devige List

n
a nent Device List Batch Add Bulk Deletion Batch associate gateway Sequence * B

Device
mana ent

Device status Device Name Serial number Belonging organize Gateway Device template Tag Operation

Device Tempia

Gateway

No data
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USR Cloud Console (2 servicesupport (I userrignts @)

W.usr.cn

0 Quickstart

Device ma Device List ~ Add device
= Screen o
=  management Add Device
® e
= mal ent

Basic Information

ro
o ent Device name Vehicle-1 Position Upload Pictures

Device List Select the
Device Tempiate Y o
B ¢ b
Device descripti Public Bus--#1
s i evice descriplion ublic Bus
4 Device location @ Manual positioning Automatic positioning

Device Tags Devices Map SE11%, Jinan Shi, Shandong 290 T9slect Address

lul  Data center
5 Alarm linkage
= 9 Data Settings

Value-Added
P kit g Associated Dewc{ Positioning template  Delete Choose a template | ]

Template

h Exclut "

configuration

[ uart number 1 * slave number 1 ]

3% Extend

Networking settings

ted Gateway [ USR GP! Add Gateway ]

8.1.2. Settings of USR-G806s

Enable the GNSS function, and set the right parameters like the following picture, then click “save and apply”

to make the changed settings take effect.

USR-G806s

GNSS Configuration
Status Configuration

Phtunnel
Position Type USR CLOUD v
Email
Cloud id 00007647000000000001

SMS
Alert Cloud psw  admin000
Dynamic DNS Modbus Device ID 1
SNMPD

Mbdbus Register Address O
USR Cloud

Upload Interval 5

S5H @ 1-6000 secondis}
RemoteManager

GNSS
Base Station Save & Apply

Matumnrl
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USR Cloud Console

WWW.L

7 Quick start
Gateway Details

o Screen o
=  management Gateway Details Network debugging Positioning Track
@ Scene
~  management
gemen Gateway infomation
ra Device
B4 management
- USR-G8065-GPS

m L ‘ 1. 647000000000001

management .

ate q 4 Belonging organize: My Project Gateway model: Unknown type

5 Conguaion \ 9 2. [Communication Password: asmnin0 @] MAC: -

management \ 1 Gateway address = IME: -
lul  Data center Tag: NID: =

Firmmasara Vareinn:

GNSS Configuration

Exclusive 5 GNSS Enable
Eh confi
configuration

O Alarm linkage

Value-Added
Gateway traffi(

2024-03
6t e Position Type  USR CLOUD v
88 xtenc
1. croud ia |
2' I Cloud psw I

Modbus Device ID 1
Modbus Register Address 0

Upload Interval 5

@ 1-6000 second(s)

We can find that the gateway is online on PUSR.

USR Cloud Console D B senicesupport ) userrighis @ Rk . fumeimei@)

WWW_UST.Cn

3 Quick start

o Screen .
= man ent « Oniine gate » Offin a A
Gateway list . 1' i ; b © More gateway features Go to DM platiorm m Batch Add Delete
Scene “
management
ro  Device
24 management
L Number of associa
Gateway Gateway status Gateway name SN Gateway model Belonging organize Tag Operation
man it ted devices
Gateway list
USR-G8065-GPS 00007647000000000001 Unknoun type My Project Edit
Configuration
& man ent
= ® Offine USR-G216 01301622060700001586 USR-G216 0 Wy Project View  Edit

It Data center

Total2  10/page - Goto 1

O  Alaminkage

8.1.3. Check the position data

Device management->Device list->View, user can check the positioning track.

,ﬁ USR Cloud Console 1 @ senicesupport D) userrights @
www.usr.cn

3 Quick start

Device List

Screen
management Device List Add Device Batch Add Bulk Deletion Batch associate gateway Sequence + Export

Scene

@ v
~  management All status m

o Device
¥ mEEE Device status Device Name Serial number Belonging organize Gateway Device template Tag Operation
Device List

 Onine Venicte-1 Position 0000007647000001 My Project USR-GBOBS-GPS Positioning template =

Delete

g Gawevway ; Total1  10/page [ 1] Goto 1
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1 service support [ user rights

,* USR Cloud Console

WWW_USE.CN

3 Quick start
Device Details
(=) Screen
- management Device Overview i Track Data Debugging
Y Bl v = sy mevonaas g
management
real time track history track 2024-02-2015:5000 To 2024-02-20 17:14:50 W # %
ro Device = 7 E
53 .
management 3
Device List
Device Template
Gateway B
=] management gg
& Coniguration HHAH
management i
2
&
L Datacenter
B Alminkage ¥ R REH e
@ \VaueAdded =
E ]
E &
Eh  configuration BHEE
28 Extend Exl
=i
i
bl
IGES
=}
[ 5]
B
Imapbox] = -
[Olae CEARRE B L= © Mapbox © OpenSireetMap Improve this map
V6.15

,* USR Cloud Console M 0 senicesupport ) userrihls @ e . fumeimei@usren

WWW_USE.CN

3 Quick start
Gatewiay Details
(=) Screen
= management Gateway Details Network debugging Positioning Track
g Scene o
¥ management Data log: timestamp HEX
o Device
®4  management
[

g G A ey

managenm

Gateway list
» 0146000000114809 (2024-03-27 17:03:27) O

& Configuration
management

Lt Data center

i i em
0 Alam linkage =
Value-Added
@ S RX: 43 TX: 8 Reset count
Exclus
B Conguration
88 Extend
Send

HEX Cycle period s callBack

V615

8.1.4. Description of GPS data

GPS data in Modbus RTU: When the gps sensor is abnormal and cannot locate the coordinate information, the
latitude and longitude in the frame is (0.00, 0.00).

The G806s automatically reports the GPS data to the server, and the reported data type is the standard Modbus
RTU protocol format. For example:

01 46 00 00 00 11 24 00 06 00 01 C4 FD 85 AA 56 7E 40 42 01 CC 00
00 00 64 00 00 F2 59 5C 87 13 56 2D 2E

Longitude—

Latitude—C4 FD 85 AA 56 7E 40 42
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Base station location(10 bytes)—01 CC 00 00 00 64 00 00 F2 59
Timestamp—5C 87 13 56
CRC—CRC check

8.2. Reporting data to private server

Enable a TCP Server 192.168.1.136:8433 on the LAN. Set USR-G806s report data to server in NMEA GPRMC. After

changing the parameters, click “Save & Apply” to make the changing settings to take effect.

USR-G806s

GNSS Configuration
Staus

Phtunnel .
Position Type ~ GNSS CUSTOM A
Email
Network Operating Mode  INDE A
s @ MULT function only supports the use of DTU NET mod
Alert
Operating Mode  TCPC A
Dynamic DNS
192.168.1.136
SNMPD Server Address
USR Cloud Server Port 8433
SSH Reg Enable  OFF »
RemoteManager
Heart Pkt  OFF v
GNSS
- GNSS Heart Ty NMEA GPRMC v
Base Station Earavng
Network Upload Interval 5
@ 1-6000 second(s)
VPN
DTU
WAN/LAN Port
3 Save & Apply
Firewall

NetwaorkiAssistant

[ Settings
11 Protocol
TCP Server vl
[2] Local Host Addr
152.168.1.136

(3] Local Host Port

Recy Options
e ASCI " HEX
[v Log Display Mode
v Auto Linefeed ,
[~ Hide Received Data
[~ Save RecvtoFile...

AutoScroll Clear

AutoReply Themes
BatchSend Export

Note:

PUSR’

www.pusr.com

Data log

NetAssist V5.0.2 G £}

LS

[2024-03-27 158:18:34. 934]# Client 192 165 1.1:59429 gets online

[2024-03-27 18:18:36. 396]# RECY ASCIT FROM 192 168.1.1 :59428>
$GPIMC, 093401. 00, A, 3639. 969605, N, 11705, 969182, E, 0.0, 148. 2, 190821, 5. 4, W, A*20

[2024-03-27 18:18:41. 105]# EECV ASCIT FROM 192 168.1.1 :59420>
$GPEMC, 093431, 00, A, 3639, 969735, N, 11705, 969266, E, 0.0, 148, 2, 190821,5. 4, ¥, A*28

[2024-03-27 18:20:46. 784]# RECV ASCIT FRON 192 168.1.1 :59481>
$GPRMC, 093501, 00, &, 3639. 959968, N, 11706, 967620, E, 0.0, 141 6, 190821, 5. 4, ¥, Ak2A

[2024-03-27 18:20:61.558]# RECY ASCIT FROM 192 168. 1.1 :59481>

: |$GPEMC, 093631 . 00, &, 3639. 963005, N, 11706. 968283, E, 0.0, 141. 6, 180821, 5. 4, ¥, A*20

[2024-03-27 18:20:67.406]# RECY ASCIT FROM 192 168. 1.1 :59481>
$GPEMC, 093601, 00, A, 3639, 964486, N, 11706, 967582, E, 0.0, 141. 6, 190821, 6.4, W, A%ZF

Fmm s mm mm s ma s ma s ln mmmee e mmemE 4 e 4 A 4 & e s

~
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» The network channel can choose to multiplex the DTU channel. If you want to simultaneously send GPS data
to multiple servers, you can choose to multiplex the DTU channel and activate multiple sockets to transmit
GPS data.

> Note: When GNSS uses DTU multiplexing, only transparent mode is effective.

» When GNSS multiplexes DTU and operates in TCPS mode, it can connect to a maximum of 8 clients.

» When using DTU socket multiplexing: Reporting time (reports are sent on time, regardless of DTU data
transmission/reception).

» When using DTU socket multiplexing: Location packets can be sent to the serial port or network end.

> When using DTU socket multiplexing: When regular heartbeat packets and location heartbeat packets coexist,

location heartbeat packets have higher priority.

9. AT Commands

9.1. AT Command Mode

When the device works in network transparent mode or HTTP mode, can switch to "AT command mode" by
sending time-specific data by serial port. When the operation is completed in "AT command mode", send specific

commands to return to the previous working mode.

Data sent by the device

to the module AT+ENTM
W i 72 P 5 e
srsaiman PRI = TEETRTTRERN S| snna 3 sl b annasa g o .
| | _- : | |
i | | ‘ Timeline
[ IR = AP
Data sent by the module T4 LI OK
to the device . +ok

Toggles the timing of command mode:

In the figure above, the horizontal axis is time, data above the time axis is sent by the serial device to G806s, data
below the time axis is sent by G806s to the serial port.

Time requirement:

T1 > current serial port packaging interval

T2 < current serial port packaging interval time

T3 < current serial port packaging interval time

T4 = current serial port packaging interval time
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T5<3s

T6 = current serial port packaging interval time

The time sequence of switching from transparent mode/HTTP mode to “AT Command mode” :

1.Serial device continuously sends "+++" to the device. After receiving "+++", the device will send an "a" to the
serial device. No data can be sent during a packaging cycle before sending "+++".

2.When the serial device receives “a”,a “a” must be sent to the device within 3 seconds.

3.After receiving 'a', the device returns "+ok" and enter “temporary command mode” .

4.After receiving "+ok", the device has enter "temporary command mode" and now can send AT command to it.

Time sequence of switching from AT command mode to transparent mode.HTTP mode:

1.Serial device sends "AT+ENTM" to G806s.

2.After receiving the command, sends "OK" to the serial device and returns to the previous working mode.

3.After the serial device receives "OK", it knows that the device has returned to its previous working mode.
9.2. Serial AT Commands

In transparent mode, do not need to switch to the command mode, we can use “Command password + AT
command” to query and set parameters. It does not need complicated “+++" timing sequence to enter AT
command mode, so as to quickly query or set parameters.

Before sending, enter AT command mode, query the command password firstly. It defaults to “test.cn#” . Restart

the device after setting.

| & USRTCP232 Test RS232 1o Ethernet Convert tester - O

File(F) Options(Q) Help(H)
COMS ettings ~COM port data receive 71 MNebwork data receive — MetSettings
Portiu |COMA5 =] | fat | 1] Protocal
|I0K TCF Server hd
Baydr |115200 = |
DPaly | MONE v| | leERR:1 [2] Local host IP
- [|AT+CHDEY 169.254.63 .50
DatzB |G bt T1 || [ omew test ant
- | [3) Local host part
Stoph 1Bt hd I |3333
© Close @® Listening
~Reecy Options 1l ~Reev Options
|~ Receive to file... |” Receive to file..
I~ Add line retwn I~ Add line retwn
I~ Receive Az HEX I~ Receive Az HEX
I~ Receive Fause ™ Receive Fause
Save Clear Save Clear
~Send fptions | Send Options-
|~ Data from file ... I~ Data from file
™ Auto Checksmm ™ Auto Checksun
I~ Auto Clear Input I Auto Clear Input
I Send Az Hex ™ Send As Hex
[~ Send Recyele L | I~ Send Recyele
~ hittp: |
Interval [1000 ms LAT“CW)PW it pi/fen sy on e Interval [1000 ms
| Lead.. [lew v | || Load.. Clear |
[& Ready! Send:79 | Feovi5l Feset | [# Ready! [ Serd:@ | Resvil _ Resst

Send “test.cn#AT+MAC"” from the serial port (there is an “Enter” after the command), then can receive the
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response from the device:

ﬁ USR-TC = = D ‘,(
File(F) Options(Q)} Help(H]
~COMSetting ~COM port data receive————— | Network datareceive | MetSettihgs
Pottum |COMaS =] | [t [Receive from 192 168 21.133 - 60567 : (1) Protacol
0K
e I—_Insznn = i — TCF Server -
DPsiy WONE = SRR 1 [2) Lacal host IP
AT +HCMDEW IIBZ.IEB.Z[I 120
Do 85 =] | Lomen cast. cnt
ﬁ | i 2 (3] Local host part
Stopp |1 bt B et 2317
o ! AL SCABZEAASEDD
@ lase @ Disconnact
~Recr Options— ~Recv Options—
[~ Receive to file .. I Receive to file ..
[~ Add line return ™ Add line return
[~ Receive As HEX ™ Receive As HEX
[~ Receive Pause [ Receive Pause
i
| Save. . Clear Save. .. Clear
| [Send fptions —Send Options-
[~ Data from file ™ Data from file ...
[ huto Checkszum ™ Auto Checksum
|| 7 sute Clear Input |~ Auto Clear Inmput
[~ Send As Hex |~ Send As Hex
‘ [~ Send Recyele : - Beeas il 192 1600119 EDS_VJ I~ Send Recyele
|| Interval [1000" ms tﬁst- coffat+mac “ o eSS ALAVER S Interval (1000 ns
Load. .. Clear w Load. Clear
‘ L& Ready! | Send: 95 [ Recv:80 Feset | [& Ready! | Send:16 | Recv:16  Reset

9.3. Network AT Commands

Network AT command refers to set and query parameters by sending “Command password + AT command”

through the network when working in transparent mode. Here we query the firmware version of the device, there

isan “Enter” after the command.

% USR-TCP232-Test RS232 to Ethernet Convert tester
File(F) Options(@) Help(H)

~COM port data receive

= O x

Metwork. data receive

—COMSetting

PortMum ICDM21 Ll
BaudR |1152DD vl
DPay [NONE =]
DataB |E”5lit "l
StopB |'Ibit vI

L

@ Open

~Recv Options—

W 4dd line retwn
[ Receive Az HEX

[~ Receive Pause

Save. .. Clear

[~ Receive to file...

—Zend Options—

[T Auto Checkszum
[ fute Clear Input
[~ Send Az Hex

T Send Reovole

Interval !'I ool ms

Load .. Clear

|& Input text to send

T Data from file ...

[Receive from 172 16.11.31

+YER:¥1.0.08

538211 :

Tinan USE Technology Co..
Ltd.

Send

Feers: 1?2.15.11.31:53521:_J

test. cn#tAT+VER

[ Send: 0 [ Recv: 0

Reset I |& Input text to send |

Send

“MetSettings

[1] Pratocol
I TCP Server b i

[2] Local host IP

|1?2.IE 1.2

[3] Local host port
8899

@ Discu:unnectl

~Recy Options—

[~ EReceive to File. ..
¥ Add line return
[T Beceive Az HEX

[~ Receive Pause

Save. .. Clear

—Send Options—

[~ Data from file ...
[~ fnto Checksum

[ Auto Clear Input
[ Send Az Hex

[~ Send Recycle

Interval IF ms

Load. ..

Clear

Send: 16

|__ Fecv: 16 Reset
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9.4. SMS AT Commands

In transparent mode, we can also send SMS to query and set the device parameters. Here we send “Command
password+AT Commands” to query the socket connection status.

WWW . usr . cntrat+socka

+SOCKA: TCPC, test, usr.cn, 2317

For detailed AT Commands, please refer to AT Command set.

10. Contact Us

Jinan USR I0T Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan,
Shandong, China

Official website: https://www.pusr.com

Official shop: https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808
11. Disclaimer

The information in this document provided in connection with Jinan USR IoT technology ltd. and/or its affiliates’
products. No license, express or implied, by estoppel or otherwise, to any intellectual property right is granted by
this document or in connection with the sale of USR IoT products. EXCEPT AS SET FORTH IN THE TERMS AND
CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT, USR IoT AND/OR ITS AFFILIATES
ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING

TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
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PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR IoT AND/OR ITS AFFILIATES BE LIABLE
FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR 1oT AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. USR loT and/or its affiliates make no representations or warranties with
respect to the accuracy or completeness of the contents of this document and reserves the right to make changes
to specifications and product descriptions at any time without notice. USR IoT and/or its affiliates do not make

any commitment to update the information contained in this document.

PUSR’ pusr.com

WWW.pusr.com



https://www.pusr.com/
https://www.pusr.com/

Your Trustworthy Smart 10T Partner

PUSR

WWW.pusr.com

Official Website:

Official Shop:

Technical Support:

Click to view more:



http://www.pusr.com
shop.usriot.com
http://h.usriot.com/
https://www.pusr.com/support/download/usr-product-catalog.html
https://www.facebook.com/usriotmarketing/
https://www.youtube.com/channel/UCUdBu6OM6aQhxNF99uEtaqA
https://www.pusr.com/
https://www.pusr.com/

	1.Introduction
	1.1.Key Features
	1.2.Specification
	1.3.Interface
	1.4.Indicator
	1.5.Dimensions

	2.Get Started
	2.1.Web Interface
	2.2.Functional Diagram
	2.3.Host name
	2.4.NTP Settings
	2.5.Username/Password Settings
	2.6.Backup Parameters
	2.7.Reset
	2.7.1.Hardware Reset
	2.7.2.Software Reset

	2.8.Firmware Upgrade
	2.9.Reboot
	2.10.Reboot Scheduler
	2.11.Log
	2.11.1.Remote Log
	2.11.2.Local Log


	3.Interface
	3.1.4G  Interface
	3.2.SIM Card
	3.2.1.APN settings
	3.2.2.Ping Detection Settings
	3.2.3.Mobile Information

	3.3.LAN Interface
	3.3.1.DHCP
	3.3.2.Static IP

	3.4.WAN Interface
	3.5.WAN/LAN Mode Selection
	3.6.WiFi Interface
	3.7.Network Switch
	3.8.Diagnostics
	3.9.Hostname
	3.10.Static Routes

	4.VPN
	4.1.PPTP Client
	4.2.L2TP
	4.3.IPSec
	4.4.OpenVPN
	4.5.GRE

	5.Firewall
	5.1.General Settings
	5.2.Traffic Rules
	5.2.1.IP Address Blacklist
	5.2.2.IP Address Whitelist

	5.3.NAT
	5.3.1.Masquerading
	5.3.2.SNAT
	5.3.3.Port Forwards
	5.3.4.NAT DMZ

	5.4.SNMPD
	5.5.DDNS
	5.5.1.Supported Services
	5.5.2.Custom Services

	5.6.Remote Manager

	6.Serial device server function
	6.1.Serial Port Settings
	6.1.1.Basic Settings
	6.1.2.Framing Mechanism
	6.1.2.1.Time Trigger
	6.1.2.2.Length Trigger


	6.2.Operating Mode
	6.2.1.NET Mode
	6.2.2.Modbus Mode
	6.2.3.HTTPD Mode

	6.3.General Function
	6.3.1.Registry Packet
	6.3.2.Heartbeat Packet
	6.3.3.Restarting without Data
	6.3.4.RFC2217


	7.PUSR Cloud
	8.GNSS service
	8.1.Positioning Operation Instructions of PUSR
	8.1.1.Settings of PUSR
	8.1.2.Settings of USR-G806s
	8.1.3.Check the position data
	8.1.4.Description of GPS data

	8.2.Reporting data to private server

	9.AT Commands
	9.1.AT Command Mode
	9.2.Serial AT Commands
	9.3.Network AT Commands
	9.4.SMS AT Commands

	10.Contact Us
	11.Disclaimer

