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1. AWS IoT

USR-N5X0 supports connecting to AWS IoT platform via MQTT, which can be achieved via simple MQTT and

SSL parameter configuration.

1.1. Basic Parameters

 MQTT Version：Supports MQTT-3.1 and MQTT 3.1.1.

 Client ID: MQTT client identifier.

 Server Address: MQTT server domain name or IP address.

 Remote Port NO.: MQTT server port.

 Reconnection Internal: The interval between the current connection failure and the next MQTT connection.

 Last Will: MQTT connection flag. When the network connection is closed, the server must publish this will

message.

 SSL protocol: Supports TLS1.0 and TLS1.2 versions, and the authentication mode can choose none

certificate authentication, CA signed server and self signed certificate.

1.2. Publish Settings

 Topic: Publish topic name.

 QOS: Message quality of published topics.

 Retailed message: MQTT retains the message flag, which is used by the server to store this application

message and its quality of service (QoS).

1.3. Subscribe Settings

 Topic: Subscribe topics.

 QOS: Message quality of subscribed topics.

2. AWS Connection Test

In this case, we will show how to connect USR-N5X0 to AWS.

2.1. Preparations

 USR-N5X0*1

 RS485 serial to USB cable*1

 Ethernet cable*1
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 12V/1A power adaptor*1

2.2. Configuration of AWS

2.2.1. Login

1. Login https://www.amazonaws.cn/en/

2. Login to the account. If you do not have an account, please create one firstly.

3. Find IoT Core in Internet of Things.
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2.2.2. Create Things and Certificates

1. In Manage->All devices->Things, click Create things to add the device.

2. Choose Create signal thing, fill in the Thing name and Thing type, here we configure the thing name to

“USR-N5X0-Test”, configure the thing type to “type_none”.
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3. Next, choose Auto-generate a new certificate, you can also choose others if you have your own certificates.

Then click Next.
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4. Do not create policies, directly click Create thing. Then it will show the certificates interface. Download the

certificate and key files, then click Done to back to the things interface.
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2.2.3. Create Policies

1. In Manage->Security->Policies interface, click Create policy.

2. Fill in the Policy name, add new statement in Policy document. There is a default statement which can be

directly operated.

3. Add 4 policies: iot:Connect, iot:Publish, iot:Receive, iot:Subscribe.

4. Policy resource format: arn:aws:iot:region:AWS-account-ID:Resource-type/Resource-name,

AWS-account-ID is your account ID of AWS.

5. Then click Create to create the policies.
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2.2.4. Attach Polices to Certificate

1. We have bound certificate and the thing when creating the device, so we can directly find the device in

Manage->All devices->Things, click Certificates in USR-N5X0-Test.

2. Find Polices under certificate, click Attach policies, choose the polices you have created.
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2.2.5. Obtain Product Information

1. Client ID is the Things name of the device, you can find the device name in Manage->All devices->Devices.

2. Find the server domain address that N5X0 device needs to connect in Settings, port defaults to 8883.

2.3. Device Configuration

1. Enable AWS IoT Service.

2. Configure the Client ID, Remote port 8883 and Server address.

3. Add the SSL certificates, configure the SSL protocol to TLS1.2, Verify All. Upload the RootCA1.pem,

certificate.pem.crt and private.pem.key files.
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4. After above configurations, click Save&Apply to take the parameters effect.

2.4. Data Transmission Test

2.4.1. Transparent Transmission

1. After configuring the MQTT server parameters, click “Continue” to configure the topics. Enable Publish

topic1 in Publish, configure the publish topic in topic string.
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2. Enable Subscribe topic1 in Subscribe, configure the subscribe topic in topic string.

3. Also need to configure the serial parameters of USR-N5X0 device to be consistent with your serial

RS232/RS485 device.

4. Here we connect the RS485 port of N5X0 to the PC via an RS485 to USB cable. After the MQTT connection is

established, we can achieve the data transmission between AWS and N5X0 serial port.
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2.4.2. Edge Computing

1. Enable Edge Computing function.
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2. Add a Modbus RTU slave device, configure the Modbus registers that you need to read. Click Next.

3. Select the socket type to AWS IoT, enable Data Query and Reporting method. Configure the parameters

according to your needs. Please do not enable Retained Message when connecting to AWS.
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4. After configuring all the parameters, restart the device to take the parameters effect.

5. In this test, we use Modbus Slave software to simulate a serial sensor. After N5X0 device read the

temperature and humidity data from serial port, it will convert to JSON format and send to AWS platform.
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