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1

. Introduction

USR-DR154-E is a LTE CAT 1 communication modem, which supports LTE band, covers the mainstream

frequency bands of European operators. It has perfect software function, supports TCP/UDP transparent

transmission, HTTPD Client mode MQTT client mode and AT command configuration. In addition, it is simple to

configure, has high reliability and built-in hardware watchdog, supports FOTA upgrading.

USR-DR154-E supplies a wide voltage range power through terminal interface, RS485 standard interface,

meets the needs of different application scenarios.

1

1

.1. Features
4G Cat1 connectivity, low latency, broad coverage, and high network stability;
Supports multiple work modes: TCP, UDP, HTTP, and MQTT, capable of interfacing with various
protocol servers;
Built-in hardware watchdog to ensure stable operation without crashes;
Industrial-grade design with a wide operating temperature range: -20 to 75°C;
Wide voltage supply: 5-24V;
Modbus gateway: allowing seamless communication between on-site devices and SCADA software;
Supports both DIN rail and mounting hole installations;
Utilizes push-in terminals for easy wiring;
High EMC protection level: Level 2;
Remote management through the PUSR platform, enabling remote device management.
.2. Ordering Guide

Model USR-DR154-E USR-DR154
LTE FDD:
LTE FDD: Band1/3/5/8
Frequency
B1/3/5/7/8/20/28 LTE TDD:
Band38/39/40/41
Europe,
Region Southeast Asia, China, India
Middle East
TCP Server \ /
Modbus Gateway v
SMS / v
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1.3. Technical Parameters

USR-DR154-E parameters are as follows:

N Power Supply 5-24V DC, 12V/1A is commanded
Consumption Average:0. 8W, Max:3.5W
Frequency Band B1/3/5/7/8/20/28
Transmition Rate (Mbps) 10.3 DL/5.1 UL

UP link: QPSK/16QAM

Down link: QPSK/16QAM/64QAM
Tx Power 23. 5+2dBm

Band 1 -98.5 10MHz Bandwidth
Band 3 -98.0 10MHz Bandwidth
Cellular Band 4 -97.5 10MHz Bandwidth
Band 5 -98.0 10MHz Bandwidth
Band 7 -97.5 10MHz Bandwidth
Band 8 -98. 0 10MHz Bandwidth
Band 20 -98.5 10MHz Bandwidth
Band 28 -98.0 10MHz Bandwidth

Modulation System

Receive Sensitivity

SIM Slot 1%4FF, Nano SIM card
Antenna Connector 1*%SMA Female
Baud Rate 600bps”230400bps
Data Bits 7,8

Serial Port
Stop Bit 1,2
Parity Bit NONE, EVEN, ODD
Protocols TCP/UDP/HTTP/MQTT/DNS/NTP/FTP/SSL

TCP Server, TCP client, UDP client,
Work Mode
HTTP client, MQTT Client
Software Registration Packet N,
Features Heartbeat Packet N,

Modbus Gateway Modubs RTU to Modbus TCP conversion
Remote Management PUSR Cloud (Not available in Europe)
Configuration Config Tools, AT command
Operating Temprature —-25°C~+75°C
Storage Temprature -40°C~ +85°C

Environmental =

o Operating Humidity 5% 95% (Non—condensing)
Characteristic

Weight <50g
Dimension T4%24x22mm (L* W+ H)

Others Certificate CE, NBTC, RoHS*, WEEE*
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1.4. Indicator status description

Table 1. Indicator Status

Name Description

PWR Red,
on: power on

Off: power off

WORK Green, 1Hz flashing frequency after the system boot up.

NET Green,
On: when it connects to cellular network.

Off: when it not connects to cellular network.

LINKA Green,
On: when socketA is in connectivity.

Off: when socketA is not in connectivity

1.5. Dimensions
Unit: mm

24mm

Q ?2F|'|m

74mm

USR-DR154 series adopts push-type terminal connector, which can realize wiring conveniently and quickly.

1.6. Serial port

Terminal wiring definitions are shown below.

PUSR’ WWW.pusr.com
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GHD]

D524 HE -TX
s z L

Table 2. Pin description

No. Pin Type Description
1 DC 5-24V + P Positive input of the power supply
2 DC 5-24V - P Negative input of the power supply
3 RX/A I/O Serial signal
4 TX/B I/0 Serial signal
5 GND P The digital ground

2. Get started

2.1. Preparations

2.1.1. Hardware

USB to RS485 converter*1
PC*1

USR-DR154-E*1

4G antenna*1

Power Supply*1

SIM card*1
2.1.2. Configuration software

Configuration software downloading: A T &ttt
2.1.3. Hardware connection and test

Description:

1.In PC serial parameter setting area, it is necessary to set the serial parameters consistent with the serial
device, otherwise they cannot communicate with each other.

2.Working mode selection area, select the work mode of the modem.

3.In the parameter setting area of characteristic functions, set parameters related to modem's featured

PUSR’ WWW.pusr.com
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functions.

4.Modem parameter area, setup some basic global parameters.

5.Common command button, click to send the self-input command.

6.Data receiving and display area, displaying the data sent and received.

7.Data sending area, input the data and click Send.

File Language

[PC Seral Parameters] : Seral Port| COM42  ~| BaudRate| 115200  ~| par'rtymata}stop]NOval v]|1 ~| @ close |] 1

Choose Work Mode

@ Transparent Mode 2 " HTTPD Client Mode

 MQTT Mode

Operation and Hints

[~ Enable Socket

artbeat
Rx<-][15:30:51][asc]

Moden Baanietes

¥ More

| Packaging Interval(ms) ckaging Length(Bytes) (1024 |

v Enable Echo v Serial data cache

4

v Serial AT command ™ Network AT

[~ Security
[~ NTP function

Command Prefix[4G DTU

Reboot Message [USR-DR154

APN|CMNET, ,,0

P P P % || PP

5 [%, Query all parameters | B set and save al parameters
TCPR/UDP TCR/UDP Serial
l_ Enter Serial AT command mode | Exit Serial AT command mode
PC MetWark M2M device Sarlal davics Build Time | Query IMEI | Query phone numberl Query version
Transparent Mode Parameters
’—E Sl
¥ Enable Socket
A PRPort [58.34.63.87 |[2317 ] 6 |
3 Link Type | TCP | [persis - Timestamp | Hex  RX:11789 Reset Co n_t]
Time of Transitory Link(s) |1l] | 193456789 A
Enable ModbusRTU to TCP | OFF -] Rix<-J[15:29:21][asc]
heartbeat
[~ Enable Socket Roc<-][15:29:51][asc]
B
héartbeat
Rx<-][15:30:21][asc]

123456789

Send via Serial Port =~ [~ Hex — TX:77

@, Send -

3. Serial port

3.1. Basic Parameters

Serial parameters of USR-DR154-E must be consistent with the parameters of the serial device. Serial port

parameters include basic parameters and framing parameters.

Item Parameter
Baud rate 1200~230400bps
Data bit 8
Stop bit 1,2
NONE
Check bit
EVEN

PUSR’
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OoDD
=]
File Language
[PC Serial Parametere] : Serial Port] COM42 | BaudRate|115200 | par'rtymamjstopl NONI '" v]|1 vl @ Close |
Choose Work Mode Operation and Hints
& Transparent Mode ° HTTPD Client Mode £ MQTT Mode
p Q a Query all parameters | ﬁ Set and save all parameters |
TCPR/UDP TCRUDP Serial
I_ Enter Serial AT cormmand mode | Exit Serial AT command mode |
PC MetWark M2M device Sarial dvice Build Time | Query IMEI | Query phone numberl Query version |
iy EMode Barie oo Query RSSI | Save parameters | leset to factory settinq Restart I
W Claue sulkey
A PRPort [58.34.63.87 |[2317 ] A
Link Type ITCP L! |Perslsj = =
Time of Transitory Link(s) |1[] | [¥ Timestamp [ Hex  RX:12139 Reset Countl
>[Tx->]1[15:37:07][asc] "
Enable ModbusRTU to TCP | OFF >
l _! AT+UART=7?
™ Enable Socket ¥
>[Rx<-][15:37:07][asc]
Modem Parameters
I AT+UART=?
Serial Port Serial BaudRate v Flow Control IR5435 -
Parity/Data/Stop | NONE _+| 8 - | FOR +UART:<1200~230400>,<8>,<1,2>, <NONE,ODD,EVEN>, <NONE>
M Packaging Intervallms) (50 ickaging Length(Bytes) (1024
v More
OK
¥ Enable Echo ¥ Serial data cache ™ Security
v Serial AT command [ Metwork AT [ NTP function Operation complete
Command Preﬁ:-(|4G DTU | .
Reboot Message |USR-DR154 - =
oc| | AT+UART=?
APN [CMNET,,,0 |
No data auto restart time(s) 1800 |
Security Code |””“ |
NTP Ser\rer|cn.ntp.org.cn,us.ntp.org.cn | Send via Serial Port » [~ Hex  TX:156 @ send -~

3.2. Frame Forming Mechanism

3.2.1. Time Trigger

When DR154-E receives data from the UART, it continuously checks the interval of two adjacent bytes. If the
interval time is greater or equal to a certain "time threshold", then a frame is considered finished, otherwise the
data is received until greater or equal to the packet length byte set. This frame is sent to the network as a TCP or
UDP packet. The "time threshold" here is the time between packages. The range of settable is T0ms~500ms.
Factory default: 50ms.

This parameter can be set by AT command, AT+UARTFT=<time>.

T1 T2
T2-T1=T _
> [ime
The last byte of The first byte of
the NTH packet the N+1 packet

Note: T is the packing interval time.

PUSR’ WWW.pusr.com
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3.2.2. Length trigger

When DR154-E receives data from the UART, it constantly checks the number of bytes received. If the number
of bytes received is equal to a certain "length threshold", a frame is considered to have ended, otherwise the
packaging time is waiting for the end. This frame is sent to the network as a TCP or UDP packet. The "length
threshold" here is the package length. The settable range is 5~4096. Factory defaults to 1024.

This parameter can be set by AT command, AT+UARTFL=<length>.

The NTH byte received The MTH byte received

M-N=L .
Time
The first byte of the packet The last byte of the packet

Note: L is the packaging length.

4. Operating Mode
USR-DR154-E has three operating modes: transparent mode, HTTPD Client mode and MQTT mode.

4.1. Transparent Mode

In this mode, users do not need to pay attention to the data conversion process, can realize the bidirectional
data transparent transmission between serial devices and network servers.

DR154-E supports 4 socket connections, Socket A, Socket B, socket C and socket D, which are independent
with each other. Each socket supports TCP Client and UDP Client. Except TCP/UDP client, socket A supports TCP

server in additional.

Terminal Base
device Modem

station
. Cat-1 A .. TCP/UDP TCP/UDP
Serial data network data data

Data sent to Modem: Data packaged by Modem:
ABC
ABC
o
Terminal Server
; . |Modem Data returned by the TCP/
device |Data sent tlc;:’;he device: UDP server: 123
¢ €

»Set parameters by the utility:

PUSR’ WWW.pusr.com
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Operation and Hints

Ia Query all parameters E Set and save al parameters

| 4

2 I Enter Serial AT command mode I | Exit Serial AT command mode |
Build Time | Query IMEL | Query phone numberl Query version |
Query RSSI | Save parameters | leset to factory settind Restart |

RX:14172

¥ Timestamp [~ Hex
>|Kx<-||1b:U2:28]|asc]

OK
Operation complete

>[Rx<-][16:02:35][asc]
USR-DR154

Reset Cou I"Itl

~

Send data

File Language
[PC Serial Parameters] : Serial Porl:i comM42 = BaudRateI 115200 - Parity!DathStopl MNOMI vI vl 24 vI @ cl ﬂ
Choose Work Mode
& Transparent Mode " HTTPD Client Mode  MQTT Mode
TCPIUDP TCP/UDP I Serial
PC NetWork M2M device Serial device
Transparent Mode Parameters
¥ Enable Socket]
A PRPort [58.34.63.87 |3z ]
3 Link Type |TCP x| [persic |
Time of Transitory Link(s) |10 |
Enable ModbusRTU to TCP | OFF |
=
[~ Enable Socket
B
[~ Enable Socket
C
Modem Parameters
Seril Port Serial BaudRate |11520( 'I Flow Control |R5485 =
Parity/Data/Stop  |NONE ~| [s -] [t -]
P M Packaging Interval(ms) ickaging Length(Bytes) |1024
ore
¥ Enable Echo v Serial data cache I Security
[ Serial AT command ¥ Network AT ™ NTP function

»>Set by AT command:

Send via Serial Port - [~ Hex  TX:222 @, send ~

1 +++3 Enter serial AT command mode

2 AT+WKMOD=NET Set the work mode to Transparent mode

3 AT+SOCKAEN=0ON Enable Socket A

4 AT+SOCKASL=LONG Set Socket A to persistent link

5 AT+SOCKA=TCP,50.34.63.87,2317 Set the remote IP and port of Socket A working
in TCP client

6 AT+SOCKA=TCPS,0.0.0.0,5000 Set Socket A work in TCP server and the local
port is 5000

7 AT+S Save all parameters and restart

»Test

Connect the serial port of USR-DR154-E to the computer via a R5485 serial to USB cable, send data from the

utility, the test server will return the same data to serial port.

-cPUSR’
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File Language

Choose Work Mode

[PC Serial Parameters] : Seral Port] COM42  ~| BaudRate[115200 =] par'rtymam}stopINOva] vill - Iclosei

Operation and Hints

@ Transparent Mode ¢ HTTPD Client Mode  MQTT Mode
" Q [%, Query al parameters | ﬁ Set and save al parameters |
TCP/UDP TCP/UDP Serial
l_ Enter Serial AT command mode | Exit Serial AT command mode |
PC MetWark M2M device Serial devics Build Time | Query IMEI | Query phone nurnberl Query version I
g aenthiode Parictors Query RS51 | Save parameters | eset to factory settin4 Restart |
[ Enable Sack 2
A = P&Port [58.34.63.87 | 2317 ] _
Link Type |TCP =] [perss -] ¥ Timestamp | Hex  RX:14267 Reset Count
Time of Transitory Link(s) |1U | Send data N
> <- :06:
Enable ModbusRTU to TCP | OFF | [Rx<-][16:06:45][asc]
Send data
[~ Enable Socket >[Tx->][16:06:46][asc]
B
>[Rx<-][16:06:46][asc]
Send data
[~ Enable Socket . =
: = =
v Senddata
Modem Parameters
< ~
Seral Port Serial BaudRate !11520( '! Flow Control |RS485 =
Party/Data/Stop  |NONE ¥| [ - [1 =]
M Packaging Interval(ms) ickaging Length(Bytes) (1024
v More
¥ Enable Echo ¥ Serial data cache [~ Security
[V Serial AT command ¥ Network AT [~ NTP function Send via Serial Port ~ [~ Hex  TX:240 @, Send -~

4.2. HTTPD Client

In this mode, user’s terminal device can send request data to the specified HTTP server through this modem,

then the modem receives data from HTTP server, parses and sends data to the serial device.

User does not need to pay attention to the data conversion process between the serial data and the network

data packet, and can achieve the data request from the serial device to the HTTP server through simple

parameter settings.

The modem will filter out the received HTTP protocol header data by default, only output user data to the

serial port. Users can choose whether to filter by AT command.

>Set parameters by the utility:

PUSR’
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HTTP server

" Transparent Mode 1 [ i  MQTT Mode
HTTP HTTP I Serial
_ <o
NetWork M2M device Serial device
HTTPD Client Mode Parameters
HTTP request method [GET |
HTTP URL [/1.php? |
HTTP server address [39.89.166.146 |
HTTP server port (80 |
‘ime of Transitory Link(s) [10 |
HTTP request Header [Accept:text/htm[0D][0A] |
I/ RemoveHeader )

USR-DR154 User Manual

File Language

[PC Serial Parameters] : Serial Port| COM42  ~| BaudRate| 115200 = | Par'rtnyametop!NDva" vI 1 vI uchse|

Operation and Hints

|2, Query al parameters

|4[ B set and save all parameters ] |

3 [ Enter Serial AT command mode ] |

Exit Serial AT command mode |

Build Time | Query IMEI | Query phone nurnberl Query version |
Query RS51 I Save parameters | Reset to factory settingl Restart |
Lal
¥ Timestamp [~ Hex  RX:15034 Reset Count
neartbeat i
>[Rx<-][16:48:52][asc]
heartbeat

>[Rx<-][16:48:53][asc]

>[Rx<-][16:49:23][asc]
heartbeat

v Send data

Modem Parameters

Serial Port Seral BaudRate | 115200 ] Flaw Control [R5485 » -
Party/Date/Stop  [NONE ~| |8 =] 1
E Packaging Tnterval(ms) sckaging Length(Bytes) [L024 |
v Enable Echo v Serial data cache ™ Security
v Serial AT command ™ Network AT [ NTP function Send via Serial Port = |~ Hex TX:240 @, send -
>Set by AT command:
Command Operation

1 +++a Enter serial AT command mode
2 AT+WKMOD=HTTPD Set the work mode to HTTPD Client
3 AT+HTPTP=GET Set the HTTP request type to GET
4 AT+HTPURL=/1.php? Set the HTTP URL
5 AT+HTPSV=39.99.166.146,80 Set the HTTP server address and port
6 AT+HTPHD=Accept:text/html([OD][0A] Set the HTTP request header
7 AT+HTPTO=10 Set the time of transitory link
8 AT+HTPPK=0ON Set whether to filter HTTP header
9 AT+S Save parameters and restart the modem

»>Test

After the NET light is flashing, send the data in the format of "data =". After the data is sent successfully, HTTP

server will return the data with time stamp.

PUSR’
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File Language

[PC Serial Parameterc] : Serial Por| COM16 | BaudRate|115200  =| Par'rty,fDaijtop!NDva" - |1 v -close|

Choose Work Mode

Operation and Hints

& * 1 &
Transparent Mode HTTPD Client Mode MQTT Mode [3, Query 3l parameters E Set and seve 2l parameters |
HTTP HTTP I Serial
Enter Serial AT command mode Exit Serial AT command mode |
HTTP server MetWork M2M device Serial device Build Tirme | Query IMEL | Query phone numberl Query version |
EEIED Glenk Wodepatiucters Query RSSI | Save parameters | leset to factory sett\nd Restart |
HTTP request method IGET _'] v Timestamp [ Hex  RX:7371 Reset Count
123456 2024-07-02 17:20:53 ~
HTTP URL [/1.php? | >[Rx<-][17:24:14][asc]
i USR-DR154
HTTP .99, .
server address [39.99.166.146 | > [Tx->][17:25:12][asc]
HTTP server port [80 | data=123456
>[Rx<-][17:25:12][asc]
‘ime of Transitory Link(s) [10 | 123456 2024-07-02 17:24:56
HTTP request Header [Accept:text/htmi[0D][0A] | il e Ll
data=123456
¥ Remove Header 17-25:14][asc]
123456 2024-07-02 17:24:58
L3
data=123456)
Modem Parameters
Serial Port Serial BaudRate 111520( - Flow Contral |R5435 - "
Parity/Data/Stop  |NONE +| [e =l A
¥ More EESEIEBIERE ickagng Length(8ytes) [1024 | Send via Seral Port = [~ Hex  TXi44 @, Send ~

4.3. MQTT Mode

4.3.1. Generic MQTT

4.3.1.1. Basic parameters

In this mode, USR-DR154 works as an MQTT Client, which can help users quickly access the built private MQTT
server or public MQTT IoT cloud platform. Users do not need to pay attention to the data conversion process
between serial port data and network data packets, and can realize data transparent transmission between
serial port and server only through simple parameter settings.

USR-DR154 supports quick access to general MQTT server and Alibaba Cloud, and supports multi-topic data
publishing and data subscription.

Setup software is like below:

PUSR’
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File Language

[PC Serial Parameters] : Serial Por COM42  »| BaudRate|115200  =| parrtyjnam,fstopiNova] vil1 v] Iclose|

Choose Wark Mode

Operation and Hints

¢~ Transparent Mode " HTTPD Client Mode [ & MQTT Mode ]

a Query all parameters | ﬁ Set and save all parameters |

MaTT MaTT ] Serial
o Enter Serial AT command mode | Exit Serial AT command mode |
PC NetWork M2M device Serial device Build Time | Query IMEI | Query phone numberl Query version I
MQTT Mode Parameters Query RS51 | Save parameters I leset to factory settingl Restart |
MQTT Clent | &
Connect | ] (* Generic MOTT l £ ALI Cloud | )
¥ Timestamp [ Hex  RX:20658 Reset Countl
MQTT Server IP&Port [mgtt.usr.cn | [1883 | “
Username |usr.cn
| | >[Rx<-][17:03:53][asc]
P d
assword [usr.cn | AT+NTPSVR=cn.ntp.org.cn,us.ntp.org.cn
Client 1D [123456test1234 |
MQTT Version [3.1 -l OK
>[Tx->][17:03:53][asc]
Interval of Reconnection(s) |1D | AT.C )
MQTT serial trans mode I Transparent mode j data=123456
MQTT heartheat time(s) [60 |
™ Clean session o

Modem Parameters

Reboot Message [USR-DR154

Mo connection restart t'rme(s)|1ElDU

Send via Serial Port -

[~ Hex

TX:332

|
APN [CMNET,,,0 |
|

@, send -

Options Descriptions Default
MQTT Mode Whether to enable MQTT mode OFF
MQTT Version V3.1, V3.1.1 V3.1
MQTT Server IP MQTT server domain name or IP address mqtt.usr.cn
Port MQTT server port 1883
Client ID MQTT client identifier. Not repeatable when connected to the 123456
same MQTT server.
Username Username for MQTT connection authentication None
Password Password for MQTT connection authentication None
Interval of Interval between next reconnection after MQTT 10
Reconnection disconnection, unit: s.
MQTT heartbeat MQTT protocol heartbeat time, unit: s. 60
time Note: Alibaba Cloud requires that the heartbeat can be set
within 30--1200 seconds, and it is recommended to set it to
300 seconds when connecting to Alibaba Cloud.
MQTT serial trans Transparent mode, distribution mode Transparent
mode mode
Clean session MQTT protocol connection flag, used to control the lifetime of Disable
session state.
Will messages MQTT connection flag, when the network connection is Disable

enable

closed, the server must publish the will message, and the

PUSR’
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client subscribing to the will topic will receive the set will.

Will topic Will topic /will
Will payload Will content offline
QO0S QOS of the will, can be set: 0

0: at most once.
1: at least once.

2: Accurate once.

Retain Keep will message Disable
SSL Support SSL3.0, TLS1.0, TLS1.1 and TLS1.2 version protocols. Do not verify
Authentication methods can be selected: certificate

»Do not verify certificate: Only implement data layer
transmission decryption, and do not verify the identity
of the other party during the handshake process.

»>Verify server certificate: the client will verify the server
certificate during the handshake, and the client needs to
preset the root certificate of the server.

»Two-way authentication: The client and the server verify
each other's identity, and the server root certificate,
client certificate, and client private key need to be

preset.

4.3.1.2. Subscribe/Public Topics

Users can configure the subscribe topics, public topics, topic numbers, QOS, whether to retain will message
via the setup software. DR154-E supports two MQTT modes, transparent mode and distribution mode.

In transparent mode, the data received by the serial port is transparently transmitted to the associated topic
as the payload of the topic, and up to 4 publish/subscribe topics are supported. Add the identifier of the topic in
the distribution mode, and after the module receives the serial port data, it will push it to the associated topic
according to the identifier. The identifier defaults to the topic number, and the identifier and payload are

separated by commas. The message format is: symbol, <payload>
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File Language

[PC Serial Parameters] : Serial Port{ COM42  ~| BaudRate| 115200 =] Parity/Data/Stop| NONI = -[]1 - -cbse|

Choose Work Mode Operation and Hints
¢ Transparent Mode " HTTPD Client Mode & MQTT Mode
@, Query all parameters E Set and save all parameters
MQTT MQTT I Serial
o Enter Serial AT command mode | Exit Serial AT command mode |
PC NetWork M2M device Serial device Build Time | Query IMEI | Query phone numberl Query version |
MOERMde B ol el Query RSS51 I Save parameters | leset to factory settind Restart |
messages ~
enable

¥ Timestamp [ Hex  RX:20658 Reset Countl

~
Subscribe ¥ Topicl [fSubTopictest123 0 Z[Rx<-][17:03:
Topics |/subTopicte || | [Rx<-][17:03:53][asc]
[~ Topic2 |fSubT0pic2 HU ;i AT+NTPSVR=cn.ntp.org.cn,us.ntp.org.cn
I™ Topic3 [/SubTopic3 [fo |
OK
I~ Topic4 [/SubTopics [Jo =]
_ >[Tx->][17:03:53][asc]
Publish Topics ¥ Topict [[pubTopicltest123 ||0 »| I Retain AT . : v
™ Topic2 |,fPubT0pic2 ||0 LI ™ Retain data=123456
I™ Topic3 [fPubTopic3 [[o =] I Retan
I™ Topic4 [/PubTopict [[o =] I Retan
W
Modem Parameters
Reboot Message [USR-DR154 | ~
APN[CMNET, 0 |
No connection restart time(s) 1800 | Send via Serial Port + [ Hex  TX:332 @, send -
— i
4.3.1.3. Communication test
File Edit View Window Help swfhonzls it = .m‘
Operation and Hints
3 MQTT ¥ g -
Eofnecions & ® G 2 1 Mode [ Query al parameters | 1Bl et and save al parameters |
® MQTT@mgttusr.cn:l... Plaintext A Received  Published Enter Serial AT command mode | Exit Serial AT command mode |
S e lerial device Buid Time | Query IMET | Queryphnnenumherl Query version |
| ic1test123 QoS Query RSSI | Save | lesettofactorvsemnd Restart |
heartbeat "
¥ Timestamp I™ Hex RX:20666 Reset Count]
ULK-DK15% -
Topic: fSubTopictest123  QoS:0 >[Tx->][17:15:15][asc]
e USR-DR154-E
>[Rx<-][17:15:52][asc]
T MQTTtest
. _ >[Tx->][17:15:54][asc]
JOPGUREDpIC et <R Qo — USR-DR154-E
USR-DR1S4-F -« in [ ¥
in USR-DR154-E
Payload: Plaintext QoS: 0 © Retsin in
SubTopictest123 B .
HQTTtest < e
e 1 ~
‘ ]
e ‘ No connection vemrttime{f)llﬁf'f' ] Send va Seral Port - [ Hex  TX:354 @, Send -

+laT Confinuration

4.3.2. AWS loT Service

DR154-E supports connecting to AWS IoT platform via MQTT.

Visit https://aws.amazon.com/, log in to the 10T console, choose AWS Management Console.
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< C & awsamazon.com

aws

relnvent Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events ExploreMore  Q

Watch on demand Catch up on redinvent 2022 keynotes and leadership sessions on demand

re: INvent

AWS Application Composer
(G EIEY)

Visually design and build serve: applications quickly.

Pl——
(" Explore announcement »

Announcements Keynotes Leadership Sessions
Learn about new AWS products Watch the keynote Hear directly from leaders
and features presentations s AWS

Featured Announcements

4.3.2.1. AWS loT Configuration

1. In Things, click to Create things--Create single thing.

ContactUs  Suppo

Official AWS Merch Store

Your fa

ite AWS & rednvent
cessories, and more

* & 0 Q==

Sign In

AmazonioT 3 Manage » Things

Things (9) s [¢

Thing type

0 things selected

PUSR’
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Services

Amazon loT > Manage » Things > Create things

Connect Create things we

G t devi 2 & 5 -
SHRECtNECeNe A thing resource is a digital representation of a physical device or logical entity in Amazon loT. Your device or entity needs a

B Connect many devices thing resource in the registry to use Amazon loT features such as Device Shadows, events, jobs, and device management

features.

Test

MQTT test client Number of things to create

© Create single thing
Manage Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to
Amazon laT

¥ All devices

Things
) Create many things

Create a task that creates multiple thing resources to register devices and provision the resources thase devices require to
Thing types connect ta Amazon loT.

Thing groups

Fleet metrics

v

Greengrass devices
Cancel

v

Remote actions

Message routing

Retained messageas

Security
Intro
Certificates
Policies
Certificate authorities
Role Aliases
Authorizers
Audit

P Detect

2. Edit the Thing name, click Next.

_um or

AmazonloT > Manage » Things » Createthings » Create single thing

Connect et Specify thing properties i

Specify thing properties

Eonneck one:avice A thing resource is a digital representation of a physical device or logical entity in Amazon IoT. Your device or entity needs a
» Connect many devices el thing resource in the registry to use Amazon loT features such as Davice Shadows, events, jobs, and device management
features.
Test s 5
Step 3 - optional Thing properties info
MQTT test client
Thing name
Manage GIT1-E
¥ All devices Enter a unique name containing only: letters, numbers, hyphens, colons, or unders A thing name can't co
Things
Thing groups Additional configurations
Thing types You can use these configurations to add detail that can help you to organize, manage, and search your things.

Fleet metrics s
» Thing type - optionai

» Greengrass devices

» Remote actions P Searchable thing attributes - optional

> M t 3
essage routing » Thing groups - optional

Retained messages
» Billing group - optional

v Security
Intro
Certificates
Policies Device Shadow Info
et Device Shadows allow connected devices to sync states with Amazon Web Services. You can also get, update, or delete the state
ETURLAE AULHOrIDES information of this thing's shadow using either HTTPs or MQTT topics.
Role Aliases
Authorizers © Noshadow
Audit O Named shadow
— Create multiple shadows with different names to manage access to properties, and logically group

your devices properties.

O Unnamed shadow (classic)

3. Choose Auto-generate a new certificate. Then click Next.
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Amazon loT » Manage » Things ) Createthings » Create single thing

e step . : o .
) Configure device certificate - optional i
. — Specify thing properties

paneckone.aevie A device requires a certificate to connect to Amazon loT. You can choose how you to register a certificate for your device now,

P Connect many devices s or you can create and register a certificate for your device later. Your device won't be able to connect to Amazon loT until it

ep 2 - optional
has an active certificate with an appropriate policy
Configure device certificate PRICRISSE R Y

Test 2 =
Step 3 - optional Device certificate
MQTT test client

O Auto-generate a new certificate (recommended)
Manage Generate a certificate, public ke, and private key using Amazon IoT's certificate authority.

¥ All devices

Things () Use my certificate
Use a certifica

Thing groups e signed by your own certificate authority
Thing types
Fleet metrics © Upload CSR

Register your CA and use your own certificates on one or many devices.
¥ Greengrass devices
» Remote actions N

() Skip creating a certificate at this time

te for this thing and attach a policy to the certificate at a later time

P> Message routing

Retained messages

¥ Security
Cancel

Intro

Certificates

Palicies

Certificate authorities
Role Aliases
Authorizers

Audit

» Detect

4. Create Policy.

AmazonloT » Manage » Things » Createthings > Create single thing

Step1 - o .
Ry Attach policies to certificate - optional i
— Specify thing properties
onpect.one.device Amazon 10T policies grant or deny access to Amazon loT resources. Attaching policies to the device certificate applies this
» Connect many devices . access to the device
Step 2 - optional

Configure device certificate

Test 5 Policies (13) Create policy [2
Step 3 - optional ; T
Select up o 10 policies to attach to this certificate
e Ciert Attach policies to certificate
Q 12 > @

Manage
¥ All devices Neng

Things

9 peng-test

Thing groups

Thing types new

Fleet metrics myh_510

P Greengrass devices
aws_test_strategy

P Remote actions

» Message routing USR-N510
Retained messages N540-Test
¥ Security
N510-AWS
Intro
Certificates MylotPolicy
Policies MQTT-FX-Policy
Certificate authorities
H7-4
Role Aliases
Authorizers Example
Audit AWSIOTtest
P Detect

5. Edit the Policy name, change the Policy effect to Allow, the Policy action and Policy resource to *.
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Amazon loT X

Monitor

Connect

Test

MQT test client

ates

Policies

» Detect

ty 3 Polices » Craste policy

Amar

oT > Sec

Create policy e

Amazon loT Core policies allow you to manage access 1o the Amazon loT Core data plane operations

Policy properties

mmazon T Core wppor

Folicy name

GT71Test

Palicy examples

Policy document info

150N

Policy effect

Allow

Policy action Policy resource

Remove |

| Add new statement

et E

6. After created, return to the previous certificate interface, attach the new created policy to this certificate. Then

click Create thing.

_um or =

Amazon loT » Manage > Things > Createthings D Create single thing

Connect
Connect one device

» Connect many devices

Test

MQTT test client

Manage
¥ All devices
Things
Thing groups
Thing types
Fleet metrics
b Greengrass devices
b Remote actions
> Message routing
Retained messages
v Security
Intra
Certificates
Policies
Certificate authorities
Role Aliases
Authorizers
Audit

» Detect

7. Download 4 certificates in below interface.

PUSR

WWW.pusr.com

Step1

Specify thing properties

Step 2 - optional

Configure device certificate

Step 3 - optional

Attach policies to certificate

Attach policies to certificate - optional

Amazon loT policies grant or deny access to Amazon loT resources. Attaching policies to the device certificate applies this

access to the device.

Policies (1/14)

Select up to 10 policies to attach to this certificate.

Q
-] Name
peng-test
new
myh_510

aws_test_strategy
USR-N510
N540-Test
N510-AWS
MylotPolicy
MQTT-FX-Policy

H7-4

Create policy [4

1 2 > @

G771Test

Example

Cancel

Then click Done.

Previous
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Download certificates and keys

X

Download certificate and key files to install on your device so that it can connect to
Amazon Web Services.

Device certificate

You can activate the certificate now, or later. The certificate must be active for a device to connect to
Amazon loT.

Device certificate Deactivate certificate ‘ | M Download
9a5598e1847...te.pem.crt

Key files
The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/A This is the only time you can download the key files for this certificate.

Public key file M Download
9a5598e1847299a54edad9c...42d07116-public.pem.key

Private key file M Download
9a5598e1847e99a54edad9c...2d0116-private.pem.key

Root CA certificates

Download the roat CA certificate file that correspands to the type of data endpoint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, Amazon loT supports
additional root CA certificates. These root CA certificates and others are available in our

developer guides. Learn more [

8. Now new thing has been added successfully.

Beijng ®  test_gan @ 544

© Yousuccessfully crested thing G771-£

Amazon laT x it
dad9c238ef97feb8f74a34e14d 8154240116 View certificate
Monitor
AmazonloT » Manage > Things
Connect

» Conmect many d gisar

Things (10} i [c H Advanced seareh Run aggregations m

4
Test = :
MQTT test client
Mame Thing type
GTT1-E
¥ Al devices bipdidiccd iacink
Things NS40-Test
Thing groups
N540
jason_zhau
Hi4
USR-N510
Test-Example
= type_none
e type_none
0 things selected .

9. In Settings, copy the AWS server address that needs to be filled in DR154-E device.
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aws i35 Services

Test Amazon loT > Settings

@ Logging new supports JSON logs and fine-grained control. Upgrade

By upgrading, logging has four levels of log verbesity and roles can be specific at the account-

MQTT test client

Manage level.

> All devices

> Greengrass devices Setti
ettings

» Remote actions

P Message routing

Device data endpoint info c

Retained messages
Your devices can use your account's device data endpoint to connect to Amazon Web Services.

¥ Security
Intro - R
Each of your things has a REST AP available at this endpoint. MQTT clients and Amazon |oT Device SDKs [4 alse use
Certificates this endpoint.
Policies
Endpoint
Certificate authorities | SRS n-north-1.amazonaws.com.cn
Role Aliases
Authorizers
Audit Domain configurations
» Detect You can create domain configurations to simplify tasks such as migrating devices to Amazon loT Core, migrating application infrastructure

to Amazon loT Core and maintaining brand identity.

Create domain configuration

Device Software

Biling groups Name Domain name Status Service type Date updated

Settings No domain configurations

Feature spotlight You don't have any demain configurations

Documentation [}
Create domain configuration

@ New console experience

Lans i.s vl 1

4.3.2.2. DR154-E device configuration
You can use an RS485 to USB adaptor to connect the serial port of DR154-E device to the computer. Then
open the CAT1 setup software to configure the MQTT parameters.

1. Here we choose Generic MQTT mode, the MQTT server IP should be the one that we copied in AWS Cloud, and
the MQTT port is 8883. Username and password can be any value. Configure the subscribe and publish
topics.

2.Upload the created certificates to DR154-E device. We need to upload the Server CA certificate(rootCA.pem),

Client certificate(certificate.pem.crt) and Client private key(private.pem.key).

TLS Encrypted parameters

VAR
AmazofReotcAtpem | V. 2023-01-07 15 fe— ssL [Ticate verfication method [ Two-viay authentcaton - || 7
9255981847209 d £ d2fe3ce1ddfBf542d0116[prvate pemkey ] 20: e Server CA certficate [D:\CEETTIH\T8\AmazONRoOECAL pem ||
92550861847699 d2fe3ce1ddfBf542d0116-publ 3 2023 3 ! < Cient Certificate. [D:\CRXSTPF\T#5\92550821847 90354 edad -
4 925398¢1847299a: dafescelddfefse2doticfcertficate pemert | 2022.01-67-+5732 Gent sets ke BCETE T omsamser evsasracad o]

3.After configuring all parameters, click to Set and save all parameters. The device will restart automatically.
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Fle Language
[PC Seral Parameters] : Seral Por] COM4 | BaudRate] 115200 | partty/Data/stop NONI v[8 <1 ©| @ close ‘
Choose Work Mode Operation and Hints 8
Transparent Mode HTTPD Client Mode SMS Mode MQTT Mode
o " o o ® Mo [, Query all parameters I E Set and save all parameters
MQTT MaTT I Serial R
N Enter Serial AT command mode Exit Seral AT command mode
PG NetWark M2M device Serial device Build Time Query IMEI Query phone number Query version
MOTEMde Datameties Query RSSI Save parameters ieset to factory setting Restart
MQTT Client s = =
Copnact ® Generic MQTT O ALI Cloud Timestamp  [JHex  RX:30254 |Reset Count]
~
MQTT Server IP&Port ‘w—north—l.arrﬁzanaws.com.cn‘ \8383 |
) >T>Tisa4:40]sc]
Passuord e
e T —
¥ >[Re<-1[15:44:40][asc]
TLS Encrypted parameters AT+S
ssL icate verification method
OK
Server CA certificate [D:\CE LM\ T#i\AmazonRoatCAL.pem ||
Client Certificate ‘D:\Cﬁm‘#\'ﬁiﬁ\%559851847&99354&d3d:---| .
Gont pierakey — Operation complete
D: £\925598e1847e99a54edad|
\LﬁwﬂFﬁ\ | >[Rx<-][15:44:45][asc]
USR-G771-E
v
Modem Parameters
Serial Port Seral BaudRate | 115200 ~ Flow Control |RS485 ~ ‘
Parity/Data/Stop | NONE v‘ \a V| | # V\
il Packaging Interval{ms) ickaging Length(Bytes) Send via Serial Port » [JHex TX:55 @, send -

4.3.2.3. Data Transmission Test
In AWS loT platform, click MQTT test client, publish data from AWS to the subscribed topic of DR154 device,

we can receive it from the serial port of DR154-E device.

» Connect many devices

i
AWS IoT > MQTT test client

e Language
. [PC Serial Parameters] : Serial Porf COM4 v | BaudRatel 115200 | parky/Data/Stop[NONI v [8 v[1 | @ close
Tt MQTT test client e = = |
_ Choose Work Mode Operaton and Hits
MQIT test client
5 Transparent Mode O HTTPD Cient Mode O S Mod MQTT Hode .
Vou can Use the MQTT test client to monitor the MQT T esagesl O > Q o e @M [ Query al parameters 1B Set and save ol paramete
les MQTT messages to inform devices and apps of changes 3 wart v Seral
" Enter Seral AT command mode Ext seral AT command mod
anage &g,
> Al devices Subscribe to a topic | Publish to a topic Po Network w2 dovice Sorta dovics Buid Tme Query T Query phone number] | Queryy
» Greengrass devices "
" MQTT Mode parameters Query Rss1 Save parameters | fest to factory settng Rest
» Remote actions Topkenanie - —_—
T topic name bientfine messape. The message payioad wit e pubil o o =1
» Message routing subscibe & Tovict [subTopet o < e O
Retained messages _0* Siizopich e —— >[Rx<-][15:44:40][asc
9 & Tov2 [subTopz
ubTopic ]
e AT+s
v Skt Mesgepayiond | O Toics [subTonics o~
lntio, t O Topic# [SubTopick o+ oK
Certificates "message” *Hello from Amazon IoT console” . v
Policies s parameters Operation complete
—— >[Re<-][15:44:45][asc]
ifcate author s .
Certificate authorities » Additional configuration = L s acthentaton USRG771-E
Role Aliases Server CA certicate. [D\CESCPF\TBIVATSToTReaic e LR ]
Clnt priate ey [0\ FF 0559801047 c99asedad -] 1 . .
Audit DGR\ 025506e1647ed0034edad message": "Helo from Amazon IoT console'
» Detect
Subscriptions Topic r——
ST— SelPot  seralBaudiate [ 115200 Fow Control [
Vou have no topic subscriptions. e o
Biling groups
- Paciagng Intenvalims) (50 1caging Length(Bytes) 10 Send v Seralport - [JHex TS5 °
Settings ore

Feature spotlight

Documentation [2

© New console experience

Subscribe the publish topics of DR154-E device in AWS, we can receive the data sent from the serial port of

DR154-E device.
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L @ eingv  testgro@esd

» Connect many devices ® USR-CAT1 V1.1.4 =

AWS 10T > MQTT test client

File Language
s 17C er Parameter) : sl por{ o] Bauda 115250 ] T R e
Test MQTT test client e ‘
Choose Work Hode Operation and His
MQTT test client
T t Mo HTTPD Clent Mode O SHS Mo MQTT Hods =
_ V! o e the MOTH testclint ta montor the MO mesaged] < | 7orerbode O pon e Qe ade ® HQTT Noda [24 Query al parameters B Set and save al parar
publishes MQTT messages to inform devices and apps of changes 3 varr A serel
N Enter Serl AT command mode Ext Seral AT command
anage %o,
¥ Al devices Subscribe to a topic Publish to a topic PC NetWork M2M device: ‘Serial device Buid Tme Query IMEL Query phone number- q“
» Greengrass devices
. MOTT Hode Paromerers Query RSst Save parameters | feset to factory settng
» Remote actions Topic filter ,",,,l 1 Topic [subTopict 0~ A —_—
5 Wit The topicfite descrifes the topics) o which you want to subscribe. The e e e
e Publsh Topics fPubTopict 0 <] ORetn
Retained messages PUGTORIE] | i o oK
ETope2 btz [0 | Olfetan
v seety » Additional fonfiguration
- f g 00 Topic3 [pubTopics [0 V| ORewn Operation compkete
ntro e —
3 Topicd LRetar PIRKEILES as]eec]
Policies LS Encrypted parameters >[Rx<-][15:45:33][asc]
Certificate authorities @ss. e vartcation retiod 4 e E—
ipti i message": "Helo from Amazon IoT console
Role Aliases Subscriptions PubTopict Server Ch certficte [D:\CEPH\T#H\ATa0mRo0tCAL pem =] N 3
Authorizers Clent Certficate.[DA\CEPR\ T #1199559821847 609a54edadl -]
Robroptct 9% et e e
o . D7\CR SR\ T-#R\025508¢1847 e99a54edod —
v PubTopic
——— 12345667690
| Hodem parameters
12345667898 — 12345667890
Device Sftware Semror somgavdats |10 o Contal (85
pamyioamistop [NONE -] [8 <] L <]
Biling groups
» Properties i Padkagng Interakims) [50 sdaging Length(Bytes) [102¢ Send va SerlPort - [JHex  TX:82
Settings

Feature spotlight

Documentation [2

© New console experience

In this way, we can achieve the bi-directional communication between serial device and AWS cloud via
DR154-E device.
4.3.3. SSL/TLS encryption

In MQTT mode, the device supports SSL/TLS encryption. If the target server enables SSL certificate verification,
you need to configure the SSL encryption parameters. It supports SSL3.0, TLS1.0, TLS1.1, and TLS1.2 versions, and
the authentication method can choose not to verify certificate, verify server certificate, and two-way verification

authentication.

»Set parameters by the utility:

@ Pv DTUSet V134 — m| X
File Language
[PC Serial Parameters] : Serial PordCOMlﬁ ;_[ BaudRate[llSZOO _1[ Paritleata/StoDINONl > hd | B ¥ @ Close
Choose Work Mode Operation and Hints |
" Transparent Mode " HTTPD Client Mode & MQTT Mode = -
[ Query all parameters Set and save all parameters
MaTT MaTT l Serial
. Enter Serial AT command mode | Exit Serial AT command mode |
PG NetWork M2M device Serial device Build Time | Query IMEI | Query phone number‘ Query version I
|
|
1
MQTT Mode Parameters Query RSSI | Save parameters | Reset to factory setﬁn4 Restart |
Paxwordl | o R e T =T |
Client ID l123456 I [V Timestamp |~ Hex  RX:3302 Reset Count
~
MQTT Version |3.1 ~| ‘
>[Tx->][11:35:41][asc]
AT+SSLAUTH?
Interval of Reconnection(s) IIO [
MQTT seril trans mode | Transparent mode ~| >[Rx<-][11:35:41][asc] |
e !
|
MQTT heartbeat time(s) [60 \ AT+SSLAUTH? ‘
v
TLS Encrypted parameters +SSLAUTH:ALL
¥ sst icate verification method |Twcrwav authentication j o
Server CA certificate | | OK
Client Certificate | =
Clent private key | | » Operation complete
Modem Parameters e S T ] hd
“ -
Serial Port Serial RaudRate 11520C Flow Contral IRS485 ~

>Set parameters by AT command:
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Command Operation
1 +++3 Enter serial AT command mode
2 AT+SSLEN=0ON Enable SSL encryption
3 AT+5SLAUTH=ALL Enable two-way verification authentication
4 AT+SSLVER=TLS12 Selects TLS1.2 version
5 AT+SSLCRT=0,Content of certificate CA certificate
6 AT+S Save all parameters and restart

5. General Function

5.1. Identity packet

In transparent mode, user can set the device to send identity package to the server. Identity package is
intended to allow the server to identify the data from which device or to use it as a password to obtain
authorization for the server's functions.

Identity package can be sent when the modem establishes a connection with the server, or as the prefix of
each data packet or both.

Identity package data can be ICCID code, IMEI code, SN, CLOUD or User-defined data.

ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet modem, which is mainly used in device identification, has
nothing to do with SIM card.

SN: Serial number.

USER: User-defined data.

CLOUD: Set the device ID and password when connecting to USR Cloud, sent when building connection.

TCP Server

MODULE

»Set by the utility:
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Choose Work Mode

Type of Identity Package !User«deﬁned data vl

User-defined data |[IEIaEaElETe{1R) ™ Hex

Interval of Reconnection(s)

USR-DR154 User Manual

[PC Serial Parameters] : Serial Port| COM16  ~| BaudRate| 115200 = parity/Data/Stop| NONI ~ | F -cm|

Operation and Hints

£ Transparent Mode ¢ HTTPD Client Mode  MQTT Mode 2 ey A paeameron | 5 50 3nd savoral parmmeters |
TCP/UDP TCP/UDP Serial
l_ Enter Serial AT command mode | Exit Serial AT command mode |
PC NetWork M2M device Serial device Build Time | Query IMEL I Query phone number' Query version I
ilizasetan i Mo Earicl a6 Query RSSI | Save parameters | Reset to factory sett\nd Restart |
¥ Timestamp [~ Hex  RX:7371 Reset Count|
¥ Enable 123456 2024-07-02 17:20:53 A
Heartheat Heisat kervolls) >[Rx<-1[17:24:14][asc]
Package Method of Heartheat ;Send data to network vi USR.DR154
e I EpeE = >[Tx->][17:25:12][asc]
Heartbeat Data i635561727462656174 I¥ Hex data=123456
¥ Enable e e >[Rx<-][17:25:12][asc]
Identity Method of Identity Package i end package once bui v! sl
Package 123456 2024-07-02 17:24:56

>[Tx->][17:25:13][asc]
data=123456
>[Rx<-][17:25:14][asc]
123456 2024-07-02 17:24:58

Modem Parameters

data=123456

SerolPott|  sorolBoudrare 1152007 Fow Control [R5185
partyData/stop  [wonE =] [s -] 1]
¥ more Packaging Interval() sckaging Length(Bytes) (1024 | Send via Seral Part | [ Hex  Tx:44 9, 5end -
>Set by AT command:
Command Operation
1 +++a Enter AT command mode
2 AT+WKMOD=NET Set the work mode to NET
3 AT+REGEN=0N Enable identity package function
4 AT+REGTP=USER Set the type to User-defined
5 AT+REGDT=7265676973746572646 | Set the User-defined data in HEX.
174613031
6 AT+REGSND=LINK Send the package as the prefix of the data
7 AT+S Save parameters and restart

5.2. Heartbeat packet

In transparent mode, user can send the heartbeat package from the module to the network side or serial
port device .

Sending to the network is to ensure the normal connection of the module and let the server know the online
status of the module. User can also set the serial heartbeat to a fixed query command instead of sending from
server to save the traffic.

Heartbeat package can be ICCID code, IMEI code, SN, LBS or user-defined data.
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ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet modem, which is mainly used in device identification, has
nothing to do with SIM card.

SN: Serial number.

USER: User-defined data.

»Set by the utility:

File Language

[PC Serial Parameters] : Serial Port{ COM16 _~| BaudRate|115200 | Parity/Data/Stop[NONI =][8 ~|[1 ~] @ Close

Choose Work Mode Operation and Hints
@ Transparent Mode " HTTPD Client Mode © MQTT Mode Ry 2k pamermatons I a Sk el v o ety |
TCPIUDP TCPIUDP Serial
l Enter Serial AT command mode | Exit Serial AT command mode |
PC NetWaork M2M device Serial device Build Time | Query IMEI | Query phone numhell Query version I
Tansparent Mode Parameters Query RSST I Save parameters I teset to factory settrd Restart I
I~ Enable Socket it s =
D ¥ Tmestamp [ Hex RX:7377 Reset Count|
5. Click "Set current parameters” ”
>[Tx->][18:42:38][asc]
@ e e—— 4+
Package Method of Heartbeat |Send data to network >[Rx<-][18:42:38][asc]
LR - ¥
Heartbeat Data [686561727462656174  Hex >[Tx->][18:42:38][asc]
a
& IEd":::tv Method of Identity Package | Send package once buid ~ >[Rx<-][18:42:38][asc]
Packags Type of Identity Package |User-defined data - ok
User-defined data [7265676973746572646174( ¥ Hex
Operation complete (
Interval of Reconnemon(s) v = = <
data=123456 ¢
>Set by AT command:
Command Operation
1 +++a Enter AT command mode
2 AT+HEARTEN=ON Enable heartbeat package function
3 AT+HEARTTP=NET Send the heartbeat package to network
side
4 AT+HEARTSORT=USER Set the type to User-defined
5 AT+HEARTDT=7777772E757372 Set the User-defined data in HEX.
2E636E
6 AT+HEARTTM=30 Set the heartbeat interval

You also need to set the socket parameters. After setting all parameters, save and restart the modem.

Note:

1, Network heartbeat package: In transparent mode, it will only be sent when there is no data sent to
network within one heartbeat interval.

2, Serial heartbeat package: In transparent mode, it will always be sent to serial port according to the set

interval.
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5.3. Modbus Gateway

After enabling Modbus Gateway, Modbus RTU/TCP protocol conversion can be realized to connect with the
customer's software.

>Set by the utility:

file Language
[PC Serial Parameters] : Seral Port] COM16  »| BaudRate[115200  +| Parkty/Data/Stop[NONI »][8  ~][1  ~| ® Open

| choose work Mode Operation and Hints |
& Transparent Mode € HTTPD Clent Mode © MQTT Mode
. o | Query al parameters J 1 set and save al parameters I

TCPUDP TCPUDP | Senal ‘

Enter Seral AT command mode Exit Serial AT command mode I

PC NetWaork M2M device Serial device Build Time | Query IMEI I Query phone nurrber! Query version |
|fmpsueat, Norle B L Query RSSI I Save parameters I teset to factory settm,i Restart I
¥ Enable Socket T T 2 E =
IP&Port |58.34.63.87 2317
A ‘ —— i | ¥ Timestamp [~ Hex RX:0 Reset Count
Unk Type |TCP v | |Persi =

Tt o Teaniens Unkls) General operation process:
ime of Transttory Link(s) [10
1. Connect the module to PC serial port, power the module

Enable ModbushTU to Tco TN ~ | 2. Choose serial port NO. Then Cick "Open”
3. Cick "Query al parameters”
4. Choose work mode and configure related parameters
5. Click "Set current parameters”

[ Enable Socket
8

™ Enable Socket
c

_adl
>Set by the AT command:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=NET Set the work mode to Transparent mode
3 AT+SOCKAEN=0ON Enable Socket A
4 AT+SOCKASL=LONG Set Socket A to persistent link
5 AT+SOCKA=TCP,39.99.166.146,2317 Set the remote IP and port of Socket A working
in TCP client
6 AT+S0OCKA=TCPS,0.0.0.0,5000 Set Socket A work in TCP server and the local
port is 5000
7 AT+MODBUSEN=0ON Enable Modbus TCP/RTU protocol conversion
8 AT+S Save all parameters and restart

5.4. Socket Distribution Protocol

USR-DR154-E supports socket distribution protocol. When a device is connected to multiple sockets, can send
different serial data to different servers via this protocol. Data returned from different server will also be sent to
the serial port with the socket distribution protocol.

For detailed protocol, please refer to another document: socket distribution protocol.
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Terminal Modem Base

device station

Serial d Cat-1 .. TCP/UDP TCP/UDP
erial data network / \ data data
AAA

P SocketA
Data sent to Modem: BEB
8; gﬁg P SocketB
03 ccC
CcCC
04 DDD > »| SocketC
DDD
P SocketD
Terminal
device | Data sent to the device: |Modem
01 111 111
02 222 <« SocketA
03 333
04 444 999
< < SocketB
333
< SocketC
! 444 SocketD

Socket distribution protocol data follows the packaging mechanism, the total length of the real data and
socket distribution protocol must be less than the packaging length.

This function is valid in transparent mode, disabled by default, can be set via AT command: AT+SDPEN.

5.5. PUSR Cloud

USR Cloud is an open platform for communication between devices and devices, devices and servers
(Android, 10S, PQ), it can achieve data remote monitoring (Modbus RTU) and transparent transmission. Our USR-

DR154-E-E also supports connecting to USR Cloud. For details, please check this link: mp.usriot.com.
5.6. FTP upgrade

DR154-E supports FTP upgrade protocol, user's device can request files on FTP server by special protocol
through serial port. The file of the server can be split into small packets with a maximum size of 256 bytes for
transmission, which is convenient for customer device to upgrade or download large files remotely.

For details, please refer to "USR FTP Upgrade protocol".
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Base
Terminal Modem station

device _ Cat1 /.  TCP TCP
Serial data network \ } data data

FTP protocol
Login
Send the server address download
Username, password I>|
download path to request
packets 1,2,3...

Terminal FTP
device Modem server

Returns the downloaded file data
Split into 256-byte packets and send
to the device <«

<

5.7. NTP

USR-DR154-E supports connecting to the NTP server for time synchronization.

This function defaults to be disabled, support connecting to up to 4 NTP servers. User can send “AT+CCLK”
or "AT+CCLK?"” to query the current time.
>Set by the utility:

File Language

[PC Serial Parameters] : Serial Port] COMI6 | BaudRate[115200 ] Party/Data/Stop|NONI ~][8 - -cm|

Choose Work Mode: Operation and Hints
© Transparent Mode € HTTPD Clent Mode & MQTT Mode
i 2 [, Query all parameters | & set and save all parameters |
MarT MarT l Serial
Enter Serl AT command mode | Exit Serial AT command mode |
Pe Network M2M device Serial device Buid Time | Query IMEI | Query phone numbevl Query version |
MO, Mofe ParIpRters QueryRsst | save parmmeters | eset to factory settng Restart |
MQTT serial trans mode [Transparent mode = A = -
MQTT heartbeat time(s) W Timestamp [ Hex  RX:3917 Reset Count]
-04- N
I Clean session >[Tx->][12:04:45][asc]
AT+CCLK
I wil >[Rx<-][12:04:45][asc]
Heerhs AT+CCLK

>[Rx<-][12:04:45][asc]

<

TLS Encrypted parameters
+CCLK: "2024/07/03,12:04:43+32"

Fiss icate verfication method [Two-way authentication +
Server CA certfficate | =] oK
Client Certficate | =]
Client private key | = Operation complete
>[Warn][12:04:46][asc]
+CME ERROR:58
P Operation complete
7 Mors | padagng Intenvarrs) (50 1ckaging Length(Bytes) | 1024 S _ _ v
KT+CCLE
¥ Enable Echo ¥ Serial data cache I~ Security
¥ seral AT command W Network AT r!;‘m
Cormrmand Prefic[+G DTU
Reboot Message [USR-DR154
APN[CMNET, 0
No connection restart tme(s)[1800 |
Security Code [******
NTP Server|cn.ntp.0rg.cn,Us.ntp.arg.cn
NTP calbration period (min) (60 —I Send via Serial Port [~ Hex  TX:206 @, Send ~

»>Set by AT commands:
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Command

Operation

+++a

Enter serial AT command mode

AT+NTPEN=ON

Enable NET function

AT+NTPSVR=cn.ntp.org.cn,us.ntp.

org.cn

Set the NTP server address

AT+NTPTM=60

Set the NTP calibration interval

AT+S

Save all parameters and restart

5.8. Firmware Upgrade

DR154-E supports upgrading via FOTA or USB. For FOTA upgrading, please contact us for technical support.
Please also provide the IMEI and the firmware version of the device after connecting the device to the network.
Here we introduce how to upgrade via USB port:
1.Hardware connection: Connect the USB port (only for upgrading) of DR154-E to the computer.
2.Install the driver(Please contact the technical support).
3.Press the “Reload” button and power on the device at the same time, release it and the device will be in

downloading mode. Download port is showing like below:

A eswan . o
XA WA AEY) BB
% m ]
X LAPTOP VMIKESTS
m IDEATA/ATAP 103
§ uss suENTE
b eean
=F ]

- a0
e franva
= T
= on
ws
19 SPRO UZS Diag (COMAZ)
| 0
-
ey & e
=aa p—
0m ~ @ &0 (COMLPT)
W uarns @ SPRD U2S Diag (COMA43)

1 taeK

I vnan

T

@ munnamen

¥ ansnosnwa
§ Intel(R) USH 1.1 SIK SN - 1,10 (MioosoRy
& 1SRt P

4.Please contact the sales for upgrading tool (Please contact the technical support). Find
"UpgradeDownload.exe” under UPGRADEDOWNLOAD\BIn.

5.Download the firmware.

& UpgradeDownload - R23.0.0001

6.Upgrade successfully. You can directly change to another device to upgrade. After all the devices are upgraded,
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click “Stop”, then close the tool.

| Port Step Status Progress Time(s) MCP Type Rate[MB/s)
18 HOST_FDL Connecting In progress 38 — Avg:0.00, Peak:0.00
19 HOST_FDL Connecting In progress 38 = Avg:0.00, Peak:0.00
27 PREPACK Finish 13s Avg:0.15, Peak:0.19

5.9. Restore to Factory Default Settings

1.Hardware reset: After power on, press the “Reload” button in the device for 3~15S to restore the device to
factory parameters.

2.Software reset: After enter AT command mode, send “AT+CLEAR” from the serial port to restore the device.
5.10. Timeout Restart

USR-DR502-E supports timeout restart function, defaults to be enabled, 1800s. When there is no data in

30min, the device will restart automatically. You can change it via AT command: AT+RSTIM.

Fille Language
[PC Serial Parameters] : Serial Port] COM16  ~| BaudRate[115200 =] parity/Date/stop|Woni -[[e ~[[1 ~| -cm‘

Choose Work Mode Operation and Hints
" Transparent Mode " HTTPD Client Mode & MQTT Mode
o Q [ Query al parameters | 1B 5et 2nd save al parameters
MQTT mMaTT I Serial
Enter Serial AT command mode |

Exit Serial AT command mode |

5 Network M2 deiics Serial device Buid Time | Query IMET | Query phone numbevl Query version
MOTE Moo Bt o Query RSSI | Save parameters | Reset to factory semnj Restart
MQTT heartheattime(s) [s0 | A
I Clean session ¥ Timestamp [ Hex  RX:3009
a
>[Tx->][18:45:41][asc]
™ wil 4
messages
enable >[Rx<-][18:45:41][asc]
+ok
subscrbe | I T E— | | Operation complete
TLS Encrypted pammeters > Te> ARG 50] asc]
AT+LBS
st icate verfication method | Two-way authentication ~
Server CA certfficate | | >[Rx<-][18:45:50][asc]
Cient Certificate | | AT+LBS
Client private key | |
+LBS: LAC = 5277, CID = 8c3b485
OK
Operation complete
Modem Parameters
7 More I Tl R e TR I Y
ATHLES
¥ Enable Echo ¥ Serial data cache I~ security
¥ Seral AT command [ Network AT [¥ NTP function
Comrmand Prefi
. - E—
APH [CHNET, 0
No connection restart: time(s) 1800
Security Code [*****
NTP calibration period (mv’v) Send via Serial Port + [~ Hex — TX:214

6. AT Commands

AT command is used for controlling modem, for USR devices in transparent mode normally, you must enter

AT command mode at first, then you can send AT commands to configure or query the parameter settings. After

setting all parameters, restart the modem to make the settings take effect. Every time the modem restart will

work in work mode rather AT command mode.
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Every AT command must add character carriage return <CR> and line feed <LF>. In Hex, <CR> is 0x0OD
<LF>is Ox0A.

For detailed AT commands, please check the AT commands set.

6.1. AT Command Settings

o+ 7 + a AT+ENTM
Tl b TS 5 5
mememeaee e o e P (e )‘
Data sent to the modem ; i
Data sent by the modem ; ; ‘ m
mp p
Requirments: T4 | 6 OK

T1 > Cunentserial packaging intervaltime T3 < 50ms . |
T2 < 50ms T5<3s a

»Enter AT command mode:

1.5end “+++"” from the serial port, it willbe a “a” returned.

2.Do not send any data within a serial port packaging interval before sending "+++".
3.After receiving “a” , send another “a” within 3s.

4.Receiving “+o0k” means the device has changed to AT command mode.

5.Then can send AT commands to the device.

»Exit AT command mode:

1. Send "AT+ENTM"” from the serial port.

2. Receiving “+ok” means the device has exited AT command mode.
6.2. Serial AT Commands

When enable “Serial AT command” function, you can directly send “Command prefix+AT command” in
transparent mode without changing to AT command mode. Command prefix defaults to “4G DTU" . The serial AT
command is enabled by default.

Example: query socket A status, there is a carriage return and line feed after the AT command.
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File Language

[PC Serial Parameters] ; Seral Port] COM16 +| BaudRate[ 115200 ~| Parity/Data/Stop|NONI -][8 ~|[T  ~| @ Close

Choose Work Mode Operation and Hints
CT t Mod " HTTPD Client Mod & MQTT Mod
ShllsSiai SR Q ol [ <, Query all parameters | E Set and save all paramete
MQTT MaTtT l Serial
Enter Seral AT command mode I Exit Serial AT command mo¢
s Encrypted parameters Build Time ] Query IMEI I Query phone numbetl Query
¥ ssL icate verification method iTw&way authentication ;] Query RSSI J Save parameters I Reset to factory sett‘nd Res!
Server CA certiicate l :! e e s e e e b
¥ Timesta T H RX:4080
Client Certificate | - LTl o e
Clent private key | | >[Rx<-][18:58:36][asc]
4G DTU
+SOCKA:TCP,58.34.63.87,2317
OK
Modem Parameters 5 - i
s e M TamSIAL (v g ARSI g |2 At eration complete
F More ¢ ol "\ '’ Yy : | - g | " p p = =
+
¥ Enable Echo ¥ Serial data cache [~ Security Al DTU)AT SOCKA

W Network AT W NTP function
| Command Prefix |46 DTU | |

Reboot Message [USR-DR154 ]
APN[CMNET, 0 }

The command prefix can be set by AT+CMDPW,like AT+CMDPW=USR.CN

File Language

[PC Serial Parameters] : Serial Port] COM16 _~| BaudRate| 115200 ~| parity/Data/Stop[NONI ~|[8 ~|[1  ~| @ Close

Choose Work Mode Operation and Hints
& Transparank Mode: ClHTERtisile SR [2} Query all parameters | & set and save all parameters |
TCP/UDP TCP/UDP Serial
I Enter Serial AT command mode | Exit Serial AT command mode |
PC NetWork M2M device Serial device Build Time ‘ Query IMEI ‘ Query phone nuni:erl Query version I
Tensarent. Mods Parmetors Query RSSI ‘ Save parameters ‘ Reset to factory seMn;I Restart |
Iv Enable Socket e = .
A IP&Port [58.34.63.87 |[317 ] P e Bios
Link Type | TCP x| |Persis »| - .
STTx- .09-
Time of Transitory Link(s) [10 ] [Tx->][19:02:24][asc]
: ' { AT+CMDPW=USR.CN |
Modem Parameters (
¥ More e N IO Ve Y O D | o >[Rx<-1[19:02:24][asc] )
AT+CMDPW=USR.CN (
¥ Enable Echo [V Serial data cache I Security
v Serial AT command ¥ Network AT ™ NTP function oK
Command Prefix[USR ]
Reboot Message [USR-DR154 | = =3
AT+S
APN|[CMNET,,,0 |
No data auto restart time(s)[1800 |
= [ [ese— 1

6.3. Network AT Commands

In transparent mode, you can also send “Command prefix+AT command” from the network side to query or
change the modem'’s parameter settings. The network AT command is enabled by default, and the default

command prefix is 4G DTU.
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Modem Parameters +5STAUTH:ALL

@ More ' Uy Sy [ gy Loy Ly [ 7
OK
V¥ Enable Echo ¥ Serial data cache [~ Security
¥ Serial AT command | ¥ Network AT [~ NTP function Operation complete

| Command Prefix|4G DTU | ]
Reboot Message [USR-DR154 ]
APN [CMNET,,,0 ]
|

l

|

|

AT+S

No data auto restart trme(s)[lBUU
Security Code[”’”’

NTP Server‘anntDAorgAcn,us.ntD.orgAcn

NTP calbration period (min) |60 Send via Serial Port + [~ Hex  TX:365

Example: query socket A status, there is a carriage return and line feed after the AT command.

7. Contact Us

Jinan USR 10T Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan,
Shandong, China

Official website: https://www.pusr.com

Official shop: https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808
8. Disclaimer

The information in this document provided in connection with Jinan USR 10T technology ltd. and/or its
affiliates’ products. No license, express or implied, by estoppel or otherwise, to any intellectual property right is
granted by this document or in connection with the sale of USR |oT products. EXCEPT AS SET FORTH IN THE TERMS
AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT, USR IoT AND/OR ITS AFFILIATES
ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING
TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR IoT AND/OR ITS AFFILIATES BE LIABLE
FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR 10T AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. USR loT and/or its affiliates make no representations or warranties with

respect to the accuracy or completeness of the contents of this document and reserves the right to make changes
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to specifications and product descriptions at any time without notice. USR IoT and/or its affiliates do not make

any commitment to update the information contained in this document.
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