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1. Product introduction

G809 series is a new generation flagship router launched by some companies for industrial fields. It adopts high-end
Qualcomm solution master control in the industry. It has Gigabit (2*SFP+8*RJ45) , supports 4G cellular network board capability,
has 8GB large storage capacity and Python two-switch, has Qualcomm dual-frequency WIFI6 function and rich hardware interfaces,
and has 1*RS232+1*RS485 , 1*DIDO, dual SIM redundancy, GNSS positioning, OLED display screen, USB interface and SD interface. It
provides uninterrupted Internet access at any time and anywhere. With its comprehensive hardware interface and strict industrial-
grade design, it provides stable and reliable networking solutions for digital upgrades in various industries.

This product adopts industrial standard, wide temperature-40°C~75°C,wide voltage DC 9-60V power supply, strong hardware
protection, and after a number of harsh environment tests, built-in software and hardware dual watchdog, fault recovery and other

mechanisms, can adapt to different industry scenarios, in harsh environments still stable and reliable operation.

Save money:Gigabit 10 network port +DC 60V, save the cost of buying Gigabit fiber switches and power supplies
separately.such as factory renovation, energy cabinet,

Labor saving:Qualcomm WiFi6, faster and more convenient data transmission and operation and maintenance.For example,
chain stores, coal mine networking

Worry-free: 8G large storage, user data and programs can be stored at ease. For example,humanoid robot localization edge

calculation

1.1. Product feature

o Aluminum alloy shell, IP40 protection: reduce the impact of dust;

o Industrial wide temperature : -40°C~+75°C design;

« The voltage inputis DC 9-60V, and the power supply reverse protection is available;

« EMC National standard 3B hardware high protection level, specially designed for harsh industrial environment;
« Built-in hardware and software watchdog, self-detection and self-repair of faults to ensure system stability;

o Standard rail installation method Standard rail installation method;

« Support Gigabit 2*SFP +Gigabit 8*RJ45;

« Support 4G Global Band;

o Support TF and USB peripheral access;

o Link redundancy design, dual SIM card slots;

o 1*RS5232/RS485+1*RS485;

e« 1*DI+1*DO;

o Supports Qualcomm dual-band Wi-Fi6 (AP/STA/Relay/Bridge);

PUSR’
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Powerful

1GB memory +8GB eMMC, Python;

Support PPTP/L2TP/IPSec/OpenVPN/GRE/VXLAN/DMVPN/Wireguard;

Support cellular network to lock frequency band and frequency point, PCl;

Supports TCP/UDP/Modbus/MQTT/HTTP protocol serial port transmission;

Support edge collection computing and report through MQTT+SON format;

Support cloud services such as PUSR Cloud Monitoring/Alibaba Cloud;

Support SNMP/ SMS/alarm/monitor/DDNS and other network services;

Support key service information of OLED display, and support two open custom OLED display content;

Supports failover, dual SIM/dual WAN/wireless WIFI mutual backup capability, and always keeps the network offline;
Supports GPS positioning, and supports displaying location information on the cloud and reporting to private servers;
Supports static routing, policy routing, and dynamic routing protocols;

Supports IPV6;

Support ICMP keep-alive detection, heartbeat packet detection and other functions to ensure stable operation of the

equipment;

Supports security firewall, DNAT, SNAT, DMZ, port forwarding, access restriction, etc;
Supports remote networking and boundaryless remote access terminal capability;

Supports opening the built-in web page of the router through the PUSR Cloud, so that you can easily access the router

without a dedicated network or public IP;

Support network I0 management and remote control of switches;
Supports APP installation;
Support RTC clock;

Supports data acquisition breakpoint continuation and GNSS breakpoint continuation.

1.2. Specification parameters

Hardware Specifications

TDD-LTE:Band 34/38/39/40/41

4G FDD-LTE: Band 1/2/3/4/5/7/8/12/13/18/19/20/25/26/28/66
Cellular Global frequency bands WCDMA:B1/2/4/5/6/8/19
GSM/GPRS/EDGE: B2/3/5/8
Antenna interface 2* Standard SMA-K interface (outer screw and inner hole)
SIM card slot 2 *None-SIM
Ethernet Number of network ports Version with 10 LAN ports: 2*WAN/LAN+6*LAN+2*SFP; SFP: 1*WAN/LAN+1*LAN
Interface Network port specifications  RJ45: 10/100 /1000Mbps, IEEE 802.3
SFP: Gigabit optical port
It has 1.5KV network isolation transformer protection
V+, V- Built-in power reverse protection
GND Ground terminal;
TX RS232
Connecting Ry RS232
Terminal
A RS485
B RS485
DI Digital input port
DO1 Digital output port
Com Common teminal

PUSR’
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Positioning
Function

Power Supply

Specifications

Serial Port

Physical
Characteristics

Other

Antenna interface

MIMO

Standard and frequency
band

Wireless functionality
The rate of the theory

Secure encryption

Transmission distance

Theoretical device capacity

Antenna interface
Positioning criteria
Adapter

Power supply interface
Scope of power supply
RS485/RS5232

Baud rate (bps)

Data bit

Stop bit

Check bit

Hull

Size;

Way to install

EMC

working temperature
Storage temperature
Working humidity

Reset/Switch Screens

UsB

SD card slot

RTC

Ground protection
Built-in watchdog
OLED

USR-G809 Manual

2 *Standard RP-SMA-K interface (External screw and internal pins)

2%2
Support IEEE802.11b/g/n/ac/ax, 2.4GHz&5.8G

AP / STA/ Relay / Bridge

2976Mbps(5GHz:2402Mbps,2.4GHz:574Mbps)

No encryption/mixed-psk/psk/psk2/psk2+ccmp

Open outside / no obstruction, coverage radius up to 200 meters;

Indoor office environment/barrier, coverage radius up to 40 meters

Note: The measured rate is affected by the field environment, please take the measured

rate as the standard

2.4G+5.8G:256

1 * Standard SMA-K interface (external screw and internal hole)
GPS

DC 12V/2.5A

Power supply for industrial terminals with anti-polarity protection
DC 9-60V

Industrial terminal
1200,2400,4800,9600,19200,38400,57600,115200,230400

7,8

1,2

NONE,ODD,EVEN

Aluminum alloy shell, dustproof grade I1P40

118.0%96.0*48.7mm (L*W*H, Parts and antenna seats are not included)
Guide rail installation, horizontal desktop placement

National standard 3B grade

-40°C ~ +75°C

-40°C~+85°C (No condensation)

5%~95% (No condensation)

Long press for 5-15 seconds to restore factory settings, and short press for 1-3 seconds to
switch screens.

Supports USB flash drives to expand storage space

Support SD card to expand storage space

RTC

Grounding screws

Supports self-detection of equipment and self-recovery of faults

Display the basic information of the router

Product power consumption table

1.3. OLED & indicator display

PUSR’
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operate mode supply voltage maximum power
current consumption

No-load power DC12v 0.71A 8.52W
consumption

Full load power DC12v 1.785A 21.42W
consumption

Name Icon Description
PWR The power is on and always on
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o Turn on WiFi
WIFI T £ WiFi
= urn o iFi
2G Cellular registered
20
3G Cellular registered
3l
4G Cellular registered
<l
5G Cellular registered
ol
No Signal
NET A
NOT READY No SIM card detected
READY SIM card detected, but not registered on the network
S3 dbm[-51 ~-63] 53 : Strong signal
RSRP S2 dbm[-63 ~-83]52 : Medium signal
S1 dbm[<-83]S51: Weak signal
'f.;;" Turn on GPS
GPS ':'E Turn off GPS
oo Dlinputis in low level state (Dl is off)
o0 Dlinputis in high level state (DI is on)
DI
O DO make-and-break
(48] DO disconnect state
DO
DATE 2025-01-01 System date/Time zone
12:00:00 (+0800)
SIM1:0.00MB Displays the current month's usage (SIM1 and SIM2)
SIM SIM2:0.00MB
Reset Release button Reset Restore the release prompt at factory
is ready
Starting up System booting Device startup prompt
Please wait...
Upgrading Firmware upgrade in progress
Firmware Please Wait
upgrade Upgrade The firmware upgrade was successful
Successful

1.4. Hardware Interface Diagram
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Interface Specification

Binding post Description
V+, V- DC 9-60 V wide voltage supply, 2 core terminals, built-in power reverse protection
RX/TX RS232 pin
A2/B2 RS485 pin
GND Earth terminal
DI Digital input interface (Dry contact);
The input voltage is 0-30V,0-3V is low, 10-30V is high, and the maximum input voltage is
30V
DO Digital output interface (wet node);
Maximum withstand voltage current 30VDC@300mA
COM common port
Interface/Button Description
SIM card slot 2 * None-SIM

Reset Long press for 55~15s and release to restore the device to factory default Settings;
Short press 1~3S and release, the LED screen switches pages

SD Supports SD card to expand storage space (plug-in standard micro SD card)

Type-C You can insert a U disk to expand the storage space (Use Type-C to USB-A adapter)

Ethernet Interface

Description

Number

2*WAN/LAN+6*LAN+2*SFP;
Among them, SFP: TWAN/LAN (electro-optical or LAN) +1LAN; ports marked with
numbers 1,2,3,4 support VLAN division

Specification

RJ45 interface: 10/100 /1000Mbps adaptive, conforming to IEEE 802.3
SFP optical port: Gigabit optical port

It has 1.5KV network isolation transformer protection

Network port
indicator light

No network cable inserted: off
Plug in the network cable: On

Data communications: Flashes

Antenna Interface

Description

WIFI

2 * WIFl antenna interface, SMA-K interface (External screw and internal hole)

4G

4 * 4G antenna interface, SMA-K interface (External screw and internal hole)

Web portal description

PUSR’
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SFPT{LANS) SFP2{WANT/LANSG)

LANG LANT LANS OLED

0
LG L

NTTTTTT

MANT/LANS
WANZ/LAN 4 | LANZ| LANZ| LANI

Switch screens

Web Port Name explain default type

WAN1/LAN5 Electrical port: WAN/LAN conversion can be set through the WAN
router built-in webpage VLAN function

WAN 2/LAN4 Electrical port: WAN/LAN conversion can be set through the LAN
router built-in webpage VLAN function

LANT ~ LAN4 Electrical port: support VLAN partition function LAN

LANG6 ~ LAN8 Electrical port: does not support VLAN division, bridging to br-lan | LAN
NIC

SFP1(LAN9) Optical port: does not support VLAN segmentation, bridging to br | LAN
-lan NIC

SFP2 (WANT/LAN5) | Optical port: and electrical port WAN1/LANS physical interface | GE interface
can not be used at the same time, you need to choose one of
the two to use,through the router built-in web WAN function

settings WAN_WIRED network card to select the interface type
GE Interface: Select WAN1/LANS5 Physical Interface Use

SFP interface: Select SFP2 (WAN1/LANS5) physical interface use

2. Size description

PUSR’
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3. Internet operation instructions

When using the USR-G809 for the first time, you can connect to the LAN port of the USR-G809 through a PC, or connect to Wi-Fi, and

then configure it using the web management page.

Default setting

Parameter

SSID USR-G809-XXXX
LAN portIP address 192.168.1.1

user name admin
password admin

wireless password 88888888

PUSR’
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USR 10T Be Honest, Do Best!

Communication Expert of Industrial IOT

AUTO REFRESHON  Auto | English | 5%

USR-G809
Status
| e ]
Hostname USR-G809
P Firmware Version V1.0.03
Firewall SN 01603125040800001050
Services IMEI 865827074532813
Network Local Time Mon Jul 21 11:35:46 2025
VPN Uptime Oh 31m 165
Developer Load Average 1.74,1.40,1.09
Firewall
e n
Serial Server sim1 monthly usage: 0 kB
System sim2 monthly usage: 7 kB
Logout

Memory

Total Available | 6o7228 kB /923796 kB (75%) |

Free [ 667080 k8 /923706 kB (72%) |

Cached

Query routing information and ARP tables here.

®

USR 10T Be Honest, Do Best!

Communication Expert of Industrial 10T

Auto | English | sz

USR-G809

The following rules are currently active on this system.

DHCP Leases
v Status
N Number of dhep clients

Overview

1
Firewall Hostname 1Pv4-Address MAC-Address Leasetime remaining
Services

USR-SWWDN 192.168.1.136 00:0e:c6:72:70:e0 11h 58m 515
Network
VPN
Developer

I —
Firewall

[Py4-Address MAG-Address Interface
Mode Switch

192.168.1.136 00:0e:c6:72:70:0 br-lan

Serial Server

System
Logout
et o
Network Target 1Pv4-Gateway Metric Table
wancell 0.0.0.0/0 10.245.116.213 0 main
wancell 0.0.0.0/0 10.245.116.213 25 main
wancell 10.245.116.208/29 25 main

JiNan Usr 10T Technology Limited

View firewall list information here.
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Overview

Network Status.

Services

Network
VPN
Developer
Firewall
Mode Switch
Serial Server
System

Logout

2 USR 10T
Communication Bxpert of Industrial 10T

USR-G809 Manual

Be Honest, Do Best!

Auto | English | 53

[t -
I1Pv4 Firewall IPv6 Firewall I

Table: Filter

Chain INPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)

Rues Plas.  Traffic Torget Prot. Flags In  Ouw  Souce Destination Options
1 am amrske delegate input al - . * 00000  0000p
Chain FORWARD (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rue# Plas.  Traffic Target Prot. Flags In  Ow  Souce Destination Options
11205 11130K8 delegate_forward al - . * 00000  0000p
Chain OUTPUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rues Plas.  Trafic Torget Prot. Flags  In  Ouw  Souce Destination Options
1 s sssaKe delegate_output al - . * 00000  0000p

Chain delegatc. forward (References: 1)

Rue# Plas.  Traffic Target Prot. Flags  In  Ouw  Souce Destination Options
11205 11130K8 forwarding_rule Al - s * 00000  0000p 1+ user chain for forwarding %/
2 om0 w336k AcceeT Al - - = 00000 00000 cistate RELATEDESTABLISHED

v

JiNan Usr IOT Technology Limited  http://www.pusr.com/

3.1. Cellular network

This router supports a 4G communication module interfacefor accessing externalnetworks.

2, USR IOT
Communication Expert of Industrial 10T

USR-G809

Status

Services

LAN
Cellular Network
Network Failover
Wireless

WWAN

DHCP

Static Routes
VPN

Developer
Firewall

Mode Switch
Serial Server
System

Logout

Be Honest, Do Best!

AUTOREFRESHON| Auto | English | #2

WAN Overview

Network Status Actions

Uptime: Oh 1m 25

WANGCELL MAC-Address: EEAC:OD:2F:A3: 17
= RX: 1.81 MB (4710 Pkts) Feoonecial i
= TX: 267 MB (5599 Pkts) Lot
S 1PV: 2406:644:42:6¢12:4480:8d11:7436:2716/64
1PV6: 2406:644:42:6¢1 ZiecAcicfe2a317/64
WAN WIRED Uptime: Oh Om 0s
MAC-Address: D4:AD:20BFB3:D1 5 .
£ RX: 0.00 B (0 Pkts.) # Connect 4 Edit
s TX: 0.00 B (0 Pis)
Uptime: Oh 1m 125
WANCELL. MAC-Address: EEACOD2F:A3:17
= RX: 1.81 MB (4710 Pkts) & comnect |@ Edit
cth2 TX: 267 MB (5599 Plts.)
1Pv4: 10.245.145.207/27

state table

serial
number

name

implication

performance
period

Running time of 4G network card startup of this interface

Mac address

MAC address of this NIC interface

receive/transmit| Statistics of the accumulated receiving and sending data of this NIC

PUSR’
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3.1.1. Enabled

Turning off this feature will stop cellular service and the router will not be able to access the network through cellular.

®

USR 10T Be Honest, Do Best!

Communication Expert of Industr

USR-G809
Cellular Network Configuration

Settings for APN address, username and password, if you goning to use an APN card, please fil in the form correctly.

Status Effective configuration search priority, can improve the network search time.
- Be sure to fillin the correct configuration, otherwise 5G will be unable to access the Internet.
Services
Configuration
WAN
AN Configuration 1 Config SIM2 Confi o AT Test
Enable Cellular @ Enable Cellular Module

Network Failover

Wireless

Apply ve
W it i
DHCP

Static Routes
VPN
Developer
Firewall
Mode Switch

Serial Server

System

Logout il

3.1.2. Configuration

Cellular SIM1 Config SIM2 Config Module Info AT Test

Status sim card Switch  Enable ~

Services
Dual SIM Switching Mode Master Standby Mode v

9 et he il SIM stchover mede

SIM Card Priority ~ Auto v
@ First dial using the selected SIM card, 'Auto’ means to record the SIM card dialed last time and uses it.

SIM Switching Cycle 300
@ In the master standby Mode, when using sim? for internet access, it will attempt to switch to sim1 for intemet access after the *SIM Swiitching Cycle® is

reached, Value range: 180~86400s.

Network Failover

Wireless

sSignal Strength Detection [ @ Once selected, when signal blow threshold will send alarm
WWAN Enable
DHcP Continu Dial Failures 2 A

St ol @ Signal value that triggers SIM card switchover(1-50)
atic Routes

VPN Link Detection Enable @ Once selected, check the network connect with ping
Developer Interval(s) 10
Firewall @ ping interval unit: sec, 1-86400
Mode Switch Package size 0

@ 0-1024Bytes
Serial Server

Detection Address 1 119.29.29.29 v

System

1@ Set the first address for ping check. If use ipv6, please add [ipv6] address, such as (2400:3200::1)
Logout o

PUSR’
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Configuration Parameter Table

USR-G809 Manual

name of parameter

function

default

SIM card switching

Enable: Enable dual card automatic switching function

Close: Lock one of the SIM cards

enabled

Dual card switching
mode

Main/standby card mode: if SIM1is the main card,SIM2 will be
automatically switched to network when SIM1 is abnormal, and
SIM1 will be automatically switched to network when SIM1
returns to normal.

Master/Backup
Card Mode

SIM card priority

Automatic: means to record the SIM card used for the last dial
and use it

SIM1: SIM1 is the master card
SIM2: SIM2 is the main card

voluntarily

Cheka cycle

Main/standby card mode parameter. When the standby card
is currently connected to the network, it will detect whether
the main card is restored to normal after reaching the
threshold time set here (the network will be disconnected
every time the cellular network is detected).If the main card is
restored, it will automatically switch to the main card for
network access. Unit: second

300

Fixed SIM card

Lock SIM1 or SIM2 into the network

SIM1

signal strength
monitor switch

Check: alarm according to set signal threshold value

not checked

sounding interval Intervals for querying signal strength are in units: s 10
trigger threshold An alarm will be given when ever CSQ(converted to dBm) is -100
queried for the first time below this value. If CSQ (converted to
dBm) is queried continuously below this value, an alarm will
be given only once. Unit: dBm
Number of Number of consecutive dialing failures that trigger SIM card 2
consecutive dialing | switching
failures
Link Probe Enable | Check: Enable SIM card Ping detection function check
Unchecked: Disable SIM Ping detection
data break Ping detection interval time in seconds 10
Ping packet size Set the ping probe packet size. The smaller the packet size, the | 0
less traffic it consumes.
detection times Number of ping failures 10
Probe Address 1 There are 3 Ping detection addresses in total, one of 8.8.8.8

which can ping the general rule that the link is
normal.lP/domain name

Probe Address 2

There are 3 Ping detection addresses in total, one of which can
ping the general rule that the link is normal

2001:4860:4860
.:8888

Probe Address 3 There are 3 Ping detection addresses in total, one of which can | empty
ping the general rule that the link is normal
recovery action Optional: None/Redial/Restart Module/Restart Device not have

PUSR’
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3.1.3. SIM configuration

Set SIM1/2 card related parameters.

USR-G809 Manual

a
USR-G809

Status

Services

WAN

LAN
)

Network Failover

Wireless

WWAN

DHCP

Static Routes

VPN

Developer

Firewall

Mode Switch

Serial Server

System

Logout ag

Configuration

Module Info

e autocheck

Password

Auth Type  PAPECHAP v

@ Authentication type for apn

ap 1
@ PDP context identifier
PDPType  IPV6 v
=
1Pva

Network Mode | 1,
|

1PVABIPVE

Network Search priority  AUIU >

G or 5G network

@ Configurstion search prioriy, can improve the network search time

IMS  Enable v
@ Config IMs

Volte  Enable v

SIM Card Parameters Table

name of parameter | describe default
APN name If SIM card needs to fill in APN address, please fill in Auto check
correctly
user name If SIM card needs to fill in user name, please fillin empty
correctly
password If SIM card needs to fill in password, please fill in correctly| empty
authentication mode | If SIM card needs to fill in authentication method, please | PAP&CHAP
fillin correctly
CID Set SIM card CID parameter, generally set to default value| 1
PDP type PDP network stack type: optionallPv4/IPv6/IPv4 IPv6 IPv4&IPV6
network mode This setting locks the net voluntarily
2/3/4G
Settings:Auto/2G/3G/4G
frequency band Network Mode Auto
Select 4G
Active Auto:
Unlocked Frequency
Input specified frequency band: for example, input 1 lock
BAND1 band
network search Configure search priority, you can search the specified voluntarily
priority network first to save search time
IMS IMS is configured according to SIM card, generally setto | enabled
default value.
Volte Depending on whether the SIM card is configured to enabled
enable Volte service, it is generally set to the default
value
MTU Setting the MTU of a empty
PIN enable If SIM has PIN enabled, this feature needs to be enabled not enabled
PIN code 4-8 digits 1234
Note: PIN enable item is not open, this PINcode setting is

PUSR’

WWwWWw.pusr.com




USR-G809 Manu

invalid

EHRPD activated

3.5G network starts, generally set to the default value

close

Manual operator
selection switch

Check to manually select operator

not checked

"operator name"of the target operat or and manually set
it here.

search Start searching for operators in the current area. This not have
process takes a long time. Please keep the page open.
operator information | From the list of operators searched out, select the empty

Enable operator
blacklist

Add carrier names to the list that need to be disabled

not checked

Set operator blacklist

Set operator numeric name, e.g. 46601, operators
added to this list are not available

empty

Manual selection
of subnetmask

Set SIM card subnet mask manually, check Enable

not checked

is cleared and statistics are recalculated.

ON/OFF

configure the subnet | Select subnet mask empty

mask

Using a custom Set up custom IPv4 DNS empty

DNS server

Use a Set up custom IPv6 DNS empty

customDNSserver(l

Pv6)

Data Flow Limit (KB) | Set the monthly traffic limit threshold. Setting itto 0 0
means unlimited

Flow settlement date | After the settlement date, the used traffic is cleared and 7
recalculated.

Used traffic (KByte) Traffic used this month 0

SMS restrictions Set the maximum number of SMS messages per month. | 0
Set it to 0 to indicate no limit.

SMS settlement date | After the settlement date arrives, the number of used SMS| 8

Number of SMS used

Number of currently used SMS messages

{Attention>

# Ordinary 4G mobile phone card Internet access, do not care about APN settings, card ready to use;

» If you use an APN network card, be sure to fill in the APN address, username and password, and authentication (consult

the operator for details).

3.1.4. SIM card information display

SIM card information display will show the SIM card configuration information in detail. If there is a problem with networking,
you can check the cause of the problem

PUSR’
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Cellular Configuration SIM1 Config SIM2 Confi Medule Info AT Test
USR-G809 - -
Version Number:
Status IMEI Number:

Services Dial SIM: sim2
v Network SIM Card Status{ READY
SIM Card 1CCID: -
LAN SIM Card IMSI:

Cellular Network MCC: a0

Network Failover

MNC: 1"
kel s Signal Strength: 13
WWAN
Operator Information: CHN-CT
DHCP
APN Configuration: ctnet ctnet@mycdma.cn,vnet.mobi, 1
Static Routes
Network Type: FDD-LTE(4G)
VPN
Location Area Code: 5277
Developer
Band: LTEBAND1
Firewall
5 Cell Identifier: 8C6CE86
Mode Switch
: IP Address: 10.245.145.207
Serial Server
System IPvb Address: 240e:844:42:6c1 Z:ecdcdff.fe2fia317/64Global 240e:844:42:6c12:448b:8d 11:7438:2716/64Global,
Logout - Attachment State: 1

3.1.5. AT command test

Module AT can be sent here.

Note: If you need to send the module AT,please send it under the guidance of a technical support engineerto avoid sending
wrong instructions that may cause equipment abnormalities.

USR-G809 =
Cellular Network Configuration
Settings for APN address, username and password, if you goning to use an APN card, please fill in the form correctly.
Status Effective configuration search priority, can improve the network search time.
5 Be sure to fill in the correct configuration, otherwise 5G will be unable to access the Internet.
Services
Configuration
WAN

Cellular Configuration IM1 Config SIM2 Config Module Info || AT Test

. Send Cellular AT
Network Failover

Wireless ‘AT+CPIN? ‘
VAN @ send
DHCP

5 +CPIN: READY
Static Routes

oK
VPN

Developer
Firewall

@ Send at cmd to module
Mode Switch
Serial Server

o Lo [ |

Logout At

3.2. LAN interface

LAN portis a local area network.
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USR-G809

Status

Services

WAN

LAN

Cellular Network
Network Failover
Wireless

WWAN

DHCP

Static Routes
VPN

Developer
Firewall

Mode Switch
Serial Server
System

Logout

USR-G809 Manual

LAN Overview

Network Status Actions

Uptime: Oh 56m 415
LAN MAC-Address: D4:AD:20:8F83:03
RX: 14.92 MB (48788 Pits)
P TX: 3035 MB (48329 Pkts.)
i 1Pu4: 192.168.1.1/24
1Pu: d97:21bb:2d07:1/60

2 Connect

@  Edit

Vlan Management

Enable Vian (]

Global network options
1PV6 ULA-Prefix  d97:21bb:2d07::/48

o ] oo ]

a
USR-G809

Status
Services

‘WAN

(oo ]
Cellular Network
Network Failover
Wireless
WWAN
DHCP
Static Routes
VPN
Developer
Firewall
Mode Switch
Serial Server
System

Logout &y

Common Configuration

General Setup

Status Uptime: Oh 59m 4s
MAC-Address: D4:AD:20:BF:83:D3
e RX: 15.27 MB (49688 Pkts.)
br-lan TX: 30.81 MB (49295 Pkts)

1Pv4: 192.168.1.1/24
1Pv6: fd97:21bb:2d07::1/60

Protocel Static address ~

1Pv4 address  152.168.1.1

IPv4 netmask ~ 255.255.255.0 ~

IPv4 gateway

1Pv4 broadcast

Use custom DNS servers  114.114.114.114 =]
8.8.8.8 ]
1Pv6 assignment length 50 v

@ Assign a part of given length of every public [Pv6-prefix to this interface

1IPv6 assignment hint
@ Assign prefix parts using this hexadecimal subprefix 1D for this interface.

name

implication

default

IPv4 address

IP address of LAN card

192.168.1.1

subnet mask

subnet mask of the NIC

255.255.255.0

IPv4 gateway

Gateway address of LAN card, usually empty

empty

IPv4 broadcast

Broadcast address of LAN card, usually empty

empty

Using a custom DNS
server

Alternative DNS server. When the DNS server sent by the
superior route cannot be resolved normally,this custom
DNS will be used for resolution.

empty

IPv6 allocation length

Assign a fixed-length portion to each commonIPv6
prefix, usually the default value.

60

IPv6 Allocation
Reminder

Use the hex adecimal prefixID of this interface to assign
the prefix part, which is generally the default value.

empty

PUSR’
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192.168.1.1
255.255.255.0

o USR-G809 Manual
<Description>

#  Default static IP address192.168.1.1, subnet mask255.255.255.0www.example.com. This parameter can be modified,for
example, static IP is modified t0192.168.2.1;

»  DHCP server functionis enabled by default, and devices connected to the router LAN port can automatically obtain IP
addresses;

* If VLAN division is used, WIFI interface bridges to br-lan port, and WIFI obtains IP and br-lan network card on the same
network segment.

3.2.1. DHCP function

DHCP Server function of LAN port is enabled by default (optionally disabled).

= 8.8.8.8 a
USR-G809
1Py assignment length 60 v

@ Assign a part of given length of every public IPv6-prefix to this interface

Status
N 1Pv6 assignment hint
S @ Assign prefix parts using this hexadecimal subprefix ID for this interface.
WAN
DHCP Server
Cellular Network
. General Setup | 1Pv6 Settings

Network Failover
Wireloss Ignore interface O @ Disable DHEP for this interface.
WWAN Start Address 100
DHcP @ Lowest leased address as offset from the network address.
Static Routes Limit 150

@ Maximum number of leased addresses.
VPN
Developer Leasetime  12h

@ Expiry time of leased addresses, minimum is 2 minutes (2m ).
Firewall
Mode Switch
Serial Server

8 Back o oveview
System
Logout v
<Description>

*  You can adjustthe DHCP pool start address, as well as address lease time;
»  DHCP default assignments range from192.168.1. 100 starts;
The default lease period is12 hours, and the unit can be set as "h"-hour or "m"-minute;

-

= If DHCP is turned off, subnet devices need to have the correct static IP and gateway settings to connect to the network via
the router.

3.2.2. DHCP IPv6

DHCP V6 Server function settings for LAN

name implication default
Router Disable: Disables routing advertisements relay mode
Advertisement Server mode:RAbroadcast messages are

Relay mode: relay RA data delivered by DHCP v6

Mixed mode: Use both stateless and state ful configurations,
i.e. mixed mode. There are two types of simultaneous state
and state

PUSR’
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DHCPv6 Services

Disable: Disable DHCPv6 services

Server mode: through the router itself as DHCPv6 server
Relay mode: relay DHCPvV6 server to cellular interface
Mixed mode: Use both the state less and the state ful

configuration at the same time, i.e. mixed mode. There are
two types of simultaneous state and state

relay mode

NDP-Agent

Disable: Disable NDP proxy services

Relay mode: Relay NDP(Neighbor Discovery Packet) to
cellular interface

Mixed mode: Allows devices to use both NDP proxy and
standard NDP

relay mode

DHCPv6 mode

Stateless: Configure IPv6addresses automatically

Status: DHCP Server assigned address fully enabled
Stateless + stateful: devices canobtainlPvé addresses and
other network configuration information through DHCPv6

servers, andIPv6 addresses can also be automatically
configured through SLAA C.

stateless + stateful

broadcast

value

Broadcast DNS Configuration will broadcast the configured IPv6 DNS server | empty
Server
DNS domainname | Set DNS suffix search list sent to terminal, generally default | empty

<Description>

#  DHCP vérelay mode supports relay to cellular cards only.

3.2.3. VLAN configuration

This router supports VLAN segmentation and can divide multiple network ports into different network segments.

USR-G809

Status
Services

WAN

o]
Cellular Network
Network Failover
Wireless
WWAN
DHCP.
Static Routes
VPN
Developer
Firewall
Mode Switch
Serial Server
System

Logout

PUSR’
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LAN

LAN Overview

Network Status Actions

Uptime: Oh 60m 14s
LAN MAC-Address: D4:AD:208FE3:D3
RX: 16.05 MB (52308 Pkts.)
& e TX: 33.53 MB (52771 Pkts.)
b 1Pua: 192.168.1.1/24
1P6: fd97:21bb:2d07:1/60

@)
lan

Vlan Management

Enable Vian

& connect || @ Edit

Vlan List

Network Interface LAN1 LAN2 LAN3 LANg. ~
lan(br-lan)
lan2(br-lan2) (m] O (]
lan3(br-lan3) 0 0 O
lan4{br-land) (=} O o

WAN_WIRED v

Global network options
IPV6 ULA-Prefix  fd07:21bb:2d07::/48
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<Description>

# VLANdivision is disabled by default. If enabled, LAN port IP will automatically be changed t0192.168.1.1, LAN2t0192.168.2.1,
and so on.

» The physical interfaces are silk-screened to representWAN1/ LAN5 or WAN2/ LAN4 for WAN/LAN switching;

* Thetag LANx (x=1~4) indicates that VLAN division can be performed;

#  SFP1 optical portis LANport;

#  SFP2 (WAN1/LANS5) optical port and WAN1/LAN5electrical port cannot be used at the same time, only one of them can be
used (SFP interface/GE interface can be selected through WAN_WIRED setting);

» If VLAN division is enabled, LAN5~LAN9 physical interfaces (ifLANS5 is set to WAN,LANS is ignored)and WiFi are divided into
br-lan networks.

3.2.4. WAN/ LAN selection

After the VLAN switch isturned on,LAN 4can be set to WAN 2_WIR (shell screen WAN 2/LAN 4), WAN_WIRED can beset to LAN
(shell screenWAN1/LANS).

LaN A AU, U AU.£U1 000 -
USR-G809 RX: 16.31 MB (53831 Pkts) = :
_ LT A 03397 MB (55004 P £ e 2 = £
bl 1Pv4: 192.168.1.1/24

IPV6: fd97:21b0:2d07+1/60
Status

Sy Vlan Management
WAN Vian List
LA PORTS
CellilarNetwork Network Interface LAN1 LANZ LAN3 I [lane ] (WAN_WIRED ) l
Network Failover
lan(br-lan)

Wireless

lan2(br-lan2) O 0 m]
WWAN

lan3(br-lan3) o 0 (]
DHCP
Static Routes ottrend) B g o
VPN

Global network options
Developer
IPv6 ULA-Prefix fd97:21bb:2d07::/48

Firewall
Mode Switch
Serial Server
System
Logout A ~

Static Address Assignment: Set at Interface-DHCP. This feature is an extension of the LAN interface DHCP settings and is used
to assign fixed IP addresses and host IDs to DHCP clients. Only specified hosts can connect and interfaces must be non-dynamically

configured.

Use Add to add new lease entries.Host authentication using MAC-address, IPv4-address assignment address, host name
assignment identifier.
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.
Usk-G09

Hostname 1Pv4-Address MAC-Address Leasetime remaining
Status USR-SWWDN 192.168.1.136 00:0e:c6:72:70:e0 11h 27m 37s
Services
WAN Hostname 1Pv6-Address DUID Leasetime remaining
LAN

There are no active leases.
Cellular Network

Network Failover -
Static Leases

Hostname MAG-Address |PyA-Address

Wireless

WWAN

Static Routes

This section contains no values yet

VPN
New rule:
Developer
Hostname IMAG-Address IPy4-Address

Firewall
Mode Switch ¥ & B acd
Serial Server

System

Logout At

3.3. WAN port

USR-G809

Siatiis WAN Overview
Services Network Status Actions
WANGCELL MAC-Address: EEACOD:2FA3:17
o) ; I Cellular IPV6 s 4 o
- TX: 17.56 MB (63890 Pkts) =
LAN g 1Pu6: 240e:844:42:6¢12:448b:8011:7438:2716/64
1Py6: 240e:844:42:6¢12:echcidiife2a317/64
Gollular Network — kit
{\WiRED' ptime: Oh Om 0
Network Failover . MAC-Address: D4AD:20:8F:B3:D1 . .
= RX: 0.00 B (0 Pkts.) Ethernet WAN & Connect || @ Edit
Wireless i TX: 0.00 8 (0 Pkis)
= Uptime: 0h 32m 41s
eyt WANCELL MAC-Address: EEACOD:2FA3:1T
Diice 2 RX: 41.63 MB (61779 Pkts) llul @ Connect | @ Edit
eth2 TX: 17.56 MB (63890 Pkts)
HERIT 1Py4: 10.245.145.207/27 Cellular 1Pv4
VPN
Bevelopte
Firewall
Mode Switch

Serial Server
System

Logout &4

<Description>

The default WAN1/LAN5port is WAN mode, and the WAN can beturned on at the LAN port and set to LAN for VL AN division;
The default WAN2/LAN4port is LAN mode, and VLAN division can be set to WAN25tLAN
*  WAN supports DHCP (default), static IP, PPPOE mode;

#  SFP2 (WAN1/LAN5) optical port and WAN1/LAN5electrical port physical interface can not be used at the same time, only can
choose one(select SFP through WAN_WIRED setting)
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3.3.1. DHCP mode

USR-G809 Manual

PS
USR-G809
| WAN - WAN_WIRED

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of several network
Status interfaces separated by spaces. You can also use YL AN notation INTERFACE. VLANNE (g, etho. 1).

Services

~ Network Common Configuration

WAN General Setup Advanced Settings

LAN
Status
Cellular Network

Network Failover
Wireless
WWAN Protocel

DHCP

Hostname to send when

. requesting DHCP
Static Routes

VPN Choose the port type
(GE/SFP)

Developer

Firewall

i #] Back to O
Mode Switch [£) Back to Overview

Serial Server

System

Logout i

<Description>

#  The default IP acquisition method is DHCP

Uptime: 0h 0m 0s

& MAC-Address: D4:AD:20:BF:B3:D1
eth0 RX: 0.00 B (0 Pkts)

TX: 0.00 B (0 Pkts)

DHCP client v
USR-G809
GE port v

o | o]

Client;

#  Support changing the host name when DHCP is;

»  WAN_WIRED port type can be selected: GE port corresponds to shell silk screen WAN1/LANS5 physical port;SFP port

corresponds to shell silk screen SFP2(WAN1/LAN5)physical port.

3.3.2. Static IP mode

interfaces separated by spaces. You can also use YLAN notation INTERFACE, VLANME (g eth0. 1). |

PS
USR-G809
Common Configuration

S GeneralSetup | Advanced Settings

Services
Status
v Network
WAN
LAN
Cellular Network Pratocol

Network Failover
Choose the port type

Wireless (GE/SFE)
WWAN 1Pv4 address
DHCP

1Pv4 netmask

Static Routes
P4 gateway

VPN

1Pv4 broadcast
Developer
Firewall Use custom DNS servers
Mode Switch

Serial Server
[8 Back to Overview

System

Logout ¥

Uptime: Oh Om 0s

& MAC-Address: D4AD:20:BF:B3:.D1
ethd RX: 0.00 B (0 Pkts)

TX: 0.00 B (0 Pkts)

Static address ~v

GE port v

-- Please choose - v

o ] e |
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<Description>

»  Static address mode requires manual input ofIPv4 address, mask andIPv4gateway address;
»  Gateway address must be reachable, otherwise the network cannot be used normally;

# General IP address and gateway in the same network segment, if there are special applications, please contact the
network administrator or someone technical support;

* Notethat the IP address and LAN port IP address are not in the same network segment, otherwise the network will be
abnormal.

3.3.3. PPPoE mode

PN
USR-G809

WAN - WAN WIRED

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces™ field and enter the names of several network

Status interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANKR (g,g,: etho. 1).

Services

LAN
Status Uptime: Oh Om 0s
Cellular Network & MAC-Address: D4:AD:20:8F:83:01
ethd RX: 0,00 B (0 Pkts.)
Network Failover TX: 000 B (0 Pkts)
Wireless
WWAN Protocol ~ PPPOE v
DHcp Choose the port type  GE port v
4 (GE/SFP)
Static Routes
VPN PAP/CHAP username
Developer PAP/CHAP password g
Firewall
Mode Switch
8 ek o overien
Serial Server
System
Logout oy
<Description>

»  User name and password need to be obtained from the operator, fill in the corresponding position;
»  Using this function is equivalent to dialing the router as a modem;

#  Click Save, then click Apply to complete the configuration.
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3.4. Network Failover

USR-G809

Status

Services

USR-G809 Manual

Configure the network switching function.

Configuration

o prioity
Cellular Network Primary Server  223.6.6.6 v
@ IP or Domain, such as"223.6.6.6"or"baidu.com”
ieles e
WWAN
BHCE Ty sener éz\i :\ SDaSmain such as"223. Szﬁ"ar'baiiu .com”
Static Routes
VPN Franeer! éGW -600seconds
Developer oo
Firewall @ 0-1024Bytes
Mode Switch Timeout 2000
Serinl Seruer @ 100-20000milliseconds
System
Logout o
name describe default parameters
priority Set NIC priority policy here WANT>WAN2>STA2.4
WANT: Corrgspondlng to WAN/LAN port of shell silkscreen, SSTA5>Cellular
corresponding to WAN_WIRED network card
WAN2: corresponding to shell silk screen WAN/LAN4ports,
corresponding to WAN2_WIRED network cardSTA2.4:
corresponding to 2.4G wireless client network card
STA5: Corresponding to5G
wireless client NIC Cellular:
CellularlPv4NIC
Off: Use Last Network Priority
reference mode Custom: Determine network status custom
according to custom reference address
Gateway: Detect gateway address of
respective NIC to determine network
status
Probe Address 1 IP/domain name settable 8.8.8.8
Probe Address 2 IP/domain name settable 8.26.56.26
Probe Address 3 IP/domain name settable 208.67.222.222
Detection interval (unit: s) Set link detection interval: 1-600s 10
ping packet size (in bytes) Packet size when detecting links: 32-1024 bytes 0
overtime Set ping timeout time: 100-20000 unit: ms 2000

3.5. Wireless configuration

This router supports2.4G& 5.8G dual-band WiFi6 function, dual-band supports 2-way AP function.
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<Description>

¥  WiFitheoretical load 2.4G +5.8G: 256 units:

#  Wi-Fi coverage is measured as 500m in open area bysomepeople, and indoor coverage is 50m. The signal coverage is
affected by the site environment. Please measure it on site.

3.5.1. 2.4G AP1 Configuration

a -
USR-G809 I 246G AP1 ! 24G AP2 5.8G AP1 586 AP2 MAC Filter Client Information

Status ~ Mode: Master

Status SSID: USR-GB0S-B3D1
BSSID: D4AD:2UBFE0D!
Services Channel: 6 (2437 GHz)
Tx-Power: 27 dBm
VAN Enable

LAN
Hide SSID o
Cellular Network

& SSID USR-G809-B3D1
Network Failover

WWAN Key sesssees &
DHCP
HW Mode  11axg v
Static Routes @ IFSTA is enabled, the configuration is affected by STA.
VPN
HT Mode auto v
Developer If STA is enabled, the configuration is affected by STA.
Firewall Channel  auto. b
Mode Switch @ IFSTA is enabled, the configuration is affected by STA.

Serial Server Regions 00 - World v

System AP Isolation o

Logout L »

Fig. 26 Wi-Fi configuration
table 13 WiFi configuration parameters

name describe default
enabled Enable 2.4G AP1 function check
hidden SSID Turn on this function: the terminal will not find the WiFi not checked

name, you need to manually input the correct WIFI name
and password to connect, ensuring WIFI security

WiFi name WIFI name of router, customizable USR-G809-XXXX
XXXX of default value is the last four bits of router MAC

encryption Optional: no encryption/mixed-psk/psk/psk2/psk2+ccmp mixed-psk

password WIFI password, customizable 88888888

network mode Optional:11axg/11ng/11g/11b T1axg

(information) channel| automatic, lockable channel voluntarily

frequency bandwidth| Selectable: Auto/40MHz/20MHz voluntarily

country or region Select country or region 00-World

client isolation Open client isolation connectionNo intercommunication not checked

between terminals of the same AP
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3.5.2. 5.8G AP1 Configuration

PS -
USR-G809 24G AP2 | 5.8G AP1 I 586G AP2 MAC-Filter Client Information
—

Status  Mede: Master

Status SSID: USR-G809-B3D1_5G
BSSID: D4:AD:20:BF:B3:D5
Services Channel: 100 (5.500 GHz)

Tx-Power: 24 dBm

WAN
Enable

LAN
Hide SSID [m]
Cellular Network

il SSID  USR-G809-B3D1_5G
Network Failover

= e —

WWAN Key  sessesss &
DHCP

HW Mode 1llaxa v
Static Routes 1@ 1 STA is enabled, the configuration is affected by STA.
VPN

HT Mode auto v
Developer @ 1 STA s enabled, the configuration is affected by STA
Firewall Regions 00 - World v
Mode Switch

AP Isolation O

Serial Server
System
b - i .

FIG. 27 Wi-Fi configuration

table 14 WiFi configuration parameters

name describe default
enabled Enable 5.8G AP1 function check
hidden SSID Turn on this function: the terminal will not find the WiFi not checked

name, you need tomanually input the correct WIFl name
and password to connect, ensuring WIFI security

WiFi name WIFI name of router, customizable USR-G809-XXXX
XXXX of default value is the last four bits of router MAC

encryption Optional: no encryption/mixed-psk/psk/psk2/psk2+ccmp mixed-psk

password WIFI password, customizable 88888888

network mode Optional:11axa/11ac/11na/11a T1axa

(information) channel| automatic, lockable channel voluntarily

frequency bandwidth| Selectable: Auto/40MHz/20MHz voluntarily

country or region Select country or region 00-World

client isolation Open client isolation connectionNo intercommunication not checked

between terminals of the same AP
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3.5.3. 2.4G AP2 Configuration

USR-G809
Wireless Settings

Services
24G AP I 24G AP2 I 5.8G AP1 MAC-Filter Client Information
= Mo —
WAN Status ~ SSID: USR-GB09-B3D1-2G-1 |
Mode: Master
LAN Wireless is disabled or not
associated
Cellular Network
Network Failover
Enable O
[Wieless ]
Hide SSID (]
WWAN

USR-G809-B3D1-2G-1
DHCP SSID

Static Routes Encryption  No Encryption v
VPN

Developer

Firewall

Mode Switch
Serial Server
System

Logout

Fig. 28 Wi-Fi configuration

table 15 WiFi configuration parameters

name describe default
enabled Enable 2.4G AP2 function check
hidden SSID Turn on this function: the terminal will not find the WiFi not checked

name, you need tomanually input the correct WIFl name
and password to connect, ensuring WIFI security

WiFi name WIFI name of router, customizable USR-G809-XXXX-2G-1
XXXX of default value is the last four bits of router MAC

encryption Optional: No Encryption/mixed-psk/psk/psk2/psk2+ccmp No Encryption

3.5.4. 5.8G AP2 Configuration
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USK oUY
Wireless Settings
Status

Services
2.4G AP1 246G AP2 538G AP1 5.8G AP2 MAC-Filter Client Information
o—

WAN Status  SSID: USR-GB09-B3D1_5G-1 |

Mode: Master
LAN Wireless is disabled or not

associated
Cellular Network
Network Failover

Enable [m]

Hide SSID a

WWAN
SSID  USR-GB09-B3D1_5G-1

DHCP
Static Routes Encryption  No Encryption ~
Developer
Mode Switch
Serial Server
System
Logout e
FIG. 29 Wi-Fi configuration
table 16 WiFi configuration parameters
name describe default
enabled Enable 5.8G AP2 function check
hidden SSID Turn on this function: the terminal will not find the WiFi not checked
name, you need to manually input the correct WIFI name
and password to connect, ensuring WIFI security
WiFi name WIFI name of router, customizable USR-G809-XXXX-5G-1
XXXX of default value is the last four bits of router MAC
encryption Optional: No Encryption/mixed-psk/psk/psk2/psk2+ccmp No Encryption

3.5.5. MAC-Filter

a
USR-G809
Wireless Settings
Wireless Settings
Status

Services
2AG AP1 2.4G AP2 5.8G AP2 ‘ MAC-Filter Client Information

Lucm]

WAN MAC-Address Filter disable v

Cellular Network Allow listed only

Network Failover Allow all except listed

WWAN

DHCP

Static Routes
VPN
Developer
Firewall
Maode Switch

Serial Server

System

Logout 7

Fig. 30 Wi-Fi configuration
table 17 MAC-Filter Parameters
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name describe default

MAC address filtering | Disabled: All terminals can connect to router WiFi forbidden

Only allowed in the list: only terminals corresponding to MAC
addresses in the list can connect to router WiFi

Only allowed outside the list: terminals corresponding to
MAC addresses in the list cannot connect to router WiFi

MAC-List Fillin MAC-Llist, maximum support 64 MAC list empty

3.5.6. Client information

Displays a list of terminals.

USR-G809

A
‘Wireless Settings
Wireless Settings
Services
246ar1 || 24car2 || secapt || sscare || macFiter || Client information
WAN
ssip MAC-Address 1Pv4-Address Signal Noise RX Rate TX Rate
LAN
Cellular Network No information available
Network Failover
SSID. MAC-Address IPv4-Address Signal Noise RX Rate TX Rate
WWAN .
No information available
DHCP
Static Routes SsID MAC-Address I1Pv4-Address Signal Noise RX Rate TX Rate
VPN
N information available
Developer
Firewall SsID MAC-Address IPv4-Address Signal Noise RX Rate TX Rate
Mode Switch
. No information available
Serial Server
System
Logout R
FIG. 31 terminal list

By default, the router turns off the WIFI(wireless) client, and can turn on the WIFI client to connect to the AP on site.

3.6.1. 2.4G Settings
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a
USR-G809

When enabling the STA, make sure that the AP corresponding to the device is enabled. After the STA is successfully connected, the channel, bandwidth and mode of the AP of
Status the device will be synchronized 1o the same as the STA.

Services

2.4G Settings 5.8G Settings AP Information
o =)
L Enable /
Cellular Network Scan | Scanning...
Network Failover SSID  WIFI-STA
ESic Encryption  No Encryption ~
(sl e gm\ls::n se\ec.tir\g the LAN m:faze please modify or close the DHCP configuration of the LAN port and configure the LAN port address as the address within
VPN Enable Ping Check O @ Once selected, check the wireless connect with ping
Developer
Serial Server
System
Logout kd
FIG. 32 Wireless Client Configuration
table 18 Wireless client parameters
Name describe default
enabled Open 2.4G wireless client not checked
search Click Search to start searching out hot spots on the site| not have
It takes about 30 seconds to 1 minute to search for hot
spots, so wait patiently.
WiFi name Hot spots can be selected by search or manually WIFI-STA
encryption Settable: no encryption/mixed-psk no encryption
password Enter the correct AP password empty
network Can be set: wwan0/lan wwan0
Normal use STA function select
wwan0ifyou need to use WIFI
bridge mode please select lan
Forcibly update LAN IP| Check this functionto restart LAN when LAN (bridge check
address mode) is
Enable Ping detection | If checked, enable the detection function to be kept not checked
active. If the detection address is notavailable, try to
connectto wireless again.
reference address Optional: Gateway/Designated Address gateway
Ping Address STA detection address, note that you need to set STA empty
ping address

3.6.2. 5.8G Settings
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When enabling the STA, make sure that the AP corresponding to the device is enabled. After the STA is successfully connected, the channel, bandwidth and mede of the AP of
Status the device will be synchronized to the same as the STA.
Services
WAN e
Enable

LAN /
Cellular Network san. |gssl
Network Failover SSID  WIFI-STA
Wireless N .

Encryption  No Encryption v
WWAN

network  wwanl v

pher @ When selecting the LAN interface, please modify or close the DHCP configuration of the LAN port and configure the LAN port address as the address within
Stotc Routes the upper routing subnet
VPN Enable Ping Check O @ Once selected, check the wire onnect with ping

Developer
Firewall

Mode Switch
Serial Server

System

Logout

FIG. 33 Wireless Client Configuration

table 19 Wireless client parameters

name describe default
enabled Open 5.8G wireless client not checked
search Click Search to start searching out hot spots on the site| not have

It takes about 30 seconds to 1 minute to search for hot
spots, so wait patiently.

WiFi name Hot spots can be selected by search or manually WIFI-STA
encryption Settable: no encryption/mixed-psk no encryption
password Enter the correct AP password empty
network Can be set: wwan0/lan wwan0

Normal use STA function select
wwan0ifyou need to use WIFI
bridge mode please select lan

Forcibly update LAN IP| Check this function to restart LAN when LAN (bridge check
address mode) is
Enable Ping detection | If checked, enable the detection function to be kept not checked

active. If the detection address is not available, try to
connect to wireless again.

reference address Optional: Gateway/Designated Address gateway

Ping Address STA detection address, note that you need to set STA empty
ping address

<Description>

»  5.8G wireless client function needs to be enabled when 5.8G AP is enabled.

3.6.3. AP information

You can check whether the router is connected to the AP on the hot spot information interface.
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-
USR-G809

Status the device will be synchronized to the same as the STA.

When enabling the STA, make sure that the AP corresponding to the device is enabled. After the STA is successfully connected, the channel, bandwidth and mode of the AP of

Services

24G Settings || 586 Settings || APInformation
WAN
A ssiD MAC-Address Signal Noise RX Rate TX Rate
Cellular Network No information available
Network Failover
Wireless
T o

DHCP
Static Routes
VPN
Developer
Firewall
Mode Switch
Serial Server
System

Logout

FIG. 34 Connect AP Info Page

<Description>

*  When LAN is selected by the network, itis set to bridge mode, and the upper AP assigns IP to the terminal under the router.
*  Setbridge mode, please note that DHCP needs to be turned off for LAN port.
3.7. Static routing

Static routes have the following parameters. The default static route can be added up to 20.

Tab 1 Static routing parameter table
name description Default parameter
joggle LAN, wan_4G, wan_wired, and vpn interfaces lan
Object (target address) The address or address range of the object to be accessed empty
subnet mask The subnet mask of the network to which you want to access empty
Gateway (next hop) The address to which to forward empty
Jump point (Metric) Number of jumps in the package empty

Static routing describes the routing rules for packets on an Ethernet.
Test example: Test environment, two peer routers A and B, as shown in the figure below.
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Targt b 152.168.1.0 WAN: 192. 168. 0. 200 | ' IP: 192.168. 2. 200
Submask: 255.255.255.0 : :
Next Jump(gateway): 192 168.0. 202 LAN: 192.168.2.1 : :

1

T2

B '

y P T3

wakorw  WAN: 192.168.0.202 | '
| LAN: 192.168.1.1

T4

o] % ------------ 3 ' IP: 192.168.1.7

Router B i

Pic 1 An example of a static routing table
The WAN ports of routers A and B are connected to the network 192.168.0.0, the LAN port of router A is the subnet 192.168.2.0,
and the LAN port of router B is the subnet 192.168.1.0.

Now, if we want to make a route on router A so that when we access the 192.168.1.x address, it automatically goes to router B.

Fs
USR-G809 —
Static Routing

To find information on static routing configuration, refer to the figure and table below

Status

Services Static Routing Routing Table
~ Network 7
[ memm Sati et Rovtes
WAN
Interface Target 1Pv4-Netmask 1Pv4-Gateway Metric
LAN

Cellular Network
This section contains ne values yet

Network Failover
Wireless
New Rule:

WWAN
Interface Target 1Py4-Netmask 1Py4-Gateway Metric
DHCP

Host-IP or Network If target is a network
Static Routes

VPN wan_wired v 192.168.1.0 255.255.255.0 192.168.0.202 £ Add

Developer

Firewall T

Mode Switch

Serial Server

System
¢
Logout X

Pic 2 Route table add page

4. Service function

4. 1. Dynamic domain name resolution (DDNS)

DDNS (Dynamic Domain Name Server) is a service that maps a user's dynamic IP address to a fixed domain name resolution
server. Each time a user connects to the network, the client program sends the host's dynamic IP address to the server program on
the service provider's host via information transmission. The server program provides DNS services and performs dynamic domain

name resolution.
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4.1.1. Supported services
The use of dynamic domain names is divided into two cases. The first case is that the router itself supports this service (view

the "Service" drop-down box and select the corresponding DDNS service provider, here using Peanut Shell). The setting method is

as follows:
‘
Dynamic DNS configuration allows access to a fixed domain for the host, but the corresponding IP may be dynamic.
Status
DM Management
Enable o
Uik sariie e eree ga;;:!idm which the ddns—:pdater scripts will be started
SMS Service
Service  dyndns.org v

Event Alarm Service @ Service provider

o0 Username username

SNMPD

s Passwort d  eessesee &

Network. Domain Name

VPN SyncTime 200

@ Unit: s, 30-65535

Developer

Firewall

Mode Switch

e i)

System

Logout d

FIG. 39 DDNS Settings Page
table 22 List of DDNS

function content default
open Check Enable DDNS function not checked
effective interface WAN port selection based on demand wan_wired
ISP internet Please fill in the DDNS service address dyndns.org
user name Peanut shell account name username
password peanut shell code password
domain name Domain name requested by DDNS empty
Synchronization time (s) Time interval to detect 300

4.1.2. DDNS takes effect
Verify that the DDNS settings are in effect below.First, let's look at the IP address of your network.

Then, we ping the domain name fe26203015.zicp.vip on the PC, which can be pinged, indicating that DDNS has taken effect.
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ShAOdMinl STrato
MAdmind strator:

B8] < lms
|||||J| Lms ;F
32 AT(Bl<1ims TT

4.1.3. functional characteristics

#  Pleasefillin the parameters strictly according to the form description, service/URL,domain name, username password,
interface and other parameters to ensure accuracy;

»  Even as a router under a subnet, this feature can also enable dynamic domain names to take effect;
» DDNS+ port mapping enables remote access to the router intranet;
» Ifthe router is located in a network that is not assigned to an independent public IP, this feature cannot be used.

4.2. GNSS

4.2.1. Report Private Cloud

The router positioning data is regularly reported to the private cloud platform for analysis.

IR
Status
DM Management
DDNS
Data Service
SMS Service
Event Alarm Service
OLED
SNMPD
Network
VPN
Developer

Firewall

GNSS Configuration

Configuration

GNSS Enable

GNSS Type ~ GPS+BDS

Operating Mode ~ TCPC

Server Address ~ www.test.com

ServerPort 2317

GNSS Heart Type ~ MMEA GGA

Upload Interval 30

Registry Packet ~ NONE

Heart Packet ~ MONE

Offline Cache Enable (m}

Mode Switch
Serial Server
System
Logout Y
name describe default parameters
GNSS enabled Check: Turn on GNSS checked by
Unchecked: GNSS OFF
fix type GPS+BDS; GPS+BDS
GPS;
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BDS;

work pattern

Optional: TCPC/TCPS/UDPC/UDPS

TCPC

server address

Target server address

www.test.com

server port Destination Server Port 2317

Location packet Select bit raw data type: NMEA GGA/NMEARMC NMEA GGA

type

reporting interval | Location data reporting interval unit: s 30

Registration packet| Optional: NONE/Custom/SN/ICCID/MAC/IMEI/IMSI NONE

Custom HEX: Even digits in hexadecimal HEX

Registration ASCLL: Character

Package Type

Register package | Register package content 7777772E7573722E636E

data

Register package
sending method

Send a registration packet once when connecting to the
server/add a registration packet to the front of every
packet sent to the server

Send a registration packet
when connecting to the server

heartbeat packet Optional: NONE/Custom/SN/ICCID/MAC/IMEI/IMSI NONE
Custom heartbeat | HEX: Even digits in hexadecimal HEX
packet types ASCLL: Character
heartbeat packet | Register package content 7777772E7573722E636E
data
heartbeat interval | Send heartbeat packet interval unit: seconds 30
Offline cache Check: automatically cache location data during network Not checked
enabled disconnection, and automatically report after waiting for

network

Unchecked: positioning data will not be cached during

network disconnection
Maximum number | Set the maximum number of cached items during network 3600

of offline cache
entries

outage, after which the oldest items will be deleted

Offline data
upload frequency

Interval between each cache data transmission to the
platform after waiting for normal network access Unit:
seconds
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GES Enable

DM Management

GNSS Type  GPS v
DDNS
. Operating Mode ~ TCPC v
Data Service
SMS Service Server Address ~ 47.104.
Event Alarm Service Server port || 1517
OLED
GNSS Heart Type ~ NMEA GGA v
SNMPD

Upload Interval 1
@ 1-6000 second(s)

Network
Registry Packet  NONE v
VPN
Heart Packet ~ NONE v
Developer
Firewall Offline Cache Enable ]
Maode Switch

Serial Server

System Apply

Logout hat

Fig.43 GNSS settings

Report NMEA GGA data through TCPC.
ERUBENet Assistant

“Setings | Datalog | MetAssist VB0 G /%
[11 Pratacal
|—_l [2025-07-29 15:40:33 34414 RECY ASCIT FRON 144.12. 128 3 ©116963 ~
TEP Server Z $GHGEA, 074031, 000, 3640, 246396, K, 11706, 031266, E, 2, 10, 1, 06, 484. 3, —5. 0,1, %69

12] Local Host Addi

1172.31.103.2? l
- [2025-07-29 15:40:36. 35214 RECY ASCIT FROM 144.12.120.3 118983
131 Local Host Part GHGEA, 074034, 000, 3640, 245672, N, 11706. 032124, E, 2, 10, 1. 08, 485, 7, M, 5.0, 1, , *63

1523

[2025-07-29 15:40:38. 34314 RECV ASCIT FROM 14412128 3 :11698>
GHGGE, 074037, 000, 3640, 2443804, N, 11706 032729, E, 2, 10, 1. 06, 487, 4, ), 5. 0,1, , #&4

~Recv Options——————

& ASCI " HEX [2026-07-29 15:40:42. 34414 REECY ASCII FROM 144.12.129.3 116963
¥ Log Display Mode FGHGGA, 074041, 000, 3640, 243976, W, 11706, 032680, E, 2,08, 1. 10,491 2. 0, 5. 0,1, . %64

v Auto Linsfesd

I” Hide Received Data ||| [2025-07-29 15:40:45. 36714 RECY ASCII FROM 144.12.128.3 :11696>
[~ SaveRecvioFie. | [$5NGGA 074043, 000, 3640, 243636, N, 11706. 032306, E, 2, 09, 1. 10, 493, 1,10 5. 0,10, %69

AutoSeroll Clear

—— || |[2025-07-29 15:40:45 36514 RECY ASCIT FROM 144.12.128.3 :11698>
sutoReply Themes GHGEA, 074046, 000, 3640, 242433, N, 11706. 034592, E, 2,09, 1. 10, 498, 2, M, 5.0, 1, #6F

Export Donatells

[2025-07-29 15:40:51. 36714 RECV ASCIT FROM 14412128 3 :11698>
$GHGEA, 074049, 000, 3640, 242113, N, 11706, 033099, E, 2,09, 1. 10,601, 1,3, 5. 0,1, , %60

—Send Options————— |[2025-07-29 15:40:54 352]% RECY ASCIT FROM 144121293 1116967
& ASCI ™ HEX FGHGEA, 074063, 000, 3640, 241741, H, 11706 031661, E, 2,09, 1 11,606 7, M, 5.0, M, , %63
[~ Use Escape Chars
[~ AT CMD auto CRLF "
[~ Auto Append Bytes
e 2 = [T
™ Send from Fils . DataSend | Clients: All Connections [1) __| Dlsconl & Clear 4 Clear

[~ Cycle| 1000 ms 12345

Send

Shortent History

[ Ready | 1490 [ R 7502 | T:0 Reset | 4
Fig. 44 GNSS data display
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4.3. OLED

The router supports OLED screen, and has 4 pages of display content by default, which are system information, 10 status,

cellular network traffic consumption and system time. Configure LED display rules via WEB interface.

4.3.1. Generalized usage

@
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 10T

Auto | English | #32

USR-G809
OLED Configuration

Configure the page cutting mode and display time of the screen.
Status

DM Management
Switching mode  Lock display v
DDNS
i Lock page  System Info v
Event Alarm Service ©
Cellular
SNMPD e
GNSS Custom1,

Network Custom2

VPN Custom3
Developer Custom
Firewall Customs
Mode Switch

Serial Server

System

Logout st

Fig.45 OLED

table 24 configuration parameters

name describe default parameters

switching mode Configure screen cut mode scroll display

Scroll display: interval multi-screen
content rotation displaylock
display: lock a screen long display

page turning time Set the time interval between scrolling screen switching 30
and page turning Unit: seconds

Lock page Lock page selection: system information

System information: Display whether WIFI is on, GNSS is
on, cellular signal, etc.l0: DI, DO switch status

Cellular network: Dual SIM card

traffic consumption this

monthTime: Display system time
Custom page x: lock a certain screen information after two
open

<Description>

* No matter whether it is scrolling display or locking display, pressing Reset key for 1~3s will switch the screen.
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4.3.2. Secondary development OLED

Currently supports shell commands and C functions to write content to specified pages and lines, displaying up to 16 characters
per line, beyond which it will not be displayed. Shell script:

uci set -c /tmp custom_oled.custom1.line1="AABBC' uci set-c/tmpcustom_oled.custom1.line2="123654"'uci set-
c/tmpcustom_oled.custom3.line1='778899'uci set-c/tmpcustom_oled.custom3.line2="BBCCAA 'Description:

uci setcustom_oled.custom${page}.line${line}="${text}"-c/tmp${page} stands for custom page x,foexamplel stands for custom
pagel.

${line} represents rows, and each page can display upto 2rows.${test} represents display content.

C General function: /**
* Set custom OLED display content

*

* @param page_num Page number

* @param line_num line number

* @param content The incoming string willonly display the first16 characters
*@return 0 for success, non-zerofor failure*/

int set_custom_oled_ness2(int page_num, int line_num, char* content);

/**
* Delete custom OLED display content

*

* @param page_num Page number

* @param line_num line number

*@return 0 for success, non-zerofor failure*/

int delete_custom_oled_ness2(int page_num, int line_num);

2 Open shell script +C program example:

Step 1: Organize the package attribute file according to the package attribute file format. The controlfile is as follows:

Package: app FEE Package: usr oledtest
3 version: 1.1 FEIREE Version: 1
4 Dpescription: this is test app #EEER, 2FHA s8p, libuei, libpthread, usr platcfq, libusr basic
5  PackageType: <pkg_type> #lib | app led test
6 PackageBoot: 1|@ sESHNEE
7 MNeedReboot: 1 FHIEFE, HTERER -
8  RunCmd: app "parami” SR EMLEATEERSTES, WRBEEEES . innerIPQS018
9  StopCnd: kill app HIRBILILEFTRARLIES, WRBEEFLSY Descript ion: usr_oledtest —- app manmagement test
18 GetRunStateCmd: AOFEREFETIEITOSS, MRTHEE, Mhes | gre

pBE, ItASEEHEEER, MRETH, EE"statesrun”, ENEE"states=stop™
11

Step 2: Create a data folder (note: the folder must be compressed to name: data.tar.gz)

PUSR’

WWw.pusr.com




USR-G809 Manual

The files under the data folder will be installed under the router's corresponding directory.The currentdata file includes the

following files:

bin---usr_oledtest Executable binary program, compiled through the router cross-compiler tool chain after C language
development is completed

etc/init.d---usr_oled_testStartup script content:
echo " 1 " 3> [fdev/ttyMSMO
usr oledtest “1* "2% % D"
test _oled.sh

}

stop () {

ps | grep usr oledtest | grep -v grep | awk ' ' | xargs kill -s
Ps | grep test oled.sh | grep -v grep | awk | xargas kill ==
}

sbin---test_oled.sh shell script

[ -z " "] && line=]

[ -2 " 1 && text="

[ =2 " 12" -o -2 " " -0 -2 ") && i
echo t t ;
exit |

}

uci set custom oled.custom{iENaE . | i ne HEERe-=" -¢ [tmp
y

ol

!I ach ALK st "

#

fdone

Step 3: compress the data.tar.gz and control files into xxx.tar.gz (rename the compressed package usr_oledtest1ipg.ipk)

Step 4: Upload and install the application on the router developer.
S USR IOT

on Expert of Industrial 10T

Be Honest, Do Best!

Auto | English | #

USR-G809
App Manager

The application management interface is mainly used for uploading secondary development packages and displaying their status. ‘

Status

e

Network
Upload App: | BHIEXFE | Rt

VPN Note: Only targz and ipk formats are supported.

v Developer
@ 1nstall app
)

Web Console
5 Note:
Firewall
1. Please make sure the uploaded file format s targz or ipk.
Mode Switch 2. The uploaded secondary development package must comply with specific standards, Please refer to the manual for etailed instructions on how to create it.
Serial Server 3. The uploaded file size cannot exceed 512MB.
4. After the upload is successful, you will enter the package information confirmation page for confirmation. After confirmation, it will be automatically installed and
System the installation result will be displayed.
Logout

Fig. 46 install the application
After clicking Run, observe that OLED screen displays custom content on customization page 1.
The current case is displayed in the first line of the custom page 1: Hello World, and the second line shows Hi OLED.
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4.4. Data monitoring services

Through data monitoring service, router system information, network information, wireless information, etc. can be

transmitted to the client server for remote monitoring of router operation status.

4.4.1. Basic configuration

-~
USR-G809
The DataService Provide access to system information and status.
Status

DM Management -

DDNS

Event Alarm Service Service Name Protocol Description Enable

OLED

SOMED This section contains no values yet

GNSS

Network New Servi

VEN Service Name Protocol Description Enable

Developer

TCPC v oN v (€] Add and edit. ..

Firewall

Mode Switch

Serial Server

System

Logout B

Fig. 48 Data monitoring services
table 25 configuration parameters
name describe default parameters
enabled Enable: Enable data monitoring services forbidden
Disable: Disable data monitoring services
new service Fill in the link service name empty
agreement TCPC/TCPS/UDPC/UDPS/HTTPD/HTTPS TCPC
describe Describe the link empty
enabled Open this link ON
<Description>

* Upto 6 links can be established to transmit router device data to 6 server monitors simultaneously.

4.4.2. Set Link Information
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Status
DM Management
DDNS
SMS Service
Event Alarm Service
OLED
SNMPD
GNSS
Network
VPN
Developer
Firewall
Mode Switch

Serial Server

USR-G809 Manual

tcpe 1 - Communication configuration
The DataService Provide access to system information and status,

Enable ON v
Name  tcpc_1
Description
Protocal  TCPC -
Server Address  test.cn
Server Port 8000
Enable AT
Aoto Report

Report Interval 1

Registry Packet  NONE v

Data Rule

Systern o Data Name DataType i e & Baten elte
oz
Fig. 49 link information
table 26 configuration parameters

name describe default parameters
enabled Enable: Open this link open

Disable: Disable this link
name the service name of that link Custom when creating this link
describe Describe the link Custom when creating this link
agreement Select the protocol type for this link Select when creating this link
server address | Address of target server, IP or domain name Test.cn
server port Destination Server Port 8000
Enable AT You can query/set router parameters through AT commands. check

See AT command collection for details of AT support.
automatic The selected data will be reported according to the reporting | check
reporting frequency interval after opening
reporting Set interval Reporting frequency Unit: minutes 1
frequency
Registration Optional: NONE/Custom/ICCID/IMEI/SN/MAC NONE

packet
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package data

Register Custom packet types: HEX
Package Type HEX: hexadecimal

even digit ASCLL:

character
Register Custom registration package content empty

Registration

Send a registration packet once when connecting to the

Send a registration packet when

instructions

contentof the data rule by

package server/add a registration packet to the front of every packet | connecting to the server
sending
method
name User-defined data rule name. If the query instruction of the empty
data rule is blank, the name can be used as an instructionto
obtain the content of the data rule in response from the
server.
data type System base: including host name
Reporting Jsonformat reporting Json
format
query Set the query instruction of the data rule, and obtain the empty

<Description>

* A maximum of 6 data rules can be established per link.

4.4.3. TCPCData Monitoring Examples

P
USR-G809

Status

v Services

DM Management
DDNS

SMS Service
Event Alarm Service
OLED

SNMPD

GNSS

Network

VPN

Developer
Firewall

Mode Switch
Serial Server
System

Logout

Enable

Name

Description

Protocol

Server Address

Server Port

Enable AT

Aoto Report

Report Interval

Registry Packet

ON 5 o

tcpe_1

TCPC ~

47.104.23

1518

1
@ 1-1440 minute

NONE g

Data Rule

1] Data Name DataType Format Instruction %] Batch Delete

] 112 base ~ json 12 %) Delete

O test123 network ~ Jjson 234 ] Delete
2
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TERJIIDE N et Assistant

—Settings
[11 Pratocol

| TCP Server X l

[2] Local Host Addr

I1?2.31.103.2? Vl

[3] Local Host Port

I1518

—Recv Options

& ASCI ( HEX
¥ Log Digplay Mode
¥ Auto Linefeed

[~ Hide Received Data
[~ Save Recv toFile...
futoSerell Clear

@ Cloze |

Data log NetAssist V5.0.1 G ¢

’

[2025-07-24 16:00:53.925]% RECY ASCIT FROM 144 12,093 110803

{Nloopbac]-(”Z {”proto”: Jvstatic”, "1 Ename": Jw].o”, Nipadd.r4”:

["127.0.0.1/8"], "ipaddr6”: ["::1/128"], "uptime”: 321}, "Lan”:

{"prote”: "statie”, “ifname”: "br—lan”, "ipaddrd™: ["192 1658.1.1,/24"], "ipaddrs™:
[“£d32: £31£:6389: 11,607, “£eB0: : d5ad: 20EE: febf:h3d3/547], “uptime”: 321}, “wan_wi
red”: {"proto”: “dhep”, “ifname”: Yethd”, “ipaddrd™: [1, "ipaddra™: [1}, “wancell™:
{"proto”: “dhep”, “1fname”: “eth2”, "ipaddrd”: ["10. 23,49 183,/25"], "ipaddrs™:
["240e:844: 2 2 fe3: d0bE 1ol 16 Ted: 56,54, "Bdle: G441 2: 2663 o870 caff: Fef8 bide/
64", "FaB0: : oBT0: calf: fof: bode /84" ], "uptime”: 208], "wanfcell”:

{"proto”: "dhopve”, “ifname”: "eth2”, "ipaddra”: ["10.23. 49. 183/28"], "ipaddrs”:

| |["240e:544:2:2Fe3: d9bE: 12l 6Ted 5664”7, "240e:544 :2:2Fe3: oBT0: cafF: fof9: bide/
64", "£e80: : cBT0: caff: fefd: béde/B4”], "uptime”: 298]} |

[2025-07-24 16:00:53. 957]# RECY ASCIT FROM 144 12.0. 8% 110803
|{Mimei”: "EAEEZTOT4RIZR1ZY, “register”: “Attached”, “operator”: "CHi-
CT", "e=q”: "72", "ops_net_type": "FOD-LTE
(461", "eimi™: "460111117537048", “apn_ofz”: “ctnet, ctnet@myedna, on, voet. mobi, 17,

—Send Options
& ASCI  HEX
[V Uze Escape Chars

[~ AT CMD auto CRLF
™ At dnnand Rokas

According to the query instruction

[2] Local Host &ddr
|1?2.31.1D3.2? Tl

[3 Local Host Port
1518

—Recy Options
@ ASCI  HEX
v Log Display Mode
[V Auto Linefeed
[~ Hide Received Data
[ Sawve Recv taFile...

AutoScroll Clear

© Cloge |

“eell_ei”: "8CECEE6", “eell _lac”: "BETT", Yarfen”: "300", “pei”: "270", “band”: "LTERA
HDL", “ip":"10.23. 49, 183", "inetd”: "240e 544 :2:2Fe3: 4015 1 el (6T od 5d6/ 5461 obal,
240e:544:2:2fe3: cB70: caff: fo£3:bhde E4GLobal, ]

set by the data rule, actively query the data in the data type, for example:234

i wAw o e . wpa_mee_irpem o e sas
(46)”, "eimi”: "460111117537048", "apn_cfe”: “otnet, ctnet@nyodna. on, ynet. mobi, 17,
“zell_ci”: "BCACASE”, "cell lac™: "B277", “arfen”: "3007, "pei”: "270", "band”: "LTEEA
WDL", “ip":"10.23.49. 183", “inets”: "P40e: 844 2: 2 fa3: 05 1ol 1 670d: 545/ BAGLobaAL,

240e:844:2:2fe3: 70 caff: fefd: biide 6461obal, '}

[2025-07~24 16:05:10. 17114 SEHD ASCII TO ALL>»
734

| [2025-07-24 16:05:10. 21014 RECY ASCIT FROM 144 12 0.95 ;11080

i {"Loopback”™: {"proto”: "static”, "ifname”: 10", "ipaddrd”:

"127.0.0.1/8"], "ipaddrd”: [7::1/128"], "uptime”:580}, "lan”:

i {"proto”: "statie”, "ifname”: “br—Llan”, “ipaddrd”: ["192. 168 1. 1/24"], "ipaddrs™:
“Fd32 £31£:6389: 0 1/607, "FeR0:  dfad: 20FF: Febf: b3d53/64 7], "uptime” 580}, “wan_wi
ed”: {”proto”: ”dl\cp”, “1fname”: “athl”, ”ipaddr‘l”i B, Mipadd.rﬁ”i [1}, "wancell”:
{"prote”: “dhep”, "ifname”: "eth2”, “ipaddrd”: ["10.23. 49. 183/28"], "ipaddrs™:
(240 8442 2Fe3: d9b5: 1ol :67cd 56 64", "240e 0442 2Fed: oBT0: caff: Fefd: bide/
4", "Feli0: : oB70: caff: Fof9: bE4e/E64"], "uptime”:5EE}, "wanfeell”:

—Send Options—

& ASCI  HEX
¥ Use Escape Chars
[~ AT CMD auta CRLF
[~ Autofppend Bytes
[~ Send fram Fils ...
I~ Cycle | 1000 ms

Shorteut  History

| {"proto”: "dhepvé”, “ifname”: "ethz”, "ipaddrd”: ["10. 23 48 183/258"], "ipaddra”:
| ["240e:544 .2 2fa3: d9b5: 1ol GTod:6A6/64", "240e:544:2: 2fe3: oBT0: caff: fofd: béde/
64", "£aB0: : o870: caff: Fof9: bade 84" ], "uptime" 5EG]]

!

Data Send i Clients: I All Connections (2)

__v_| Q-Discon! & Clear 1 Clea

234

[# Ready!

o52/4 [ Rx37730 T:20

PUSR’

WWw.pusr.com




USR-G809 Manual

4.5. Event alarm service

Query router exception alarm list.

a
USR-G809
Alarm Service configuration
- =Em
[ istoryEvent ecord

DM Management Index Event Event Message Event Time Action
DDNS 0 netswitch NetWork Switch to wancell 2025-07-24 03:56:04 l

Data Service

SMS Service

Event Alarm Service

OLED

Apply

SNMPD
GNSS
Network
VPN
Developer
Firewall
Mode Switch

Serial Server

System

Logout G4

Fig. 58 alarm list

4.6. SMS service

Enable SMS function, you can query/configure the router by sending SMS AT and command, and the router needs to use SIM
card that can send SMS.
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Basic configuration

USR-G809 Manual

a
USR-G809

Status

SMS Service configuration
Configurations

DM Management auth passwd, |ssesse -3
DDNS
Data Service
SMS Service Receive List Send List
Event Alarm Service
OLED
Phone Number Name Description Enable
SNMPD
GNSS
This section contains no values yet
Network
Ul New Number
Developer
Phone Number Name Description Enable
Firewall
S oN v [ Add and edit...
Serial Server
System
Logout b
Fig. 59 Authorized mobile phone number settings
table 27 configuration parameters
Name Describe default parameters
note Enable: Enable SMS service enabled
Disable: Turn off SMS
authentication password Send command prefix password 123456
phone number Set phone numbers for authorized access empty
name Give the phone a name. empty
describe Give the phone a description empty
enabled ON: Authorize the mobile phone number to send query/set | ON
router information
OFF: do not accept the mobile phone number information
<Description>

-

Up to 6 mobile phone numbers can be authorized.
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4.6.2. SMS Service

-
USR-G809
444 - SMS Action configuration
13245
G Phone Number
DM Management P o
DDNS
Description
Data Service
= Enable AT
SMS Service naple
Event Alarm Service
OLED Action Rule List
SNMPD (m] Action SMS Content Reply Enable ) Batch Delete
GNSS
Nenork This section contains no values yet
VPN
Developer N—
Firewall
Action SMS Content Reply Enable
Mode Switch
reboot v oN & on - {1 Add
Serial Server
System
Logout ¥ [ Back to Overview Apply

Fig. 60 SMS Action Rules

table 28 configuration parameters

Name Describe Default parameters
phone number Set Authorized Phone Number not have
enabled ON: Accept the phone number information ON

OFF: do not accept the mobile phone number information

name Give the phone a name. empty
describe Give the phone a description empty
Enable AT Enable SMS AT function check
movement Selection action restart
SMS content Authorize the mobile phone number to send authentication| empty
password + short message content, and the router executes
the action.
reply After receiving the short message, the router replies to ON
enable the mobile phone number
enabled the action enable switch ON
<Description>

# A maximum of 40 action rules can be created for each mobile phone number.

4.6.3. Transmission list

The router's cell phone number can be determined by sending a list of test text messages to authorized cell phone numbers

PUSR’

WWw.pusr.com




) USR-G809 Manual
USR'G*“’-“’

Status Configurations

Enable

DM Management

W@

auth passwd  seeees
DDNS

Data Service

SMS Service SMS Service Receive List Send List
Event Alarm Service
SMS Send

OLED

e = —
SNMPD

© The phone number must be 1 to 20 digits long, optionally starting with a *+" sign to indicate an international number.

Sh5S Content |test123
Network
VPN o ; = ;
Please enter your information in this box, You can input up to 70 characters.
Developer
send
Firewall
Motde Switch SMS Sending Record
i Index Receiver Number Time Content Status
erial Server
System 1 1324540 2025-07-24 04:1123 test123 Foure
Logout - 2 1324540, 2025-07-24 04:11:35 test123 e

4.7. SNMPD

SNMP (Simple Network Management Protocol) service, you can remotelyview device information, modify device parameters,
monitor device status and other functions of your device through SNMP protocol, without having to go to the site to monitor and

configure the device one by one. The version of SNM supported by this device is V2C and V3.

USR-G809 o
SNMPD is @ master daemon/agent for SNMP, from the net-snmp project.

Status Enable SNMP

DM Management

Enable SNMP. a

DDNS
Data Service

User Info (use for snmpv3)
SMS Service

username  user
Event Alarm Service

OLED authtype  auth ~
STIMBD auth mode SHA v
GNSS

auth passwd ~ ssessees =4
Network
VPN
peveloner System Info
Firewall

sysLocation  JiNan

Mode Switch

Serial Server sysContact | www.test.com

System sysName  Smart_Router

Logout
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function content default

Snmp switch Check Enable SNMP Service not checked
configuration

user name Names assigned to user
authentication type| Authentication or authentication and encryption authentication
authentication Authentication protocols used by users and hoststo | SHA

mode receive traps.MD5 or Sha

authentication User authorization password authpass
password

alliance Location of this equipment JiNan

system contact Contacts for this device www.test.com
system name System name of this device Smart_Router

Basic router information can be obtained through SNMP. OID is as follows.
table 30 SNMP OID List

OoID describe request method
.1.3.6.1.4.1.2021.8.2.101.1 Get cpu information GET
.1.3.6.1.4.1.2021.8.2.101.2 Get device IMEI GET
.1.3.6.1.4.1.2021.8.2.101.3 Get firmware version number GET
.1.3.6.1.4.1.2021.8.2.101.4 Acquire registration status of cellular GET
network
.1.3.6.1.4.1.2021.8.2.101.5 Get SIM card ICCID GET
.1.3.6.1.4.1.2021.8.2.101.6 Get Registered Network Types GET
.1.3.6.1.4.1.2021.8.2.101.7 Getimsi GET
.1.3.6.1.4.1.2021.8.2.101.8 Get carrier information GET
.1.3.6.1.4.1.2021.8.2.101.9 Get cellular IP address (IPv4) GET
.1.3.6.1.4.1.2021.8.2.101.10 obtaining signal strength GET
.1.3.6.1.4.1.2021.8.2.101.11 Get tac GET
.1.3.6.1.4.1.2021.8.2.101.12 Get cid GET

Open router SNMP service, LAN port PC SNMP tool can test to view the basic information of the router.
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~| Advanced.. |OID|1361412021821013

SohERghg \ Result Table

Name/oin Walue

@ || isn.org dad internet momt mib-2

13614.1.2021821013 werv1.1.03

\

Hiae

D

hame

oD

B

Syntax |

arree

Fig. 64 SNMP Application Interface

5. VPN function

VPN (Virtual Private Network) is a kind of virtual private network technology. In terms of protocols, this router supports PPTP,
L2TP, IPSec,0penVPN, GRE,VXLAN and Wireguard respectively.

5.1. PPTP Client

Before application, you need to set up a VPN server, and fill in the server address, account, password and encryption method
correctly to connect.
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a
USR-G809

Status
Services
Network
~ VPN
Letp
1PSec
VXLAN
OpenVPN
Certificate
InagemexiRE
Wireguard
VPN Status
Developer

Firewall

Mode Switch
Serial Server

System

USR-G809 Manual

PPTP Parameters

PPTP Client ® Enable O Disable

192.168.0.2

Server Address

Interface  auto v

@ Auto refers used default route interface to connect

User Name

Password &

192.168.55.0
@ =g:192.168.10.0

Remote Subnet

255.255.255.0
@ eg: 255.255.255.0, if empty, the default value is 255.255.255.0

Remote Subnet Mask

NAT
Enable MPPE Encryption
MTU 1450
@ 600~1450
Extra option
Z
@ Append pppd options Non - professional careful modification
Enable Static Tunnel 1P (]
Default Gateway (] @ Al traffic goes to VPN, except WAN protocol is PPPOE

Fig. 65 Router Add VPN Operation Figure 1

table 31 PPTP Configuration

Name

description

Default parameter

PPT Enable the PPTP client

Enable: Start PPTP client
Disable: Close the PPTP client

forbidden

Server address

Enter the IP address or domain name of the VPN server to

connect to

192.168.0.2

joggle

Automatic: Connect to the VPN using the default routing
interface

Wan_wired: Use the WAN interface to connect to the VPN
Sta_2g: Connect to the VPN using the 2.4G STA interface
Cellular: Connect to a VPN using cellular 5G

Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN

Select the automatic interface. If one interface is
disconnected due to an exception, it can automatically

switch to other interfaces to try to connect to the VPN

voluntarily

user name

Fill in the correct user name

empty

password

Enter the correct password

empty

To the subnet

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the server subnet segment here

192.168.55.0

For the subnet mask

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the subnet mask of the server subnet here

255.255.255.0

NAT Check: Data passing through the VPN will be sent after NAT | check
No line: Data passing through a VPN does not go through
NAT

MPPE encryption After checking, it is: mppe required, stateless check
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Not checked: Do not start mppe encryption

If the server uses require-mppe-128 encryption, you can
uncheck this option and try the following additional
configuration:

mppe required,no40,n056,stateless

refuse-eap refuse-chap refuse-pap refuse-mschap

MTU

Set PPTP MTU value to the default value

1450

Additional configuration

Special parameters are usually configured for the server. If
the client interface does not have these parameters,

configure them here. Do not operate by non-professionals

empty

Enable static tunnel IP
addresses

Customize PPTP client IP. Note that if the IP server is
assigned to other clients or the IP is not within the IP range
defined by the server, the connection will not be made to

the server

Not enabled

Static tunnel IP address

Customize PPTP client IP. Note that if the IP server is
assigned to other clients or the IP is not within the IP range
defined by the server, the connection will not be made to

the server

empty

default gateway

After checking: All data traffic will be transmitted through
the VPN channel after the VPN is established

Unchecked: Only the VPN channel is established. If you
need subnet intercommunication, static routes should be
established

Note: If the WAN port is connected by PPPQOE, this option is

invalid

Not selected

enable ping

Check: Enable VPNping ping alive detection, and reconnect
to the VPN if ping fails

Unchecked: Do not enable ping to keep alive

Not selected

not be sent to the set IP address, and the VPN will

reconnect

Ping address PPT The address that the PPTP network card can ping is empty
usually filled with the PTP address

Ping period Ping maintenance interval period, unit: seconds 10

Ping number of times After the Ping failure upper threshold is exceeded, ping will | 3

PPTP connection success: After filling in the relevant parameters, save and apply, and enter the VPN--VPN state to

check the connection status.
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Status
Services

Metierk

~ VPN

PRTP
Larp
1PSec
VXLAN
OpenVPH
Certificate

inEgEmERIRE

Wireguard

VPN Status

Developer
Firewall
Morde Switch
Serial Sarver

Systam

5.2. L2TP Client

-~
USR-G809

Status
Services
Network

PPTP
IPSec
VXLAN
OpenVPN
Certificate
lanagemer@RE
Wireguard
VPN Status
Developer
Firewall
Mode Switch

Serial Server

OpenVPN Clients Info

USR-G809 Manual

Common Nane Virtual Address Real Address. Bytes Received Bytes Sent

Cannected Since

L2TP Parameters

L27TP Client ® Enable O Disable

Server Address ~ 192.168.0.2

Interface  auto v

@ Auto refers used default route interface to connect

User Name
Password &

Tunnel Name
Tunnel Password &

@ Character(0-50)

Enable IPsec a

Remote Subnet ~ 192.168.55.0
@ eg:192.168.100

Remote Subnet Mask ~ 255.255.255.0
eg: 255.255.255.0

NAT
MTU 1450
@ 600~1450
Extra option

Z
System - @ Append pppd options,Non - professional careful modification
Fig. 67 L2TP Client Settings Interface
table 32 L2TP Configuration Parameters
name description Default parameter

L2TP client enabled

Enable: Start the L2TP client
Disable: Close the L2TP client

forbidden

Server address

Enter the IP address or domain name of the VPN server to

connect to

192.168.0.2

joggle

Automatic: Connect to the VPN using the default routing

interface

Wan_wired: Use the WAN interface to connect to the VPN
Sta_2g: Connect to the VPN using the 2.4G STA interface

Cellular: Use cellular to connectto a VPN

voluntarily
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Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN

Select the automatic interface. If one interface is
disconnected due to an exception, it can automatically

switch to other interfaces to try to connect to the VPN

user name Fillin the correct user name empty

password Enter the correct password empty

Name of tunnel If the server specifies the tunnel name of the Client, it must empty
be correct

The Tunnel Code Fillin the correct tunnel password empty

IPSec encryption

Check: Enable L2TP over IPSec function

Not checked: Single L2TP function

After IPSEC encryption is enabled

IKE encryption: 3des-md5-modp1024,3des-shal-
modp1024

ESP encryption: des-md5, des-shal, 3des-md5, 3des-shal

Not selected

endon ID

The ID set on the server side

To the subnet

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the server subnet segment here

192.168.55.0

For the subnet mask

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the subnet mask of the server subnet here

255.255.255.0

NAT Check: Data passing through the VPN will be sent after NAT | check
No line: Data passing through a VPN does not go through
NAT
MTU Set the PPTP MTU value to the default value 1450
Additional configuration Special parameters are usually configured for the server. If | empty

the client interface does not have these parameters,

configure them here. Do not operate by non-professionals

Enable static tunnel IP
addresses

Customize the L2TP client IP address. Note that if the IP
server is assigned to other clients, or the IP is not within the
IP range defined by the server, the connection will not be

established to the server

Not enabled

Static tunnel IP address

Customize the L2TP client IP. Note that if the IP server is
assigned to other clients, or the IP is not within the IP range
defined by the server, the connection will not be

established to the server

empty

default gateway

After checking: All data traffic will be transmitted through
the VPN channel after the VPN is established

Unchecked: Only the VPN channel is established. If you
need subnet intercommunication, you need to establish a
static route

Note: If the WAN port is connected by PPPOE mode, the

Not selected
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check here is invalid

enable ping Check: Enable VPNping ping alive detection, and reconnect | Not selected
to the VPN if ping fails
Unchecked: Do not enable ping to keep alive function

Ping address The address that the L2TP network card can ping is usually empty
filled in as the PTP address

Ping period Ping maintenance interval period, unit: seconds 10

Ping number of times After the Ping failure upper threshold is exceeded, ping will | 3

not be sent to the set IP address and the VPN will reconnect

< explain >

The mppe mode is: mppe required, stateless.

5.3. IPSec
- o IPSec Parameters
USR-G809 =
IPSec ® Enable O Disable
Interface auto ~
Status @ Auto refers used default route interface to connect
Services Peer Address  192.168.0.2
Network @ 1P address or domain or %any,eq:10.10.1.88, eg:%any
e Local Subnet  192.168.1.0/24 @
L2TP @ eg: 192.168.100/24
Peer Subnet  192.168.55.0/24 @
VXLAN @ eg: 192.168.20.0/24
OpenVPN IKE Version  ikev2 v
Certificate IKE Encryption Algorithm  3DES ~
anagemer@RE
IKE Integrity Algorithm ~ MDS ~
Wireguard
VPN Status Diffie-Hellman Group Group2(1024bits) v
Developer IKE Life Time 28800
2 @ 400-86400 seconds
Firewall
Mode Switch Authentication Type  Pre-shared Key ~
Serial Server Pre-shared Key  +ssssssss &
System ol @ Character(1-50)
Fig. 69 IPSec Settings Interface
table 33 IPSec Configuration Parameters
name description Default parameter
IPSec enable Enable: Enable IPSec forbidden
Disable: Disable IPSec
joggle Automatic: Use the default route to connect to the VPN voluntarily

Wan_wired: Use the WAN interface to connect to the VPN
Wan_4g: Use cellular 4g to connect to the VPN

Automatic example: When the wired connection is the
default route, if you attempt to connect to the VPN via the
wired connection, even if there is a 4G network available, it
will still try to use the wired network card to connect to the

VPN. If the wired connection is disconnected, it will
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automatically switch to the 4G network and attempt to
connect to the VPN using the 4G method. If the VPN
connects via 4G and the wired connection becomes
available, the default route will switch to the wired
network. However, since the 4G connection remains active,
the VPN will still be connected. Only when the 4G
connection is disconnected and the IPsec connection is
broken once, the default route network card will attempt to
reconnect to the VPN again.

Wan_4G example: 4G has IP and tries to connect to VPN
with 4G.4G has no IP and other network cards have IP but

cannot connect to VPN.

Destination address Fillin the IP address or domain name of the other end 192.168.0.2
Fillin:%any for passive server mode
machinery of consultation Optional main mode / active mode (brutal mode) Holo type

This subnet

Fill in the subnet segment of this end, and keep it
consistent with the subnet set at the other end

You can fill in up to 10 segments

192.168.1.0/24

To the subnet

Fill in the destination subnet segment, and set the
destination to be consistent with the destination subnet

You can fill in up to 10 segments

192.168.55.0/24

IKE edition ikev2/ikev1, and the configuration is consistent with that of | ikev2
the other end
IKE encryption algorithm Select the IKE encryption algorithm and configure it to be 3DES
consistent with the other end
IKE verification algorithm Select the IKE verification algorithm and configure it to be MD5
consistent with the other end
Diffie-Hellman group Select the DH group and configure it to be consistent with Group2(1024bits)
the other end
IKE survival time IKE survival time setting, unit: seconds 28800

Type of certification

Pre-shared key type

Pre-share keys

Pre-share keys Consistent with the configuration on the other end 123456abc

Local identification It can be FQDN or IP type, and must be consistent with the @client
peer identifier set on the peer

End identification It can be FQDN or IP type, and should be consistent with @server
the local identifier set on the other end

ESP encryption algorithm Select the ESP encryption algorithm and configure it to be AES-128
consistent with the other end

ESP verification algorithm Select the ESP verification algorithm and configure it to be SHA-1
consistent with the other end

PFS Select the PFS configuration and match it to the end DH2
configuration

ESP life cycle ESP life cycle Settings, unit: seconds 3600

DPD overtime Set the DPD timeout time in seconds 60

DPD detection cycle DPD detection cycle setting, unit: second 60

DPD activity Optional: None/removal/maintenance/reboot restart
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5.4. VXLAN

VXLAN is primarily used to create virtual local area network ( VLAN ) in large, multitenant data center environments. VXLAN
builds a logical Layer 2 network on top of the physical network by using tunneling technology, so that hosts in different physical

locations can communicate as if they were within the same physical LAN.

a
USR-G809
vxlan configure.
Status

Services Configuration

Network enable  type  RemoteIPv4 address Tunnel IPv4 address/netmask Group IPv4 address Bridge interface Destination port VNI  Bind interface
PPTP OFF v Grouwv 224.1.1.1 lan v i wan_wire:v | ¥] Delete
L2TP

9 Add
1PSec

OpenVPN
Certificate
Managemei@RE
Wireguard
VPN Status
Developer

Firewall

Mode Switch
Serial Server

System i

5.5.  OpenVPN

This router supports1-way OpenVPN Server and3-way OpenVPN Client. Several VPNs do not interfere with each other. Itis

recommended to use only one way OpenVPN.

USR-G809

OpenVPN Configuration
Enhanced OpenVPN design allows 3 OpenVPN Clients and 1 OpenVPN Server
Status

»

Network Name Type Description Enable Status
PPTP CLIENT_1 CLIENT OFF v Disconnected (@ Edit
L2l CLIENT 2 CLIENT OFF v Disconnected (4 Edit
1PSec

CLIENT 3 CLIENT OFF v Disconnected (4 Edit
VXLAN

OpenVPN SERVER 1 SERVER OFF v Disconnected (8 Edit

Certificate
lanageme@RE
Wireguard
VPN Status
Developer
Firewall
Mode Switch
Serial Server

System

Fig. 84 OpenVPN page
table 35 OpenVPN Client Parameter Table
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name description Default parameter
start using Open: Open the openvpn client close
Close: Disable the openvpn client
description You can customize the description of this OpenVPN path, empty
but you don't have to fill it in
Use the OpenVPN Open: You can import the OpenVPN configuration open
configuration file parameters in the form of a file. If you are very familiar
with the OpenVPN configuration file, you can use this
method. It is recommended to use the router configuration
box form
Note: Use the router configuration box form
OpenVPN The configuration file is passed to OpenVPN not have
configuration file
protocol tcp/udp/tcp ipv4/udp ipv4 udp
Remote host IP Set the openvpn server address: domain name or IP 192.168.0.2
address
port Set the openVPN server port number 1194
Type of certification None, SSL/TLS, user name and password, pre-shared key, SSL/TLS
SSL/TLS+ user name and password
TUN/TAP tun/tap tun
topology Net30/p2p/subnet subnet
bridge pattern Tap bridges LAN and implements layer 2 interaction point not have
to point
user name When the authentication type is selected with a user name empty
and password, you must enter the correct user name
password When the authentication type is selected with a user name empty
and password, you must enter the correct password
Local tunnel IP When the authentication type is no/pre-shared password, empty
fillin the TUN tunnel IP of this end
Remote tunnel IP When the authentication type is no/pre-shared password, empty
fillin the end-to-end tunnel IP of this end
Enter the IP address of | When the authentication type is no/pre-shared password, empty
the Tap network card fillin the IP address of the TAP network card on this end
Tap the subnet mask If the authentication type is no/pre-shared password, fillin | empty

of the network card

the TAP network card mask of this end

joggle

Automatic: Connect to the VPN using the default routing
interface

Wan_wired: Use the WAN interface to connect to the VPN
Sta_2g: Connect to the VPN using the 2.4G STA interface
Cellular: Use cellular 4G to connect to the VPN

Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN

Select the automatic interface. If one interface is

voluntarily
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disconnected due to an exception, it can automatically
switch to other interfaces to try to connect to the VPN

Redirect gateway Use openvpn as the default gateway close
It takes effect after you select "None" in "Network
Switching"
The WAN port cannot use the redirect gateway function in
PPPOE mode
You cannot enable the redirect gateway function for
multiple VPNs
Nat Whether the data on the VPN network card is NAT open
Enable Keepalive Enable the live detection mechanism open
Connection detection VPN live heartbeat detection interval 10
time interval
(seconds)
Connection detection If the heartbeat exceeds the set time without response, 120

timeout interval

reconnect to the VPN

(seconds)

enable LZO Data compression method No preference
encryption algorithm Data encryption algorithm BF-CBC

Hash algorithm The data's hash algorithm SHAI1

TLS way Select the TLS authentication method OFF

LINK-MTU/TUN-
MTU/TCP MSS

Set the data pack length

Air / air / 1450

Maximum frame The maximum frame length of data is the default without empty
length special configuration
Allows remote Whether to allow remote address change Settings close
address changes
Log grade Openvpn log level, the larger the number, the more Wwarning (3)
detailed the log is. Generally, open a higher level to
troubleshoot problems when the connection is abnormal
Additional Non-professionals should not configure it. You need to empty
configuration input openvpn recognizable parameters
Local route- Set the static route target segment established by the empty
destination openvpn network card on this end
Local route-Network Set the subnet mask of the static route target established empty
mask by the openvpn network card on this end
CA Upload CA certificate not have
CERT Upload the client certificate not have
KEY Upload the client private key not have
TLS Upload the TLS certificate. If the TLS mode is selected OFF, not have
you do not need to upload the certificate here
Pre-shared key Upload the pre-shared key. You can upload the certificate not have

only when you select the authentication type as pre-shared

key
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name description Default parameter

start using Open: Start the openVPN server close
Close: Disable the openvpn client

description You can customize the description of this OpenVPN path, empty
but you don't have to fill it

protocol tcp/udp/tcp ipv4/udp ipv4 udp

port Set the openvpn server port number 1194

Type of certification None, SSL/TLS, user name and password, pre-shared key, SSL/TLS
SSL/TLS+ user name and password

TUN/TAP Select the network communication mode, tun/tap tun

Bridge the network The Tap mode can bridge LAN and realize two-layer not have

interaction point to point

Bridge network mode

TAP bridge network mode Settings

Use the device's own DHCP

configuration Use the device's own DHCP service: Use the router LAN port | service
DHCP service
Specify the gateway, mask, starting address and ending
address: the device under the route must be connected to
the same subnet as the gateway
topology Net30/p2p/subnet, which is usually the default value subnet
IPv4 tunnel network Open the IP subnet assigned to the client for OpenVPN, empty
such as 192.168.100.0
IPv4 tunnel subnet Enter the subnet mask assigned to the client by OpenVPN, empty
mask for example: 255.255.255.0
Local tunnel IP When the authentication type is no/pre-shared password, empty
fillin the local TUN tunnel IP
Remote tunnel IP When the authentication type is no/pre-shared password, empty
fill in the end-to-end tunnel IP of this end
begin IP The TAP bridge mode specifies the starting IP address, such | empty
as 192.168.100.100
The LAN port of the router needs to be set to the same
subnet as the network segment
finish IP The TAP bridge mode specifies the end IP address, such as empty
192.168.100.200
Enter the IP address of | If the authentication type is no/pre-shared password, fillin | empty
the Tap network card the IP address of the TAP network card on this end
Tap the subnet mask If the authentication type is no/pre-shared password, fillin | empty
of the network card the TAP network card mask of this end
The client When the client reaches the set value, it will renegotiate 3600

renegotiates the time

interval

and reconnect. This is a security mechanism of openvpn
Setting both the client and this end to 0 means that only
one negotiation is performed when openvpn is established
If the renegotiation time is set, a very short data delay will
occur after this value is reached. Unit: seconds

If the router client is set to 0, additional configuration is
required: reneg-sec 0
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Maximum number of

customers

Set the upper limit of the number of clients that can

connect to the service

16

Allow client to client

Check to enable data exchange between OpenVPN clients
Unchecked: Data is only exchanged between the client and

the server, not between clients

check

Multiple clients use

the same certificate

Check: Allow multiple clients to use the same client

certificate to connect to the OpenVPN Server

Not selected

Redirect gateway Use openvpn as the default gateway close
It takes effect after you select "None" in "Network
Switching"
The WAN port cannot use the redirect gateway function in
PPPOE mode
You cannot enable the redirect gateway function for
multiple VPNs
Nat Whether the data on the VPN network card is NAT open
Enable Keepalive Enable the live detection mechanism open
Connection detection VPN live heartbeat detection interval 10
time interval
(seconds)
Connection detection If the heartbeat exceeds the set time without response, 120

timeout interval

reconnect the VPN

(seconds)

Enable LZO Data compression method No preference
encryption algorithm Data encryption algorithm BF-CBC

Hash algorithm The data's hash algorithm SHA1

TLS way Select the TLS authentication method OFF

LINK-MTU/TUN-
MTU/TCP MSS

Set the data pack length

Air / air / 1450

Maximum frame The maximum frame length of data is the default without empty
length special configuration
Allows remote Whether to allow remote address change Settings close
address changes
Log grade Openvpn log level, the larger the number of log is more Warning (3)
detailed, generally open a larger level to troubleshoot
problems when the connection is abnormal
Additional Non-professionals should not configure it. You need to empty

configuration

input openvpn recognizable parameters

user Set the user name and password account for the client connection. Select the option with
the user name and password to take effect. Set multiple accounts to set a user name and
password for each client

user name Set the client connection user name, and you can set empty
multiple user names and passwords

password Set the client connection password, and you can set empty

multiple user name passwords

The client is assigned

Set the parameters for assigning fixed IP addresses to clients. You can set multiple fixed
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a static IP address

IP addresses for multiple clients, and each client's fixed IP address cannot be repeated

user

Use the certificate form: This is set to the CN corresponding
value of the client certificate, such as client1
If you use only the form of user name and password: Enter

the user name value here

empty

Static IP address

Set the static IP address assigned to the client, such as
192.168.100.2

empty

subnet mask

Set the subnet mask assigned to the client, for example:
255.255.255.0

empty

Customer subnet

To enable subnet interworking, you need to fill in the subnet

openvpn will automatically push the routing function

segment of each client, and

name Use the certificate form: This is set to the CN corresponding | empty
value of the client certificate, such as client1
If you use only the form of user name and password: Enter
the user name value here

subnet The subnet segment corresponding to the client, such as empty
192.168.1.0

subnet mask The subnet mask corresponding to the client subnet empty
segment, such as: 255.255.255.0

Local routing Set up a static route created by the openvpn network card

target Set the static route target segment established by the empty
openvpn network card on this end

Network mask Set the subnet mask of the static route target established empty
by the openvpn network card on this end

Certificate

management

CA Upload CA certificate not have

CERT Upload the client certificate not have

KEY Upload the client private key not have

TLS Upload the TLS certificate. If the TLS mode is selected OFF, not have
you do not need to upload the certificate here

Pre-shared key Upload the pre-shared key. You can upload the certificate not have

only when you select the authentication type as pre-shared

key

Tab 3 OpenVPN Server parameter table

name

description

Default parameter

Client certificate

Openvpn Settings with SSL/TLS or user name and password require the corresponding

certificate to be passed

If openvpn opens client 1, please upload the certificate to the client 1 certificate list,

otherwise the openvpn will fail to establish

Pkcs12(.p12) This certificate type is a file archiving format. If the empty
generated client certificate suffix is.p12, you can enter it
here. Generally, if you enter X.p12 certificate, you do not
need to enter ca&.cert&.key certificate one by one

Ca If you choose to authenticate with a user name and empty
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password or SSL, the CA certificate must be sent

Cert Enter the client certificate and select the SSL authentication | empty
type. This certificate must be sent

Key Enter the client key and select the SSL authentication type. empty
This certificate must be sent

Tls-auth (key) If the openvpn TLS mode is set to tls-auth, you need to empty
enter the TLS key here

Tls-crypt (key) If the openvpn TLS mode is set totls-crypt, the TLS key must | empty
be passed here

Pre-share the key When the authentication type is selected to pre-share the empty
key, enter the pre-shared key certificate here

Certificate password If a certificate password is generated, it must be set document

input type according to the file or manually entered type

Certificate password The password of the PEM certificate can be entered or empty

uploaded (the password is in the file). If the certificate is

generated without a password, do not fill in this field

Server certificate

Openvpn server Settings with SSL/TLS or user name and password require the

corresponding certificate to be passed

Pkcs12(.p12) This certificate type is a file archiving format. If the empty
generated client certificate suffix is.p12, you can enter it
here. Generally, if you enter an X.p12 certificate, you do not
need to enter one by one certificates with the
suffix.ca&.cert&.key

Ca If you choose to authenticate with a user name and empty
password or SSL, the CA certificate must be sent

Cert Pass the client certificate, if you select authentication type empty
with user name and password or SSL, this certificate must
be passed

Key Pass the client secret key, if you select the authentication empty
type with user name and password or ss|, this certificate
must be passed

DH To transfer the DH certificate, if you select an
authentication type with a user name and password or SSL,
this certificate must be passed

Tls-auth (key) If the openvpn TLS mode is set to tls-auth, you need to empty
enter the TLS key here

Tls-crypt (key) If the openvpn TLS mode is set to tls-crypt, you need to empty
enter the TLS key here

Pre-share the key When the authentication type is selected to pre-share the empty
key, enter the pre-shared key certificate here

Certificate revocation

list

Certificate password If a certificate password is generated, it must be set document

input type according to the file or manually entered type

Certificate password The password of the PEM certificate can be entered or empty

uploaded (the password is in the file). If the password is
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generated, do notfill in here

< explain >

» Tap bridge mode can realize the two-layer data interaction;

» When the router is used as a VPN server, it is recommended to access up to 2 VPN clients. If the transmission service is used,

please use professional VPN server equipment to build a VPN Server;

» Some people do not provide the certificate required for OpenVPN, and customers need to generate it themselves.

5.5.1. Openvpn TAP Bridge Instance

It is generally used for APN dedicated network card +OpenVPN to realize the function of LAN for multiple terminals. Note: In

this scheme, LAN port DHCP should be turned off for each router, and the router configuration should be in the same network

segment and the IP address should not conflict.

Upper-level ROUTET | qfm——

WANIP:192 168.66.109

W WANIP:192.168.66.203

Layer 2 communication

P : 192.168.10.100/24
Gateway : 192.168.10.1

Router 1 ,g Router 2
< - (@)
LANIP 192168101 = LANIP:192 168.10.2
Y
PCA —> pC2

P 192.168.10.103/24
Gateway ' 192.168.102

Pic 3 Connect the topology

The router 1 is configured as an openVPN server. The specific configuration is as follows: The LAN port is set to the network

segment and DHCP allocation is turned off. At this time, PC1 needs to be set to a static IP address to log in to the router web for

configuration.

®
USR 10T
‘Communication Bxpert of Industrial IO

USR-G806p

Status

Services

WAN
Cellular Network
Network Failover
WLAN AP
WLAN STA
DHCP
Static Routes
Diagnostics
Tepdump
VPN
Firewall
Serial Server
System

Logout
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General Setup.

Be Honest, Do Best!

AUTORERESHON. English | it

Status

Protocol

Static address

Uptime: Oh 18m 20s
MAC-Address: D&AD:20:BD:77:48
RX: 16.25 MB (49381 Pkts.)

TX: 26,14 MB (45982 Pts)

1Pu4: 192.168.1.1/24

1Pv4 address

IPv4 netmask

1Pv4 gateway.

192.168.10.1

255.255.255.0

192.168.10.1

1Pv4 broadcast

Use custom DNS servers

114.114.114.114 =

8.8.8.8

DHCP Server

@ Disable DHP. for this interface.

=z

I

gnore interface

Start Address.

Limit

Leasetime

100

@ Lowest leased address as offset from the network address.

150

@ Maximum number of leased addresses.

12h

@ Expiry time of leased addresses, minimum is (2m)

JiNan Usr 10T Technology Limite htt p://www.pusr.com/

Pic 4 LAN port configuration




USR-G809 Manual

The following screenshot is configured, and the rest are default parameters.

@
USR IOT Be Honest, Do Best!
‘Communication Expert of Industrial IOT English | st

USR-G806p
I SERVER 1 - OpenVPN Configuration

Stus Configuration
eticey Enable  ON v
Network

Description
il Enable OpenVPN Config  Not Support &
LT rom file
1PSec Protocol ~ UDP ~

OpenyEN Port 1194

Certificate Management

Type d v
GRE
TUN/TAP Tap v
VPN Status
Firewall Bridge Network [ LAN -

Serial Server Tap bridging network  Use your own dhcp service v

configuration mode

System

Logout Renegotiation Interval(s) ~ 2600

max clients 16

Allow a maximum of n simultaneously connected dlients.

Client to client @ Internally route client-to-client traffic. »

J

an Usr 10T Technology

http://www.pusr.com/

Pic 5 OpenVPN configuration 1

Set a set of user names and passwords.

®
USR IOT Be Honest,

Communication Expert of Industrial IO

USR-G806p Extra Option ‘

@ The content here will be written directly to the configuration file. Please fil in carefully

A

Status

Services
User

Network

PPTP l test test ] #) Delete

L2TP

Username Password

e New User:

OpenVPN
Username Password

Certificate Management

4 Add
GRE
VPN Status
e
Serial Server =g Static Ip Netmask/P2P IP
System
Logout This section contains no values yet

Tunnel static IP:
User Static IP Netmask/P2P IP

JiNan Usr IOT Technology Limited

www.pusr.com/
Pic 6 OpenVPN configuration 2
The server needs to pass the openvpn server certificate, including the CA certificate, server certificate, server key and DH

certificate.

USR-G806p

Certificate Management
The current page is used to centrally manage various certificate and key fles related to OpenVPN
Status

Services Client1 Certificate

Network
pkes12(.p12)

:

SR

2) files define an archive file format for stor

12

i, there is no need to upload ca & cert & key one.

yptographic objects as a single file. It means that p12 file is able to contain ca & cert & key. Generally if you have a p12

PPTP
& SRR

L2tp

s ourt SR

OpenVPN ey, ST

tis-auth(secret key) FEREAE

GRE e
tis-crypt(secret key) FEREATE
VPN Status . ~
Pre-shared key(secret key) SRR
Firewall
ol Cener Certificate Password Type O input
System Certificate Password RERIATE
Logout

Pic 7 OpenVPN configuration 3
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The router is configured as an openVPN client. The specific configuration is as follows: LAN port is set to the network segment
and DHCP allocation is turned off. At this time, PC2 needs to be set to a static IP address to log in to the router web for

configuration.

S USR 10T Be Honest, D
‘Communication Expert of Industrial IOT

AUTO REFRESH

eneral setup

USR-G806p

Status Uptime: Oh 29m 13:
p MAC-Address: D&AD:20:80:77:48
: RX: 2618 MB (75346 Pkts)
Status brien TX: 38.32 MB (68717 Pkts)
1Pv4: 192.168.1.1/24
Services
WAN
- IPv4 address  192.168.10.2
5 v
Gellular Network 1Pvd netmask  255.255.255.0
Network Failover 1Pv4 gateway  192.168.10.1
WEAN AP 1Pv4 broadcast
WLAN STA
Use custom DNS servers ~ 114.114.114.114 2]
pree 8.8.8.8 a

Static Routes

Diagnostics

Tepdump DHCP Server

VPN

e [ Geren s | ‘/

Serial Server Ignore interface 1@ Disable DHCP for this interface.

SR Start Address 100

Logout @ Lowest leased address as offset from the network address.

Limit 150

@ Maximum number of leased addresses.

Leasetime 120
@ Expiry time of leased addresses, minimum is 2 minutes ( 2m ).

Pic 8 LAN port configuration

The following screenshot is configured. All other parameters are default parameters.

®

USR 10T Be Honest, Do Best!

‘Communication Expert of Industrial IGT English | 2.

USR-G806p

Ko Configuration
Services Enable  ON v
Network
Description
REIE Enable OpenVPN Config O On @ off
e from file
1PSec Protocol uop v

Remote Host IP Address ~ 192.168.66.109

Certificate Management

Port 1194
GRE

Type v
VPN Status
Firewall TUN/TAR  TAP v
Serial Server Bridge Network  LAN v
System

User name  test
Logout @ Username used for authentication to the VPN server. It is needed when Authentication Type contains Username/Password.
Password  ftest &
@ Password used for authentication to the VPNfkerver. It is needed when ication Typ:
Renegotiation Interval(s) 3600 w

JiNan Usr 10T Technology Limited  http://www.pusr.com/

Pic 9 OpenVPN configuration 1
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Be Honest,

The current page is used to centrally manage various certificate and key files related to OpenVPN

Status
Services ent1 Certificate
Network

pkes12(.p12)

<& Bl cert 8 key one by one.

PETP
i a [mxE]Fmms
IPSec cort | BEXME | FmmEas
OpenVPN key | BEEXCH |

Hs-auth(secret key) | AR | Famss
GRE

tis-crypt(secret key) | BEXfE | FomERE
VPN Status

Pre-shared key(secret key) | FEHEXE | S

Firewall
Serial Server Certificate Password Type ® file O input
S Certificate Password | BN | etk
Logout

Pic 10 OpenVPN configuration 2

o (0% E%),

TL=64

0 (0% &

0% E
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5.5.2. An Example of Implementing Subnet Interworking in Openvpn TUN

T Upper-level Router  |ef——

WANIP:192.168.66.109

\ 4 w WANIP:192.168.66 203
Router 1 %’ Router 2
L — - ) Sl
LANIP-192 168101 = LANIP:192 168 1.1
PC2

PC1 <«—>

Subnet interconnection

| P 1 192.168.1.103/24

I w : 192.168.10.161/24 Gateway : 192.168.1.1

Gateway : 192.168.10.1

Pic 11 Connect the topology

Router 1 configuration, LAN port setting

®
USR 10T
Communication Expert of Industrial 10T

USR-G806p

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces” field and e
Status interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANIE (g,g.: eth0. ).

Services
o

Status Uptime: Oh 44m 205

Cellular Network o MAC-Address: D4:AD:20:BD:77:48
RX: 24.95 MB (57060 Pkts.)
Network Failover bdan TX: 31.23 MB (55866 Pkis.)
1Pv4: 192.168.1.1/24

WLAN AP
WLAN STA
Protocol  Static address ~
DHCP
- IPv4 address |192.168.10.1
Static Routes
Diagnostics 1Pv4 netmask ~ 255.255.255.0 ~
Tcpdump IPv4 gateway
VPN
1Pv4 broadcast
Firewall
: Use custom DNS servers ~ 114.114.114.114 &
Serial Server a
8.8.8.8
System
Logout 4

Pic 12 Router 1 is configured 1

The OpenVPN Server parameters are configured as follows, and all other parameters remain the default.

PUSR’
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Communication Expert of Industrial IOT English | 32

USR-G806
i [ ScrveRsOpenyPi Confgraion

— Configuration
Services Enable ON K v

Network
Description
R Enable OpenVPN Config  Not Support v
i from file
IPSec Protocol upp ~
GpenyEN Port 1194
Certificate Management
Authentication Type  SSL/TLS g -
GRE
TUN/TAP TUN ‘ ~
VPN Status
Firewall Topology  Subnet L 2 |

Client Subnet  100.100.100.0 /

System
Cliont Netmask | 255.255.255.0 &

Logout

Serial Server

Renegotiation Interval(s) ~ 3600

max clients 16

@ Allow a maximum of n simultaneously connected clients,

JiNan Usr 10T Technology Limited http://www.pusr.com/

Pic 13 Router 1 is configured 2

Enter the client subnet information and click "Save"

®

USR 10T Be Honest,

Communication Expert of Industrial 10T

USR-G806p ) add

Status Client subnet

Services Name Subnet Netmask

Network

I dlents 192.168.1.0 2552552550

PPTP

#] Delete

—

L2rp New Client Network:

IPSec

Name Subnet Netmask

Certificate Management

GRE

Local Route - LAN IP address and subnet mask of the remote network.
VPN Status

Subnet Netmask
Firewall

Serial Server
This section contains no values yet
System

Logout
Local Route:

Subnet Netrmask
3 Add

JiNan Usr 10T Technology Limited

fwww.pusr.com/

Pic 14 Router 1 is configured 3

Enter the OpenVPN server certificate and click "Apply".

PUSR’
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S, USR 10T

Communication Expert of Industrial 10T

USR-G806p
Server Certificate
Status
Services pkesiz2(.p12) | EEEESCH | RERRENCH
@ PKCS#12 (P12) files define an archive file format for storing cryptographic objeets as a single file, It means that .p12 file is able to con
Network Generally if you have a .p12 file already, there is no need to upload ca & cert & key one by one.
T Ty pr—
PPTP
cert | BEIEXF | FIHENH
L2TP
key | EEFEXM | FEEIM
IPSec
OpenVPN DH | EEXH | FEXH
I Certificate Management I tis-auth(secret key) | X | FEEE
GRE tls-crypt(secret key) | FEEXH | FEEXH
VPN Status
Pre-shared key(secret key) | EEX | FEiEXiF
Firewall

Certificate Revoke List | BEEXHF | Sz
Serial Server

System Certificate Password Type ® file O input
Logout Certificate Password | RN | FIEEXH

Apply | save

JiNan Usr 10T Technology Limited http://www.pusr.com/

Pic 15 Router 1 is configured for 4

The router is configured as OpenVPN client. The configuration is as follows, and other parameters are kept as default (the

parameters and the server are consistent).

S USR IOT
Communication Expert of Industrial 10T
CLIENT _1 - O enVPN Configuration

Statie Configuration
Sehicss Enable  ON -
Network
Description
EPIE Enable OpenVPN Config O on @ off
L2TP from file
IPSec Protecol ~ UDP ~

Remote Host IP Address ~ 192.168.66.100

Certificate Management

Port 1194

GRE

Authentication Type ~ SSL/TLS v
VPN Status
Firewall TUN/TAP  TUN v
Selialane Topology ~ Subnet v
System

Renegotiation Interval(s) 3600

Logout

Interface  Auto ~

1@ Auto refers used default route interface to connect

redirect-gateway a

JiNan Usr 10T Technology ted http://www.pusr.com/

Pic 16 Router 2 is configured 1

Client adds information to the server subnet.
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Fragment
; " fons128~ ilar with this option, p i
USR-G806p @ Enable internal datagram fragmentation:128~1500.1f you are not familiar with this option, please leave it empty.

Remote Addr Float O @ Allowing the remote end to change its IP address/port

Status

Log Level  warning(3) v

Services @ Log Level0-11

Network Extra Option

‘ 4
@ The contont here wil ba wrtion disctly to the configuration fle. Please il in carefully

PPTP

L2tp

s Local Route - LAN IP address and subnet mask of the remote network.
ec
Subnet Netmask
OpenVPN

Certificate Management

[ 192.168.10.0 255.255.255.0 ] (%] Delete
GRE

VPN Status
Local Route:
Firewall

X Subnet Netmask
Serial Server
System ) Add

Logout

(€] Back to Overview Apply

JiNan Usr OT Technology Limited  http://www.pusr.com/

Pic 17 Router 2 is configured 2

Check the OpenVPN connection status. There is a client1 connected to the service.

i

USR-G809

OpenVPN Clients Info
Status Commeon Name Virtual Address Real Address Bytes Received Bytes Sent Connected Since
Services
Network VPN
PPTP
L2TP
IPSec
VXLAN
OpenVPN
Certificate
lanagemer@RE
Wireguard
Developer
Firewall
Mode Switch
Serial Server

System o

PC1 and PC2 are interconnected

PUSR’
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5.6. GRE

USR-G809 p

Status
Services
Network
PPTP
L2TP
IPSec
VXLAN
OpenVPN
Certificate
1anageme@RE
Wireguard
VPN Status
Developer
Firewall
Mode Switch
Serial Server

System

: REHTEE

MR

: AT ER

AT ER

E4 - 0 (0% £,

Pic 18 PC1 and PC2 are interconnected

GRE Parameters

@® Enable

GRE

Interface

Peer WAN IP

Peer Tunnel IP

Peer Subnet

Local Tunnel IP

Enable Ping

O Disable

rface to connect

192.168.0.10

10.10.10.1

192.168.55.0/24

@ -

10.10.10.2

PUSR’
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Fig. 106 GRE Basic Configuration

table 38

configuration parameters
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name describe default parameters

GRE Enable: Start GRE forbidden
Close: Close GRE

port Automatic: Connect VPN using default routing interface voluntarily

Wan_wired: Connect to VPN using

WANT1 interface Wan2_wired:

Connect VPN using WAN2 interface

Sta_2g: Connect VPN using 2.4G STA

interface Sta_5g: ConnectVPNusing

5.8G STA interface

Cellular Data: ConnectVPN using cellular

Note: Select a non-automatic interface, such as selecting an
interface that is not connected to the server address,while other

interfaces and serveraddresses are connected to VPN.

Select automatic interface. If one interface is abnormally
disconnected, you can automatically switch toanother interface to try
to connect to VPN.

Default NIC Check: Use the specified NIC to connect toVPN when the specified not checked
connection NIC is the default route

Unchecked: If the specified NIC hasIPand is not the default route, it
will not connect to VPN.

Remote WAN IP peerIP 192.168.0.10

Remote Tunnel IP Opposite GRE Tunnel IP 10.10.10.1

pair terminal net Used for subnet interworking to establish a static route to the 192.168.55.0/24
terminal network

Local Tunnel IP Local GRE Tunnel IP 10.10.10.2

NAT Check: NAT data through GRE check

TTL TTL of GRE 255

MTU MTU of GRE 1500

Enable ping Check: Enable VPNping keepalive detection, ping failure will not checked
reconnect VPN

Unchecked: ping keepalive function is

Ping Address The address that can be pinged through the GRE tunnel. Generally, the | empty
IP address of the

Ping period Interval period of ping keepalive, unit: seconds 10

Number of pings Ping failure threshold, after the number of times to throw ping set IP 3

address, will reconnect VPN

5.7. Wireguard

WireGuard is a secure network tunnel.

PUSR’
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rs
USR-G809

Wireguard Parameters

Status

Wireguard Client ® enable O Disable
e PrivateKey =]
Network:
PPTP Click Generate Key Generate Key
L2TP
ipsec | nteface setting

VXLAN

Interface  auto v

OpenVPN @ Auto refers used default route interface to connect
Certificate
Address 10.10.10.1/24
danagemer@RE
- ListenPort 51820
VPN Status MTU 1420
Developer
Mode Switch
it Peer Public Key
System b Peer Preshared Key
Fig. 107 Wireguard
table 39 configuration parameters
name describe default parameters
Wireguard Client Enable: Start Wireguard close
Close: Close Wireguard
Local private key Click Generate Key to fill in automatically empty
local public key Click Generate Key to fill in automatically empty
Click Generate Key Generate local private key and local public key and fill them in not have
automatically
port Automatic: Connect VPN using default routing interface voluntarily
Wan_wired: Connect to VPN using
WANT1 interface Wan2_wired:
Connect VPN using WAN2 interface
Sta_2g: Connect VPN using 2.4G STA
interface Sta_5g: ConnectVPNusing
5.8G STA interface
Cellular Data: ConnectVPN using cellular
Note: Select a non-automatic interface, such as selecting an
interface that is not connected to the server address,while other
interfaces and serveraddresses are connected to VPN.
Select automatic interface. If one interface is abnormally
disconnected, you can automatically switch toanother interface to try
to connect to VPN.
Default NIC Check: Use the specified NIC to connect toVPN when the specified not checked
connection NIC is the default route
Unchecked: If the specified NIC hasIPand is not the default route, it
will not connect to VPN.
site Local VPN Address 10.10.10.1/24
listening port local listening port 51820
MTU VPN NIC MTU value 1420
peer public key Fill in the local public key generated by the peer empty

PUSR’
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pre-shared key

Can be blank, if necessary fill in this peer

if fillin to keep consistent:Get pre-shared

key method:

You can use linux systems to send wg genpsk to generate pre-shared
keys

Technical support can be

contacted for

generation.Available

values:
608K53bwKXzhZEby+wXyD9qcJk5G13LVzflaC9aM6Cc=

empty

opposite end port

peer listening port

51820

pair terminal net

For router subnet interworking, please fill in terminal network

192.168.55.0/24

address, will reconnect VPN

allowed IP IP or IP segment that allows Wireguard network cards to pass through, | 0.0.0.0/0
generally the default value

continuous keep- Network card detection heartbeat time, unit: seconds 25

alive interval

Enable ping Check: Enable VPNping keepalive detection, ping failure will not checked
reconnect VPN
Unchecked: ping keepalive function is

Ping Address The address that can be pinged through Wireguard tunnel, generally | empty
you can fill in the IP address of the

Ping period Interval period of ping keepalive, unit: seconds 10

Number of pings Ping failure threshold, after the number of times to throw ping set IP 3

5.7.1.

Subnet Interworking Instance

LAN— — LAk

LAN IF192.788.88,1

T
Wikl IP-102 16F &6 103
AR P 101

B
LAN

Fig. 108 connection topology
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Wireguard Parameters

Status Wireguard Client ® Epable ) Disable
Services

Privatekey &
Metwork

Click Generate Key 4l Generate Key

PETP
L2TP
{Esec Interface Setting
WXLAMN
Interface wan_wired '
OpenVPR

@ Auto refers used defsult route interface to connect

Certificate Management

Default NIC connection ] @ A VPN connection is established only when the selectad interface is the default route.

GRE

Addrass 10.10.10.1/24

VPM Status ListenPort 51820
Developer MTL 1420
Firewall

Maode Switch Peer Setting

Senal Server

System Pear Public Key
Logout Pear Preshared Key

Endpoint Host 192.168.66.132
Endpoint Port 51820

Endpaoint Subnet 192.168.88.0/24

AllovradIPs 10.10.10.0/24
@ IPs or subnets. for example: 10.0.0.1,192.165.55.0/24

Persistentkieapalive 25

Fig. 109 Router 1 Settings Page
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‘Wireguard Client ™ Enable L. Disable
USR-G809 Privateley &

Publickey

Status
5 Click Generate Kay & Generate Key
Services
Network
T —

PPTP

Interface  wan_wirad v
L2TP @ Auto refers used default route interface to connect
IPSec 3

Default NIC connection [ @ A VPN connection is established only when the selected interface s the default route.
VXLAM
Address 10.10.10.2/24

CpenVPM

o i 51820
Certificate Management ListenPort

GRE MTU 1420

VPN Status Peer Setting
Developer
» Peer Public Key
Firewall
Mode Switch Pear Preshared Kay
SElial SoEvet Endpoint Host  152.168.66.102
Syst:
o Endpaint Part 51820
Logout

Endpoint Subnet  152.168.1.0/24

AllowedIPs 10.10.10.0/24
@ |Ps or subnets for example: 10.0.0.1,192.168 55.0/24

Persistentiespalive 25
NAT (]

Enable Ping [J @ Reconnect When Fails to Ping

Fig. 110 Router 2 Settings Page
Verify subnet interworking

PUSR’

WWwWWw.pusr.com




USR-G809 Manual

Fig. 111 terminal interworking
6. Developers
6.1. Application management

Customers can install C programs/Python programs/shell scriptsinto the router through application management to run.

6.1.1. Custom program upload

On the Upload page click Select File-click Install App.

PUSR’
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USR-G809
App Manager
The application management interface is mainly used for uploading secondary development packages and displaying their status.

Status

Services App App Upload
Network
Upload App: | SEERFE | FomEx s
VPN Note: Only targz and ipk formats are supported.
~ Developer
- . e
App Manager

Web Console

. Note:
Firewall
1. Please make sure the uploaded file format is targz or ipk.

Mode Switch 2. The uploaded secondary development package must comply with specific standards, Please refer to the manual for detailed instructions on how to create it.

Serial Server 3. The uploaded file size cannot exceed 512MB.

4. After the upload is successful, you will enter the package information confirmation page for confirmation. After confirmation, it will be automatically installed and
System the installation result will be displayed.

Logout

6.1.2. Back-end implementation logic

6.1.2.1. Webpage logic

1. Click upload file, first check whether the file format selected is normal, abnormal pop-up prompt.

2. After the format check is completed, the attribute will be parsed and checked. If the attribute does not conform to the
specification, the parsing fails and an error is prompted. The error code is as follows:

. msg - 1 #Failed to parse the package

. msg - 2 #Device model does not match

. msg - 3 #Cannot find the package name when parsing the package

. msg - 4 #Package already exists

. msg - 5 #Failed to install the package

msg - 6 #Unable to get the uploaded file name

. msg - 7 #Error in obtaining information from the page during installation
. msg - 8 #Package installed successfully

NV WN =

Fig. 115 error code
3. After the application is checked, install it into the file system and give it permission to run.
4. After the application is installed, it will not run. After clickingRun on the page, it will call the backend program. The

backend program will find the corresponding package according to the package name and then run it in an appropriate way.
The running application status is listed as "Running (click Stop)"

5. When stopping the application, after clicking on the page, the backend program will be called. The backend program will
find the corresponding package according to the package nameand then stop it in an appropriate way. The status of the
stopped application is listed as "Not running (click to run)"

6. To remove an installed app, click the Delete button and the backend program is invoked. The backend program finds the
corresponding package according to the package name and deletes all related files and information.

PUSR’
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6.1.2.2. Two-pack design logic

1. Supports uploading data packages in ipk and tar.gz formats. ipk is the openwrt native support package format, and tar.gz
is a custom package that needs to be created in the specified format.

2. ipk is an openwrt standard package, which is made using ope nWRT standard package method.
3. Tar.gz package for linux executable programs and libraries, which need to contain two files.

@ The control file, which contains various information for the installation script to identify the attributes of this package.The
information contained is as follows:

1. The content of the custom package parsing is as follows:

2. Package: app #Package name

3. Version: 1.1 #Package version

4. Description: this is test app #Description, within 32 characters

5. PackageType: <pkg type> #lib | app

6. PackageBoot: 1|0 #Whether to auto - start on boot

7. NeedReboot: 1 #If this field exists, it means taking effect after reboot

8. RunCmd: app "param1" #If starting this program doesn't directly run the package name, need to specify the start command
9. StopCmd: kill app #If stopping this program doesn't directly kill the package name, need to specify the stop command

10. GetRunStateCmd: #Command for how to get whether the program is running. If not specified, it will be ps | gre

Package name. There are requirements for the return value of this command. If running, return "state=run"; otherwise, return "state=stop" |

Fig. 116 control package property file format

(@data.tar.gz is an app package in compressed format. The directory structure of this package should be prepared in advance,
such as/usr/bin/app1/usr/lib/aaa.so 2, etc.

4. After the package is installed successfully, click Run.

@ For IPK, there are three ways to start, the priority is as follows:

I. Check if there is an init.d script, if there is, execute this script restart

Il. Check if there isRunCmd attribute, if there is, execute this attribute Runlll. Package name Run (package name must be the
same asapp)
@ For custom packages, there are two ways to start, with the following priorities:
I . Check if there isRunCmd attribute, if there is, execute this attribute Runll. Package name Run (package name must be the same
asapp)
5. Package is running, click Stop when:
@ For IPK, there are three ways to stop, the priority is as follows:

I. Check if there is an init.d script, if there is, execute this script stop

Il. Check if there isStopCmd attribute, if there is, execute this attribute Runlll. package name stop (package name must be the
same asapp)
@ For custom packages, there are two ways to start, with the following priorities:
| . Check if there isStopCmd attribute, if there is, execute this attribute Runll. package name stop (package name must be the same

asapp)

6. Get program running status:

(@ Check whether GetRunStateCmd attribute exists. If yes, call the command specified by this attribute to obtain it. The return
value of this command is required. If running,return "state=run", otherwise return "state=stop".

@Check whether it is runningby package name>(package name mustbe the sameas app

PUSR’
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7. start automatically when the system

@ After the system is started, it will traverse the installed packages, find the ones that need to be started, and then run them
using the above operation logic.

6.1.2.3. CAPI Library

For details, please refer to: 2D Toolkit\C Language 2D API-demo + Dynamic Library + Compiler Toolchain\op_usr_basic. tar.

gz\libusr_basic\include\usr_basic. h file description

6.1.2.4. Python API Library

For details, please refer to: Two-Open Toolkit\Python Two-Open API\python Two-Open Interface Description

6.1.2.5. Two-way kit

1. The two-open toolkit contains three dome two-open files.
@usr_oledtest_1_ipg.ipk:
OLED two-on program, after installation and operation, willdisplay the following contentson the O

Hello World Hi OLED
Can be executed after logging in to the web console

usr_oledtest"<Custom Page>""Lines>"<Contents>"ortest_oled.sh"<Custom Page>""Lines>"<Contents>"
such as

usr_oledtest "2" "1" "aaa" AAA will be displayed on the first line of customization page 1
(Qusr_apptest_1 ipq.ipk:

will always print =====<<<Hello>>=== ======

PUSR’
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Status

Services Configuration

Here you can view system logs, including application, kernel, and VPN logs.Remote logs based on UDP protocol can also be configured.

Network
VPN
Infc
Developer kernel log level ~ Info v
Firewall Application log level  Info -

Mode Switch

~ System

System

OpenveN Client1
User Management

OpenvPN Client2
Time Setting

OpenVPN Client3
Safety Management

OpenVPN Serverl
Reboot Timer

VPN
Storage Management

Tools

Profiles Snapshot

| Syslog |

Fig. 117 print content
®python_demo_cmdtest.tar.gz:

After installation and operation, continuously print the IP of WAN1 network card to the file/tmp/python_demo (Note: insert WAN1
network cable, wait for WAN1 network card to have IP and test)

Fig. 118 Print WANT1IP to File

2. Clanguage cross-compiler toolchain
3. Python 2 Open API

4. Clanguage two open API-demo+ dynamic library + compiler tool chain
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6.2. Web console

Use account/password: root/root to log in to the router management background to debug the second open program.

USR-G809
USR-G889 login: [I

Status

Services
Network
VPN

App Manager
Firewall
Mode Switch
Serial Server
System

Logout

Open Console in New Tab

Fig. 119 web console

7. Firewall

7.1. Basic setup

Default to two firewall rules.
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USR-G809
Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
Status

Services General Settings
Network
Enable SYN-flood
VPN protection
Developer Drop invalid packets [
~ Firewall
Input  accept v
General Settings
Output  accept v
Port Forwards
Traffic Rules Forward ~ accept v
Custom Rules
Access Restrictions
.
Mode Switch
: Source Zone=>Destination zones Input Output Forward Masquerading  MSS clamping
Serial Server
System
lan: lan: 77 & = & e | - [0 accept v accept v accept v (m] (m]
Logout
Wanic | van_wired: = |wancell: 4 | wan6eell: 2| = accept v accept v accept v

Fig. 120 Firewall Settings Page
<Noun introduction>

# inbound:packets accessing router IP

»  outbound:packets to be sent by router IP;

#  Forwarding: forwarding data between interfaces without routing itself;

#  IP dynamic disguise: only meaningful for WAN port and 4Gport, IP address disguise when accessing external network;
#  MSS clamp: limits the message MSS size, usually1460.

<Rule 1>

»  LAN port to wired WAN port inbound, and forwarding,are receiving;

»  If a data packet comes from the LAN port and is going to access the WAN port, then this rule allows the data packet to
beforwarded from the LAN port to the WAN port, which is forwarding;

#  Youcan also open the router web page under the LAN port, which belongs to "inbound";
»  The router itself connects to the external network,such as synchronizing time, which is "outbound."

<Rule 2>

»  Wired WAN port and 4Gport, accept "inbound", accept "outbound", allow "forwarding";
# Ifthereis an "inbound" packet,such as someone trying tolog into a router web page from a WAN port, it will be allowed;

# Ifthereis an "outbound" packet,such as a router accessing an external network through a WAN port or a 4Gport, this action is
allowed;

# Ifthereis a "forward" packet,such asa packet from the WAN port that wants to be forwarded to the LAN port, this action is
allowed.

7.2.  Communication rules

Communication rules can selectively filter specific Internet data types and block Internet access requests, enhancing network
security through these communication rules.Firewall has a wide range of applications. The following is a brief introductionto

several common applications.
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name describe default parameters
start using Display means enabled start using

Display means disabled
name This rule name, character type

limit-address

Limit IPv4 addresses

IPv4 addresses only

discard, accept,reject, no action

Drop: Packets received with this rule will be dropped
Accept: Packets received with this rule will be accepted
Reject: Packets received with this rule will be rejected

packet

No Action: No action will be taken when receiving this rule

agreement The protocol type of the TCP+UDP
restriction rule can be
selected as
TCP+UDP/TCP/UDP/ICMP.
Match ICMP type Matching ICMP rules, select any Any
source region Data flow source area, optional: arbitrary LAN
area, WAN ,LANLAN: indicates subnet
access to external network rules
WAN: Indicates rules for accessing an intranet from an
external network
source MAC address Source MAC required to match rule null: means match empty
all MAC
Note: To match the source MAC address, set the source
IP address to null
source IP address Source IP required to match rule null: means match all empty
IPs
Note: To match the source IP address, set the source
MAC address to null
source port Source port to match rule null: means match all ports empty
Targetarea Data flow destination area, optional: arbitrary area, WAN
WAN ,LANLAN: indicates subnet access to external
network rules
WAN: Indicates rules for accessing an intranet from an
external network
Target address Access destination IP address null: represents all empty
addresses
Target port Access target port number null: represents all empty
movement When receiving such data packets, you can choose: takein

7.2.1. IP address blacklist

First enter the name of the new forwarding rule, then click the Add and Edit button.
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USR-G809
Status
Setices Traffic Rules
Network Name. Protocel Action Enable  Sert
VPN

Developer Altown-

T From any hostin nan Accept input e | + || @ede | pelote
v Firewall To any routar 17 on this device

General settings
Open ports on reuter:

Port Forwards

Custom Rules

Name Protocal Extamal port

TCP+UDP W £ Add

Access Restrictions

Mode Switch New forward rule:

Serial Server Name Sours

System lan

Logeut

oo S

Name. Protecl Astion Enable Sort

This section contains no values yet

New ssures NAT:

Narme Seures.

) Add and edt...

Fig. 121 Firewall Blacklist Figure 1

In the jump page, select lan for the source area,and select all for the source MAC address and source address (if it is a specific
IP that only restricts specific IPs in the local area network from accessing the external network,you need to fill in the IP address or
MAC address here),as shown in the following figure:

Name

USR-G809

Restrict to address family ~ 1Pv4 only v
Status Protecol ~ TCP+UDP v
Services

Match ICMP type  any ~
Network
Source zone Is

VBN O Any zone
Developer ® [lan: lan: P & & & &

~  Firewall ~ 5 - = = =)
O P@nsl wan_wired: 2 | wancell: 2§ wan6cell: 2

General Settings

Port Forwards Source MAC address any v

Traffic Rules

Custom Rules

@ Only match incoming traffic from these MACs.

Source IP address 192.168.1.136 (USR-SWW v

@ Only match incoming traffic from this IP or range.

Access Restrictions
Source port
Mode Switch @ Only match incoming traffic originating from the given source port or port range on the client host

Serial Server it
Destination zone S
Device (input)

System

O Any zone (forward)
Logout

O Jan: lan: F & & & &

©®  [Bwans wan wired: flfwancell: g wanscell: jf

Fig. 122 Firewall Blacklist Figure Il
Select WAN in the target areg, fill in the IP that is prohibited from accessing the target address, select "Reject" for the
action,and click "Apply" after setting. As shown below.
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U [EmmEgy wan_wired: g wancell: gl wanocell: 4|

USR-G809
Source MAC address ~ any v
@ Only match incoming traffic from these MACs.

Status Source 1P address ~ 192.168.1.136 (USR-SWW v
Services @ Only match incoming traffic from this IP or range.
Network Source port
] @ Only match incoming traffic originating from the given source port or port range on the client host
Developer Destination zone o -

O  Anyzone (forward)

General Settings
O flailianF e & & &
Port Forwards
® [wan: wan_wired: jflj wancell: 2§ wan6eell: |

Custom Rules

Destination address ~ any v

Access Restrictions @ Redirect matched incoming traffic to the specified internal host

Mode Switch Destination port

: @ Redirect matched incoming traffic to the given port on the internal host
Serial Server

System Action  reject v

Logout

[#) Back to Overview Apply

Fig. 123 Firewall Blacklist Figure 3
USR-G809

Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.
Status
Services Traffic Rules
Network Name Protocol Action Enable Sort
VPN

IPvA-icmp with type echo-request
Allow-
Developer Pi:w Ermey s Accept input e || ® | | [#Edit | p) Delete
General Settings 1Pu4-TCRUDP
- From IP 192 168.1.136in lan Refuse forward + | *||@Edit | b Delete
Port Forwards To any hostin wan
Traffic Rules
Open ports on router:
Custom Rules
. Name Protocal External port
Access Restrictions
Mode Switch TCP+UDP W £ Add
Serial Server
System New forward rule:
Logout Name Source zone Destination zone
lan v wan ~ | [£] Add and edit....

Fig. 124 Firewall Blacklist Figure 4
After this setting is completed, the blacklist function is realized.That is, the IP of the subnet device is 192.168.1.136

7.2.2. IP address whitelist
First add the communication rule of IP or MAC address to be added to the whitelist, enter the name of the rule in the new
forwarding rule, and then click the Add and Edit button.
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1Pv4-TCRUDP
USR-G809 = From IP 192.168.1.136 in lan Refuse forward + || ° || Edit | @ Delete
To any hostin wan

Mane Open ports on router:
Services
Name Protocol External port
Network
TCP+UDP v {9 Add
VPN
Developer
. New forward rule:
~ Firewall
R Name Sourcezone  Destination zone
Port Forwards lan v wan ~ | [@ Add and edit...
Traffic Rules
Custom Rules Source NAT
Access Restrictions Name Protocol Action Enable Sort
Mode Switch
bl oervde This section contains no values yet
System
Logout New source NAT:
Name Sourcezone  Destination zone Tosource I To source port
lan ~ | wan ~ - Please che v [E) Add and edit...

Fig. 125 Firewall Whitelist Figure 1
In the jump page, select lan for the source area,and select all for the source MAC address and source address (if it isa specific
IP that allows a specific IP in the local area network to access the external network,you need to fill inthe IP address orMAC address

here),as shown in the following figure

Match ICMP type  any v
USR-G809
Source zone )
O Any zone

Status @ [fan: lan: 7 o8 @ & @
Services O PW&R=N wan_wired: g2l wancell: f=/§ wan6cell: 2!
Network
Source MAC address  any v
VPN

@ Only match incoming traffic from these MACs.

Developer
I Source IP address  192.168.1.136 (USR-SWW v I

~ Firewall (@ Only match incoming traffic from this IP or range.

General Settings

Source port

BT Eoraa @ Only match incoming traffic eriginating from the given source port or port range on the client host

Custom Rules .

O Anyzone (forward)
Access Restrictions

O [lan: lan: 5 & & & &

Mode Switch

Serial Server ® [Wansl wan_wired: j  wancell: j § wan6eell: 41
System
Destination address  any v

Logout @ Redirect matched incoming trffic to the specified intemal host

Destination port
® Redirect matched incoming traffic to the given port on the internal host

acton
Fig. 126 Firewall Whitelist Figure I

Select WAN in the target areaq, fill in the IP allowed for access to the target address, select "Accept" for action, and click "Save
and Apply" after setting is complete.As shown below.
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) gENEEE WaN_WIrea: g Ewanceil: gt Wanocei: g
USR-G809
Source MAC address  any v

@ Only match incoming traffic from these MAGs.

Rk Source IP address  192.168.1.136 (USR-SWW v

Services Only match incoming traffic from this IP or range.

Network Source port

o B i e Saginsing i Ae g e Soees port opoit sane e o tie el bott
Developer Destination zone G [E—

O Any zone (forward)

General Settings
O [lanilan: & 2 & &
Port Forwards

m ® [wan: wan_wired: g fwancell: ;i f wanecell: j21

Custom Rules Destination address  any o

Actoss Restrictions Redirect matched incoming traffic to the specified intemal host
Mode Switch Destination port

e @ Redirect matched incoming traffic to the given port on the internal host
erial Server

System Action  accept ~

Logout

|#] Back to Overview Apply

Next, set a rule that all communications are rejected, with the source address set to "All", the destination address set to "All",
and the action selected "Reject". Notice the order of the two rules. The rule of permission must be first and the rule of refusal must
be second. After the overall setting is completed, as shown in the following figure

USR-G809
Firewall - Traffic Rules

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Status
Services Traffic Rules
Network Name Protocol Action Enable Sort
VPN
1Pvd-icmp with typs echo-request
Allow- &

Developer pai: From any hastin wan Accept input + | ® | [#Edit ¥ Delete
General Settings IPu4-TCRUDP

- From IP 192.168.1.136/in lan Accept forward + | & [AEdit | g Delete
Port Forwards To any hostin wan
Traffic Rules 1Pu4-TCRUDP

- From any hostin lan Refuse forward + @ [ZEdt |  Delete
Custom Rules

To any hostin wan

Access Restrictions

Mode Switch Open ports on router:
Serial Server Name Protocol External port
System TCP+UDP v 2 add

Logout

New forward rule:

Name Source zone Destination zone

Fig. 128 Firewall Whitelist Figure 3

7.3. Nat function

7.3.1. IP address masquerading

IP address disguise: converts the source IP of the outgoing packet into the IP address of an interface of the router. As shown
in the figure, if IP dynamic disguise ischecked, the system will modify the source IP address of the outgoing packet to the IP address
of the WAN port.
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Note: IP Dynamic Camouflage and MSS Clamp must be enabled on WAN interfaces, and IP Dynamic Camouflage and MSS

Clamp must not be enabled on LAN interfaces.

The firewall creates zones over your network interfaces to control network traffic flow.
USR-G809 ‘

General Settings

Status
Enable SYN-flood
Services protection

Network Drop invalid packets [
VPN

Input  accept ~
Developer

. P ;

General Settings Forward  accept v
Port Forwards
Traffic Rules
Custom s
e N ion Source Zone=>Destination zones Input Output Forward Masquerading  MSS clamping
Mode Switch

lan: lan: 37 & & @ & = B0 accept v accept Vv accept v (] a
Serial Server
System fWan=| wan_wired: (= | wancell: &£ | wan6cell: 1| = accept v accept v accept v
Logout

Fig. 129 IP Address Disguise Settings

outbound source IP translation capability.
table 41 SNAT parameter table

name describe default parameters

enable button Display indicates enabled status start using

Display indicates disabled state

name Name of this firewall rule _

agreement Can be set: TCP+UDP
TCP+UDP/TCP/UDP/ICMP

source IP address SourcelPs that need to empty
match inbound traffic
are null to match all
source IPs

source port Source ports that need empty
to match inbound traffic
are null to match all
source ports

destination IP Destination IPs that need empty
to match inbound
trafficare null to match
all destination IPs

Target port Destination port to match empty
inbound traffic required or
null to match destination
port

SNAT IP address Change the source address of matching traffic to this Custom IP
address

PUSR’

WWw.pusr.com




USR-G809 Manual
SNAT port Change the source port for empty
matching traffic to null for
this port to use the source
port

Source NAT is a special form of packet disguise that changes the source address of packets leaving the router. When
used,thelP dynamic disguise of the wan port is first closed.

The firewall creates zones over your network interfaces to control network traffic flow.

General Settings

USR-G809

Status
Enable SYN-flood
Services protection
Network Drop invalid packets [
VPN
Input  accept v

Developer

) Output  accept “
General Settings Forward ~ accept v
Port Forwards
Traffic Rules
s
v Source Zone=>Destination zones Input Output Forward ~ Masquerading  MSS clamping
Mode Switch

lan: |lan: ¥ & & 2 &| = [HaN accept v accept v accept v O u}
Serial Server
S RS v wired: g2 |wancell: 2 | wanscell: g2 | = | accer accept v accept v accept v
Logout
USR,G&OQ Name Protocol External port
TCP+UDP v ) add

Status

Services New forward rule:

Network Name Source zone  Destination zone

VPN

lan v wan v | [@ Add and edit...
Developer

Source NAT
General Settings

Name Protocol Action Enable Sort
Port Forwards

Traffic Rules

This section contains no values yet
Custom Rules

Access Restrictions

New source NAT:

Mode Switch
5 Name Source zone Destination zone To source IP To source port
Serial Server
System test lan v wan v | 192.168.9.1 v (€ Add and edit...

Logout /

Fig. 130 NAT Settings 1
Click Add and Edit
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Name
St Protocol
Services
Source zone
Network
VPN
(i

Source IP address

v Firewall

General Settings
Source port

Port Forwards

Traffic Rules

Custom Rules

Destination zone

Access Restrictions
Mode Switch Destination IP address
Serial Server
S Destination port

Logout
SNAT IP address

SNAT port

USR-G809 Manual

@ Disable
test
1cmp v

@ [lan:ian: e 2 8 8

O [AW&@REN wan_wired: ;& fwancell: 5=l wan6cell: &I

any v

@ Only match incoming traffc from this IP or range.

@ Match incoming traffc ariginating from the given source port or port range on the client host
O [Mam: lian: = & & & &
@© SRS wan_wired: ;= f wancell: ;= f wan6cell: j2I

v

@ Destination ip or ip range.

@ Destination port or port range.

192.168.9.1 v
@ Rewrite matched traffic to the given address.

@ Rewrite matched traffic to the given source port. May be left empty to only rewrite the IP address.

Fig. 131 NAT Settings Il

If source IP, source port, destination IP and destination port are not filled in, all IPs and ports are defaulted.Save after setting.

Name

USR-G809

Protocol External port

TCP+UDP v 0 Add

Source zone Destination zone

lan ~  wan v | [€ Add and edit...

Status
New forward rule:
Services
Name
Network
VPN
Developer

~ Firewall

Source NAT

General Settings Name Protocol Action Enable  Sort
Port Forwards
Any icmp 3
Traffic Rules & Rewrite to source IP .
test Fi hostin Iz /] & || = Edit Delete
- = LAl 192,168.9.1 g 4 2

Custom Rules

To any hostin wan

Access Restrictions

New source NAT:

Mode Switch

. Name
Serial Server
System test
Logout

Source zone Destination zone To source IP To source port

lan v | wan ~ v [®) Add and edit..

Fig. 132 NAT setting three

Change the source IP address of packets leaving the router t0192.168.9.1as shown in the figure. As can be seen,the source

address of ICMP packets t0192.168.13.4
192.168.9.Tinstead 0f192.168.1.114.

Verify that the device (IP: 192.168.1.114)under the router ping the PC(IP: 192.168.13.4)under the same switch as the

router.The data captured on the PC is as follows:
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e SEE@e n+s+aTl EEacaan avex i

i ipsddr = 108114 = Wiyl @k 28
s Time Egurcs Degtinatan Protoeal Infa
1 QL DOC000 230, 185, 22, 209 TCF 50373 * hiip [FIN. WE] Ssqel Ack=i Win=64T08 Len=d
2 0. BBFAST [ %3 TOE ThG 15,9 1 zho Tg (idetmi83e, whgibe/lel=S7/ 14508, t1l=64)
3 L GERZE 182 TERB: 1 Echo Aping] reply {idwom1ale, wegiber 1o1o07/ 16883, trivizgl
B 0. BEEGLE tO0. LEE.E 1 (B CBEL 19,4 M Etha lpleg) sequest | dsOeigle, peqibe)leleSE/ 14348, 1elaBsd
T 0. GEHGET |92 TRELH. 1 (e 1odwBE 14848, 111w 128}

B I BZST4b  [H3. LGE. 4. B 1HE. LGEL 13, 4 52 Crepies Response Flle

Fig. 133 NAT authentication

7.3.3. Port forwarding

Port forwarding allows computers from the Internet to access computers or services within a private local area network, i.e.,
map a specified port of a WAN port address to a host on the intranet.

USR-G809 =
Firewall - Port Forwards
Port forwarding allows remote computers on the Intemet to connect to a specific computer or service within the private LAN.
Status
Services Port Forwards
Network Name Match Rules Forwarding To Enable Sort
VPN
Developer This section contains no values yet
General Settings New Port Forwarding Rules:
Port Forwards Name Protocel External External port Internal Internal IP Internal port
) zone zone  address
Traffic Rules
Custom Rilks [ test TCP+UDP v wanv 81 lan v 192.168.2.1 v 80 ) Add I

Access Restrictions

Mode Switch

Serial Server
System

Logout

Fig. 134 Port Settings Page 1
#  After setting the forwarding rule, click the Add button on the right, and then this rule will be displayed in the rule bar;
¥ Then click on the "Apply" button in the lower right corner to make the settings take effect;
=  The following settings,192.168.2.1:80,are the router's own web server. If we want to access a device in the local area
network from the external network, we need to set the mapping from the external network to the internal network,for example, set
the external network port to 81,the internal network IP t0192.168.2.1, and the internal network port to80;
=  When we access port 81 from the WAN port, the access request will be redirected t0192.168.2.180.
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USR-G809
Firewall - Port Forwards

Port forwarding allows remote computers on the Intenet to connect to a specific computer or service within the private LAN.

Status

Network Name Match Rules Forwarding To Enable Sort

VPN

Developer test m:::::.:s‘:?: e 1P 182.168.2.1, port 80in lan @ |+ | @edt | & pelete

Via any router IP at port 81
General Settings
New Port Forwarding Rules:
Tiatfic Ritles Name Protocol Ztneemal External port Iznoi:;na\ lar:j:sesl P Internal port
Custom Rules
- TCP+UDP v wan lan v v 1 Add

Access Restrictions

Mode Switch

Serial Server

System

Logout

Fig. 135 Port Settings Page Il
table 42 Port forwarding parameter table
name describe default parameters
name Name of this port forwarding rule, character type empty
agreement Protocol type, settable: TCP+UDP/TCP/UDP TCP+UDP
exterior zone Includes Wired WAN, 4G, VPN wan
external port Single port or port range can be set, for example: empty
8000- 9000Description:DMZ function
interior region router subnet area lan
internal IP Router LAN Area IP Address empty
internal port Single port or port range can be set, for example: empty
8000- 9000Description:DMZ function
7.3.4. DNAT

outbound destination address translation.
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USR-G809
Firewall - Port Forwards - test

This page allows you to change the p ing entry. In most cases thera is no need to madify those settings.
Status.
Services Rule is disabled | [l Enable
Network
Name test

VPN

Protocal | TCP+UDP v
Developer
General Settings o B
Traffic Rules Source MAC address  any v

@ Only match incoming traffic from thess MACs.
Custom Rules
Sourca 1P address  any ~

Access Restrictions
@ Only match incoming reffic from this 1P o range:

Mode Switch
Source port
Serial Server 0 oy ot e AR i s i s Sckiom 6 e i i i o ot
stem
L Extarnal 1P address  any ~
Logout @ Only match incaming traffic directed at the given IP address.

External port 2000
@ Match incoming traffic directad at the given destination port of part rangs on this host

mamd=e o - eaan

Intarnal 19 address | 152.162.2.1 ~
© Rediract matched incoming traffic to the spacified intarnat host

Internal port |20
@ Rediract matched incoming traficto the given port on the intermal host

Enable NAT Loopback

Fig. 136 configuration interface

table 43 configuration parameters

enabled Enable: @ Pisble enabled
Close: ==ee

name Custom name for this rule empty

source region Data inbound zone selection wan

source MAC address Source MAC address filtering all

source IP address Source IP address filtering all

source port Source port filtering on inbound all
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external IP address Destination IP address all

external port Destination port on inbound empty

interior region Exit area after redirection Lan

internal IP address Redirect outbound destination address empty

internal port Destination port when redirecting outbound empty

Enable NAT loopback | Check Enable NAT loopback check
7.3.5. NAT DMZ

Port mapping is to mapa specified port of WAN port address to a host of intranet. DMZ function is to map all ports of WAN port

address to a host. The setting interface and port forwarding are in the same interface. When setting external ports, do not fill them

in. Click "Add".

USR-G809

Status
Services
Network
VPN
Developer

~ Firewall

General Settings
Traffic Rules
Custom Rules
Access Restrictions
Mode Switch
Serial Server
System

Logout
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Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.

Port Forwards

Name Match Rules
1Pvd-tep, udp
test From any hostin wan

Via any router [Pt port 8000

New Port Forwarding Rules:

Name Protocol

222 TCP+UDP

Forwarding To Enable Sort
IP 192.168.2.1, port 80in lan « %  [fEdit @ Delete
External External port Internal Internal IP Internal port
zone zone  address
- w.m:.m v 192.163.1‘11:“@
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Firewall - Port Forwards
Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN.
Status

Network Name Match Rules Forwarding To Enable  Sort
VPN
et Pvd-tep, udp
it 222 From any hostin wan 1P 192.168.2.133in lan + |+ @edt | @ Delete
General Settings
e New Port Forwarding Rules:
Teaffic Rules Name Protocel External External port Internal Internal 1P Internal port
zone zone  address
Custom Rules
TCP+UDP v wan v lan v v 1 Add
Access Restrictions
Mode Switch
Serial Server Apply

System

Logout

Fig. 138 DMZ Settings Il
As shown in the figure, all ports of WAN port address are mapped to the host of intranet 192.168.2.133

<Attention>

*  Port mapping and DMZ cannot be used simultaneously.

7.4. Access restriction

Access restriction restricts access to specified domain names. Blacklist and whitelist settings for domain names and
addresses are supported. When Blacklist is selected, devices connected to the router cannot accessdomain names in Blacklist,
while other domain names and addresses can be accessed normally. When Whitelist is selected, devices connected to the router
cannot accessdomain names andaddresses normally except domain names and addresses set in Whitelist.Multiple entries can be

set in Blacklist and Whitelist. This feature is disabled by default.

7.4.1. Domain name blacklist

First, select the blacklist in the method option, click Add to enter the name of the rule and the correct domain name, and then
click Save. The rule will take effect immediately, and devices connected to the router will not be able to access the domain name. If
Blacklist is selectedand no rule is added, the default Blacklist is empty, i.e. all domain names are accessible. As shown in the figure,

except Baidu, other do main names can be accessed normally.
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USR-G809
Access Restrictions

Enter the domain name keyword.Note: When setting the whitelist, the PC may fail to visit the whitelist site for the first time due to browser reasons. If the access fails, please

Status revisit.

Services

Network Configurations

Developer

~ Firewall

General Settings Name Domain Name Enable

Port Forwards

Traffic Rules test baidu.com %] Delete

Custom Rules

Access Restrictions New Firewall Rule:

Mode Switch Name Domain Name
Serial Server ) add
System

Logout

Fig. 139 Domain name blacklist
7.4.2. Domain name white list
First, select the white list in the method option, click Add to enter the name of the rule and the correct domain name, and then
click Save. The rule takes effect immediately. Except for the domain name in the rule, other domain names cannot be accessed by

the devices connected to the router.If whitelist is selectedand no rule is added, the default whitelist is empty, that is, all domain

names are inaccessible. As shown in the figure, the device can access Baidu.

USR-G809 -
Access Restrictions

Enter the domain name keyword.Note: When setting the whitelist, the PC may fail to visit the whitelist site for the first time due to browser reasons. If the access fails, please

Status revisit.

Services

Network
VPN [ Method ~ White List v l

Developer

General Settings Name Domain Name Enable

Port Forwards

Traffic Rules test baidu.com #) Delete

Custom Rules

Access Restrictions New Firewall Rule:

Mode Switch Name Domain Name

Serial Server £ Add
System

Logout

Fig. 140 domain name white list
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7.5. custom rules

When the above firewall settings cannot meet the security requirements, you can enter firewall commands through a custom
firewall.

Note: Please enter firewall commands correctly under the guidance of operation and maintenance professionals or
technical support, otherwise it may lead to abnormal equipment.

USR-G809
Firewall - Custom Rules

Custom rules allow you to execute arbritary iptables commands which are not otherwise covered by the firewall framework. The commands are executed after each firewall

Status restart, right after the default ruleset has been loaded. Note: Annotations are not allowed to be emptied!

Services

# This file is interpreted as shell script
Network # Put your custom iptables rules here, they will
# be executed with each firewall (re-)start.

VPN
# Internal uci firewall chains are flushed and recreated on reload, so
# put custom rules into the root chains e.g. INPUT or FORWARD or into the

Developer : 0 2 <
B # special user chains, e.q. input_wan_rule or postrouting_lan_rule.

General Settings
Port Forwards.
Traffic Rules
Access Restrictions
Mode Switch

Serial Server
System

Logout

Fig. 141 customrules
8. Edge computing

Edge computing and serial server functions can only be used in one of two ways,DTU/edge computing mode can be switched
by mode, DTU mode can transmit serial data to the target server through TCP, UDP, MQTT, etc., configured through serial server
interface; edge computing function mainly refers to G809 as the host, actively issue polling collection command, periodically
obtain point data of serial port and network port equipment and data collected by 10 interface, calculate the result according to
the calculation formula set for each point and save it to the virtual register ofG809, and then actively report the data to the server
according to the report grouping, reporting conditions and Json template

Select Edge Computing Mode in Mode Switch, click the button "Switch to Edge Computing Mode Configuration Web

Page"toenter the Edge Computing Settings interface.
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USR-G809 e
UART function switching
Status Uart function switching
senvces e
Network
VPN
Developer -
Apply

Firewall

v Mode Switch
Mode Switch

Serial Server
System

Logout

Fig. 142 mode switch

8.1. Data point

Data points are the core database of edge computing functions. Data collection, reporting, data reading and writing, protocol
conversion and linkage control data and data-related information are all obtained from this point table. Therefore, in the process
of use, it is particularly important to add all the data information that needs to be processed in detail. The data point table
contains two main elements, slave and point. The system defaults to 2 fixed slaves, local IO slaves and status slaves.Up to 50
slaves can be added, including up to 20 network slaves and up to 50 serial slaves. You can add them according to your
needs.Each slave can add a corresponding data point. Except for virtual slaves, the total number of points under all slaves can be
up to 2000. The points under each slave carry out active polling collection from the corresponding interface according to the
protocol specified by the slave, and the collected data are stored in the virtual register in the product.

Because the protocol corresponding to each slave is different, the parameters required for adding points are also different,
and can be configured according to the actual situation. Compute points can only be added to virtual slaves, where a maximum of

500 compute points can be added. The G809 limits the addition of only one virtual slave for storing compute points.

PUSR’

WWw.pusr.com




USR-G809 Manual

-] Edge Computing {+) EDGE Management

Data Point Data Point

10 Module “ DataPoint
:dtcl | siave [“hia | e [ eoon |
| Local_io @one | | Stave_status @
| List of slave points
Fig. 143 data point
table 44 configuration parameters
name describe point
I0slave 10 interface data acquisition and storage, for edge | The maximum number of slave points is
computing other functions,analog data can be equal to the number of G80910points, which
added to the calculation formula includes 2000 data points.
state slave The online status of all addable slaves in the Every time a new slave is added, the status
point table point automatically increases byone, and the
status point name directly corresponds to the
name of the new slave.
virtual slave Calculation points are mainly added. The data | Maximum 500 virtual points, not within 2000 real
of multiple collection points are calculated points
internally by G809and the results are new data.
New locations need to be provided for storage.
Calculation formulas are customized when
virtual points are added
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8.1.1. Add Slave

“Slave Name:  test 1517

Slave Description

= Acquisition protocol | Virtual Slave

* Polling interval: | 0
* Merge acquisition: @ Open

* stave switch: @D

Eancel “

Fig. 144 Add Slave

table 45 configuration parameters

Slave Name 1-64 byte, used as unique identification of slave, non-repeatable, devicel
supporting Chinese

slave Support 1-64 bytes, including alphanumeric, Chinese, underlined and empty
description connector

acquisition The protocol used by slave point active polling acquisition, Modbus virtual slave
protocol protocol supported

polling interval| The waiting time before each point acquisition command is sent, ranging| 0ms
from 0 to 65535ms

combined Several consecutive address points in a single slave are open
acquisition combined into one command for acquisition, and a maximum of
32commands are used for acquisition.

slave switch When it is closed, all points under the slave will stop active rotation open
training and data updating.

slave address | Slave code of lower equipment, partial protocol settings 1

Serial serial Point acquisition command sends serial serial port serial 1

number

IP When collecting the network port, G809 as a Client, need to fill inthe target| 192.168.1.1

IP, part of the protocol settings

port When collecting network port, G809 as Client needs to fill in the 102
targetportand some protocol settings
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8.1.2. Add Point Table

*DataType | 16BitUnsigned v

* Position Number 1

Decimal Number 0

OnlyRead @ Read/Wite

* Read Write Status

“Prioty | Level1

Acquisition formula

Fig. 145 Add Point Table

table 46 configuration parameters

Point name | 1-64 byte, unique identifier of a point, not repeated with any other point empty
Point 1-64 bytes, supporting characters, numbers and Chinese empty
Description
register The storage type and storage address of the point 00001
data type Selection of Data Type for Point Collection place
Number of | Add the total number of consecutive address points at a time under the 1
points same slave, add in batches
number of | The number of decimal data displayed when the calculated result of 0
decimal collected data is decimal
places
read-write | Read/write status of points. Different point types support different read and write
state read/write types.
When polling all points, the high-priority points are given priority to
ensure that the polling collection is carried out periodically, and the high
priority -priority points are guaranteed to be collected periodically. Grade1
Real-time acquisition
acquisition | Point calculation formula, the collected data is stored and extracted empty
formula after calculation according to the formula
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For other functions

control When a write operation is performed on this point,the result is written to empty
formula the terminal device after calculation

The longest waiting time for reply after issuing command during point
timeout polling acquisition, and this acquisition will be automatically 2000ms
abandonedafter exceeding the time

Set, do not update historical data and execute the next acquisition
command.Range: 10~3000ms

unit Non-mandatory parameters, set as needed empty

8.1.3. Edge computing

Edge calculation function is mainly aimed at the calculation of data in point table, which is divided into two kinds:
acquisition calculation and control calculation.

8.1.3.1. Collection computing

The collection and calculation of edge calculation mainly refers to the process of calculating the point data collected by
the product through serial port or network port according to the formula set in advance and obtaining the result. The
calculated data is stored in the virtual register corresponding to the data point table. When the product actively reports or the
server actively collects, the data is packaged and sent to the cloud.The G809 integrates edge computing functions, and the data
processing moves down from the cloud to the gateway, greatly relieving the pressure of data processing in the cloud.

Calculation method: Edge calculation supports addition, subtraction, multiplication and division and () operation.Calculation

format:

Edit

“Node name  Temp
Node desc

Register 4 ~ 1

“DataType  16Bit Unsigned v
Decimal Number 0 v
o OnyRead @ ReadWite
Priority | Level1 v
Acquisition formuia =%s+100
Control formula

*Timeout 2000 ms

Unit

cancel “

Fig. 146 collection computing

table 47 configuration parameters
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single point| =(%s+10)/2 %s represents the current point value Current Point
Configuration Interface

=(%s+10)/%s , node0101, The first %s representsdata for thepoint | Add new points

multi-point name node0101 separately under virtual
slave
node0102
The second %s representsdata for
thepoint name node0102 Add calculation formula
when

8.1.3.2. Control calculation

The main function of the edge calculation control formula is that when the north-facing server or APP sends data to the
terminal, in order to maintain and actively collect the calculation results to maintain a unifiedmetric, it is necessary to perform
certain calculations on the sent data. This type of function generally receives northbound data through protocol conversionand
forwards it to the point table. After obtaining the result through the control calculation formula, it sends the data terminal.

Calculation method: The control formula supports addition, subtraction,multiplication and division and () operation.Calculation

format:

Node desc

Register 4 e 1 40001 (ushort)

“DataType  16Bit Unsigned -
Decimal Number 1] -
* Read Wiite Status OnlyRead @ Read/Wiite

* Priority Level 1 v

Acquisition formula =%0os+100

I Control formula =%s+100 I

= Timeout 2000 ms

Unit

cancel “

Fig. 147 control calculation

table 48 configuration parameters

single point| =(%s+10)/2 %Ss represents the current point Current Point
value Configuration Interface

8.2. 10 Management

The G809 supports one DI and one DO.
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8.2.1. 10 hardware connection

<Description>

#  Withstand voltage DC0-30V;
# It has two states: closed and open.

#  Polarity, wiring can not be reversed. DO
<Description>

# DO withstand voltageDC0-30V, maximum withstand current 400mA;
# Digital output;
* It has two states: electric and non-electric;

#  Polarity, wiring can not be reversed.

| DI/DO Wiring Schematic |

+

[Power reverse connection is not
supported)

E—

External power supply: 0-30V 5
[i| Load

G & 6 HE HEEE

Fig. 148 DIDO Wiring Diagram

8.2.2. 10 function

10 functions include DI acquisition mode and filter time, DO restart hold and timing functions.IO functions are configured
under the "Edge Computing->I0 Management->I0 Functions" path on the built-in webpage.

DI function: mainly for each channel DI mode setting and related mode parameter configuration, support switching quantity

acquisition and counting quantity acquisition.Related parameters are described as follows:
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Function

10 Module
| DI

Functipn

Status | D01
Protocol Dot
DI Mode: Digital Input
Edge Gateway
Filter time 50ms
Counter Mode: Rising edge
Count Frequency: Sms

Maximum range: 10000

Exceeds Maxinum range:  loop.

S

| AO Function

Fig. 149 Dl function

table 49 configuration parameters

name describe default parameters
DI mode selection | switching quantity/counting quantity switching value
filtering time Filter time needs to be set in switching mode 50ms
counting mode Rising edge trigger/falling edge trigger rising edge
counting The speed of counting, the shorter the time, the faster | 5ms
frequency the count
maximum range | The maximum number of counts that can be reached.| 10000
of count
Cycle: Counting from 1 ] )
Full-scale post- ) circulation
operation Stop: Stop counting after full scale

Restart hold function: OFF by default. After ON, all DO status will be restored to pre-restart status after G809 soft restart.This
feature does not support power-off restart.

Timed function: Add timed tasks in the form of events, and perform fixed actions of DO according to the set time and cycle.
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Add Timer|

* Task Description
* Timing mode Timing motion

* Gyole time.

* DO Select

DO Action

cancel “

Fig. 150 timing function
table 50  configuration parameters

USR-G809 Manual

timing mode

Timed action: executed at a fixed time every day

Periodic action: executed according to a fixed cycle

timed action

Timing Mode Time

In the timed operation mode, it is necessary to set a fixed
time of operation every day, and the 24-hour system

empty

periodic action
time

In periodic mode, the periodic interval between each
action, in s

empty

DO selection

Select the DO interface

empty

DO action

Select the execution operation of the timed task

empty

8.2.3. 10 status

Built-in webpage is equipped with local 10 status supervision interface, through whichDO status query and control, DI status

and data view can be realized. 10 state boundaries are as follows:

DI state has two modes: counting mode and switching detection mode. In counting mode, the interface displays the actual

value of counting, and in switching detection mode, the interface displays the switching state of DI. The status of each Dl is displayed

independently and does not affect each other.
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Data Point Status

Status

Function
| DO Status

Protocol | DOO01
Edge Gateway -

DOO1
| AO status

| DI status

| D101

Dio1

v1.1.87

Fig. 151 10 status

8.3. protocol conversion

The protocol conversion function is mainly used in the scenario where the server actively issues protocol commands toobtain
data or control points from G809.Because there are many kinds of point collection protocols in the point table, the server cannot
fully interface with only one protocol. The protocol conversion can perfectly solve the problem of multiple protocols issued by the
server for collection and control.

After the G809 is connected to the server through the protocol conversion link, the server issues standard protocol commands
to collect and control all the data points of the G809.at present
Protocol conversion supports three protocol standards, Modbus RTU, Modbus TCP and Json.Different protocol conversions are

set independently and can be used simultaneously and in parallel.

8.3.1. Modbus RTU

Modbus RTU protocol conversion function needs to add different protocol points in the data point table to the point mapping
table of this function, and assign corresponding points to each point.

Modbus register address, after adding, the corresponding point data will be converted to standard Modbus protocol data.
When receiving Modbus RTU from server Command, the corresponding address of the data to form a standard Modbus RTU data
packet back to the server, so that the server through the unified data of the G809 point collection and control. Modbus RTU
protocol conversion supports two kinds of data channels, one is Socket connection, supporting TCP Client and TCP Server, and the

other isRS485 communication, mainly used in the configuration screen of field docking 485 interface.
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- Edge Computing (-, EDGE Management

Data Point Pratocol

10 Module : Protocol
Function
N | Medbus RTU @D
Modbus RTU
Status
Protocol Modbus TGP
| Basic settings
Edge Gateway . Json
Connection Config
RS485 Prolocol: | TcP Server v
LocalPort 502 Maximum of Ciient 2

Slave Configuration

Slave Address 1 32 bitinteger byle order A8 CO -

32 bit float byte order  ABCD v 64 bit integer byte order  ABCDEFGH

V1187 | Node mapping ta... m m

Fig. 152 Modbus RTU

8.3.2. Modbus TCP

Modbus TCP and RTU have the same operation on points, both of which convert the points in the data point table through the

point mapping table, but Modbus TCP only supports Socket, TCP Client and TCP Server.

L+, Edge Computing .+, EDGE Managemen €]
Data Point Protocol
10 Module & Protocol
Function |M dbusTER
odbus [ @)
ModbusRTU
Status
Modbus TCP
Brecoral | Basic settings
Edge Gateway ¥ Json

Connection Config

* Protocol TCP Server v * Local Port: 502

* Maximum of Client 2

Slave Configuration

* Slave Address: 1 * 32 bit integer byte order: ABCD v

* 32 bit float byte order: ABCD v 64 bit integer byte order: ABCDEFGH

Fig. 153 Modbus TCP

8.3.3. JSON

Json format message is a commonly used message format for Internet of Things Hub. After Json function is enabled, data
can be read and written through existing communication links.

PUSR’

WWW.pusr.com




USR-G809 Manual

+) Edge Computing (-] EDGE Management

Data Point Json D
Modbus RTU |
10 Module
Modbus TCP | Data Control .
Function
Json Select Channel Public Topic Subscribe Topic Operation
Status
Protocol No data ye
Edge Gateway v JS6h

Template of downlink data:
{

“nane”: “nade0101”

“nane”: “nade0102”

V1.1.87

Fig. 154 Json
®Jsondata read and write format

WhenJson protocol conversion or MQTT communication link isenabled, the data points of G809 need to be collected and
controlled according to the established format. TheJsoncommand format for reading and writing is as follows:
{"rw_prot": {"Ver":"Protocol Version","dir":"Data Trend","id":"Information Number","r_data":[{"name":"Point

Name"}],"w_data":[{"name":"Point Name","value":"data"}]}

®Jsonread and write command field description:

table 51 configuration parameters

field name describe field selection

rw_prot protocol packet header

ver protocol version 1.0.1

dir Data trend, the server sends a command to fill in down: server issues
down

Customer-defined,

id The code of the data delivered by the server can | device replies No
be used as sequence identification.

make changes

r_data data read field

w_data data control field
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name The point name can be substituted into the point if
it is consistent with the point name in the point
table.

value Only value field is written in read/write command,
which is valid value written.

®Jsonread-write reply format:

{"rw_prot": {"Ver":"Protocol Version","dir":"Data Trend","id":"Information Number","r_data":[{"name":"Point

Name","value":"data","err":"Error Code"}],"w_data":[{"name":"Point Name","value":"data","err":"Error Code"}]}

®Jsonread and write reply field description:

table 52 configuration parameters

field name describe field selection

rw_prot protocol packet header

ver protocol version 1.0.1

dir Data trend, equipment reply content fill| up: equipment reply
up

id Information identification code, keep

consistent with the issued command

r_data data read field
w_data data control field
name Point name, corresponding to the point

in the point table

Read error, value valid

value Valid data corresponding to points
value is nullwrite error,
value value historical
value
0: Data executed normally
err error code

1: Data error execution

eJsonfield error reply:
1) Jsonformat error: device does not reply
2) ver,dir, id three fields, any one error, then reply according to the error protocol.

3) If the other fields are correct and only one error is found in r_data or w_data, the error field is discarded and the correct
field is replied; if both fields are wrong,

Reply according to the wrong protocol.

4) Error protocol: " rW_prot“:{"Ver“ :"1.0.1 ","dir":"up","err":"1 "}.
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field name describe field selection
rw_prot protocol packet header
ver protocol version 1.0.1
dir Data trend, reporting and distribution | up: equipment reply
0: Normal execution
err error code )
1: Incorrect execution

Description:
a. When the read/write command is incorrect, the value of the reply content of the read command is null, and the value of
the reply content of the write command is the historical data value.

b. The maximum upper limit of read and write operation is to read and write 5 data points simultaneously.

8.4. edge Gateway

The G809 has its own integrated edge gateway function, which realizes edge acquisition, calculation, reporting and linkage
through simple parameter setting.Edge gateway function includes serial port management and communication link, data point
active acquisition, data reporting and linkage control. In addition, the implementation of edge gateway function needs to be
based on the complete configuration of data points.

8.4.1.1. Serial port management

Point data of edge gateway can be acquired through serial port. Before using edge gateway, parameters of each serial port
need to be configured to ensure normal serial port communication. G809 supports two serial port configurations, which need to

be configured separately.
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Protocol

& | UARTO01(RS232)
UARTO01(RS232)
Edge Gateway - . :
UART02(RS485) | Basic settings
[ Serial Port |
* Baud Rate: 9600 =
Links
Hipenting *Data Bit: & ¥
Linkage Control *Stop Bit: 1 4
* Parity Bit: ‘ NONE| &

Fig. 155 serial port configuration

table 54  configuration parameters

Can be set to:

Baud rate 600/1200/2400/4800/9600/19200/38400/57600/115200/2304 | 9600

00
data bits Can be setto: 7/8 8
stop bit Canbesetto: 1/2 1
parity bit Can be setto: NONE/ODD/EVEN NONE

Can be set to:

Baud rate 600/1200/2400/4800/9600/19200/38400/57600/115200/2304 | 9600

00
data bits Can be setto: 7/8 8
stop bit Canbesetto: 1/2 1
parity bit Can be set to: NONE/ODD/EVEN NONE

) Downward edge acquisition: data acquisition can be set in the
Serial port data point table downward

function ) o edge
Uplink communication interface: as Modbus RTU protocol acquisition

conversion function interface

8.4.1.2. Communications link

Edge Gateway and Cloud Virtual Machine are channels for data interaction. Two connections are supported. Each connection
supports TCP, HTTP and MQTT. Alibaba Cloud provides fast access to the platform. Meanwhile, each connection supports SSL
encryption.Different protocol connections can flexibly configure parameters, among which MQTT and Alibaba Cloud can configure

multiple subscriptions and publishing topics.
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USR-G809 Manual

Edge Gatewa, Links
Data Point

Links
10 Module
Protocol Link-1

Edge Gateway 2 Link-2

Serial Port

Reporting

Linkage Control

V1.187

Fig. 156 communications link

| Link-1 @D
Basic settings
Communication Protocol:  TCP Client
Remote Server Address:  192.168.0.201
Local Port: 0
*Remote Port: 8234
Connection registration data:  Disable
* SSLProtocol:  Disable

* Report Cache Data: (@D

8.4.1.3. Network disconnection cache

The two communication links of G809 both support the network disconnection cache function, with a total cache space of 2G.

The data of each link is stored separatelyand stored by strip.

The template in the G809 data active report packet determines the size of each report data, so each data can not exceed 8K at

most. Although each packet is independent, it is reported through two communication links. The G809data report can support the

network disconnection cache function.

-] Edge Computing -] EDGE Management

Data Point
10 Module
Protocol

Edge Gateway

Serial Port

Reporting

Linkage Control
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Communication Profocal: | MQTT
Protocol Select: ~ MQTT-3.1.1
Remote Server Address:  192.168.0.201
Client ID
*Remote Port 1883

Hearlbeat time. 60
Reconnection Intemal: 5
Clean Session
Connection verification

Enable Last Wil

SSLProfocol Disable

Report Cache Data @)

Fig. 157 network disconnection cache
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8.4.1.4. Data reporting

The edge function of the G809 performs active collection,actively issues commands to the terminal equipment to obtain data
through serial ports and network ports, and stores the data in the storage space inside the G809. There are two ways for these
data to interact with the server. One is through protocol conversion. The server actively interacts with G809 to obtain data through
a specific protocol. In this way, the server is the active initiator, and G809 is used as the passive reply slave. The other way is
thatG809 actively reports to the server according to the set conditions.In this way,G809actively initiates data to the server. The
active reporting method can reduce the link for the server to issue commands, thus reducing the pressure on the server to collect
colleagues, and saving bandwidth or traffic.

G809's active reporting supports group reporting, each group reports independently, and individual reporting channels,

reporting conditions, reporting Json templates, and reporting data points can be configured within the group. A total of 2000
groups can be created for reporting. Multi-group reporting can report different data to the server according to different
frequencies or methods according to importance, thus reducing the pressure on the server. The configuration diagram is as

follows:

Basic information

* Group name

* Up channel v

Data Reporting rujes

interval reporiing

periodic reporting

Data change Reporting

report regularly
Reporting data format | Primitive data type v

Reporting Template  {"Current”:"noded101", "Voltage": "node0102"|

caneel “

Fig. 158 Create a data escalation group

table 55 Key parameter description

upward Report the channel of packet connection server. You can empty
channel choose human cloud/link 1/link 2.

Reporting Support four reporting conditions empty
Rules

(interval/cycle/change/timing reporting), support multiple
choices
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Original type: Point data is reported to the server according to
Reporting the original type.
data cell empty

Numeric to character: if the point data is of numeric type,""
type

will be added in the report, and the numeric format will be

converted to character string format, and then reported to the

platform.

CustomJson, need to comply withthe Json format specification,
Submission | template maximum 8K bytes. empty
template

Each independent reporting group has a point table, and the

data points in the data point table that need to be
table of reorganized and reported empty
points

All points are pulled, so that each group can be independently

performed according to the point list

Data pull and accurate reporting

8.4.1.5. Json Reporting Template

The data reporting function uploads point data to the server in Json format. The client can customize the Json template
according to the server requirements to ensure that the uploaded data format meets the server's parsing requirements.The
actual name of the data point can be defined in the Json template. However, Json template configuration needs to pay

attention to the following points:

1. The Json template in the grouping is empty by default. It can be designed by itself and meets the requirements of Json
format.

2.Valuein Json template is character type, which needs to be filled in data point name. When data is reported, the actual
acquisition value corresponding to point name will be substituted for replacement.

3. Examples:

The acquisition values of node0101 and node0102 at the edge are 30 and 20 respectively;

Json template is set to {"Current":"node0101","Voltage":"node0102"};actual report data format is {"Current":30,"Voltage":20}.

Inaddition to the data points, some specific identifiers can also be added to the Json template, such as the firmware version
of the product, SN, MAC and other parameters, which can be processed as the unique identifier of the device or device
identification information. Directly add the relevant identification name to the value position of the Json template, and the

equipment is on the top. In the reporting process, the data corresponding to the identification name will be substituted and
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reported. For example, when reporting the timestamp, set the Json template to {"time":"sys_local_time"}, andthe actual data
reported by the device is {"time":"2023-05-27,22:35:44"}. The list of identifiers that can be populated into the Json template is as

follows:

table 56 parameter specification

identification implication Example of Reporting Content
sys_ver Product firmware version number V1.0.14.000000.0000

sys_imei IMEI 864452061930390

Sys_sn SN 02700122093000012356
Sys_mac MAC D4AD20474662

sys_iccid ICCID 89861122219045577705
sys_local_time local time 2023-05-27,22:35:44
sys_utc_time UTCtime 2023-01-12T18:15:022
sys_timestamp timestamp 1706167861
sys_timestamp_ms millisecond timestamp 1601196762389

8.4.1.6. Linkage control

Linkage function is mainly to realize local closed-loop management, rapid alarm and emergency applications. Theproduct
can support 50 linkage events. Each linkage control can set the judgment condition, pull the trigger point and set the trigger
mode.During the operation process of the product,whether the linkage is to be executed or not is confirmed according to the
judgment conditions after the data of the trigger point is calculated and obtained through edge collection, and when the

conditions are met, the processing is carried out according to the execution action set by each linkage event.

The parameters are described as follows:
table 57 parameter specification

name describe default parameters
event name Linkage event name, user-defined eventl
event switch Enabling of linked events open
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minimum trigger
interval

When the linkage event meets the
trigger condition for many times in a
short time, touch

The minimum interval between the
execution of the trigger and the
minimum trigger time.

Send no action, directly discard.

1000ms

trigger point

Linkage conditions determine the
source of the required data and
support multiple points

bit selection

empty

trigger condition

The judgment condition of linkage event
is satisfied, and the action is executed.

10 conditions supported

empty

trigger mode

When multiple trigger points are
selected, trigger logic between
multiple points

All points meet the conditions

compile

executed

made

the upper threshold Maximum range of threshold 0
conditions, range 0~20000

the lower threshold Range minimum of threshold 0
condition, range 0~20000
After the linkage event meets the

perform an action trigger conditions, the actions to be empty

Linkage event trigger conditions support 10, as shown in the following table:

table 58

parameter specification

trigger condition

describe

explain

forward following

Dl closed, DO closed; DI open, DO closed

break

Trigger points only support
switching values

reverse following

Dl closed, DO open; Dl open, DO

close

Trigger points only support
switching values

greater than or equal to

Trigger action when detection value is
greater than or equal to set threshold

Set lower threshold only
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greater than

Trigger action when detection value is
greater than set threshold

Set lower threshold only

less than or equal to

Trigger action when detection value is
less than or equal to set threshold

Set only the upper threshold

less than

Trigger action when detection value is
less than set threshold

Set only the upper threshold

Within the interval
(including boundaries)

Detection value triggers action within
threshold interval, each entry

Trigger an action within an interval

Set upper and lower thresholds

Within the interval
(excluding boundaries)

Detection value triggers action within
threshold interval, each entry

Trigger an action within an interval

Set upper and lower thresholds

Outside the interval
(including boundaries)

Detection value outside threshold
range triggers action, outgoing
interval

One action at a time.

Set upper and lower thresholds

nual

Outside the interval
(excluding boundaries)

Detection value outside threshold
range triggers action, outgoing
interval

One action at a time.

Set upper and lower thresholds

Linkage events trigger execution of operations in support of 4, as shown in the table below:

table 59

parameter specification

trigger condition

describe

explain

DO action

Select DO interface of equipmentand

output corresponding actions (close,

open and flip)

DO is single choice

write data point

Write pre-set data to pre-selected
points

centre

Data points pulled from the data
point table

reporting platform

Cloud level that uploads custom
alarm messages via link

Quick alarm

MQTT requires a separate theme
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Send custom alarm messages to your
hands via SMS
send short messages SMS content is within 70 bytes

Machine, realize fast alarm

8.5. Edge computing management

8.5.1. configuration management

Import and export files are mainly used for rapid replication of edge computing configurations, so users need to ensure the
legitimacy of files during import and export.

[+ Edge Computing -] EDGE Management

System ,\ ystem > Configuration Management

Edge Computing Config
Export Export Config

Import Import Config

Note: The export point table wil synchronously export the data point table, protocol conversion data point table,
linkage control event table, and data reporting group table, and will be updated synchronously after importing

V1187

Fig. 159 configuration management

9. Serial server

809 hasRS232/RS485, supports TCP, UDP, MODBUS, MQTT, HTTPD and other network protocols, and supports heartbeat packets,
registration packets and AT and other special features.
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9.1. Serial port settings

In this interface, you can set parameters such as baud rate and data bit of serial port.

USR-G809
Serial Port Settings

Serial port basic Settings, the package time can be set in the range of 0-1000 ms (0 indicates automatic packaging), package length can be set in the range

Status of 5-1460 bytes.
Services
s
o Name Baud Rate Data Bits Stop Bits Pairty Packaging Interval Packaging Length
Developer
COM1-485 115200 v 8 v 1 v NONE v 0 1000
Firewall
Mode Switch COM2-232 115200 v 8 v 1 ~ NONE |0 1000
v Serial Server
Communicztion 485 collision prevention OFF ~
Advanced Settings
System
Logout
map 208  Serial port setting interface
table 61 Serial port setting parameter table
name functional description default
Baud rate Set the baud rate of RS232 or R$485, you can set: 115200
1200/2400/4800/9600/19200/38400/57600/115200/230400
data bits Set RS232 or RS485 data bits, settable: 7/8 8
stop bit Set RS232 or RS485 stop bit, settable: 1/2 1
parity bit Set the check bit of RS232 or R5485, you can set: NONE/ODD/EVEN NONE
Packing time | SetRS2320rRS485data packing time 0
unit: ms (range: 10-60000ms)
packing length| setrRS2320rRS485data packet length 1000
Unit: bytes (range: 5-1500 bytes)

9.1.1. Time triggered mode

When receiving data from UART,the interval between adjacent 2 bytesis constantly checked. If the interval time is greater than
or equal to a certain "time threshold", it is considered that aframe is over, otherwise the data is received until it is greater than or
equal to the packet length (default is1000 bytes). This frame of data is sent as a packet to the network. The "time threshold" here is
the packing interval time. The settable range is10ms to 60000ms. Factorydefault50 ms.

T1 T2

T2-T1=T , Tis the packet time

IME

the last bit of the first bit of

packet N packet N+1

Fig. 209 Time triggered mode
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9.1.2. Length Trigger Mode

When receiving data from UART, it constantly checks the number of bytes received.If the number of bytes received reaches a
certain "length threshold," a frame is considered to have ended.This frame of data is sent to the network as a TCP or UDP
packet.The "length threshold" here is the packing length.The configurable range is5 to1500bytes. Factory default1000 bytes.

receive the N bit receive the N+ 1 bit

M-N=L . Lis packet length

TIME

the first bit of packet the last bit of packet

graph 210 Length Trigger Mode

9.2. communication configuration

In this interface, you can set DTU function network configuration.

9.2.1. TCPC mode ( TCP Client mode)

USR-G809
Enable  ON v
Status Name 123
S Description ~ TCPC_1
Network
Server Address  test.cn
VPN
Server Port
Developer
Firewall Local Port 0
Rlooc el Heartbeat Packet  OFF v
Registry Packet ~ NONE ~
Serial Port Settings
s Transmission Mode  Pass-Through v
Communication
Advanced Settings bind COM1-485 ~
<R TS OFF v
Logout
Offline Data Cache  OFF v

Fig. 212 TCPC Configuration Interface
table 63 TCPC parameter table

name functional description default
start using Is this link enabled, ON/OFF ON
name Set the name of this link 123
describe Set this link comment information TCPC_1
server address Server address: IP or domain name form test.cn
server port server port number empty
local port Fillin the local port number. If it is set to 0,the local port will be 0
automatically assigned.
heartbeat packet | Set whether to enable heartbeat packet function, ON/OFF OFF
Heartbeat packet | HEX: hexadecimal type HEX
type ASCII: Character type
heartbeat packet | Heartbeat packet data content empty
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data

data
heartbeat time The time interval between heartbeat packets sent, in seconds 60
Registration NONE: Close Heartbeat Package NONE
packet Custom: Customize registration package content
MAC: Include device WAN MAC as registration package content

Register Package |Custom Registry HEX
Type Type HEX: Hex

Type ASCIl: Character Type
Register package | Register package data content empty

Register package
sending method

Send a registration packet when connecting to the server

Add registration packets to the front of every packet sent to the
server

Send once on
connection

transmission
mode

Pass-Through: pass-through mode

Pass-Through

host polling

OFF: Modbus RTU and Modbus TCP interconversion;ON: multi-host
polling

OFF

channel binding

COM1-485:Data transmission using
RS485 channel onlyCOM2-232:Data

transmission using RS232 channel
COM1+COM2:Data transmission using RS232 or

COM1-485

TLS

Version number: TLS1.0 and TLS1.2

The authentication mode can be selected from non-
authentication certificate, authentication server certificate and
bidirectional authentication certificate

OFF

TLS authentication
method

Do not verify certificate: that is, only implement data layer
transmission decryption, and do not verify the identity of the
other party during the handshake process

Verify server certificate: that is, the client will verify the server
certificate during handshake, and the client needsto preset the

root certificate of the server.

Two-way authentication: that is, the client and the server verify
each other's identity, and the server root certificate, client
certificate, and client private key need to be preset.

Do not verify certificates

Offline data cache

Cache the data after the Socket network is disconnected, and
automatically report the cached data after waiting for the network
to be available

OFF

data overflow
handling mode

Discard old data: Discard the oldest cached data and roll the
newest cached data

Discard new data: new data will not be cached when the cache
space is full

Discard old data

cache system

Length limit: maximum storage 7300 bytes

Packet limit: maximum storage of 10 packets

length limit

Description:

s

s
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9.2.2. TCPS mode ( TCP Server mode)

USR-G809
TCPS - Communication configuration

Communication configuration
Status

Services Configuration
Network

Enable  ON v
VPN

Name TCPS_1
Developer
Firewall Description  TCPS_L
Mode Switch Local Port

Maximum Sockets 8

Serial Port Settings Supported @ 1-16

Semsng o (O e

Advanced Settings
Transmission Mode  Pass-Through v

System
bind  COM1-485 v
Logout A

Offline Data Cache ~ OFF v

(€] Back to Overview Apply

Fig. 213 TCPS configuration interface
table 64 TCPS parameter table

name functional description default
start using Is this link enabled, ON/OFF ON
name Set the name of this link TCPS_X
describe Set this link comment information TCPS_X
port local port number empty
Maximum number of Number of clients accepted, 1-16 Default 8
client connections
supported
transmission mode Pass-Through: pass-through mode Pass-Through
Number of connections | KICK: kick out of range;KEEP: keep connected KICK
exceeded
channel binding COM1-485:Data transmission using COM1-485
RS485 channel onlyCOM2-232:Data
transmission using R$232 channel
COM1+COM2: Transfer data using R5232 or
Offline data cache Data overflow handling mode selection, cache mode, OFF
cache length setting, etc.

Description:

# TCP Server mode can be used in conjunction with a USR custom indicator, which lights up when a client is connected to
the service

* Upto 16 clients can connect to this TCP Server at the same time, such as the 17th client connection is not connected.

9.2.3. UDPCmode ( UDP Client mode)
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USR-G809
UDPC - Communication configuration
Communication configuration
Status

Services Configuration
Network
Enable ON ~
VPN
Name UDPC_1
Developer
Firewall Description ~ UDPC_1
fcde it Server Address  test.cn

Server Port

Serial Port Settings
) Local Port O
Communication

Advanced SE[‘tingg IP and port verification ON ~

System Heartbeat Packet ~ OFF i
Logout

Registry Packet ~ NONE ~

Transmission Mode  Pass-Through ~

bind  COM1-485 ~

graph 214 UDPC configuration interface
table 65 UDPC parameter setting table

name functional description default
start using Is this link enabled, ON/OFF ON
name Set the name of this link UDPC_X
describe Set this link comment information UDPC_X
server address Server address: IP or domain name form empty
server port server port number empty
local port local port number 0

check port Check port, no check port check port
heartbeat packet | Set whether to enable heartbeat packet function, ON/OFF OFF
Heartbeat packet | HEX: hexadecimal type HEX
type ASCII: Character type

heartbeat packet | Heartbeat packet data content empty
data

heartbeat time The time interval between heartbeat packets sent, in seconds 60
Registration NONE: Close Heartbeat Package NONE
packet

Custom: Customize registration package content
MAC: Include device WAN MAC as registration package content

Register Package | custom Registry HEX
Type TypeHEX: Hex
TypeASCll:
Character Type
Register package | Register package data content empty
data
Register package | Send a registration packet when connecting to the server Send once on
sending method | aqd registration packets to the front of every packet sent to the | connection
server
transmission Pass-Through: pass-through mode Pass-Through
mode
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channelbinding | com1-485:Data transmission using COM1-485
RS485 channel onlyCOM2-232:Data

transmission using R$232 channel
COM1+COM2:Data transmission using RS232 or

Description:

# UDP Client mode can be used in combination with USR custom indicator,USR indicator lights up when connected to server

9.2.4. UDPS mode ( UDP Server mode)

USR-G809
UDPS - Communication configuration
Communication configuration
Status

Services Configuration
Network
Enable  ON v
VPN
N UDPS_1
Developer B
Firewall Description ~ UDPS_1
Mode Switch Fociltore
Transmission Mode  Pass-Through v
Serial Port Settings
— bind  COM1-485 v
Advanced Settings
System
oot &) Back to Overview Ry

Fig. 215 UDPS configuration interface
table 66 UDPSparameter table

Name functional description default
start using Is this link enabled, ON/OFF ON
name Set the name of this link UDPS_X
describe Set this link comment information UDPS_X
local port local port number empty
transmission Pass-Through: pass-through mode Pass-Through
mode
channel binding | com1-485:Data transmission using COM1-485
RS485 channel onlyCOM2-232:Data
transmission using RS232 channel
COM1+COM2:Data transmission using RS232 or

Description:

»  UDP Server mode can be used in conjunction with a USR custom indicator, which lights up when a client is connected to
theservice;

¥ Usethe client that last connected to this service as the actual client.

9.2.5. MQTT mode

The device supports MQTT Client function, users can easily access their own private MQTT server through simple
configuration. Data publishing and data subscription support multi-topic adding configuration. Users can send serial data to a
certain topic through configuration, or send data pushed by the server to the bound serial port, so as to realize data transmission
between serial port and server.

PUSR’

WWw.pusr.com




9.2.5.1. MQTT Basic Configuration

S USR 10T

Communication Expert of Industrial IOT

USR-G809

Status
Services
Network
VPN
Developer
Firewall
Mode Switch

v Serial Server

Serial Port Settings
Advanced Settings
System

Logout

Configuration

Enable ON ~

Name | MQTT_1
Description | MQTT_1
MQTT Vsesion V3.i.a ~
Server Address  cloudmagtt.usr.cn
Server Port 1883

Client ID 01603125040800001050

Heartbeat Interval 30
@ 0-6000 seconds

Reconnect Waiting 5
Interval(s) @ range: 1-2600

Authentication  OFF ~

MQTT will  OFF ~

Clean Session  OFF v
TLS  OFF ~

Offline Data Cache ~ OFF ~

USR-G809 Manual

Be Honest, Do

Fig. 216 MQTT configuration interface

table 67 MQTTparameter table
name functional description default
start using Is this link enabled, ON/OFF ON
name Name of this link MQTT_X
describe Comments for this link MQTT_X
MQTT version You can choose:MQTTV3.1. Version 1/V3.1 V3.1.1

server address

MQTT server address: IP or domain name

cloudmqtt.usr.cn

server port

MQTT Server Port

1883

clientID MQTT client identifier 123456
heartbeat time MQTT protocol heartbeat time, unit: seconds 30
Reconnection Next reconnection interval after MQTT disconnection, unit: seconds| 5
detection interval
authentication If the server requires username OFF
and password
authentication,ON: Turn on MQTT
username and password
authentication
OFF: Disable MQTT username password authentication
last words MQTT connection flag. When the network is disconnected OFF
abnormally, the server will publish this will message toother
clients who subscribe to this will topic.
ON: Enable Subscriptions to Wills Topics
OFF: Close subscription to Wills topic
theme Last words topic empty
Last words Set Last Words empty
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QO0S To set QOS of will, you can set: 0
0 at most once
1 atleastonce

2 exactly once.

reservation Turn on message OFF
message .

function ON: ON

OFF: OFF

cleanup session MQTT protocol connection flag bit, used to control the lifetime | OFF
of the session state, OFF,ON

TLS Version number: TLS1.0 and TLS1.2 OFF

The authentication mode can be selected from non-
authentication certificate, authentication server certificate and
bidirectional authentication certificate

TLS authentication| Do not verify certificate: that is, only implement data layer Do not verify certificates
method transmission decryption, and do not verify the identity of the
other party during the handshake process

Verify server certificate: that is, the client will verify the server

certificate during handshake, and the client needs to preset the

root certificate of the server.

Two-way authentication: that is, the client and the server verify
each other's identity, and the server root certificate, client
certificate, and client private key need to be preset.

Offline data cache| Data overflow handling mode selection, cache mode, cache OFF
length setting, etc.

9.2.5.2. Subscribe/Publish

The topic adding function is mainly used to add published or subscribed topics. The configuration parameters include basic
parameters such as name, TOPIC, QOS, and whether to retain messages.Serial port association is used to associate a topic with a
serial port. When publishing, the original data of serial port will be used as the Payload of this topic. When receiving the
subscription message, the Payload of the subscription topic will be sent to serial port as the original data.

Authentication  OFF -
USR-G809
MQTT Will  OFF v

I Clean Session  OFF v
Services
TS  OFF v
Network
Offiine Data Cache ~ OFF v~
VPN
Developer

Firewall

Mode Switch

Type Name Topic Qos KeepMsg com Description
Serial Port Settings
This section contains no values yet
Advanced Settings
New Topic:
System
Type Name Topic Qos KeepMsg coM Description
Logout
Put v 0 At most or v ON v COM1-485 v 2 Add
B e o

Fig. 217 MQTT Theme Configuration Interface
table 68 MQTT theme parameter table
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name functional description default
type Topic type: optional publish/subscribe issue
name the name of the topic empty
theme Subject: Subject Content empty
Qos Subject message quality, settable: 0

0 at most once
1 atleastonce

2 exactly once.

reservation Set whether to keep messages, ON/OFF ON
message
aisle COM1-485: Data communication COM1-485

using 485 channelsCOM2-232:Data

communication using 232 channels
COM1+COM2:Data transmission using RS232 or

describe Set comments for this theme rule empty

Description:

# Uptol6theme rules can be set.

9.2.6. Connectto Amazon

In this mode, user terminal data can send request data to AWS platform through this device. Datapublishing and data
subscription with terminal devices can be performed on the AWS platform. Both support multi-theme addition configuration.
Users can send serial data to a certain theme through configuration, or send data pushed by the server to the bound serial port, so as

to realize data transmission between serial port and server.

Configuration
USR-G809
Enable ON v
Status Name AWS_1
Services Description  AWS_1
Network
Server Address amazonaws.com.cn
VPN
Server Port 8883
Developer
Firewall Client ID  01603125040800001050
Mode Switch Heartbeat Interval 30
7 @ 0-6000 Seconds
Serial Port Settings Reconnect Detection 5
Interval(s) @ range: 1-3600
Clean Session OFF ~
Advanced Settings
System Server Root CA file | FEIEX#F | FEEXH
Logout device signed certificate | PEEXH | FAIETH
file
Device private key PEEX A | FREXH
Offline Data Cache OFF ~
graph 218 AWS Configuration Interface
table 69 AWS parameter table
name functional description default
start using Link enabled, ON/OFF ON
name Name of AWS Platform Link AWS 2
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describe

AWS Platform Link Remarks

AWS_2

server address

AWS platform MQTT server connection address: IP or domain
name

amazonaws.com.cn

length setting, etc.

server port AWS Platform MQTT Server Port 1883
clientID AWS Platform MQTT Client Identifier 123456
heartbeat time MQTT protocol heartbeat time, unit: seconds 30
Reconnection Next reconnection interval after MQTT disconnection, unit: seconds| 5
detection interval
cleanup session MQTT protocol connection flag bit, used to control the lifetime OFF

of the session state, OFF,ON
server root Select corresponding file not have
certificate
Equipment Select corresponding file not have
Signature
Certificate
device private key | Select corresponding file not have
Offline data cache| Data overflow handling mode selection, cache mode, cache OFF

9.2.6.1. Subscribe/Publish

The topic adding function is mainly used to add published or subscribed topics. The configuration parameters include basic
parameters such as name, TOPIC, QOS, and whether to retain messages.Serial port association is used to associate a topic with a

serial port.Up to 16 theme rules can be set.

9.2.7. Connect to Alibaba Cloud Platform
Alibaba Cloud IoT Platform is a very popular public cloud platform at present. Devices support MQTT protocol to access
Alibaba Cloud IoT Platform, support industrialand enterprise instances,support SSL function, and support certificateless, one-way
authentication and two-way authentication to access Alibaba Cloud. In this mode, data publishing and data subscription with
terminal devices can be performed on the Alibaba Cloud platform. Both support multi-theme addition configurations. Users can
send serial port data to a certain theme through configuration, or flow data pushed by the server to The bound serial port enables

transparent data transmission between the serial port and the server.

USR-G809

Status

Configuration
Enable  ON v
Name ALL1
Services

Description  ALL_1

Network

Instance Type  Public Instance v

VPN

Developer ProductKey

Firewall 2
deviceName

Mode Switch

Serial Port Settings

deviceSecret

Client ID

Communication
Advanced Settings
System

Logout

Region ID  Shang Hai ~

1883

Server Port

Heartbeat Interval 300
@ 30-1200 Seconds

Reconnect Detection 5
Interval(s) @ range: 1-3600

TS OFF v

Offline Data Cache OFF ~
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table 70 ALI parameter table

name functional description default

start using Link enabled, ON/OFF ON

name Name ofALl platform link ALI_2

describe ALIPlatform Link Remarks ALl_2

instance type Support Alibaba Cloud public instances and enterprise public instance
instances

ProductKey Device properties, Alibaba Cloud adds ProductKey of triplet in not have
device

deviceName DeviceName of the triplet in the device added by Alibaba Cloud not have

deviceSecret Device Key, Alibaba Cloud Add DeviceSecre of the triplet in the not have
device

clientID Support custom client ID for splicing MQTT clients not have

territory Alibaba Cloud area code, for example, East China 2 (Shanghai): East China 2-Shanghai
cn-shanghai

server port ALl Platform MQTT Server Port 1883

heartbeat time MQTT protocol heartbeat time, unit: seconds 300

Reconnection Next reconnection interval after MQTT disconnection, unit: seconds| 5

detection interval

cleanup session MQTTprotocol connection flag bit, used to control the lifetime OFF
of the session state, OFF,ON

TLS Version number: TLS1.0 and TLS1.2 OFF

The authentication mode can be selected from non-
authentication certificate, authentication server certificate and
bidirectional authentication certificate

TLS authentication| Do not verify certificate: that is, only implement data layer Do not verify certificates
method transmission decryption, and do not verify the identity of the
other party during the handshake process

Verify server certificate: that is, the client will verify the server

certificate during handshake, and the client needs to preset the

root certificate of the server.

Two-way authentication: that is, the client and the server verify
each other's identity, and the server root certificate, client
certificate, and client private key need to be preset.

Offline data cache| Data overflow handling mode selection, cache mode, cache OFF
length setting, etc.

9.2.7.1. Subscribe/Publish

The topic adding function is mainly used to add published or subscribed topics. The configuration parameters include basic
parameters such as name, TOPIC, QOS, and whether to retain messages.Serial port association is used to associate a topic with a

serial port.Up to 16 theme rules can be set.

9.2.8. HTTPD mode ( HTTP Clientmode)
In this mode, the user's terminal device can send request data to the specified HTTP server through this device, and then the
device receives the data from the HTTP server, parses the data and sends the result to the serial device.

Users do not need to pay attention to the data conversion process between serial data and network data packets, and only

need to set simple parametersto realize the data request from serial devices to HTTP servers.
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By default, the device filters the received data and outputs only part of the user data to the serial port. The customer can

choose whether to filter HTTPD data using the AT command.

USR-G809

Status
Services
Network
VPN
Developer
Firewall
Mode Switch

~ Serial Server

Serial Port Settings
Advanced Settings
System

Logout

Configuration
Enable  ON v
Name HTTPD_1
Description  HTTPD_1
Request Method ~ GET ~
Remove Header ~ OFF v
HTTP URL  /1.php[3F]
Server Address

Remote Port

Timeout 10
@ 1-3600 Seconds

Httpd Header Accept:text/htmi[0D][0A]

bind COM1-485 ~

TLS OFF v

&) Back to Overview

diagram 220 HTTPD configuration interface

table 71 HTTPD parameter table
name functional description default
start using Enable this link channel: ON/OFF ON
name Name of this link HTTPD_X
describe Remarks for this link HTTPD_X
request method How to request data from GET
GET/POST
filter head Set whether to filter ON
HTTP headers
ON(filtered)/OFF
(unfiltered)
HTTP URL Add the URL /1.php[3F]
server address HTTP server address, IP or domain name empty
remote port HTTP Server Port Number empty
overtime If the server does not actively disconnect within the 10
timeout period, the local end needs to wait for the
disconnection time, unit: seconds
Request header HTTP header information Accept:text/html[0D][0A]
information
channel binding | com1-485: Data communication COM1-485
using 485 channelsCOM2-232:Data
communication using 232 channels
COM1+COM2:Data transmission using RS232 or
TLS encryption Support TLS1.0\TLS1.2\OFF OFF

9.2.9. Registration Package/Heartbeat Package Features

9.2.9.1. Registration package description
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Registration package: A password used to enable the server to identify the device from which the data originated, or as
authorization for server functionality.Registration packets can be sent when the device establishes a connection with the server

Itis also possible to splice the registration packet data at the forefront of each packet as a packet.The registration packet data
can beMAC or custom registration data. Description:

¥ Select MAC, then WAN port MAC as registration packet content;

¥ This function is available only when the link is set to tcpc and udpc mode.

9.2.9.2. Network heartbeat packet description

Network heartbeat packet: sent to the network, the main purpose is to let the server know that the terminal W630S is online,

so as to maintain a long connection with the server.Description:
»  This function is available only when the link is set to tcpc and udpc mode.

9.3. Advanced settings

Can configure network AT, serial heartbeat packet and no data action.

Advanced configuration
USR-G809 )
Advanced configuration

Status Transparent AT Configuration

Network and serial port transparent AT function, can directly perform AT command operation during data transparent transmission, without the need to configure, where

Services
the network AT command is applicable to TCPC/TCPS/UDPC/UDPS mode.
PP

Network

i ON
VPN Transparent AT Instruction v
Developer AT Data Header  atnetcmds=
Firewall
Mode Switch

3 r If no channel is bound to the serial port, the serial port heartbeat function will not take effect.
Serial Port Settings

Communication Serial Heart  OFF b

Advanced Settings

System
Logout
Network Reconnect OFF v
Without Data g Reconnect network channel, Works in non-HTTPD mode.
Network Restarting OFF v
Without Data g Reboot device, Works in non-HTTPD mode.
Serial Restarting Witﬁnfjt OFF b
Fig. 221 Advanced Configuration Interface
table 72 Advanced Configuration Interface Parameter Table
name functional description default
network AT command ON/OFF ON
Network AT cipher word Network AT password atnetcmd#
Serial heartbeat ON: Enable sending heartbeat packet to serial port | OFF
OFF: Disable sending heartbeat packets to serial
port
Heartbeat packet type HEX: hexadecimal type HEX
ASClII: Character type
Heartbeat package description refer to 8.2.7.2
section
heartbeat packet data Heartbeat packet data content empty
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heartbeat time The time interval between heartbeat packets sent, in| 60
seconds
Serial port binding COM1-485: Data communication COM1+COM2

using 485 channels COM2-232: Data

communication using 232 channels
COM1+COM2:Data transmission using RS232 or

Network Channel No Data| Each channel does not receive network data OFF
Reconnection Enable within the set time, triggering reconnectionis
applicable to non-HTTP protocols. For details,
see the following description.

Reconnection detection Set time interval in seconds 3600
interval

Network Channel No Data| All channels do not receive network data within the | OFF

Restart Enable set time,triggering device restart Applicable to non-

HTTP protocols, see the following description for

details
restart detection interval | Settime intervalin seconds 36000
Serial port no data restart| Configure serial port channel No serial port data OFF
enable received, trigger DTU restart

If dual serial ports are configured,DTU restart will be
triggered if

Effective serial port COM1-485/COM2-232/COM1+COM2 COM1-485

Description:

»  Serial Heartbeat Package: Link channel (at least one communication configuration)must existforthis feature to take effect;

#  Network channel no data reconnection: TCPC/UDPC/MQTT, when the set time expires and the network endtime isnot
received, it will trigger its own link reconnection;

*  Network channel no data reconnection:TCPS, when the set time expires, if no data is received from a client, the
corresponding client will be kicked off actively;

#  Network channel no data reconnection: UDPS, when the set time expires, no client data is received, serial data will not be
sent to UDPC;

*  Network channel no data restart: all link channels in the set time, did not receive the network end data, then the device
restart;

*  Network channel no data restart: if the TCPC connection success data is received within the set time, the count is reset;

#  Serial port channel no data restart: in the set time, no serial port data received, DTU restart;

Restart the serial channel without data: If the COM1 + COM2 dual channels are set, one of the channels will not receive serial
data after the set time expires, and the DTU will restart.

10. System function

10.1. host name
Default host name USR-G809.
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USR-G809

Here you can configure the basic aspects of your device like its hostname o the timezone.

Status

Services System Properties

Network
VPN
Hostname  USR-G809
Developer
Firewall
Mode Switch

Normal start-up check
Serial Server
Enable the startup success  Disable v
check

User Management

Time Setting

Safety Management

Reboot Timer

Storage Management

10.2. Time setting

= | wersemest |
USR-G8
Current System Time ~ 2025-07-24 05:51:52 Thu Sync with browser
Status Time Zone  America/New York ~
Services
Manual setting time | 2025-07-24 05:51:48
Network (@ Settings
VPN
Sync BaseSGtation Time O
Developer
Firewall
Mode Switch Time Synchronization
Serial Server

Enable NTP Client

System NTP Server O

User Management Alternate NTP Server  pool.ntp.org

europe.pool.ntp.org

au.pool.ntp.org
Safety Management

BEEEB

us.pool.ntp.org

Reboot Timer

Storage Management

Fig. 223 NTP page
<Attention>

» Routers can perform network timing, and NTP client functions are enabled by default. There areNTP server address
settings.

10.3. Username Password Settings
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a
USR-G809
Router Password
Changes the administrator password for accessing the device
Status

Services Configuration

Network B
Password 2
VPN @ Password support: numbers, letters and symbols.no more than 16
SR Confirmation 2
Firewall
Mode Switch

Serial Server Apply

System

User Management

Time Setting

Safety Management
Reboot Timer

Storage Management

Fig. 224 Username Password Settings Page

<Attention>

=  Default password can be set, default password is admin, user name can not be set.This password is the management
password (web login password).

10.4. Safety management

Set the port number of the built-in webpage login, and enable and disable TELN ET and SSH functions.

-
USR-G809
Here you can configure the HTTP port number, effective immediately
Status

Services Web server

Network
Hetp Port 80
VPN @ do not set the port in use: 2601 10000 53 60820
Developer
Firewall

Mode Switch
Serial Server Dropbear offers $SH network shell access and an integrated SCP server

System Dropbear Instance

User Management Enable ]

Time Settin
J SSHPort 2222

Safety Management @ do not set the port in use: 2601 10000 53 60820

Reboot Timer

Storage Management

graph 225 safety management

10.5. Memory management
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USR-G809 Storage Setting

Storage Device  SD Card v
Status @ If no USB flash drive or SD card is inserted, select internal storage
Services Cache space 1024

@ 1~2048(Unit: MB)

Network
VPN Clear All Cache @ Clear cache
Developer Export All Cache | (@ Export cache
Firewall
Mode Switch

Serial Server Storage Status
L T e

DiElem USB Disk Storage No mount

User Management SD Card Storage No mount
Time Setting

Safety Management

Reboot Timer -
Storage Management

table 73 Storage management parameter table

name functional description default

storage device Select cache data storage space internal storage
Optional: Internal storage/USB flash drive/SD card

cache space Set the maximum cache space for network 1024
disconnection, unit: MB

Clear all caches Click to clear all caches in the currently selected not have
storage device

Export all caches Click to export all caches in the currently selected not have
storage device as compressed packages

<Attention>

# Unplug USB,SD card after the need to restart the router effective.
10.6. configuration snapshot

The router can save the current configuration in the router as a snapshot. To use the configuration later, click Use Restore
Configuration here.

a

Developer

Firewall Profiles Snapshot

Mode Switch Click "Generate Snapshot' to save the current configuration. The system supports storing multiple snapshots, enabling rapid switching between different

configuration profiles.
Serial Server

System Profiles Name Create Time

User Management
Time Setting 123 2025-07-24-05:54:02 & Use | ] Delete
Safety Management
Reboot Timer Create Profiles Snapshot:

Storage Management Name
Tools

Profiles Snapshot

Syslog

Reboot

£ Generate Snapshot

Logout
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Fig. 227 configuration snapshot

<Attention>

# Snapshots will only be deleted when factory restoration, firmware upgrade without parameters, and manual click delete.
Import configuration and parameter upgrade will not be deleted.

» The router supports 4snapshots.

10.7. Parameter backup and upload

Backup / Flash Firmware

Firewall

Mode Switch

Serial Server Backup / Restore

_ Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” .
v System

[ Download backup: | [@ Generate archive
System

User Management Reset to defaults: @ Perform

Time Setting Config set to defaults: @ Setting Defaults

Safety Management
Delete defaults config: @ Delete Defaults

Reboot Timer

Storage Management To restore configuration files, you can upload a previously generated backup archive here.

Tools Restore backup: @ Browse = [@ Upload archive...

Profiles Snapshot

Syslog
Reboot Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.
Logout Keep settings: (]

Image: G Bro D Flach image.

Fig. 228 Parameter Backup Upload Page
Parameter upload: parameter file (xxx. tar. gz) to the router, then the parameter file will be saved and take effect.
Note: Firmware recovery configuration is limited to the same version of firmware.Because different version parameters will
cause problems, it is recommended that users restore the configuration in the same version.
Parameter backup: Click the Download Backupbuttonto backup the current parameter file as a compressed package file, such
asbackup-USR-G809s-2019-09-16.tar.gz,and save it locally.

10.8. Factory data reset
The factory settings can be restored through the web page.
» The USR-G809 router can be restored to factory parameters by pressing and releasing the Reload key (factory reset
key)for 5~15 seconds
* Do not power off the equipment during the recovery process, which lasts about 3 minutes;

»  Factory settings can be restored through the web page, with the same functions, as follows.
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Developer

Firewall Backup / Flash Firmware

Mode Switch

Seril Server Backup / Restore

Click *Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset” .
v System

Download backup: (3 Generate archive

System
User Management l Reset to defaults: @ Perform |
Time Setting Config set to defaults: Setting Defaults

Safety Management
Delete defaults config: @ Delete Defaults
Reboot Timer

Storage Management To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Browse Upload archive...

Tools

Profiles Snapshot

Syslog

Backup/Upgrade Flash new firmware image

Reboot Upload a proper image here to replace the running firmware. Check "Keep settings" to retain the current configuration.
Logout Keep settings: (m]

lomage: B Bonee O Flach image

Fig. 229 Restore factory page

10. 9. Firmware upgrade

The USR-G809 module supports web-based firmware upgrades online.

Services -
Network
VPN
Developer
Firewall Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to lts initial state, click "Perform reset"
Download backup: (@ Generate archive
Mode Switch
Serial Server Reset to defaults: @ Perform
Config set to defaults:  [@ Setting Defaults
System

Delete defaults config: @ Delete Defaults
User Management

Time Setting To restore configuration files, you can upload a previously generated backup archive here.

Safety Management Restore backup: Browse | [@ Upload archive...

Reboot Timer

Storage Management

Tools Flash new firmware image

Profiles Snapshot Upload a proper image here to replace the running firmware. Check "Keep settings to retain the current configuration,

Syslog Keep settings: [

[ e 1 W browse || B Fosh mage.. ]
Reboot
Logout

<Description>

*  The firmware upgrade process will take5 minutes. Please try to log in again after 5 minutes.

#  You can choose whether to keep the configuration. By default, parameter upgrades are not kept (it is recommended
not to keep parameter upgrades when upgrading different versions);

#  Please do not turn off the power or unplug the network cable during the firmware upgrade process, otherwise the
device may crash.

10.10. Set built-in web pages to neutral

1. Export configuration
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Services -
Netork Backup / Flash Firmware
VPN

Developer Backup / Restore

0 Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Parform reset”
Firewal

l Download backup: | (@ Generate archive [
Mode Switch
Serial Server Reset to defaults: @ Perform
contg st drsus: | eting pofaus
System

Delete defaults config: @ Delete Defaults
User Management

Time Setting To restore configuration files, you can upload a previously generated backup archive here.

Safety Management Restore backup: @ Browse | [@ Upload archive...

Reboot Timer

Storage Management

Tools Flash new firmware image

profiles Snapshot Upload a proper image here to replace the running firmware. Check "Keep settings" to retain the current configuration,

Keep settings: [m}
syslog P =eEEng

Backup/Upgrade Image: @ Browse | [@ Flash image...

Reboot

Logout

Fig. 232 export configuration

2. Unpack the configuration file and modify the configuration
The requested URL/erc/config/was not found on this server.
@ Set the neutral flag bit to 1

@ Customize the host name, the case is: 4G Router

Fig. 233 modify neutral flag bit

Find the/erc/config/wireless file and open it, and modify the names of 2.4G2 + 5.8G 255ID names. The case is modified as
follows: 4G Router-MAC rear four bits-2G/5G as an example.
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Fig. 234 modified SSID
3. Compress the modified file, note that the compression is: tar.gz suffix file.

: HE S
N T T T T —

b Kl
BE TAR+GDF, WIERCh S0 KE, D iR TYe
Fig. 235 compressed configuration file
4. import configuration
Services -~
o
VPN

Developer Backup / Restore

: Cliek *Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click *Perform reset”
Firewall
Download backup:  [@ Generate archive
Mode Switch

Serial Server Reset to defaults: | @ Perform

System
Delete defaults config: @ Delete Defaults

User Management

Time Setting To restore configuration files, you can upload a previously generated backup archive here.

Safety Management Restore backup: Browse | @ Upload archive...

Reboot Timer

Storage Management

Tools Flash new firmware image

Profiles Snapshot Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.

Keep settings: (5]

Image: Browse Flash image...

Syslog

Reboot

Logeut
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map 236 import configuration
5. Click Upload Backup, wait formore than 5 minutes, and log in to the router again.
<Note>
# Allinterfaces of this document are screenshots after neutral settings;
» Ifthe login interface is still not neutral after being set to neutral, please try to login after clearing all browser caches.

10.11. Restart

Services -
Network
VPN Reboots the operating system of your device
Developer

+ Reboot
il e
Mode Switch

& Perform reboot

Serial Server

System

User Management
Time Setting

Safety Management
Reboot Timer
Storage Management
Tools

Profiles Snapshot
Syslog
Backup/Upgrade

Togout

Fig. 237 Restart page

Click the button to restart the router. The restart time is consistent with the power-on startup time of the router, which is
about 5 minutes after the complete startup.

10.12. Timed restart

To ensure the stability of the router operation, it is recommended to enable the scheduled restart function.This function
allows users to manage the router regularly.

-
USR-G809
Reboot Scheduler
Reboots the operating system
Status
Services Parameter Configuration

Network

Enable (]
VPN
Periodic Reboot  Weekly v
Developer
Firewall WeekDays  Sunday -
Mode Switehy Random Time  Enable -
e @ Randomly generate the restart time (hours a i
[ sen | ot rg(stat) 400 v
System
Random Range(End)  5:00 v
User Management
Reboot Time  None
Time Setting

Safety Management

Reboot Timer
oo L s

Storage Management

Tools
Profiles Snapshot

syslog

Fig. 238 Timer Restart Settings Page
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<Description>

# By default, the timer restart function is turned off;

# According to the actual application, you can set up a regular restart plan that meets the conditions, such as restarting on
a fixed number of days per month or a fixed number of weeks per week;

»  For example:if Monday is selected in the "week", thescheduled restart task will be executed randomly at 4 - 5 o 'clock
every Monday by default.

10.13. Instrument

10.13.1. Network diagnostic function

a
USR-G809
Network Tools
- e
SRS Network Utilities

Network

ven ing @ nsockup

Developer
Firewall
Mode Switch
Serial Server
System
User Management
Time Setting

Safety Management

Reboot Timer

Storage Management

Tools

Profiles Snapshot

Syslog v

Fig. 239 Network diagnostic interface

Router online diagnostic features, including Ping tools, routing resolution tools, DNS lookup tools.

» Pingisa Ping tool that can ping a specific address directly on the router side;

#  Trace route is a routing analysis tool that can obtain the routing path through which an address is accessed;
*  Nslookup is a DNS viewer that resolves domain names to IP addresses.

10.13.2. TCPUDMP Traffic Monitoring

It can be accessed via the web interface.

capture limit Capture duration or number of packets 0s

filtration Fill in the filter conditions of the Tcpdump empty
command, for example:port 80

=  Captured packets are purged after the router restarts.

10.14. log

Log is divided into remote log and local log, located in the system-system function menu.
Remote Log

# Remotelog server:IP of remote UDP server,remote log is not enabled when IP is 0.0.0.0
* Remotelog server port: Remote UDP server port.
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-
USR-G809

Here you can view system logs, including application, kernel, and VPN logs.Remote logs based on UDP protocol can also be configured.
Status
Services
Network

Local log || | Remotelog
VPN

Remote Service 1P 0.0.0.0
Developer
@ Using udp protocol, keep empty or ‘0.00.0'to disable
Firewall
_ Remote Service Port 555

Mode Switch @ Keep empty to disable
Serial Server

pply

User Management
Time Setting
Safety Management

Reboot Timer

Storage Management
Tools
Profiles Snapshot

Syslog 2

Fig. 241 Remote log page
local log

#  Kernellog levels: debug, information, caution, warning, error, critical,alarm, emergency, a total of8 levels; in order, debug is
the lowest, emergency is the highest;

# Application log level:same as above;

=  Log (kernel, application, VPN) support instant view, empty, support log file export.
N tog  Kemel v

USR-G809
daemon.err odhcpd[4584]: Failed to add proxy neighbour entry 240e:844:43:6e13: ch4:ac2:b782:2d03 on wanécell
kern.info kemel: [58668.115837] usb 1-1.2: new high-speed USB device number 13 using xhci-hcd a
kern.info kernel: [58668.262451] option 1-1.2:1.0: GSM modem (1-port) converter detected
Sratie kern.info kernel: [58668.263030] usb 1-1.2: GSM modem (1-port) converter now attached to ttyUSBO
kern.info kernel: [58668.260412] option 1-1.2:1.1: GSM modem (1-port) converter detected
5 kern.info kemel: [58668.276150] usb 1-1.2: GSM modem (1-port) converter now attached to ttyUSB1
Services kern.info kernel: [58668.283134] option 1-1.2:1.2: GSM modem (1-port) converter detected
kern.info kernel: [58668.288981] usb 1-1.2: GSM modem (1-port) converter now attached to ttyUSB2
Network kern.info kernel: [58668.300924] option 1-1.2:1.3: GSM modem (1-part) converter detected
kern.info kernel: [58668.301763] usb 1-1.2: GSM modem (1-port) converter now attached to ttyUSB3
VPN kern.info kernel: [58668.326370] qmi_wwan_q 1-1.2:1.4: cdc-wdmO0: USB WDM device
kern.info kemel: [58668.327633] qmi_wwan_q 1-1.2:1.4: Quectel EC20-CE-HDLG work on RawIP mode
Developer kern.info kernel: [58668.331075] qmi_wwan_q 1-1.2:1.4: rx_urb_size = 1520
kern.info kernel: [58668.342922] qmi_wwan_q 1-1.2:1.4 eth2: register ‘qmi_wwan_q' at usb-xhci-hcd.0.auto-1.2, WWAN/QMI device,
Firewall daemon.info dnsmasq[16258]: reading /tmp/resolv.conf.auto
daemon.info dnsmasq[19258]: using local addresses only for domain lan
Mode Switch

) daemon.info dnsmasq[19258]: using nameserver 114.114.114.114#53
daemon.info dnsmasq[19258]: using nameserver

daemon.notice netifd: Interface ‘wancell' is enabled
daemon.notice netifd: Interface ‘wan6eell' is enabled
daemon.n

853

Serial Server

System

: Interface 'wancell is setting up now
nterface 'wan6cell' has link connectivity

nterface 'wanecell'is setting up now

: Interface 'wanecell' is now up

nterface 'wancell' is now down -
nterface 'wancell is setting up now

nterface 'wan6cell' is now down P

User Management

Time Setting

Safety Management

Log File:

G D load |
Reboot Timer ownload log

Storage Management
Tools
Apply

Profiles Snapshot

Syslog v

map 242 Application log page

11. AT command set

AT instruction set of router is applicable to SMS, DM platform, network and serial port.
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11.7. AT instruction list

table 75 AT command summary
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1 AT Test AT command available

2 AT+REBOOT restart the device

3 AT+CLEAR restore the factory

4 AT+VER Query firmware version

5 AT+MAC Query LAN MAC

6 AT+APN1 Query/Set SIM1 APN Parameters
7 AT+APN2 Query/Set SIM2 APN Parameters
8 AT+SN Query SN

9 AT+CSQ Query current signal strength
10 AT+CPIN Inquiry sim card status

11 AT+IMEI Query IMEI

12 AT+ICCID Query current SIM card ICCID

13 AT+CNUM Query CUNM

14 AT+MCCMNC Query CIMI

15 AT+SYSINFO Query network operators and standards
16 AT+CELLULAR Query network format

17 AT+NETMODE Query resident network mode
18 AT+WEBU Searchwebusername password
19 AT+PLANG ql

20 AT+UPTIME Query device runtime

21 AT+WANINFO Inquiry Wan Information

22 AT+DIALINFO Query cellular information

23 AT+LANINFO Query LAN information

24 AT+WANN query wan configuration

25 AT+LANN Query/Set LAN Configuration

26 AT+LAN Query lan configuration

27 AT+PING Ping detection

28 AT+NETSTATUS Get Default Routing Interface
29 AT+CMDPW Query/set DTU transparent AT password
30 AT+DUALSIM Query current SIM card priority
31 AT+OPVNON Settings Open OPENVPN

32 AT+OPVNOFF Set to turn off OPENVPN

33 AT+WIREGUARD Set Wireguard VPN On/Off

34 AT+IPSEC Set IPSEC VPN

35 AT+GRE Set GRE VPN

36 AT+PPTP Set PPTP VPN
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37 AT+L2TP Set L2TP VPN

38 AT+VXLANON Settings Open VXLAN VPN

39 AT+VXLANOFF Set VXLAN VPN OFF

40 AT+TRAFFIC cellular traffic statistics

41 AT+WIREDTRAFFIC Cable traffic statistics

42 AT+CLOUDPRIVATE Query/Set DM Private Cloud Address

43 AT+AUTOREBOOT Query/set automatic restart time

44 AT+WAP Query 2.4G AP1 information

45 AT+WAP5G 5.8G AP1 information query

46 AT+LANMAC Query LAN MAC

47 AT+WANMAC Query WAN MAC

48 AT+WIFIMAC Query 2.4G WIFI MAC

49 AT+WIFISMAC Query 5.8G WIFI MAC

50 AT+Z Restart DTU

51 AT+UART Query/Set UART Configuration

52 AT+UARTFT Set serial port packing time

53 AT+UARTFL Set serial port package length

54 AT+GZ Restart location services

55 AT+GNSSFUNEN Query/Set Location Report Enable

56 AT+GNSSMOD Query/Set Location Reporting Mode

57 AT+SOCKGLK Query location and report connection
status

58 AT+GWKMOD Query or set the location report type. Only
independent servers can be reported.

59 AT+GHEARTEN Query/set heartbeat type or disable
heartbeat

60 AT+GHEARTTM Query/Set Heartbeat Frequency

61 AT+GHEARTCON Query/Set Heartbeat Packet Data Content

62 AT+GPQOSTP Query/Set Location Package Type

63 AT+GREGEN Query/set heartbeat type or disable
registry package

64 AT+GREGTP Query/set heartbeat type or disable
registry package

65 AT+GREGDT Query/Set Registration Package Contents

66 AT+GPOSUPTM Query/set positioning data reporting
frequency

67 AT+GREGSND Query/Set Registration Package Send Mode

68 AT+GPGGA Querythe original dataof gga format
positioning data

69 AT+GPRMC Query the original data of rmc format
positioning data

70 AT+CELLOCATION Query base station location

71 AT+SENDSMS send text message

72 AT+DATAUSED Inquiry sim card traffic usage

73 AT+CELLPING Query/Set Cellular ping Enable/Disable

74 AT+SWICHWAN Switch optical WAN and electrical WAN

75 AT+SWICHSIM Cut and lock SIM card
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76 AT+GNSSINFO Query current location information

11.1.7. AT command set

11.1.1.1. AT

function Test AT command

inquire AT
OK

set not have

parameter Return: OK

explain The command takes effect immediately, and returning OK
means that the AT command is OK.

11.1.1.2. AT+REBOOT

function restart the device

inquire not have

set AT+REBOOT
OK

parameter not have

explain The command is executed correctly, OK is replied and the
device restarts

11.71.71.3. AT+CLEAR

function factory data reset

inquire not have

set AT+CLEAR
OK

parameter not have

explain This command is executed correctly to restore the factory
restart equipment.

11.1.1.4. AT+VER
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function Query device software version number

inquire AT+VER
+VER:<ver>

set not have

parameter ver: Current software version number

explain This command executes correctly and returns the current
software version number.

11.1.1.5. AT+MAC

function Query WAN port MAC

inquire AT+MAC
+MAC:<mac>

set not have

parameter mac:WAN port MAC

explain

11.1.1.6. AT+APN1

function

Query or set APN information of SIM1 card

inquire

AT+APN1

+APN:<apn_name>,<user>,<pw>,<type>

set

AT+APN1=<apn_name>,<user>,<pw>,<type>
OK

parameter

apn_name:apn address, can be empty [0-
62]field,supportcharacterrange

[a-zA-Z0-9- #@)]
user: username, can be empty [0-62] bytes, ASCII
characters within [33-126] pw: password, can be

empty [0-62] bytes, ASCII characters within [33-126]
type: Authentication method, none/pap/chap

explain

This command is executed correctly, and the configuration
takes effect after the device is restarted.

11.1.1.7. AT+APN2
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function Query or set APN information of SIM2 card

inquire AT+APN2
+APN:<apn_name>,<user>,<pw>,<type>

set AT+APN2=<apn_names,<user>,<pw>,<type>
(0] ¢
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parameter

apn_name:apn address, can be empty [0-
62]field,supportcharacterrange

[a-zA-Z0-9- #@)]
user: username, can be empty [0-62] bytes, ASCI|
characters within [33-126] pw: password, can be

empty [0-62] bytes, ASCII characters within [33-126]
type: authentication mode, none/pap/chap

explain

This command is executed correctly, and the configuration
takes effect after the device is restarted.

11.1.1.8. AT+SN

function Query device SN information
inquire AT+SN
+SN:<sn>
set not have
parameter sn:20 bit sn code
explain

11.1.1.9. AT+CSQ

function Query device cellular signal strength
inquire AT+CSQ
+CSQ:<csqg>
set not have
parameter csq: cellular signal value
explain
11.1.1.10.  AT+CPIN
fname  [amen
function Query the current SIM card status of the
inquire AT+CPIN
+CPIN:<cpin>
set not have
parameter cpin:SIM card status value
explain
11.1.1.17.  AT+IMEI
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function Query Equipment IMEI
inquire AT+IMEI
+IMEl:<imei>
set not have
parameter imei: Equipment IMEI number
explain
AT+ICCID

function Query current SIM card ICCID
inquire AT+ICCID
+ICCID:<iccid>
set not have
parameter ICCID:SIM card ICCID number
explain
AT+CNUM

function Query the current SIM card CNUM i.e. telephone number

inquire AT+CNUM
+CNUM:<cnum>

set not have

parameter cnum:SIM card cnum number, SIM card without number only
returns+CNUM:

explain

AT+MCCMNC

function Query current SIM card CIMI
inquire AT+MCCMNC
+MCCMNC:<cimi>
set not have
parameter cimi:SIM card cimi number
explain
AT+SYSINFO
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function Query SYSINFO information

inquire AT+SYSINFO
+SYSINFO:<ops_operate>,<ops_net_type>

set not have

parameter ops_operate: operator information
ops_net_type: network mode

explain

AT+CELLULAR

function Query resident network mode (personal cloud only)
inquire AT+CELLULAR
+CELLULAR:<0ps_net_type>
set not have
parameter ops_net_type: network mode
explain
AT+NETMODE

function Query resident network mode
inquire AT+NETMODE
+NETMODE:<type>
set not have
parameter type: cellular network standard
explain
AT+WEBU

function LoginUser name Password

inquire AT+WEBU
+WEBU:<user>,<pw>

set not have

parameter User:Web login User name
pw:web login password

explain
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function Query web landing language

inquire AT+PLANG
+PLANG:<plang>

set AT+PLANG=<plang>
OK

parameter plang:zh_cn/en/auto
zn_cn: Chinese
en: English
auto: It is determined according to the current language of
the browser. If the browser bit is Chinese, it will be Chinese.
In other cases,it will be English.

explain

AT+UPTIME

function Query system runtime
inquire AT+UPTIME
+UPTIME:<time>
set not have
parameter time
explain
AT+WANINFO

function Query WAN network card information

inquire AT+WANINFO
+WANINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_
bytes>|<tx_bytes>

set not have

parameter mac: wan mac

ip:wan IP card

mask:wansubnet
maskrx_packets:
number of packets
received
tr_packets: number
of packetssent
rx_bytes: received

traffic
tx_bytes: send traffic
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11.1.1.22. AT+DIALINFO

function Query cellular network card information

inquire AT+DIALINFO

+DIALINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_b
ytes>|<tx_bytes>

set not have

parameter mac: cellular

network cardmacip:
cellular network

cardIP

mask: subnet mask of
cellular network
cardrx_packets: number

of packets received
tr_packets: Number of packets sent

rx_bytes: receive traffic
tx_bytes: send traffic

explain

11.1.1.23.  AT+LANINFO

function Query LAN card information

inquire AT+LANINFO

+LANINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_b
ytes>|<tx_bytes>

set not have
parameter mac:LANcardmaci
p:LANcardIP

mask:LANcard subnet
maskrx_packets:
Number of packets
received

tr_packets: number
of packetssent
rx_bytes: received

traffic
tx_bytes: send traffic

Note:
If VLAN is configured, this command returns LAN information

explain

11.1.1.24. AT+WANN
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function Query WAN Port Configuration
inquire AT+WANN
+WANN:<type>,<ip>,<mask>,<gateway>
set not have
parameter type:WANport
protocol
typeip:WANIP

mask:WAN subnet mask
gateway:WAN gateway

explain

11.1.1.25.  AT+LANN

function Query LAN port configuration

inquire AT+LANN
+LANN:<ip>,<mask>

set not have

parameter ip:LAN IP

mask:LAN subnet mask
Note:

If VLAN is configured, this command returns LAN information

explain

11.1.1.26.  AT+LAN

function Query/Set LAN Port Configuration
inquire AT+LAN
+LAN:<ip>,<mask>
set AT+LAN=<ip>,<mask>
parameter ip:LAN IP Standard IP address format x.x  x:[0-255]

mask:LAN subnet mask x.x.x.x x:[0-255] conforms to subnet
mask standard format

Note:

If VLAN is configured, this command returns LAN information

explain

11.1.1.27.  AT+PING

function Execute ping command
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inquire not have
set AT+PING=<ip>
PING IP(IP): 56 data bytes
parameter ip:IP or domain name, cannot be null,
invalidpingparameter,e.g. -c1 invalid
Limitations [1-200)
Note:
Parameters can only be associated with IP or domain names
explain
AT+NETSTATUS

function Query default routing using NIC
inquire AT+NETSTATUS
+NETSTATUS:<net>
set not have
parameter net: Internet card status at this time
explain
AT+CMDPW

function Query/set DTU transparent AT password
inquire Send: AT+CMDPW
Return to: cmd>
set AT+CMDPW=<cmd>
parameter Return OK means successful setting
explain
AT+DUALSIM

function Query current SIM card priority
inquire Send: AT+DUALSIM

Return: SIM1/SIM2
set not have
parameter SIM card currently in use
explain
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11.1.1.31. AT+OPVNON
jname  [AmowNoN
function Open OpenVPN
inquire AT+OPVNON= index>
Return: OK
set
parameter Index:openvpn serial number, i.e.
thenumber of openvpnreturnOK means
successful setting
explain
11.1.1.32. AT+0OPVNOFF
jrame  [AmopwNorF
function Set OpenVPN Off
inquire not have
set Send: AT+OPVNOFF= index>
Return: OK
parameter Index: indicates the openvpn serial number,
i.e.the numberof openvpnreturnOK means
successful setting
explain
11.1.1.33. AT+WIREGUARD
jname | ATawResUARD
function Set Wireguard VPN On/Off
inquire not have
set Send: AT+WIREGUARD= enable>
Return: OK
parameter enable:ON/OFF
explain
11.1.1.34.  AT+IPSEC
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function Set IPSEC VPN

inquire not have

set Send: AT+IPSEC= enable>
Return: OK

parameter enable:ON/OFF

explain

11.1.1.35. AT+GRE

11.1.1.36.

11.1.1.37.
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function Set GRE VPN
inquire not have
set Send: AT+GRE= enable>
Return: OK
parameter enable:ON/OFF
explain
AT+PPTP

function Set PPTP VPN
inquire not have
set Send: AT+PPTP= enable>
Return: OK
parameter enable:ON/OFF
explain
AT+L2TP

function Set L2TP VPN

inquire not have

set Send: AT+L2TP=enable>
Return: OK

parameter enable:ON/OFF

explain
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function Settings Open VXLAN VPN

inquire not have

set AT+VXLANON= index>
Return: OK

parameter Index:vxlan serial number, i.e.
the number of vxlanreturnOK
means successful setting

explain

AT+VXLANOFF

function Set VXLAN VPN OFF

inquire not have

set Send: AT+VXLANOFF= index>
Return: OK

parameter Index: indicates the vxlan serial
number, i.e. the number of
vxlanreturnedOK means successful
setting

explain

AT+TRAFFIC

function Check cellular speed
inquire Send: AT+TRAFFIC
Return: +TRAFFIC: rx>, tx>, timespan>, time>
set not have
parameter rx: sample
download
flowtx: sample
report flow
timespan: sampling time
time: Current time
explain
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function Query WAN network card speed
inquire Send: AT+WIREDTRAFFIC
Return: +TRAFFIC: rx>, tx>, timespan>, time>
set not have
parameter rx: sample
download
flowtx: sample
report flow
timespan: sampling time
time: Current time
explain
AT+CLOUDPRIVATE

function Query/Set DM Private Cloud Address

inquire Send: AT+CLOUDPRIVATE
Return: +CLOUDPRIVATE: private_en>, host>, port>

set AT+CLOUDPRIVATE= private_en>, host>,
port>Return: OK

parameter private_en: Private Cloud Enabled 1/Disabled 0
host: private cloud IP address or domain name, query result
canbe blank
port: private cloud port, 0 if not set
Return OK means successful setting

explain

AT+AUTOREBOOT

function

Query/set automatic restart time

inquire

Send: AT+AUTOREBOOT

retum answer

+AUTOREBOQT:<reboot_en>,[type],[day],[random],[time1],[tim
e2]

set

AT+AUTOREBOOT=<reboot_en>,<type>,<day>,<random>,[time

1],[time]
returns an OK
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parameter reboot_en: Auto reboot enabled 1, disabled 0

type: Restart mode Weekly,monthly, dailyday, optional
parameter, whenthis parameter is available, the last 4
parameters are required; without this parameter, the last 4
parameters are not required random: random time, 1
enables random, 0 disables random; when random is
enabled, the last two parameters represent hours random
range, whenrandom is disabled, thelast two parameters
representhours and minutes

timel1: When random is enabled, it means random start
range; when random is disabled, it means random end
range; when random is disabled, it means
scorereturnsOK, which means setting is successful

explain

11.1.1.44.  AT+WAP

function Query 2.4G AP1 WiFi SSID and password
inquire Send: AT+WAP
Return: +WAP: ssid>, pwd>
set
parameter ssid: SSID of
pwd:2.4G1 WiFi password
explain

11.1.1.45.  AT+WAP5G

function 5.8G AP1 WiFi SSIDand password
inquire Send: AT+WAP5G
Return: +WAP: ssid>, pwd>
set
parameter ssid: SSID of
pwd:5.8G WiFi password
explain

11.1.1.46. AT+LANMAC

function inquire
inquire Send: AT+LANMAC
Return: +LANMAC: mac>
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set

parameter

mac:LAN port MAC address

explain

AT+WANMAC

function inquire
inquire Send: AT+WANMAC
Return: +WANMAC: mac>
set
parameter <mac>: WAN port MAC address
explain
AT+WIFIMAC

function Find 2.4G WiFi MAC address
inquire Send: AT+WIFIMAC
Return: +WIFIMAC: mac>
set not have
parameter <mac>: WIFI MAC address
explain
AT+WIFISMAC

function 5.8G WiFi MAC Address

inquire Send: AT+WIFISMAC
Return: +WIFISMAC: mac>

set not have

parameter <mac>: WIFI MAC address

explain

AT+Z
function Restart DTU
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inquire Send: AT+Z
Return: OK
set
parameter
explain
AT+UART

function Query/Set UART Configuration

inquire Send: AT+UART= uart_id>
Back to: +UART: uart_name>, baud>, bit>, stop>, parity>

set AT+UART=uart_id>, baud>, bit>, stop>, parity>
Return: OK

parameter uart_id: serial number, two serial ports in total,value0 or1
uart_name: serial port name
returned during querybaud: baud
rate, values are as follows:
1200/2400/4800/9600/19200/38400/57600/115200/230400
bit: Data bit value 7/8
stop: stop bit value 1/2
parity: parity bit, value NONE, ODD, EVEN

explain

AT+UARTFT

function Set serial port packing time
inquire AT+UARTFT= uart_id>
Return: +UARTFT: ft>
set AT+UARTFT= uart_id>, ft>
Return: OK means success, return others means failure
parameter uart_id: serial number,
values0 and1ft: packing
time
explain
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function Set serial port package length
inquire Send: AT+UARTFL
Return: +UARTFL: fl>
set Send: AT+UARTFL= uart_id>, fl>
Return: OK means success, return others means failure
parameter uart_id: serial number, values 0 and 1
fl: package length
explain
AT+GZ

function Restart location services
inquire Send: AT+GZ
Return: OK
set
parameter
explain
AT+GNSSFUNEN

function Query/Set Location Escalation Enable/Disable
inquire Send: AT+GNSSFUNEN
Return: +GNSSFUNEN: enable>
set Send: AT+GNSSFUNEN= enable>
Return: OK
parameter enable:0 means disable, 1 means enable
explain
AT+GNSSMOD

function Query or set positioning report mode
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inquire Send: AT+GNSSMOD
Return: +GNSSMOD: mode>
set AT+GNSSMOD=
mode>Return: OK
parameter mode: reporting mode, the value is NET, only NET is
explain
AT+SOCKGLK

function Query location and report connection status
inquire Send: AT+SOCKGLK
Return: +SOCKGLK: state>
set not have
parameter state:ON connected, OFF disconnected
explain
AT+GWKMOD

function Query or set the location report type. Only independent
servers can be reported.

inquire Send: AT+GWKMOD
Return: +GWKMOD: type>

set AT+GWKMOD=
type>Return: OK

parameter type: reporting type, only INDE is

explain

AT+GHEARTEN

function Query/set heartbeat type or disable heartbeat
inquire Send: AT+GHEARTEN
Return: +GREGTP: type>
set AT+GHEARTEN= type>
Return: OK
parameter type:
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ValuesUSER,ICCID, IMEI,MAC, SN,IMSI,NONE, whereNONEindicates
disabled heartbeat

explain

AT+GHEARTTM

function Query/Set Heartbeat Frequency
inquire Send: AT+GHEARTTM
Return: +GHEARTTM: time>
set Send: AT+GHEARTTM=time>
Return: OK
parameter time: heartbeat frequency in s seconds
explain
AT+GHEARTCON

function Query/Set Heartbeat Packet Data Content
inquire Send: AT+GHEARTCON
Return: +GHEARTCON: heart_data>
set AT+ HEARTCON = heart_data>
Return: OK
parameter heart_data: heartbeat packet data content
explain
AT+GPOSTP

function Query/Set Location Package Type
inquire Send: AT+GPOSTP
Return: +GPOSTP: pos_type>
set Send: AT+GPOSTP= pos_type>
Return: OK
parameter pos_type: positioning data type, value: RMC or GGA
explain Set the type of positioning data reported
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function Query/set heartbeat type or disable registry package
inquire Send: AT+GREGEN
Return: +GREGEN: type>
set AT+GREGEN=type>
Return: OK
parameter type:
ValuesUSER,ICCID, IMEI,MAC, SN,IMSI,NONE,
whereNONErepresents a disabled registration package
explain
AT+GREGTP

function Query/set heartbeat type or disable registry package
inquire Send: AT+GREGTP
Return: +GREGTP: type>
set AT+GREGTP= type>
Return: OK
parameter type:
ValuesUSER,ICCID, IMEI,MAC, SN,IMSI,NONE,
whereNONErepresents a disabled registration package
explain
AT+GREGDT

function Query/Set Registration Package Contents
inquire Send: AT+GREGDT
Return: +GREGDT: reg_data>
set Send: AT+GREGDT=reg_data>
Return: OK
parameter
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function Query/set positioning data reporting frequency
inquire Send: AT+GPOSUPTM
Return: +GPOSUPTM: interval>
set Send: AT+GPOSUPTM= interval>
Return: OK
parameter interval: positioning data reporting frequency, unit s seconds
explain
AT+GREGSND

function Query/Set Registration Package Send Mode

inquire Send: AT+GREGSND
Return: +GREGSND: send_type>

set AT+GREGSND= send_type>
Return: OK

parameter send_type: sending method, valueLINK connection
successfully sent once orDATA registrationpacket added to
the front of each report data

explain

AT+GPGGA

function Querythe original dataof gga
inquire Send: AT+GPGGA
Return: +GPGGA: gga>
set not have
parameter gga: raw data of gga format positioning data
explain
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function Query the original data of rmc format positioning data
inquire Send: AT+GPRMC
Return: +GPRMC: rmc>
set not have
parameter rmc: raw data of positioning data in rmc format
explain
AT+CELLOCATION

function Query base station location
inquire Send: AT+CELLOCATION

Return: +CELLOCATION: lac>, ci>
set not have
parameter lac: Location area code

ci: cell number
explain You need to stay online to get it.

AT+SENDSMS

function send text message

inquire not have

set Send: USRPD AT+SENDSMS= phone_num>,<sms>
Return: OK

parameter phone_num: the other party's phone number
SMS: Text message content

explain

AT+DATAUSED

function

Inquiry sim card traffic usage

inquire

Send: AT+DATAUSED



11.1.1.69
11.1.1.70
11.1.1.71
11.1.1.72

11.1.1.73.

11.1.1.74.

11.1.1.75.

PUSR’

WWW.pusr.com

USR-G809 Manual

Return: +DATAUSED: kb>
set not have
parameter kb: SIM card usage traffic
explain

AT+CELLPING

function Query/Set Cellular ping Enable/Disable
inquire Send: AT+CELLPING

Return: +CELLPING: enable>
set Send: AT + CELLPING = enable><

Return: OK
parameter enable: OFF/0 disabled, ON/1 enabled
explain

AT+SWICHWAN

function Switch optical WAN and electrical WAN
inquire Send: AT+SWICHWAN
Return: +SWICHWAN: wan_index>
set AT+SWICHWAN= wan_index>
Return: OK
parameter wan_index: 1 electrical WAN, 2 optical WAN
explain
AT+SWICHSIM

function Cut and lock SIM card
inquire not have
set AT+SWICHSIM= sim_index>
Return: OK
parameter sim_index: sim card serial number, value Tor2
explain
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11.1.1.76.  AT+GNSSINFO

function Query current location information
inquire Send: AT+GNSSINFO
Return: +GNSSINFO: enable>, gplon>, lon>, gplat>,lat>
set
parameter enable: whether positioning is valid, valid A, invalid V
gplon: longitude direction, E east longitude, W west longitude
lon: longitude
gplat: latitude direction, N north, S south
lat: latitude
explain

12. Disclaimer

This document does not grant any intellectual property rights, either explicitly or implicitly, nor does it prohibit the granting of
such rights. Apart from the liability stated in the terms and conditions for the sale of its products, our company assumes no other
responsibilities. Furthermore, we do not make any explicit or implicit warranties regarding the sale and/or use of this product,
including its suitability for specific purposes, marketability, or liability for any infringement of patents, copyrights, or other
intellectual property rights. Our company reserves the right to modify the product specifications and descriptions at any time
without prior notice.
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