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1. Introduction

1.1. Overview

WH-LTE-7S1-E is a LTE CAT 1 communication module, which supports LTE and GSM, supports TCP/UDP
transparent transmission, SMS transmission and configuration, and also supports HTTP protocol. At the same
time, it supports AT command mode to realize full command operation,meets the needs of different
application scenarios.

WH-LTE-7S1-E covers the mainstream frequency bands of European operators. This model is fully PIN
compatible with CAT 4 7S5 series and using a double inline package design, convenient for customers to
switch and install.

1.2. Features

SocketA/B/C/D TCP Client/lUDP CLient

Registration Heartbeat
package package

Transparent mode

Serial
packaging

o CAT-1
network

Caode conversion SMS sending and receiving

HTTP packaging/

. HTTP POST/GET
parsing

HTTPD Client mode

Network AT command
Parameters reading/ i
fe=——==  Serial AT command Se===2
storage \

SMS AT command S

Configuration options

Equipped with CAT-1 network, 10Mbps download rate, 5SMbps upload rate, meeting 80% of the data
transmission application scenarios

Low latency in milliseconds

Multiple modes, supports LTE CAT 1 and GPRS

Wide coverage, high stability based on existing 4G network

Supports TCP/UDP, HTTPD and SMS transparent transmission

Each socket supports buffering 20 packets of serial port data, each packet is up to 4K

Supports parameter configuration via network, serial and SMS AT command

Supports base station geolocation and NTP function

Support 5~16V wide voltage or 3.4~4.2V supply

Jinan USR IOT Technology Limited www.pusr.com
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® Double inline package design
® Support FTP upgrade.

2. Get Started

2.1. Specification

Parameters

Description

Basic Parameters

WH-LTE-7S1-E

Supports B1/B3/B7/B8/B20/B28

Encapsulation

DIP 23pin

Power 3.4V~4.2V / 5~16V (Not coexisting)
Indicators WORK, NET, LINKA, LINKB, DATA
SIM/USIM 3V/1.8V SIM slot, 2FF

USB interface

USB 2.0 High speed

UART interface

AT commands and data transmission, TTL-3.0V

RF

IPEX

Environmental

Dimensions(mm)

44.4mmx41.8mmx12.5mm

Weight(g) 15g
Operating temperature -30°C~ +75°C
Temperature Expansion temperature -40°C~ +85°C
Storage temperature -40°C~ +90°C
Humidity Operating humidity 5%~95% (non-condensing)

Transmission

LTE FDD Rel.13

10MbpsDL/5Mbps UL

speed GPRS 85.6KbpsDL/85.6Kbps UL(multi-slot class 12)

i LTE FDD B1/B3/B7/B8/B20
GSM 900/1800MHz
FDD:B1/3/7/8/20/28 23dBm+2dB

TX Power GSM:900MHz 33dBm+2dB
GSM:1800MHz 30dBm+2dB
GSM:900MHz -109.5dBm
GSM:1800MHz -108dBm
Rx Sensitivity FDD:B1/3/20 -98dBm

FDD:B7 -97.5dBm
FDD:B8/B28 -98.5dBm

Software

Operating mode

TCP/UDP/HTTPD/SMS transparent transmission

Configuration command

AT+command

Network protocol

TCP/UDP/DNS/FTP/HTTP

Socket number

4
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User configuration Serial/Network/SMS AT command
Socket distribution protocol | Support
FOTA self upgrade Support
Security Support
Features
Base station geolocation Support
FTP upgrade Support
NTP Support

2.2. Hardware

2.2.1.Dimensions

Hines @EH 0200

F

4,45
G

2.2.2.Indicator

There are five indicators on WH-LTE-7S1-E, WORK, NET, LINKA, LINKB and DATA .

Indicator Function Status

WORK Working status indicator Flashes when the module is
working normally.

Flashes when connecting to
NET Network status indicator network. 4G flashes 4 times, 2G
flashes 2 times.

LINKA Socket A connection status indicator Output  high  level  when
connection is established.
LINKB Socket B connection status indicator Output  high  level  when
connection is established.
DATA Data transmission indicator Output high level when data is
5
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| |

sent from serial port or network.

Note: All the indicator lights are on at a high level, the module comes with three indicators.

2.2.3.Connecting Hardware

For detailed pin definition and hardware design instructions, please refer to the hardware manual:
https://www.pusr.com/products/LTE-Cat-1-module.html
In this manual, | test with our evaluation board WH-7SX-EVK.

3. Utility Configuration

3.1. Download the Utility

Please download the utility in this link:

https://www.pusr.com/products/LTE-Cat-1-module.html

3.2. Starting the Configuration Utility

WH-LTE-7S1-E utility is shown as following:

W USR-CAT1 V1.0.6

File Language

[PC Serial Parameters] : Serial Port] COM21 | BaudRate| 115200 ~| parity/Data/stopNONI ~ |8 ~[1  + ucbsel 1

Choose Work Mode

Operation and Hints

® Transparent Mode 2 () HTTPD Client Mode (C) SMS Mode
TCP/UDP TCP/UDP l Serial
PC NetWork M2M device Serial device
Transparent Mode Parameters
[ Enable Socket
Ana e Socket 3 P&Port [test.usr.cn | 2317 ]

[ Backup
Socket A

[] Enable Socket
B

[, Query all parameters

Enter Serial AT command mode

Building Time Query IMET

Query RS51 Save parameters

ﬁ Set and save all parameters

| Exit Serial AT command mode
5

Query phone number Query version

1eset to factory setting Restart

Timastamp RX:2546

Reset Count)

Modem Parameters

Serial Port Serial BaudRate

Flow Control

4 Parity/Data/Stop | NONE | [s v [1 v

Packaging Interval(ms) ickaging Length(Bytes) 1024

Enable Echo
Serial AT command

More

Serial data cache
Metwork AT

1 security
[1 NTP function

Command Preﬁx|usr.cn# ‘

Reboot Message [WH-GMS ‘

AP [CMNET, .0 \

auto automatic restart time(s)|18l]l] ‘

™

>[Tx->][15:31:17][asc]
AT+SMSFLT?

>[Rx<-][15:31:17][asc]
AT +SMSFLT?

+SMSFLT:ON

OK

Operation complete

~

L_Send via Seral Bort - 1X:0

Q, Send -

Jinan USR IOT Technology Limited
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Description:

1. In PC serial parameter setting area, it is necessary to set the serial parameters consistent with the serial
module, otherwise they cannot communicate with each other.

Working mode selection area, select the work mode of the module.

In the parameter setting area of characteristic functions, set parameters related to module's featured
functions.

Modem parameter area, setup some basic global parameters.

Common command button, click to send the self-input command.

Data receiving and display area, displaying the data sent and received.

Data sending area, input the data and click Send.

w

N o v oA
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4. Serial Port
4.1. Basic Parameters
W USR-CAT1 V1.06 — [m] b4

File Language

[PC Serial Parameters] : Serial Port [§S[LEYME | Baudrate| 115200 | Parity/Data/Stop) NONI ~ & Open |

Choose Work Mode Operation and Hints
Transparent Mode HTTPD Client Mode SMS Mode
@ g O © [ 4 Query all parameters E Set and save all parameters
TCP/UDP TCP/UDP Serial
Enter Serial AT command mode Exit Serial AT command mode
PC NetWork M2M device Serial device Building Time Query IMEL Query phone number Query version
drausparsnt Mode Batametats Query RSSI Save parameters Reset to factory setting Restart
~
Enable Socket Ty
A IP&Port [test.usr.cn | 2317 ] e o
Link Type |TCP v| |Per5L£ v‘
Reset Count
Tie o Transtor L) .
General operation process:
| gﬁiﬁ:EA 1. Connect the module to PC serial port, power the module
2. Choose serial port NO. Then Click "Open”
[] Enable Socket St 4
B 3. Click "Query all parameters
4. Choose work mode and configure related parameters
5. Click "Set current parameters”
[] Backup
Socket B
[] Enable Socket
C
W
Modem Parameters
FS T e b e L e s e e P s L e b e e
Serfal Port Serml BaudRate | 115200 ~ Flow Control |NONE  ~
Parity/Data/Stop  [NONE ~| [ <] [ v
Packaging Interval(ms) ickaging Length(Bytes) (1024
More Send via Serial Port ~ 0 @, send ~

Serial parameters of WH-LTE-7S1-E must be consistent with the parameters of the serial device. Serial port
parameters include basic parameters and framing parameters.

Item Parameter

Baud rate 1200~921600bps
Data bit 8
Stop bit 1,2

NONE
Check bit EVEN

ODD

8
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4.2. Frame Forming Mechanism

4.2.1.Time Trigger

When 7S1-E receives data from the UART, it continuously checks the interval of two adjacent bytes. If the
interval time is greater or equal to a certain "time threshold", then a frame is considered finished, otherwise
the data is received until greater or equal to the packet length byte set. This frame is sent to the network as a
TCP or UDP packet. The "time threshold" here is the time between packages. The range of settable is
10ms~500ms. Factory default: 50ms.

This parameter can be set by AT command, AT+UARTFT=<time>.

T1 T2
T2-T1=T .
> Time
The last byte of The first byte of
the NTH packet the N+1 packet

Note: T is the packing interval time.

4.2.2.1 ength trigger

When 7S1-E receives data from the UART, it constantly checks the number of bytes received. If the number of
bytes received is equal to a certain "length threshold", a frame is considered to have ended, otherwise the
packaging time is waiting for the end. This frame is sent to the network as a TCP or UDP packet. The "length
threshold" here is the package length. The settable range is 5~4096. Factory defaults to 1024.

This parameter can be set by AT command, AT+UARTFL=<length>.

The NTH byte received The MTH byte received
M-N=L .
Time
The first byte of the packet The last byte of the packet

Note: L is the packaging length.

Jinan USR IOT Technology Limited www.pusr.com
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5. Selecting an Operating Mode

WH-LTE-7S1-E has three operating modes: transparent mode, HTTPD Client mode and SMS mode.

5.1. Transparent Mode

Terminal Base
Modem station

device
l Cat-1 TCP/UDP TCP/UDP

Serial data network data data
— & A ——

Data sent to Modem: Data packagggcby Modem:
ABC
> >
Terminal Server
h Dat: t d by the TCP/
device |Data sent to the device: Medem a aUr(EJIgrQereZ- 1;3
123 :
< [<¢

In this mode, users do not need to pay attention to the data conversion process, can realize the bidirectional

data transparent transmission between serial devices and network servers.
7S1-E supports 4 socket connections, Socket A, Socket B, socket C and socket D, which are independent with

each other. Each socket supports TCP Client and UDP Client.

> Set parameters by the utility:

Jinan USR IOT Technology Limited 10 www.pusr.com
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W USR-CAT1V1.0.6
File Language

|[PC Serial Parameters] : Serial Port| com21 v| BaudRate| 115200 v| Parity/Data/Stop NONI ~ | 8 ~|1 ~ @ Close l 1

Choose Work Mode

I 4 @ Transparent Mode I () HTTPD Client Mode () 5M5 Mode
TCP/UDP TCP/UDP l Serial
PC NetWork M2M device Serial device
Transparent Mode Parameters
~

] Enable Socket

A TP&Port [test.usr.cn | 2317 ]

Link Type | TCP ~| [persis |
Time of Transitory Link(s) |10
[ Backup
Socket A

[[] Enable Socket
B

Operation and Hints

Query RSSI Save parameters ieset to factory setting

3 I [, Query all parameters | | E Set and save all parameters 6
2 | Enter Serial AT command mode I Exit Serial AT command mode
Building Time Query IMEI Query phone number Query version

Restart

Timestamp ~ [JHex RX{:2546

N

>[Tx->][15:31:17][asc]
AT+SMSFLT?

>[Rx<-][15:31:17][asc]

Reset Count

-~

AT+SMSFLT?
W
"Modem Parameters +SMSFLT:ON
Serial Port Serial BaudRate Flow Control .
Parity/Data/Stop | NONE | '8 v [1 ~ OK
Packaging Interval(ms) ickaging Length(Bytes)
Mare Operation complete
Enable Echo Serial data cache [ Security
Serial AT command Network AT [ NTP function b
Comrmand Preﬁx|usr.cn# |
Reboot Message [WH-GMS |
APN[CMNET, ,,0 |
auto automatic restart time(s)|18[][l | Send via Seral Port ~ [JHex X0 9 Send -
» Set by AT command:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=NET Set the work mode to Transparent mode
3 AT+SOCKAEN=ON Enable Socket A
4 AT+SOCKASL=LONG Set Socket A to persistent link
5 AT+SOCKA=TCPtest.usr.cn,2317 Set the remote IP and port of Socket A
6 AT+S Save all parameters and restart
» Test

Connect the serial port of WH-LTE-7S1-E to the computer via a serial to USB cable, send data from the utility,
the test server will return the same data to serial port.

11
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' USR-CAT1 V1.06

File Language

[PC Serial Parameters] : Serial Port COM21 | BaudRate| 115200

Choose Work Mode

(® Transparent Mode () HTTPD Client Mode () SMS5 Mode
TCP/UDP TCP/UDP I Serial
PC NetWork M2M device Serial device
Transparent Mode Parameters
-] Enable Socket
Ana or IP&Port |te5t.u5r.cn | |2317 |
Link Type |TCP v| |Persis v|

[ Backup
Socket A

[] Enable Socket
B

[] Backup
Socket B

[] Enable Socket
C

Modem Parameters

|| ENdUie ELno ] DENd UdLd LdUITE

Network AT

L] seLunLy

Serial AT command [] NTP function

Command Pref‘u(lusr.cn#
Reboot Message [WH-GMS
AP [CMNET, .0
auto autorratic restart time[s)llBUU

] prosisto i[5 ~[1 <] @ s

Operation and Hints
[ Query al parameters

Enter Serial AT command mode

Building Time Query IMEI

Query RSSI | Save parameters

Query phone number

1eset to factory setting

s ] X

E Set and save all parameters

Exit Serial AT command mode

Query version

Restart

Timestamp RX:2562

Reset Count;
L1 A~ | L0.£0.10 | d5L ]

AT+ENTM

>[Rx<-][18:28:48][asc]
AT+ENTM

OK

Operation complete

>[Tx->][18:28:52][asc]

12345678

>[Rx<-][18:28:53][asc]

12345678 g Receive

Send

12345678

Send via Serial Port =

@, send -

Jinan USR IOT Technology Limited
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5.2. HTTPD Client Mode

Terminal Mod Ba.se HTTP
device odem station server

. Cat-1 HTTP HTTP
Serial data network ackets packets

Request data packaged by Modem:

Request data sent by GET /1.php?data=ABC HTTP/1.1
Modem: data=ABC Host: www.abc.cn:80
> User-Agent: Mozilla/4.0

Connection: close

Y

Data returned by the HTTP server:
HTTP/1.1 200 OK

Date: Wed, 24 Jun 2015 04:08:35 GMT
Server: Apache/2.0.63 (Win32) PHP/5.2.4
X-Powered-By: PHP/5.2.14
Cache-Confrol: max-age=31104000
Expires: Fri, 18 Aug 2017 03:25:47 GMT

Terminal Content-Length:3 HTTP
device Modem | Connection: close e
Content-Type: text/html
ABC

<
<

Data returned after
parsing by Modem:
ABC

d
<

In this mode, user’s terminal device can send request data to the specified HTTP server through this module,
then the module receives data from HTTP server, parses and sends data to the serial device.

User does not need to pay attention to the data conversion process between the serial data and the network
data packet, and can achieve the data request from the serial device to the HTTP server through simple

parameter settings.
The module will filter out the received HTTP protocol header data by default, only output user data to the
serial port. Users can choose whether to filter by AT command.

>  Set parameters by the utility:

Jinan USR IOT Technology Limited 13 www.pusr.com
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W USR-CAT1 V1.0.6 = O P
File Language

[PC Serial Parameters] :|Seria\Port|CQM21 | BaudRate115200 | Parky/Data/Stop[NONI ~[8 ~[1 ~ -Close|| 1

Choose Work Mode Operation and Hints 6
() Transparent Mode 4 (® HTTPD Client Mode () M5 Mode 3 I ‘1 Xyl poe anetars I | E et Saie o DTy
HTTP HTTP l Serial
2 I Enter Serial AT command mode I Exit Serizl AT command mode
HTTP server NetWork M2M device Serial device Building Time Query IMEI Query phone number Query version
HEIRD Cleut S B pel e Query RS51 Save parameters teset to factory setting Restart
Timestamp [ JHex  RX:3179 Reset Count
HTTP request method | GET v‘ oK A
5 HTTP URL [/1.php? ‘
>[Tx->][18:30:39][asc]
HTTP server address |test.u5r.cn ‘ AT+S

HTTP server port |BU ‘

>[Rx<-][18:30:39][asc]
‘ime of Transitory Link(s) |10 ‘ AT+S

HTTP request Header |Accept:text,fhtm\[UD][DA] ‘ oK

Remove Header

Operation complete

Modem Parameters

~ w
Serial Port Serial BaudRate 115200 ~ Flow Control | NONE : e Tt ]
Parity/Data/Stop [NONE | E -] [1 -]
M Packaging Interval(ms) jckaging Length(Bytes) [1024
ore
Enable Echo Serial data cache [ security Send via Serial Port - [[]Hex ™21 @, send -~

»  Set by AT command:

Command Operation

1 +++a Enter serial AT command mode

2 AT+WKMOD=HTTPD Set the work mode to HTTPD Client

3 AT+HTPTP=GET Set the HTTP request type to GET

4 AT+HTPURL=/1.php? Set the HTTP URL

5 AT+HTPSV=test.usr.cn,80 Set the HTTP server address and port

6 AT+HTPHD=Accept:text/htmI[0D][0A] Set the HTTP request header

7 AT+HTPTO=10 Set the time of transitory link

8 AT+HTPPK=ON Set whether to filter HTTP header

9 AT+S Save parameters and restart the module
» Test

After the NET light is on, send the data in the format of "data =". After the data is sent successfully, server will
return the data.

Jinan USR IOT Technology Limited 14 www.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

'.K® USR IOT

Be Honest, Do Best ! . :
WH-LTE-751-E User Manual Technical Support: h.usriot.com
W USR-CAT1 V1.0.6 = O b 4
File Language
[PC Seril Parameters] : Seral Port] COM21 | BaudRate[ 115200 | Parity/Data/Stop[ NONI ~ @ Close
Choose Work Mode Operation and Hints
Transparent Mode HTTPD Client Mode SMS Mode 55
O B ® O |}, Query all parameters ﬁ Set and save all parameters
HTTP HTTP ] Serial
Enter Serial AT command mode Exit Serial AT cormmand mode
HTTP server NetWork M2M device Serial device Building Time Query IMEI Query phone number Query version
HLIED Ghent Hods Farmeters Query RSSI Save parameters teset to factory setting Restart
Timestamp  [JHex RX:3200 Reset Count
HTTP request method | GET v| 8
HTTP URL [/1.php? | >[Rx<-][18:30:39][asc]
AT+5S
HTTP server address |test_u5r_cn |
OK
HTTP server port |80 |
me of Transitory Link(s) |10 | Operation complete
HTTP request Header |Accept:text,‘html[UD][UA] | >[Tx->][18:35:09][asc]
Remove Header data=12345678  «fme— Send
- >[Rx<-][18:35:10][asc]
Modem Parameters 12345678 fE—— ReceiVE
[al v
Serial Port Serial BaudRate | 115200 Flow Control |NONE TR
Parity/Data/Stop | NONE ~| |8 <] 1 ~| data=12345678
i Packaging Interval{ms) ickaging Length{Bytes) (1024
ore
Enable Echo Serial data cache [ Security Send via Serial Port - [THex  Txie4 @ send -

5.3. SMS Mode

Terminal
device

; ’ Serial data
+—>

Data sent to Modem:

Base Mobile
station phone

SMS SMS
e/

Converted to SMS by Modem:

ABC ABC
Terminal ” > Mobile
device Mt ) phone
Receive data from Receive SMS from the
Modem:123 mobile phone: 123

<
<

A

In this mode, user's serial device can send SMS to the specified mobile phone and receive SMS from any
mobile phone. User can decide whether to transmit the data of the specified mobile phone to the serial
device through settings.

Users can send and receive SMS to check the serial device status remotely via 7S1-E.

Jinan USR IOT Technology Limited 15 www.pusr.com
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>  Set by the utility:
W USR-CAT1V1.0.6 - O X

File Language
[PC Serial Parameters] : ferial Portl COM21 | BaudRate 115200 | Parity/Data/Stop| NONI ~- |8 ~ |1 ~| i Close| 1

Choose Work Mode Operation and Hints 6
G Irnarent Moda CHELR Gt uode: 3 I [2] Query al parameters I ' {8l 5et and save all parameters I
SMS (Ccgr)) SMS I Serial
A i & I Enter Serial AT command mode I Exit Serial AT command maode
A “o .
Mobile Base station M2M device Serial device Building Time Quer‘mr IMEI Query phone number Quer}_f version
SMEModa R ORI Query RSSI Save parameters eset to factory setting Restart
Tmestamp  [JHex  RX:6211 [Reset count
"~
oK
5 o >[Tx->][18:37:44][asc]
Destination phone number AT4S
Only receive SM5 from destination
>[Rx<-][18:37:44][asc]
AT+S
oK
Modem Parameters Operation complete
Serial Port Serial BaudRate Flow Control = = = %
Parity/Data/Stop [NONE |  [8 | [1 v
o Packaging Interval{ms) ickaging Length(E‘ftes)
ore
Enable Echo Serial dats cache [ Security Send via Serial Port - [JHex T4 @, send -
» Set by AT command:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=SMS Set the work mode to SMS
3 AT+DSTNUM=10086 Set the destination phone number
6 AT+S Save the parameters and restart

Note:
1. You need to add the international number before the destination phone number.
2. When only receive SMS from source number is enabled, other phone numbers can still query or set parameters.

» Test
When the NET light is on, we can send and receive data in both directions via SMS with destination phone
number.

Jinan USR IOT Technology Limited 16 www.pusr.com
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W USR-CAT1 V1.06

File Language

[PC Seril Parameters] : Serial Pord COM21 | BaudRate[115200 | parity/Data/stop NONI v[8 v[1 +| @ close|

Choose Work Mode
() Transparent Mode () HTTPD Client Mode (® SMS Mode
SMs (Ccgrd) SMs l Serial
Mobile Base station M2M device Serial device

5MS Mode Parameters

Destination phone number 4

[ Only receive SMS from destination

Modem Parameters

Command Prefix |u5r.cn#
Reboot Message |WH-GM5
APH [CMNET,,,0

5.4. MQTT Mode

Note: This function is only supported by firmware

Terminal

device Modem

Cat-1

Publish topics network

—

.
Subscribe topics

Text message
Monday, Teday

Operation and Hints

123456789

inage @

i | <1, Query all parameters

| Enter Serial AT command mode

| Building Time Query IMEI WWw.usr.cn

| Query RSSI Save parameters ' & i i
Timestamp [JHex  RX:6058
AT+S

>[Rx<-][09:35:39][asc]
AT+S

0K

Operation complete

>[Tx->][09:46:
123456789
>[Rx<-][09:47:0%

wWwaw.usr.cn

123456789

@ Bn- Text message © B

Send via Serial Port - [JHex TX:21

version 1.3.25 and above.

Base
station

MQTT Server

Data sent to Modem: Data packagg};ﬂcby Mogden:
ABC
> g
Terminal Server
: : Modem Data returned by the
device |Data sent to the device:
193 MQTT server: 123
¢ N
Jinan USR IOT Technology Limited 17 www.pusr.com
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In this mode, 7S1-E works as an MQTT Client, which can help users quickly access the built private MQTT

server or public MQTT loT cloud platform. Users do not need to pay attention to the data conversion process
between serial port data and network data packets, and can realize data transparent transmission between
serial port and server only through simple parameter settings.
7S1-E supports quick access to general MQTT server and Alibaba Cloud, and supports multi-topic data
publishing and data subscription.
Setup software is like below:

USR-CAT1 V1.1.4

File Language

|[uc Serial Parameters] : Serial Por COM4 | BaudRate[115200  ~| Party/Data/Stop[NONI ~[8 ~[1  «| = Closel 1

PG

Choose Waork Mode

(O Transparent Mode (O HTTPD Client Mode () SMS Mode 3 ® MQTT Mode

MaTT MaTT I Serial

i

NetWark M2M device

MQTT Mode Parameters

Serial device

MQTT Client
Connect

@®) Generic MQTT 4 () ALI Cloud

MQTT Server IP&Port [-north-1.amazonaws.com.cr] 8883 |
P
5 cine
MQTT Version

Interval of Reconnection(s)

MQTT serial trans mode | Transparent mode ~
MQTT heartbeat time(s) |60

ssL

TLS Encrypted parameters

icate verfication method | Two-way authentication ~

Server CA certificate ‘D:\AmznanntCAl.uem ]

Client Certificate ‘D:\e65019879f3337Udc537d1f4efcllf46331 |

Serial Port

Modem Parameters

Serial BaudRate 115200 Flow Control |RS485 ~

Parity/Data/Stop | NONE | [s B [x ]

Packaging Intervallms) [50 ickaging Lenath(Bytes) [1024

|4, Query all parameters 7| 18 set and save all parameters
2 I Enter Serial AT command mode I Exit Seral AT command mode
Build Time Query IMEI Query phone number Query version
Query RSSI Save parameters teset to factory setting Restart

Operation and Hints

Timestamp [ |Hex RX:19483

un

>[Tx->][15:13:00][asc]
AT+SSLAUTH?

>[Rx<-][15:13:00][asc]
AT+SSLAUTH?

+SSLAUTH:ALL

OK

Operation complete

Send via Serial Port » [JHex TX:55

Reset Count

’

@, send -

5.4.1.Generic MQTT

7S1-E supports connection to standard MQTT protocol loT platforms, such as Baidu Cloud, Tencent Cloud,
Huawei Cloud, AWS Cloud, etc., and supports reconnection interval configuration to adapt to different MQTT
servers. Support SSL/TLS encryption, and the authentication mode can choose not to verify the certificate,
one-way authentication certificate and two-way authentication certificate.

Jinan USR IOT Technology Limited
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USR-CAT1 V1.1.4 — o x
Fle Language
| 1pC Seral Parsmeters] : Seral Port] COM4 | BaucRate| 115200 | Pariy/Data/Stop| NOHI [8  ~[1 - @ Close | 1
Choose Work Mode Operation and Hints 5
T it Mod: HTTPD Client Mod SMs Mod
OfftaiperentMada © FenkHods, @ ode 3 ol = |4, Query all parameters I 18 set and save all parameters |
MaTT MaTT I Serial
- 2 I Enter Serial AT command mode I Exit Seral AT command mode
PG NefWork M2M device Serial device Build Time Query IMET Query phone number Query version
e
MQTT Mode Paremeters Query RSSI Save parameters teset to factory setting Restart
~ =
MQTT Server P&Port [rnorth-1. com. ST o
QTT Server IP&Port [-north-1.amazonaws.com.cn| (8883 | Timestamp  [Hex  RX:19483 il
et [io3ine >[Tx->][15:13:00][asc]
AT+SSLAUTH?
>[Rx<-][15:13:00][asc]
4 Interval of Reconnection(s) AT+SSLAUTH?
+SSLAUTH:ALL
MaTT hestsst et
Clean session oK
Operation complete
wil . -
o Wil Topic [fwil o ]
bl
i it paoad
Retain v
;FLS Encrypted parametars ]
-
~ "
= ssL |catevenﬁat|unmethud = o e R R =
Server CA certificate ‘D:\AmzmanntCAl.Dem |
Client Certificate ‘D:\eﬁ:ﬂ19879f33370dc537d1f4ef:11f46331-"|
Client private key [D:\e6c019879f33a70dc5a7 d1f4efcl1f463al-| v SendviSeralPort » [JHex  TX:55 @, send ~
Options Descriptions Default
MQTT Mode Whether to enable MQTT mode OFF
MQTT Version V3.1, V3.1.1 V3.1.1

MQTT Server IP

Port

Client ID

Username
Password

Interval of
Reconnection

MQTT heartbeat time

MQTT serial trans
mode

Clean session

Will messages enable

MQTT server domain name or IP address
MQTT server port

MQTT client identifier. Not repeatable when connected to the
same MQTT server.

Username for MQTT connection authentication
Password for MQTT connection authentication

Interval between next reconnection after MQTT disconnection,
unit: s.

MQTT protocol heartbeat time, unit: s.

Note: Alibaba Cloud requires that the heartbeat can be set within
30--1200 seconds, and it is recommended to set it to 300 seconds
when connecting to Alibaba Cloud.

Transparent mode, distribution mode

MQTT protocol connection flag, used to control the lifetime of
session state.

MQTT connection flag, when the network connection is closed, the

cloudmgtt.usr.cn

1883

123456

admin

admin

60

Transparent mode

Enable

Enable

Jinan USR IOT Technology Limited
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server must publish the will message, and the client subscribing to

the will topic will receive the set will.

Will topic Will topic Jwill
Will payload Will content offline
QOS QOS of the will, can be set: 0

0: at most once.
1: at least once.

2: Accurate once.

Retain Keep will message Enable
SSL Support SSL3.0, TLS1.0, TLS1.1 and TLS1.2 version protocols. Do not verify
Authentication methods can be selected: certificate

» Do not verify certificate: Only implement data layer
transmission decryption, and do not verify the identity of the
other party during the handshake process.

»  Verify server certificate: the client will verify the server
certificate during the handshake, and the client needs to
preset the root certificate of the server.

»  Two-way authentication: The client and the server verify each
other's identity, and the server root certificate, client

certificate, and client private key need to be preset.

5.4.2.Subscribe/Public Topics

Users can configure the subscribe topics, public topics, topic numbers, QOS, whether to retain will message
via the setup software. 7S1-E supports two MQTT modes, transparent mode and distribution mode.

In transparent mode, the data received by the serial port is transparently transmitted to the associated topic
as the payload of the topic, and up to 4 publish/subscribe topics are supported. Add the identifier of the topic
in the distribution mode, and after the module receives the serial port data, it will push it to the associated
topic according to the identifier. The identifier defaults to the topic number, and the identifier and payload are
separated by commas. The message format is: symbol, <payload>
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USR-CAT1 V1.1.4 —

Fle Language
[PC Seral Parameters] : Seral Port COMé | BoudRote[ 115200 | party/bata/stop[non ~[&  «[1 +| @ close |
Choose Work Mode Operation and Hints
(O Transparent Mode (O HTTPD Client Mode () SMS Mode ® MQTT Mode Bl s E e
MarT MaTT Serlal
Enter Serial AT command mode Exit Seral AT command mode
PG NetWork M2M device Serial device Build Time Query IMET Query phone number Query version
MQTT Mode Paremeters Query RSSI Save parameters teset to factory setting Restart
Clean session - - <
Timestamp RX:19483 Reset Count
un "
wil 5 >
Wil Ti wil 0 v
e Kooy wi Il | >[Tx->][15:13:00][asc]
wil Payioad AT+SSLAUTH?
Retain
>[Rx<-][15:13:00][asc]
Subscribe 1 Topict w
Topies opict [subTopict [0+ AT+SSLAUTH?
Topic2 [SubTopic2 o +]
[ Topic3 [subTopic3 N +5SLAUTH:ALL
[ Topic4 [subTapic4 | [0 ]
OK
Publish T Topicl i ~
ek 0Pkl [PubTopict I[o | O Retam Operation complete
Topic2 [PubTopic2 | |u V| [] Retain
[ Topic3 [PubTopic3 |0 ~| O Retain
(] Topic4 [PubTopict [ ~]Oretan
v
TLS Encrypted parameters
v
_— ~ B =
SsL icate verifiation method ‘Twn-wav authentication ~
Server CA certfficate ‘ |
Client Certficate | |
Client private key | =] v Send via Serial Port ~ TX:55 @, send ~
.
5.4.3.AWS loT Service
7S1-E supports connecting to AWS loT platform via MQTT.
Visit https://aws.amazon.com/, log in to the loT console, choose AWS Management Console.
5> @ @ awsamazoncom @ % % 0 @ (=

dws ContactUs Support= English~
p—

relnvent Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events ExploreMore Q

Watch on demand Catch up on rezinvent 2022 keynotes and leadership sessions on demand

re:INvent

AWS Application Composer
(Preview)

Visually design and build serverless applications quickly.

(" Explore announcement »

Announcements Keynotes Leadership Sessions Official AWS Merch Store
Learn about new AWS products Watch the keynate Hear directly from leaders Your favorite AWS & re:lnvent
and features presentations across AWS apparel, accessories, and more

Featured Announcements

Jinan USR IOT Technology Limited 21 www.pusr.com
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5.4.3.1. AWS loT Configuration

1. In Things, click to Create things--Create single thing.

AmazoniaT > Manage > Things

Things (9) wie [«] \ Advanced search

MQIT tast client Name Thing type

USR-M100 type_none

usR.ns10
vl
Peng type_none
ldx type_non
» Detec
0 things selected ~

Amazon loT » Manage > Things » Create things

Connect H
Create things w
Cammtct orik covics A thing resource is a digital representation of a physical device o logical entity in Amazon loT. Your device or entity needs a
P Connect many devices thing resource in the registry to use Amazon loT features such as Device Shadows, events, jobs, and device management
features.
Test

WG tatchient Number of things to create

O Create single thing
Create a thing resource to register a device. Provision the certificate and policy necessary to allow the device to connect to
Amazan loT

Manage

¥ All devices

Things
O Create many things

ask that creates multiple thing
t to Amazon loT.

Thing groups

sources to register devi nd provision the resources those dev

Thing types

Fleet metrics

P Greengrass devices

Cancel
P Remote actions

» Message routing
Retained messages
¥ Security
Intro
Certificates
Policies
Certificate authorities
Role Aliases
Authorizers
Audit

P Detect

2. Edit the Thing name, click Next.
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Connect
Connect one device

» Connect many devices

Test

MQTT test client

Manage

¥ All devices
Things
Thing groups
Thing types

Fleet metrics

Greengrass devices

Remate actions

v

Message routing
Retained messages

¥ Security

Intro

Certificates

Policies

Certificate authorities
Role Aliases
Authorizers

Audit

» Detect

AmazonloT » Manage » Things > Createthings ) Createsingle thing

Sten 1 Specify thing properties i

Specify thing properties

Athing resource is a digital representation of a physical device or logical entity in Amazon IoT. Your device or ertity needs a
thing resource in the registry to use Amazon loT features such as Device Shadows, events, jobs, and device management

Step 2 - optional
features.

Step 3 - optional Thing properties info

Thing name
GT71-E

Enter 3 unique name containing only

tters, numbers, hyphe

s, colons, or underscores. A thing name can't cantain any spaces.

Additional configurations

You can use these canfig

» Thing type - optional

ations to add detail that can help you to organize, manage, and s

P Searchable thing attributes - optional

¥ Thing groups - optional

» Billing group - optional

reh your things.

Device Shadow info

Device Shadows allow connected devices to sync states with Amazon Web Services. You can also get, update, or delete the state

i of this thing's shadow

m

© No shadow

*) Named shadow
Create multiple shadow
your devices properti

Unnamed shadow (classic)

ing either HTTPs or MQTT topics.

3. Choose Auto-generate a new certificate. Then click Next.

ith different names to manage aceess to properties, and logically group

Connect
Connect one device

» Connect many devices

Test
MQTT test client

Manage
v All devices
Things
Thing groups
Thing types
Fleet metrics
» Greengrass devices
P Remote actions
P Message routing
Retained messages
v Security
Intro
Certificates

Policies

Certificate authorities

Role Aliases
Authorizers
Audit

» Detect

4. Create Policy.

AmazonloT > Manage > Things » Createthings > Createsingle thing

o Configure device certificate - optional v

Specify thing properties

A device requires a certificate to connect to Amazon loT. You can choose how you to register a certificate for your device now,
or you can create and register a certificate for your device later. Your device won't be able to connect to Amazon loT until it

Step 2 - optior

Configure device certificate

Step 3 - optional Device certificate

has an active certificate with an appropriate policy.

© Auto-generate a new certificate (recommended)
Generate a certificate, public key, and private key using Amazon loT's certificate authol

) Use my certificate

Use a certifica

Upload CSR

Register your CA and use your own cer

signed by your own certificate authority

) Skip creating a certificate at this time

You can cre certi

te for this thing and

ficates on one or many devices.

ach a palicy to the c

Cancel

23
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Amazon loT » Manage > Things > Createthings » Create single thing

Connect SR
Connect one device

» Connect many devices )
Step 2 - opticnal

Specify thing properties

Attach policies to certificate - optional i

Amazon loT policies grant or deny access to Amazon loT resources. Attaching policies to the device certificate applies this
access to the device.

Configure device certificate

Test

Step 3 - optional

MQTT test client

Attach policies to certificate

Manage

¥ All devices
Things
Thing groups
Thing types
Fleet metrics

P Greengrass devices

» Remote actions

b Message routing

Retained messages

v Security
Intro
Certificates
Policies
Certificate authorities
Role Aliases
Authorizers
Audit

» Detect

Policies (13)

Select up to 10 policies to attach to this certificate

Q 12 2| @
Name
peng-test
new
myh_510
aws_test_strategy
USR-N510
N540-Test
N510-AWS
MylotPolicy
MQTT-FX-Policy
H7-4
Example

AWSIOTtest

5. Edit the Policy name, change the Policy effect to Allow, the Policy action and Policy resource to *.

Amazon loT X T > > Boli
Create policy
ore policies allow you to m.
Policy pro

anage access 1o the Amazon loT Core data plane op

fes > Craate policy

Falicy name

G771Test

» Tags - optianal

Policy document infe

Palicy examples

o]

Policy effect

Certificates Allow

Policy action

Palicy resource ‘

Add new statement

cancal [T
—_—

6. After created, return to the previous certificate interface, attach the new created policy to this certificate.

Then click Create thing.
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_um or

Amazon loT » Manage > Things > Createthings D Create single thing

Connect o Attach policies to certificate - optional i

. Firad Specify thing properties
L Amazon loT policies grant or deny access ta Amazon loT resources. Attaching policies to the device certificate applies this

» Connect many devices access to the device.
Step 2 - optional

Configure device certificate

Test . , Policies (1/14) Create policy [
tep 3 - optional
A Select up to 10 policies to attach to this certificate.
MOTTerdliont Attach policies to certificate
Q 1 2 > @

Manage
v All devices -] Name

Things

9 peng-test

Thing groups

Thing types e

Fleet metrics myh_510

P Greengrass devices
aws_test_strategy
P Remote actions

» Message routing USR-N510
Retained messages N540-Test
v Security
N510-AWS
Intro
Certificates MylotPolicy
Policies MQTT-FX-Policy
Certificate authorities
H7-4
Role Aliases
Authorizers G771Test
Audit Example
» Detect

- Cancel Previous

7. Download 4 certificates in below interface. Then click Done.

X

Download certificates and keys

Download certificate and key files to install on your device so that it can connect to
Amazon Web Services.

Device certificate

You can activate the certificate n
Amazon loT.

or later. The certificate must be active for a device to connect to

Device certificate Deactivate certificate ‘ | M Download
9a5598e1847...te.pem.crt

Key files
The key files are unique to this certificate and can't be downloaded after you leave this page.
Download them now and save them in a secure place.

/A This is the only time you can download the key files for this certificate.

Public key file M Download
9a5598e1847299a54edad9c...42d07116-public.pem.key

Private key file M Download
9a5598e1847e99a54edad9c...2d0116-private.pem.key

Root CA certificates

Download the root CA certificate file that corresponds to the type of data endpoeint and cipher suite
you're using. You can also download the root CA certificates later.

Amazon trust services endpoint M Download
RSA 2048 bit key: Amazon Root CA 1

Amazon trust services endpoint M Download
ECC 256 bit key: Amazon Root CA 3

If you don't see the root CA certificate that you need here, Amazon loT supports
additional root CA certificates. These root CA certificates and others are available in our

developer guides. Learn more [
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8. Now new thing has been added successfully.

@

Beijng ¥ test_gan @ 9442

Amazon loT ,( © Yousuccessully created thing G771-E View thing

Monitor

[ || trasssmsns | [ mempregoses [ i |

MQTT test client
Nam Thing type

All devices

Things

0 things selected ~

9. In Settings, copy the AWS server address that needs to be filled in 7S1-E module.

Services

Test Amazon loT > Settings
MQTT test client

@ Logging now supports JSON logs and fine-grained control.
By upgrading, logging has four levels of log verbosity and roles can be specific at the account-
Manage level.

v

All devices

v

Greengrass devices

Settings e

» Remote actions
P Message routing
Device data endpoint i
Retained messages P e G
Your devices can use your account's device data endpoint to connect to Amazon Web Services.
¥ Security
Intro . .
Each of your things has a REST APl available at this endpoint. MQTT clients and Amazon loT Device SDKs [4 also use
Certificates this endpoint.
Policies
Endpoint
SertficyEatiinriis el n-north-1.amazonaws.com.cn
Role Aliases
Authorizers
Audit Domain configurations
Shiare You can create domain configurations to simplify tasks such as migrating devices to Amazon IoT Core, migrating application infrastructure

to Amazon loT Core and maintaining brand identity.

Create domain configuration

Device Software

Biling groups Name Domain name Status Service type Date updated

No domain configurations

Feature spotlight You don't have any domain configurations.

Documentation [4
Create domain configuration

@ New console experience

Lanc v} L
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5.4.3.2. 7S1-E Device Configuration

You can connect the serial port of 7S1-E module to the computer, then open the CAT1 setup software to

configure the MQTT parameters.

1. Here we choose Generic MQTT mode, the MQTT server IP should be the one that we copied in AWS
Cloud, and the MQTT port is 8883. Username and password can be any value. Configure the subscribe

and publish topics.

USR-CATI V1.1.4
e Laginge
PC Seral Parameters] [Sersl Pord COMe__ ] BaudRatd 115200 - | Party/Data/Stop NON |6 ~[1__ -] @ close] |

O o ° ° 3[@nerra] B
|

3 Network Mz device Serialdovico Buid Time Query MEL

MQTT Mode Parameters

MQTT Client S
e 4 [ Qamecnarr ] Omions L —

Usermame[scmin oK,
o
5 = >[Tx->][15:13:00][asc]
g AT+SSLEN?
MQTT Verson [3.1.1 <]
>[Rx<-][15:13:00][asc]
AT4SSLEN?
Intenval of Reconnection(s) [10
QT seral tans mode [Transparent mode R
MQTT heartheat tme(s) [60
Cean session OK

>[Tx->][15:13:00][asc]

Owi AT+SSLAUTH?
messages
encbe
>[Rx<-][15:13:00][asc]
AT+SSLAUTH?
o bt Jlo
Topics EA TopitsubTopkct oY +SSLAUTH:ALL
A Ton2 v ]
6 O Topi3 [ubToncs 0 oK
O Topiet o
Operation complete
Publsh Topics & Topict [ Retan
2 Tope2 [pubTopez 0 <]Oretn
OTopic3 [pubTopcs [0 | CRetan
] Topicé [pubTopics 1[o]CRetan ¥ SendvaSeralPort - [JHex  TX:SS

2. Upload the created certificates to 7S1-E module.

Query Rsst Save parameters

B et and sove al parameters
Ext Serdl AT command mode

Query phone number.

teset to factory settng

Reset Count]

@ send -

We need to upload the Server CA

certificate(rootCA.pem), Client certificate(certificate.pem.crt) and Client private key(private.pem.key).

TLS Encrypted parameters

£ sst [ icate verfication method [ Tuwo-viay suthentication ]| 7

V&R @)
e
a 1847299a" d £ dofe ewamﬁn:zdons,,,
925598e184799a d2fe3ceddfBi542d0116-publi %
4 9a5598e184799a: d2fe3celddfBf542d0116 certfcate pemcrt |

==——p Server CA certficzte [D:\CEX(\F#i\AmazonRootCALpem [

< Cient Certificate [D:\CR371H\ T-#(\035508e1847e00354edad |
Client private key (D:\CE 7\ T-#7\025538e 1847299354 edad ||

3. After configuring all parameters, click to Set and save all parameters. The device will restart automatically.
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Fle Language
[PC Seral Parameters] : Serial Port] COM4 | BaudRate] 115200 | Pam:y,‘DaG,‘Stop = Close‘
Choose Work Mode Operation and Hints 8
(O Transparent Mode () HTTPD Client Mode () SMS Mode @ MQTT Mode S Duny o orneias I & 5et and save ol parameters
MQTT MaTT I Serial -
N Enter Serial AT command mode Exit Seral AT command mode
PG NetWark M2M device Serial device Build Time Query IMEI Query phone number Query version
MOTEMde Datameties Query RSSI Save parameters ieset to factory setting Restart
MQTT Client 2 = =
Copnact ® Generic MQTT O ALI Cloud Timestamp  [JHex  RX:30254 |Reset Count]
~
MQTT Server IP&Port ‘w—north—l.arrﬂzanaws.com.cn‘ \8333 |
[T [15:44:40](asc]
Passuord e
¥ >[Re<-1[15:44:40][asc]
TLS Encrypted parameters AT+S
ssL icate verification method
OK
Server CA certificate [D:\CE LM\ T#i\AmazonRoatCAL.pem ||
Client Certificate [D:\CEE T\ T-3\925598e 18479554 edad | — et
peration complete
Client private key [D:\Grft\ T #\92550821847e99a54edad | > [Roc<-J[15:44:45] asc]
USR-G771-E
v
Modem Parameters = T e T T P P -
Serial Port Serl BaudRate | 115200 Flow Control |RS485 ~ ‘
Parity/Data/Stop |NONE v‘ \a V| |1 V\
il Packaging Interval(ms) |5 ickaging Length(Bytes) |1 Send via Serial Port ~ [JHex  TX:55 @ Send ~

5.4.3.3. Data Transmission Test

In AWS loT platform, click MQTT test client, publish data from AWS to the subscribed topic of 7S1-E module,
we can receive it from the serial port of 7S1-E module.

» Connect many devices

AWSIOT > MQTT test client
2EMQ File Language
. [PC Serial Parameters] : Serial Porf COM4 v | BaudRatel 115200 | parky/Data/Stop[NONI v [8 v[1 | @ close
Tt MQTT test client e
_ Choose Work Mode. Operation and Hints
MQTT test client
5 Transparent Mode O HTTPD Cient Mode O s Moce MQTT Hode
~— Vou can Use the MQTT test cliet to monitor the MQI T esagesl O "™ Q o @M [ Query al parameters 1B St and save ol paramete
les MQTT messages to inform devices and apps of changes 3 marT marT l Serial
” Enter Sersl AT command mode £t Seral AT command mod
> Al devices Subscribe to atopic | Publish to a topic Po Network w2 dovice Saril dovics Buld Trme Query T Query phone number| | quenys
» Greengrass devices -
" MOT More Porametass, Query RSSI Save parameters. Reset to factory setting Rest
» Remote actions Topic name ~ e —
S Mgtk o toic e e esge e messge port it r—— Bimee ) Lihec | rrain =
Q subTopict Topics bl A |
9 & Topic2 [subTopic2 AE s 2 B
; +
¥, Secuity Message payload \ [0 Topic3 [5ubTopic3
lntio, t OTopics [subTopct————— J[0 ~ oK
Certificates "message": "Hello from Amazon loT console - v
Policies TLSEntypted garameters Operation complte
T >[Ru<-J[15:44:45]asc]
ificate authoriti st .
Coifificats adthorities » Additional configuration @ Icate verfication meETOY~{Fugzyay authentication e
Role Aliases Server CA certificate |D:\( -\ $f\AmazomReatCA
R FATE) < J[1545:33][asc]
Ruthorzers [ eubisn | bAcRT
Clent private key [p;) B " . 4
Audit ID:\ G 37\ T5 3\ 9255981847 e99354edad ‘message": "Hello from Amazon IoT console’
» Detect
Subscriptions Topic elapana e ——
Device Software Seral Port Serial BaudRate | 115200 | Flow Control [RS:
i You have no topic subscriptions. partyvata/stop [NONE <] 8 - T m
illing groups
W packagng Intenvalrs) [0 scagng Length(Bytes) 102 Send v Seralport - [JHex TS5 L}
Settings. fore

Feature spotlight

Documentation [2

© New console experience

Subscribe the publish topics of 7S1-E module in AWS, we can receive the data sent from the serial port of

7S1-E module.
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s 0

Beijing v

» Connect many devices
AWS 10T > MQTT test client

MQTT test client e

1
File Language

[PC SeraParameters] :Seral Pord COMY <] Baudte{ 115200 0

“[i ] @ aose|

Test
Choose Work Mode
MQTT test client
Transparent Mode HTTPD Client Mode SMS Mode MQTT Mode
[EE===] T TN O ° o o
publishes MQTT messages to inform devices and apps of changes 3 mart mart | Serl
Manage
» Al devices Publish to a topic e ook MaM devioe Sodaldovics
» Greengrass devices MQTT Mode Parameters
» Remote ctions Toetier wo | 1 Topis [subTopics 0 - 5
5 Tcssariuity The topic iter desrifles he topicts) fo which you wart to
PubTopicl Publsh Topics | & Topct pubTopict
Retained messages
&1 Topic2 [pubTopica
v security TR T
Honafon quration Otows putops ][0 ] Clretan
Intro -
O Topies
Policies TLS Encypted parameters
Certificate authorities M sst icate verification method
Role Aliases Subscri ptions PUbTOP|C1 Server CA certificate |D:\CRX P\ TF#\AmazonRootCAL.pem
Authorizers Gt Certicte [DA\GRS7H VT 92559801047 e95asdedadl =]
Audit EobTope . Clent pivate key |51\ CSCP\Ti#k199559821847 299054204 =]
v PubTopict
» Detect
Hodem parameters
1234566789

Device Software
Billing groups

» Properties
Settings
Feature spotlight

Documentation [2

© New console experience

seral Port Seral BaudRate

iS00 ] low Coneol [R5485 ]

Party/Data/Stop

Paciagng Intenvams) (50 1ckaging Length(Bytes) [1024

O more.

Operation and Hints
[2 Query al parameters

Enter Seral AT command mode

Buid Tme Query MEL
Query RSST Save parameters
B Tmesomp  [JHex  RX:30302

oK

Operation complete
>[Rx<-][15:44:45][asc]
USR-G771-E
>[Rx<-][15:45:33][asc]
{

et and save al paral

Ext Seral AT command

Query phone number Qu

Reset to factory settng

"message”: "Hello from Amazon IoT console”

}

>[Tx->][15:47:30][asc]
12345667890

12345667890

Send va Seral port -+ [JHex  TX82

In this way, we can achieve the bi-directional communication between serial device and AWS cloud via 7S1-E

module.
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6. General Function

6.1. Identity Package

@ x\% cp
@_lntwcp

P »TCP

MODULE
In transparent mode, user can set the module to send identity package to the server. Identity package is
intended to allow the server to identify the data from which device or to use it as a password to obtain

3

TCP Server

authorization for the server's functions.

Identity package can be sent when the module establishes a connection with the server, or as the prefix of
each data packet or both.

Identity package data can be ICCID code, IMEI code, SN, CLOUD or User-defined data.

ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet module, which is mainly used in device identification, has
nothing to do with SIM card.

SN: Serial number.

USER: User-defined data.

CLOUD: Set the device ID and password when connecting to USR Cloud, sent when building connection.

> Set by the utility:
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W USR-CAT1V1.0.6
File Language

] X

[PC Serial Parameters] *sm\ Port COM21 | BaudRate|115200  ~ | Parity/Data/Stop| NONI - |

8

~[1 ] ilclose“'l

Choose Work Mode

(® Transparent Mode 4 (C) HTTPD Client Mode () SMS Mode
TCP/UDP TCP/UDP l Serial
PC NetWork M2M device Serial device

Transparent Mode Parameters

[] Backup
Socket D

[] Enable
Heartbeat
Package

Enable
Identity
Package

Method of Identity Package | Send package once buid ~
Type of Identity Package | User-defined data w
User-defined data |7777772E7573722E636E Hex

Interval of Reconnection(s)

3
z

~

Modem Parameters

Enable Echo
[ Serial AT command

Serial data cache
Network AT

Security
NTP function

Command Preﬁx|usr.cn# |

»  Set by AT command:

6

Operation and Hints

I E, Query all parameters I I ﬁ Set and save zall parameters I
I Enter Serial AT command mode I Exit Serial AT command mode
Building Time Query IMEI Query phone number Query version
Query RSSI Save parameters 3eset to factory setting Restart

RX:8750

Timestamp  []Hex
>[Tx->][18:45:38][asc]
AT+SMSFLT?

Reset Count

~

>[Rxc<-][18:45:38][asc]

AT+SMSFLT?

+5SMSFLT:ON

0K

Operation complete

Send via Serial Port = [ JHex 71 9 Send -

Command Operation
1 +++a Enter AT command mode
2 AT+WKMOD=NET Set the work mode to NET
3 AT+REGEN=ON Enable identity package function
4 AT+REGTP=USER Set the type to User-defined
5 AT+REGDT=7777772E7573722E636 | Set the User-defined data in HEX.
E
6 AT+REGSND=LINK Send the package as the prefix of the data
7 AT+S Save parameters and restart
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6.2. Heartbeat Package

In transparent mode, user can send the heartbeat package from the module to the network side or serial port
device .

Sending to the network is to ensure the normal connection of the module and let the server know the online
status of the module. User can also set the serial heartbeat to a fixed query command instead of sending from
server to save the traffic.

Heartbeat package can be ICCID code, IMEI code, SN, LBS or user-defined data.

ICCID: Unique SIM identification code, for applications based on SIM card identification.

IMEI: Unique identification code of the Internet module, which is mainly used in device identification, has
nothing to do with SIM card.

SN: Serial number.

USER: User-defined data.

LBS: Current latitude, longitude of the device and time.

> Set by the utility:

W USR-CAT1 V1.0.6 - [} X

File Language

1
[PC Serial Parametars] :|5eria\pord COM21 | BaudRate 115200 | parity/Data/Stop| NONI v |8 ~ |1« Iclosel

Choose Work Mode Operation and Hints 6
@® Transparent Mode | 4 HTTPD Client Mode SMS Mode
o O 3 | |44 Query all parameters I I ﬁ Set and save all parameters
TCP/UDP TCP/UDP Serial
I 2 I Enter Serial AT command mode I Exit Serial AT command mode
PC NetWork M2M device Serial device Building Time Query IMEI Query phone number Query version
dipnspcatMode Baromete Query RSSI Save parameters | leset to factory setting Restart
~ -
D Enab‘e SOCket A T
D Timestamp [ |Hex RX:8750 Reset Count
>[Tx->][18:45:38][asc] ~
AT+SMSFLT?
[] Backup
Socket D
>[Rx<-][18:45:38][asc]
Erabe H— AT+SMSFLT?
Heartbeat
Package Method of Heartbeat |Send data to network -
3 Type of Heartbeat Package | User-defined data - +SMSFLT:ON
User-defined data |7777772E7573722E636E Hex
OK
] Enable
Identity
Package Operation complete
¥
s w
Modem Parameters = x 2 :
Enable Echo Serial data cache Security @
Serial AT command Network AT NTP function
Command Preﬁx|usr.m# | G Send via Serial Port » [JHex  TX:71 @ send -
32

Jinan USR IOT Technology Limited www.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

Be Honest, Do Best !

,OK@ USR IOT

WH-LTE-751-E User Manual Technical Support: h.usriot.com
» Set by AT command:

Command Operation
1 +++a Enter AT command mode
2 AT+HEARTEN=ON Enable heartbeat package function
3 AT+HEARTTP=NET Send the heartbeat package to network side
4 AT+HEARTSORT=USER Set the type to User-defined
5 AT+HEARTDT=7777772E7573722E6 | Set the User-defined data in HEX.

36E
6 AT+HEARTTM=30 Set the heartbeat interval

You also need to set the socket parameters. After setting all parameters, save and restart the module.

Note:

1, Network heartbeat package: In transparent mode, it will only be sent when there is no data sent to network
within one heartbeat interval.

2, Serial heartbeat package: In transparent mode, it will always be sent to serial port according to the set
interval.

6.3. Socket Distribution Protocol

WH-LTE-7S1-E supports socket distribution protocol. When a module is connected to multiple sockets, can
send different serial data to different servers via this protocol. Data returned from different server will also be
sent to the serial port with the socket distribution protocol.

For detailed protocol, please refer to the document “Socket distribution protocol”.

Socket distribution protocol data follows the packaging mechanism, the total length of the real data and
socket distribution protocol must be less than the packaging length.

This function is valid in transparent mode, disabled by default, can be set via AT command: AT+SDPEN.

6.4. USR Cloud

USR Cloud is an open platform for communication between devices and devices, devices and servers
(Android, 10S, PC), it can achieve data remote monitoring (Modbus RTU) and transparent transmission. Our
WH-LTE-7S1-E also supports connecting to USR Cloud. For details, please check this link: mp.usriot.com.

6.5. Backup Socket

In transparent mode, you can set one backup socket for each socket, the module will try to connect to backup
server when cannot connect to the main server. This function defaults to be unchecked.
>  Set by the utility:
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W USR-CAT1V1.0.6 — m| *

File Language

[PC Seril Parameters] -fSeral Port COM21 | BaudRate 115200 | Pariy/Data/Stop NONI + |8 ~[1 | @ close | 4

Choose Work Mode Operation and Hints 6
4 (& IR0 ent Mode O 5MS Mode 3 I EL Query al parameters I | ﬁ Set and save all parameters I
TCP/UDP TCP/UDP Serial
I_ 2 | Enter Serial AT command mode | Exit Serial AT command mode
PC MetWork M2M device Sl dovice Building Time Query IMEI Query phone number Query version
et Made Caanerers Query RSSI Save parameters eset to factory setting Restart
Enable Socket & e e
A et |test.u5r.cn | |2317 | Timestamp  []Hex RX:8750 Reset Count
5 Link Type |TCP v| |Pers'E v| . o
S g >[Tx->][18:45:38][asc]
gii::z}\ PRPort E :l AT+SMSFLT?
O Enah\e Socket >[Rx<-][18:45:38][asc]
AT+SMSFLT?
+SMSFLT:ON
[] Backup
Socket B
[[] Enable Socket OK
C w
. Modem Parameters ] Operation complete
SerelPort  Seral BaudRate Flow Control N - T Y
Parity/Data/Stop | NONE | [8 | [1 v
o Packaging Interval(rms) jckaging Length(B‘ftes)
Enable Echo vt thaby cache [ Security Send via Serial Port - [ JHex TX71 @, Send -
» Set by AT commands:
Command Operation
1 +++a Enter serial AT command mode
2 AT+WKMOD=NET Set the work mode to Transparent mode
3 AT+SOCKAEN=ON Enable Socket A
5 AT+SOCKA=TCPtest.usr.cn,2317 Set the remote IP and port of Socket A
6 AT+SOCKABKEN=ON Enable Socket backup function
7 AT+SOCKABK=TCPtest.usr.cn,2317 Set the backup server address and port
8 AT+S Save all parameters and restart

6.6. SSL/TLS Encryption

Note: This function is only supported by firmware version V1.3.25 and above.

In HTTPD Client mode and MQTT mode, the device supports SSL/TLS encryption. If the target server enables
SSL certificate verification, you need to configure the SSL encryption parameters. It supports SSL3.0, TLS1.0,
TLS1.1, and TLS1.2 versions, and the authentication method can choose not to verify certificate, verify server
certificate, and two-way verification authentication.

Jinan USR IOT Technology Limited 34 www.pusr.com


file:///C:/Users/Administrator/Documents/Tencent%20Files/2220898066/FileRecv/h.usriot.com

.®

L)

USR IOT

Be Honest, Do Best !

WH-LTE-751-E User Manual Technical Support: h.usriot.com

USR-CAT1 V1.1.4

File Language
[PC Serial Parameters] : Serial Porti Com4 v| BaudRate| 115200 v‘ Parity/Data/Stop| NONI -~ @ Open |
Choose Work Mode Operation and Hints
Transparent Mode HTTPD Client Mode SMS Mode MQTT Mode
® B o o Oma Ei Query al parameters ﬁ Set and save all parameters
TCP/UDP TCR/UDP Serial
l Enter Seril AT command mode Exit Serial AT cormmand mode
PC NatWork M2M device Serial device Build Time Query IMEL Query phone number Query version
JEgsenEMe PaaTEl oty Query RS5I Save parameters eset to factory setting Restart
Ll
] Enable Socket : Py F
; peport [socketuer.cn =t
Timestamp RX:0 Reset Count
Link Type |TCP v‘ |Per515 v‘ ;i _
General operation process:
Tine o Tanstory Lk .
1. Connect the module to PC serial port, power the module
[ Backup " .
CairA 2. Choose serial port NO. Then Click "Open
3. Click "Query all parameters”
Enable Socket
o B 4. Choose work mode and configure related parameters
w 5. Click "Set current parameters”
TLS Encrypted parameters
S5 icate verification method | Two-way authentication ‘v
Server CA certificate Do DOt verify ce¢ﬁmte :l
Verify server certificate
Client Certificate & h :
Client: private key | ]
Modem Parameters = o L S e e L i i e S L YE'V =t
Serial Port Serial BaudRate | 11520 ~ Flow Control [RS485 ~
Parity/Data/Stop | NONE | s ~| [1 v
n— Packaging Interval(ms) ickaging Length(Bytes) [1024 Send via Serial Port - ™0 @, Send -

Authentication mode Descriptions Recommendations

Not to verify certificate It only implements data layer transmission decryption, and does No encryption

not verify the identity of the other party during the handshake required.
process.
Scenario for

Verify server certificate During the handshake, the client will verify the server certificate,

Two-way verification

authentication

and the client needs to preset the root certificate of the server.

The client and the server verify each other's identity, and the
server root certificate, client certificate, and client private key

need to be preset.

verifying device
legitimacy

Data transmission
scenarios with

strong security

6.7. Security

When enable Security function, after enter AT command mode, you need to input the correct password to
login. After logging, you can also change the password by sending the login command again.

The module will automatically exit AT command mode if there is no login command within 30s.

>  Set by the utility:
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W USR-CAT1 V1.0.6 - ] X
File Language
[PC Serial Parzmeters] :ISeriaI Porf COM21 v | BaudRate| 115200 | Parity/Data/Stop| NONI ~ |8 ~[1  ~| @ Cknel 1
Choose Work Maode | Operation and Hints 5
® Transparent Mode () HTTPD Client Mode (0) SMS Mode 3 I [ query al — I I % T = I
TCPIUDP TCPIUDP Serial
! 5 2 I Enter Serial AT command mode I | Exit Serial AT command mode |
’i-‘-.' T '-a /F‘I\'i Wf‘) I.:.—__.._ul
PC NetWork M2M device Serial device Buidng Tme | | QueryMEL | Queryphonenumber | Queryverson |
| Transparent Mode Parameters ‘ Query RSSI | | Save parameters | *eset to factory settﬂd | Restart |
[ Enable Socket & = =
A Paport. test.usr.cn |7 ] Timestamp [ JHex  RGB750 Reset Count,
Link Type |TCP v| |Persxs v| A
Time of Transtory Link(s) >[Tx->][18:45:38][asc]
L] Backup AT+SMSFLT?
Socket A
| b adet >[Rx<-][18:45:38][asc]
AT+SMSFLT?
+SMSFLT:ON
[[] Backup
Socket B
[] Enable Socket OK
C b
| Modem Parameters Operation complete
Serial Port Serial BaudRate Flow Control B e = i
Parity/Data/Stop [ NONE | s ~| [2 ~|
Fm Packaging Interval{ms) ickaging Length(Bytes)
jare
] Enable Echo ] Sirl dba cachie 4 ., SendvasSeral Port - [Hex  Tx71 @, send -
» Set by AT commands:
Enable:
1 +++a Enter serial AT command mode
2 AT+SAFEATEN=ON Enable security function
3 AT+S Save all parameters and restart

Change the password:

1 +++a Enter serial AT command mode

2 AT+SIGNINAT=usr_cn Login command

3 AT+VER Query the firmware version

4 AT+SIGNINAT=usr_cn# Change the password

5 AT+S Save all parameters and restart
36
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6.8. NTP

WH-LTE-7S1-E supports connecting to the NTP server for time synchronization.
This function defaults to be disabled, support connecting to up to 4 NTP servers. User can send "AT+CCLK" or

"AT+CCLK?" to query the current time.
>  Set by the utility:

W USR-CAT1 V1.06
File Language

[PC Seral Parameters] :{Seral Port COM21 v BaudRate| 115200

v | Parity/Data/Stop NONI + (8 v |1

Choose Work Mode

® Transparent Mode () HTTPD Client Mode () 5SM5 Mode
TCP/UDP TCP/UDP l Serial
PC NetWork M2M device Serial device
Transparent Mode Parameters
] Enable Socket
it PEPOIt [test.usr.cn |3tz ]

Link Type |TCP v‘ |Per5'ﬁ v|

[ Backup
Socket A

[] Enable Socket
B

Modem Parameters

Security

4 NTP function

Enable Echo
Serial AT command

Serial data cache
Network AT

Command Prefix \usr.cn#
Reboot Message WH-GM5
AP [CMNET, .0

Security Code \“““

NTP Server ‘cn.ntp.Urg.cn,us.ntp.org.cn

|
|
|
auto autormatic restart time(s) ‘IBUU |
|
|
|

NTP calibration period [min)‘ﬁU

= O X
~| @ close | 1
Operation and Hints 6
3 | Ec‘; Query all parameters I I ﬁ Set and save all parameters I
2 I Enter Serial AT command mode I Exit Serial AT command mode
Buiding Time Query IMEI :Quew phone number Query version
Query RSSI Save parameters teset to factory setting Restart
Timestamp  [JHex RX:8750 Reset Count
-
>[Tx->][18:45:38][asc]
AT+SMSFLT?
>[Rx<-][18:45:38][asc]
AT+SMSFLT?
+SMSFLT:ON
OK
Operation complete
W
Send via Serial Port » [JHex  TX:71 ®. send -~

» Set by AT commands:

Command

Operation

+++a

Enter serial AT command mode

AT+NTPEN=ON

Enable NET function

Jinan USR IOT Technology Limited

3 AT+NTPSVR=cn.ntp.org.cn,us.ntp.org.c | Set the NTP server address
n
AT+NTPTM=60 Set the NTP calibration interval
5 AT+S Save all parameters and restart
37
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6.9. FTP Upgrade

7S1-E supports FTP upgrade protocol, user's device can request files on FTP server by special protocol
through serial port. The file of the server can be split into small packets with a maximum size of 256 bytes for
transmission, which is convenient for customer device to upgrade or download large files remotely.

For details, please refer to "USR FTP Upgrade protocol"”.

6.10. Base Station Geolocation

WH-LTE-7S1-E supports base station geolocation function, and can obtain general location of the device
through the operator's network. Base station positioning information can be obtained through serial AT
command or SMS AT command.

Command Function Default parameter

AT+LBS Query station geolocation information Empty

6.11. Restore to Factory Default Settings

1. Hardware reset: After power on, pull down the “Reload” pin for 3~15S to restore it to factory parameters.

2. Software reset: After enter AT command mode, send "AT+CLEAR” from the serial port to restore the
module.

6.12. Timeout Restart

WH-LTE-7S1-E supports timeout restart function, defaults to be enabled, 1800s. When there is no data in
30min, the module will restart automatically. You can change it via AT command: AT+RSTIM.

7. AT Commands

AT command is used for controlling modem, for USR devices in transparent mode normally, you must enter
AT command mode at first, then you can send AT commands to configure or query the parameter settings.
After setting all parameters, restart the modem to make the settings take effect. Every time the modem
restart will work in work mode rather AT command mode.

Every AT command must add character carriage return <CR> and line feed <LF>. In Hex, <CR> is 0x0D

<LF> is Ox0A.

For detailed AT command set, please check "AT Command Set".
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7.1. AT Command Settings

+ + + a AT+ENTM
T b TR T 5 T5
mememeeaeee N e e o P (e )‘
Data sent to the modem i :
I [
Data sent by the modem ; J 5 J ‘ M
- | e |
Requirments: T4 | 6 OK
T1 > Cument serial packaging intervaltime T3 < 50ms . .
a +0OK
T2 < 50ms T5<3s

Enter AT command mode:

Send "+++" from the serial port, it will be a “a” returned.

Do not send any data within a serial port packaging interval before sending "+++".
After receiving “a”, send another "a” within 3s.

Receiving "+ok” means the module has changed to AT command mode.

Then can send AT commands to the module.

vk wnN =y

»  Exit AT command mode:
Send "AT+ENTM" from the serial port.
2. Receiving "+ok” means the module has exited AT command mode.

—_

7.2. Serial AT Commands

When enable “Serial AT command” function, you can directly send “Command prefix+AT command”in
transparent mode without changing to AT command mode. Command prefix defaults to “usr.cn#".
Example: query socket A status, there is a carriage return and line feed after the AT command.

>[Tx->][10:18:49][asc]
usr.cn#AT +SOCKA

>[Rx<-][10:18:49][asc]
usr.cn#
+SOCKA:TCP,test.usr.cn, 2317

OK

Operation complete

usrcn#AT+SOCKA

Send via Serial Port - ™17 @, Send ~
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7.3. Network AT Commands

In transparent mode, you can also send “Command prefix+AT command” from the network side to query or

change the module’s parameter settings.

Modem Parameters

) N
Serial Port Serial BaudRate | 115200 Flow Control | NONE |

Parity/Data/Stop |NONE ~| [8 | |1 v]
A More Packaging Interval{ms) ickaging Length(Bytes)
] Enable Echo Serial data cache [] security
] Serial AT command Network AT (] NTP function
| Command Prefix |usr.cn#

APN [CMNET,,,0
auto automatic restart time(s) [1800

|
Reboot Message IWH—GMS |
|
l

Example: query socket A status, there is a carriage return and line feed after the AT command.

TCP/UDP Het Assistant A
Settings ~Data Receive BSAVAGE VA2
(1] Protacol [2021-03-24 10:20:46:507]
| TCP Server | fusr. ond #
+SOCKA:TCF, 118. 190. 93. 90, 5235
(2] Local host addr
118.190.93.90 0K
(3] Local hast port
8235 I
@ Ciose
Receive Options
[” Receive to file...
v hnts 1t
v Show timestamp
[~ Receive as hex
[~ Panse receive
Save. .. Clear
Send Options
[~ Data from file...
[ Auto send checksum
[ hocr verl
[~ Send s HEX Clients: | ALl Connections =] m}
I Period | 10 m= Lusr.cn#AT+SOCKA|
Load . Clew et
€ Ready! ' [ 17 [ R 66 Reset | .
7.4. SMS AT Commands

If we know the phone number of the SIM card in 7S1-E, we can also query or modify the parameters of it by

sending SMS AT command.
For example: query firmware version, there is a carriage return and line feed after the AT command.
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usr.cn#AT+VER

4 minago B

usr.cn#
+VER:VI.2.04.000000.0000

OK

4 min ago

@® Dp- Text message © B
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