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1. Product introduction

The AP510 is a high-speed waterproof 4G wireless router featuring global cellular band. It supports dual Ethernet
ports (including standard 48V PoE IN), Qualcomm WiFi (AP/STA/Bridge modes), and a built-in eSIM (eliminating the

need for a physical SIM card for customers), providing customers with high-speed and reliable connectivity.

Housed in an IP65 waterproof enclosure, it withstands high temperatures up to 75°C and low temperatures down

to -40°C, making it particularly suitable for providing wired and wireless networks in outdoor areas where running

cables is inconvenient. Applicable scenarios include: scenic area monitoring, construction site monitoring, orchard

monitoring, farm monitoring, reservoir monitoring, community monitoring, rural household monitoring, mountainous

area monitoring, and other challenging monitoring environments where network deployment is difficult.

1.1. Product features

<{ Stable and reliable

Qualcomm chip to ensure the performance and stability.

IP65 rated, wide operating temperature range (-40°C to 75°C), suitable for outdoor scenarios.
Optional installations: poll and wall mounting

Dual power supply redundancy: standard 48V PoE IN / DC 9-36V with reverse polarity protection

Built-in hardware watchdog which can provide self-diagnostics and self-recovery to ensure system stability.

< Uninterrupted Network Access

Supports 2G/3G/4G network all over the world ,supports APN/VPDN sim card.

Failover between 4G, WAN and WiFi, ensures automatic switch to alternative backup connection,effectively
ensuring

Equipped with strong Wi-Fi capability,802.11 a/b/g/n,2.4G Wi-Fi,2*2 MIMO, up to 300Mbps,Support
AP/STA/repeater mode

VPN tunnel detection: maintains stable connection of the VPN tunnel, ensuring continuous transmission.

Multi-layer link detection mechanism, automatic redial and recovery.

<~ Powerful Functionality

Supports remote monitoring, upgrade and parameter configuration, remote access to the built-in web
pages.

Supports IPsec VPN, PPTP,L2TP, OPENVPN,GRE etc., ensuring secure data transmission.

Supports firewall, NAT,DMZ,black and white list of access control.

Supports DDNS,PPPOE,DHCP,Static IP.

Supports firewall functions including NAT, access control, DDoS defense, IP-MAC binding, etc., protecting the
network against external attacks.

Support SNMP,VLAN

Tab 1 AP510 Specification

Project

describe
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Band(China, India)

LTE FDD: B1/3/5/8

LTE TDD: B34/38/39/40/41
WCDMA: B1/5/8

GSM: 900/1800MHz

TDD-LTE:Band 34/38/39/40/41

Cellular FDD-LTE: Band 1/2/3/4/5/7/8/12/13/18/19/20/25/26/28/66
Band(global)
WCDMA:B1/2/4/5/6/8/19
GSM/GPRS/EDGE: B2/3/5/8
Antenna Built-in full bidirectional antenna
SIM slot 1 x Nano-SIM
Ethernet WAN 1 x WAN port (can be configured to LAN) 10/100 Mbps, compliance with
IEEE 802.3, supports auto MDI/MDIX
LAN 1 x LAN port, 10/100 Mbps, compliance with IEEE 802.3, IEEE 802.3u
standards, supports auto MDI/MDIX,
Wi-Fi Standards &
IEEE 802.11b/g/n, 2.4GHz
Frequency
Mode AP/STA/Repeater
Data speed 300Mbps
Antenna Built-in full bidirectional antenna

Transmission distance

50 meters by line of sight.Actual transmission distance depends on

environment of the site.

MIMO 2X2
WiFi users 8
Power supply Adaptor DC 12V/1A
DC Power Jack Barrel Type Female 5.5*2.17mm Round socket or 2 PIN
Connector . ) . . .
industrial terminal block, reverse polarity protection
Input voltage DC 9-36V
Power consumption 12V@300mA

physical
characteristics

Casing material

IP65 rated, ABS material

Dimensions

172.06*89.94*57.06mm

Installation

Poll mounting and wall mounting

Static IEC61000-4-2, level 2

EMC Pulsed Electric Field IEC61000-4-4, level 2
Surge IEC61000-4-5, level 2
Operatin
P d -40°C to +75°C
Temperature

Storage Temperature

-40°C to +85°C (non-condensing)

Operating Humidity

5%-95% (non-condensing)

PUSR’
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other Indicators POWER., WIFI. NET. SIG. WAN/LAN1. LAN2

Reload button Long press 5-15s to reset to factory settings

1.2. Consumption

1.3. Indicators

Indicators Status
Power ON:Power supply is normal.
WiFi ON: the WiFi is open.

OFF: the WiFi is closed.

NET ON: connected to 4G network.
Fast flashing: connected to 3G network.
Slow flashing: connected to 2G network.

OFF: not connect to cellular network.

SIG Blue: the signal is strong.
Dual-color: the signal is medium.

Red: the signal is week.

WAN/LAN1 Flashing: there are data transmitting.
ON: the network cable is connected.

OFF: the network cable is not connected.

LAN2 Flashing: there are data transmitting.

ON: the network cable is connected.

OFF: the network cable is not connected.

PUSR’
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1.4. Dimensions
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Pic 1 AP510 Dimensions

2. Operation Instruction

2.1. Test

When the AP510 is used for the first time, you can connect the LAN port of the AP510 to the PC or connect to the WLAN
wireless, and then configure it using the web management page.

Tab 2 Default parameter table for WEB pages

parameter default setting
SSID AP510-XXXX
LAN IP 192.168.1.1
User name admin
password admin
Wireless password 88888888
8
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English | f12

Your Trustworthy Industrial loT Partner

Authorization Required

Please enter your username and password.

Username:  admin

o aE.

Pic2 Login page

Your Trustworthy Industrial loT Partner

AUTORERESHON  English | i

S m— e ]

vervicey Hostname TEST
Routes Firmware Version V1005
Services SN 01501125060600002052
Network IMEl 869312068015691
VPN Local Time Sat Oct 11 06:16:55 2025
Firewall Uptime 1h 19m 43s
System Load Average 0.55,0.62, 0.64
Logout

Memory

Total Available [ 2 kB /125028 kB (70%) |

Free B (46%) |
Cached 22660 kB / 125028 kB (18%) |
Buffered [ 7a60kB/ 125028 kB (5%) |

Pic 3 Status overview

You can query routing information and ARP tables from here.

Your Trustworthy Industrial loT Partne
English | F3

The following rules are currently active on this system.
~ Status

Overview ARP
1Py4-Address MAC-Address Interface

Services 192.168.1.115 cB5achaf68:4b brlan

NEtoek 1029.29.61 32ef86:19:94:25 eth2

VPN

Firewall

S et

Logout Network Target |Py4-Gateway Metric Table
wan6_4g 000.0/0 1029.2961 0 main
wan6_4g 000.0/0 10.29.29.61 10 main
wan6_4g 10.29.29.0/25 10 main
wan6_4g 10292961 10 main
lan 192.168.1.0/24 o main

Pic4 ARP
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3. Network interface function

3.1. WAN networks

The router supports WAN ports for access to external networks.

TEST

Status WAN Overview

Services Network Status Actions
~ Network e Uptime: 1h 20m 255
[ I s 00000
WAN o RX: 2.92 MB (7335 Pkts.) & connect | [# Edit
ethz TX: 2.34 MB (10179 Pkts)
LAN 1PV6: 240e:844:3:415:364b:501f:fe00:0/64

Uptime: 1h 20m 28s

Cellular Network e
WAN 4G MAC-Address: 34:48:50:00:00:00

Network Failover & RX: 2.92 MB (7335 Pkts) & comnect | @  Edit
eth2 TX: 2.34 MB (10179 Pkts)

WLAN AP 1Pud: 10.29.29.63/25

'WAN_WIRED Uptime: Oh Om 0s

HEANSTA = MAC-Address: D4:AD:20:C8:C6:D1 TR T
g ) P

DHCP = RX: 0.00 B (0 Pkis)

TX: 0.00 B (0 Pkts.)
Static Routes

Pic 5 4G Set up the interface

Tab 3 state table

Num Name meaning

1 Running Time The running time of the 4G network card started by this interface

2 MAC The MAC address of the network card interface

3 Receive/send Statistics on the total amount of data received and sent by this website

3.1.1. Cellular network configuration

USR IOT Be Honest, Do

‘Communication Expert of Industrial 10T AUTO REFRESH ON

Cellular Network Configuration

Configure the APN parameters, network priority, SIM card PIN code, network detection and other functions of the mobile network.

Status Configure network search priority to reduce network search time.

Services
v Network ot

WAN Configuration SIM Config ESIM Config Mobile Information

LAN
Dual SIM Switching Mode  Master Standby Mode v
Cellular Network @ Set the dual-SIM switchover mode

LR e SIM Switching Cycle 300

WLAN AP @ In the master standby Mode, when using sim2 for internet access, it will attempt to switch to sim1 for internet access after the "SIM
Switching Cycle” is reached, Value range: 180~86400s
WLAN STA
Dhce Link Detection Enable B @ Once selected, check the network connect with ping
Static Routes Interval 10
@ ping interval unit: sec,1-86400
Diagnostics
Max Ping Tries 3
Tcpdump

@ Perform recovery action after reaching Consecutive failures times, 1-100

Pic 6 Cellular network configuration page
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Note: The regular shipment of CPE does not have an ESIM card attached. There is a reserved space on the

hardware circuit. If the customer requires an ESIM, it can be achieved through customization.

Tab 4 Cell network configuration parameter table

Iltem

function

default

Dual card switching

mode

Master-Backup Mode: External SIM is the primary. When external
SIM malfunctions, it automatically switches to ESIM for internet
access.Once external SIM recovers, it will switch back to external

SIM automatically.

Mutual Backup Mode : If the current SIM card can access the

internet, no card switching will occur.

Manual Mode:Lock onto external SIM or ESIM, disabling automatic

card switching. This function need the ESIM is attached.

Master
Mode

Standby

Check the cycle

At present, when the card is connected to the network, the
threshold time set here will detect whether external SIM returns to
normal (the cellular network will be disconnected each time). If
external SIM is restored, it will automatically switch to external SIM
access. Unit: seconds

300

Fixed SIM card

When the mode is switched to manual mode, select the SIM card
to be locked

external SIM

Link probing | Open: Enable the SIM card Ping detection function Close

enabled Close: Disable the SIM card Ping detection function

Detection time | Ping detection interval, unit: seconds 10

interval

Number of re-tries | Number of ping probe failures 3

for detection

Probe address 1 A total of 3 Ping addresses are detected. If one of them is | 8.8.8.8
pingable, the link is considered normal

Probe address 2 A total of 3 Ping addresses are detected. If one of them is | 119.29.29.29
pingable, the link is considered normal

Probe address 3 A total of 3 Ping addresses are detected. If one of them is | 255.5.5.5
pingable, the link is considered normal

Resume the exercise | Optional: None / Re-dial / Restart module / Restart module / | Restart the
Restart device module

Signal strength | Checked: detect the interval time once, and switch the SIM card | Unchecked

detection enabled when the sub-signal is less than the set trigger threshold for
multiple times

Detection time | Signal detection interval time, unit: second 10

interval

Number of re-tries | If the signal value is less than the threshold for several times, the | 3

PUSR’
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for detection

card will be cut

Trigger threshold Signal threshold, unit: dbm -80
Ping delay detection | Checked : The interval time is detected once, and the delay of | Unchecked
is enabled multiple probes is greater than the set trigger threshold to switch
the SIM card
Detection time | Detection interval time, unit: seconds 10
interval
Number of re-tries | If the detection delay exceeds the threshold, the card will be cut 3
for detection
Trigger threshold Delay threshold, unit: ms 80
3.1.2. SIM

Set the external SIM/ESIM card related parameters.

Your Trustworthy Industrial |1oT Partner

AUTOREFRESHON  English |

Status

Services

Cellular Network Configuration

Configure the APN parameters, network priority, SIM card PIN code, network detection and other functions of the mobile network.

Configure network search priority to reduce network search time.

wan Conuraion | [LGHAGEM]| et coni ] i momation

o o

. T e

Pic 7 SIM
Tab 5 SIM

Item Description Default
APN Please set the correct APN address Auto
Username APN username empty
Password APN Password empty
Auth Method APN authentication type: None/PAP/CHAP empty
Network Type Force 4G, 3G or 2G network Auto
LTE band selection Lock the frequency band Auto
PDP Type IPv4/IPv6/1Pv4&v6 are optional IPv4&v6
MTU Set the cellular network card MTU 1500
Network search | Auto/2G/3G/4G Auto
priority
PIN enable SIM PIN Not enabled

PUSR’

www.pusr.com




AP510 manual

PIN Four to eight digits 1234
Note: The PIN code is invalid if the PIN enablement item
is not enabled

EHRPD This option is generally not required when 5G network is | Not enabled
started

3.1.3. SIM card information

The SIM card information display shows the configuration information of the SIM card in detail. If there is a problem

with the network connection, you can check the cause of the problem.

Your Trustworthy Industrial loT Partner

AUTOREFRESHON  English | FX

Cellular Network Configuration

Configure the APN parameters, network priority, SIM card PIN code, network detection and other functions of the mobile network.

Status Configure network search priority to reduce network search time.

Services
+ Nework

WAN Configuration | SIMConfig || ESIM Config || Mobile Information
LAN
Modem Version: 17016.1000.00.38.01.31
Cellular Network
- IMEL 869312068015691
Network Failover
Dial SIM: sim2
WLAN AP
A SIM Status: READY
Blice Icci: 89861125205036721193
Static Routes am: 460113311031408
Diagnostics APN: ctnet,ctnet@mycdma.cn,vnet.mobi, 1
Tepdump Attachment Status: Attached
VPN Network Operator: CHN-CT
Firewall Network Type: 4G Mode
System mcc: 460
togort MNC: 1
BAND: 3
IP Address: 10.29.29.63

Pic 8 SIM Information

3.2. LAN

LAN port is a LAN with 2 wired LAN ports (LAN1 can be set to WAN for use, the default is WAN port).

PUSR’
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Your Trustworthy Industrial loT P

LAN Overview

Status

Services Network Status Actions.
LANZ MAC-Address: D4:AD:20:C:C6:D2
WAN RX: 5.69 MB (24861 Pkis) =
3 (2 & Ce t Edit
9 628 TX: 682 MB (19170 Pkts) grno ) |
LAN A0 1Pu: 192.168.1.1/24

1Pv6: fd34:4182:38d::1/60
Cellular Network

Network Failover Vian Management

‘WLAN AP Enable Vian
v
DHCP PORTS
St Raes Network Interface LAN2
D’EQV’\OSU(S lan(br-lan)
Tepdump
lan2(br-lan2) a
VPN
Firewall
Status Uptime: 1h 41m 30s
o MAC-Address: D4:AD:20:C8:C6:D2
bl RX: 5.82 MB (25455 Pkits.)
en TX: 7.00 MB (19684 Pkis.)
1Pv4: 192.168.1.1/24
Protocol Static address b4
1Pv4 address 192.168.1.1
1Pv4 netmask 255.255.255.0 v
Pv4 gateway
1Pv4 broadcast
Use custom DNS servers ~ 114.114.114.114 =
8.8.8.8 @
Pic9 LAN
Tab 6 LAN
Item meaning Windows default
IPv4 The IP address of the LAN card 192.168.1.1
subnet mask The subnet mask of the network card 255.255.255.0

IPv4 Gateway

The gateway address of the LAN card is usually empty empty

IPv4 broadcast

The broadcast address of the LAN card is usually empty | empty

Use a custom DNS

server

The alternative DNS server is used to resolve the DNS | empty
server when the DNS server issued by the superior route
cannot be resolved normally

IPv6 allocation length

Assign a fixed portion of the specified length to each | 60
public IPv6 prefix, usually the default value

IPV6 allocation

reminder

Use the hexadecimal subprefix ID of this interface to | empty
assign the prefix portion, which is usually the default

value

PUSR’
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< Instruction>

» The default static IP address is 192.168.1.1 and the subnet mask is 255.255.255.0. This parameter can be
modified, for example, to change the static IP address to 192.168.2.1;

» The DHCP server function is enabled by default, and the devices connected to the LAN port of the router can
automatically obtain IP addresses;

>  If VLAN division is used, the WIFI interface is bridged to the br-lan port, and the WIFI obtains IP and the same

network segment as the br-lan network card.

3.2.1. DHCP Server of LAN

The LAN port DHCP Server function is enabled by default (you can choose to disable it).

Your Trustworthy Industrial loT Parf

AUTO REFRESHON  Engli

102.168.1.1

1Pv4 address

1Pva4 netmask  255.255.255.0 v

1Pv4 gateway

Status

Services 1Pv4 broadcast

WAN 5.8.8.8 @a
LAN
Cellular Network
Network Failover I DHCP Server
BB General Setup
WLAN STA
Ignore interface (] @ Disable DHGP for this interface.
DHCP
Static Routes Start Address 100
@ Lowest leased address as offset from the network address.
Diagnostics
Limit 150

dcpdtinp @ Maximum number of leased addresses.
VPN

Leasetime 12h
Firewall @ Expiry time of leased addresses, minimum is 2 minutes (2m ).
System
Logout

) Back to Overview apply | save
B

< instruction>

»  The starting address of the DHCP pool and the address lease time can be adjusted;

»  DHCP The default allocation range starts from 192.168.1.100;

»  The default lease period is 12 hours, which can be set as "h" -hour or "m" -minute;

> If you disable DHCP, the subnet device needs to set the correct static IP and gateway to connect to 806w.

3.2.2. VLAN

This router supports VLAN division of network ports, which can divide multiple network ports into different network

segments.
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Your Trustworthy Industrial loT Pa

LAN Overview

Status

Services Network Status Actions

Uptime: 1h 44m 245

LANZ MAC-Address: D4AD20:CB:C6:D2

WAN RX: 6.35 MB (27693 Pkts) & ;
¢ m) TX: 7.76 MB (21477 Pkts) # comnect ||@ Edit

LAN ik 1Pv4: 192.168.1.1/24

1Pv6: fd34:4182:384:1/60
Cellular Network

Network Failover

Vlan Management

WLAN AP Enable Vian
WLAN STA 5
Vlan List
BECE PORTS
Static Routes (oo v
Diagnostics
lan(br-lan) (m]

Tepdump

lan2(br-lan2)
VPN
Firewall
System
Logout

Pic 11 LAN

< explain>

> Disable VLAN division by default. If enabled, LAN port IP will be automatically changed to 192.168.1.1, LAN2 to
192.168.2.1 and so on;

»  WIFI is bridged to LAN. When a device connects to the router's WIFI, the device obtains the IP network segment
and LAN network interface in the same network segment;

3.2.3. WAN/LAN Select

After the VLAN switch is turned on, LANT can be set to WAN.

Your Trustworthy Industrial 1oT Pa

AUTO REFRESHON  E4

Status LAN Overview
Services Network Status Actions.
LAN2 MAC-Address: D4:AD:20:C8:C6:02
WAN RX: 6.66 MB (28956 Pkts.) -
& @) TX: 7.90 MB (22323 Pkts.) FaConzey | it
LAN brlan IPv4: 192.168.1.1/24

I1Pv6: fd34:4182:38d::1/60
Cellular Network

Network Failover

Vlan Management

WLAN AP Enable Vian
WLAN STA z
Vlan List
DHCP PORTS
Static Routs
atic Routes Network Interface LAN2
Diagnostics WAN
lan(br-lan}
Tepdump —
lan2(br-lan2) 1]
VPN
Firewall
System
Loaout

Pic 12 VLAN

16

PUSR’

www.pusr.com




AP510 manual

3.2.4. DHCP

Static address allocation: Set at the interface-DHCP. This function extends the LAN interface DHCP Settings to
assign a fixed IP address and host ID to the DHCP client. Only the specified host can be connected, and the interface

must be configured dynamically.
Use add to add new lease entries. Use the MAC address to identify the host, the IPv4 address to assign the

address, and the hostname to assign the identifier.

Your Trustworthy Industrial loT Pa

AUTO REFRESHON

DHCP and Static

DHCP list information and Static Lease

Static leases are used to assign fixed IP addresses and symbolic hostnames to DHCP clients. They are also required for non-dynamic interface configurations where only hosts

> wiith a corresponding lease are served
Services

~ Network -
RN Active HCP Loases
WAN
Hostname 1Pv4-Address. MAC-Address Leasetime remaining
LAN
USR-FEUWTMNMYOU 192.168.1.115 c85axcf:af:68:4b 11h 25m 27s

Cellular Network

Network Failover -
Active DHCPv6 Leases

WLAN AP
Hostname IPv6-Address DUID Leasetime remaining
WLAN STA

DHCP There are no active leases.

Static Routes

Static Leases

Diagnostics
Hostnames allow w (for week) as multiplier in lease times, as well as seconds, minutes, hours and days.
Tepd Hostname 100w means lease time is 100 weeks.
pdump
Hostname MAC-Address |Py4-Address
VPN
Firewall

This section contains no values vet

Pic 13 DHCP

3.3. WAN_wired interface

3.3.1. DHCP mode

Your Trustworthy Industrial loT Partner

AUTO REFRESHON  English | #i3Z

several network interfaces separated by spaces. You can also use VLAN notation INTERFACE.VLANNR (g.9.: ethe.1).

Com Configuration

Status
General Setup Advanced Settings

Services

& MAC-Address: D4:AD:20:C8:C6:D1

WAN eth0 RX: 0.00 B (0 Pkts.)
TX: 0.00 B (0 Pkts.)

LAN

Cellular Network Protocol  DHCP client v

Network Failover
Hostname to send when ~ AP510

WLAN AP requesting DHCP

WLAN STA ”

jinan USR 10T Technology Limited http://www.pusr.com/

Pic 14 WAN
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< explain>

»  The default IP acquisition method is DHCP Client;

»  Supports the hostname for a change request DHCP.

3.3.2. Static IP mode

Your Trustworthy Industrial loT Part

AUTO REFRESHON  Englis|

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces® field and enter the names of

Common Configuration

Senvices General Setup Advanced Settings
Status Uptime: Oh Om 0s

Status

g & MAC-Address: D4:AD:20:C8:C6:D1
eth0 RX: 0.00 B (0 Pkts.)
Lt TX: 0.00 B (0 Pkts.)
Cellular Network
Network Failover I Protocol  [Static address v ]
WL IPv4 address
WLAN STA
IPv4 netmask - Please choose -- v
DHCP

Static Routes IPv4 gateway

Diagnostics 1Pv4 broadcast
firdinp Use custom DNS servers a
Pic 15 WAN

< explain>

Static address mode requires manual input of IPv4 address, mask and IPv4 gateway address;

The gateway address must be accessible, otherwise the network cannot be used normally;

The general IP address should be in the same subnet as the gateway

Note that the IP address should not be in the same subnet as the LAN port IP address, otherwise the network will

YV V V V

be abnormal.
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3.3.3. PPPoE

Your Trustworthy Industrial 1oT Partner

AUTO REFRESHON  Engllish | 32

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the "bridge interfaces” field and enter the names of
 notation INTERFACE.VLANNR (g,g,: etho.1).

several network interfaces separated by spaces. You can also use V1

Common Configuration
Services
General Setup Advanced Settings

Status

~ Network
WAN Status - Uptime: Oh Om Os
& MAC-Address: D4:AD:20:C8:C6:D1
LAN etho RX: 0.00 B (0 Pkts)

TX: 0.00 B (0 Pkis)
Cellular Network

Network Failover [Protoco[ PPPOE o ]
WLAN AP
PAP/CHAP username
WLAN STA
DHCP PAP/CHAP password &

Static Routes

Diagnostics 8 Back to Overview Apply

Tepdump

Pic 16 WAN

< explain >

> The user name and password need to be obtained from the operator and filled in the corresponding position;
»  Using this function is equivalent to using the router as a modem for dialing;

»  Click save, and then click Apply to complete the configuration.

3.4. Network switching

Your Trustworthy Industrial loT Partner

English | B3z

Network Failover

Configure the network switching function.

Status
Services Configuration

Priority ~ WAN>Cellular>STA v
WAN
LAN Reference Mode ~ Custorn v
Cellular Network Primary Server  8.8.8.8 v

i @ IP or Domain, such as*223.6.6.670r"baidu.com"
Network Failover

WLAN AP Secondary Server  119.20.29.29 v
@ IP or Domain, such as*223.6.6.6™or"baidu.com”

WLAN STA

S Thirdly Server  223.5.5.5 v

@ IP or Domain, such as*223.6.6.67or"baidu.com*

Static Routes
Ping Interval 10
Diagnostics @ 1-600seconds
Tepdumy
pdump Package size O

Pic 17 Network switching configuration

Tab 7 Network switching configuration

name description Default parameter
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priority Set the NIC priority policy here WAN takes
For example, select: WAN> Cellular> STA. When the WAN | precedence
network card can detect the target address is open, the
WAN network card will be used to access the Internet.
When the WAN network card fails to detect the target
address, the Cellular, and STA network cards will be used in
sequence to detect the target address.
Disable: Use the last network
reference pattern Customization: Determine the network status based on the | custom
custom reference address
Gateway: Probe the gateway address of each network card
to determine the network status
Reference 1 You can set IP/domain name 8.8.8.8
Reference 2 You can set IP/domain name 119.29.29.29
Reference 3 You can set IP/domain name 223.5.5.5
Detection interval (unit: s) Set the link detection interval: 1-600s can be set 10
Ping packet size (unit: bytes) | Packet size for link detection: 32-1024 bytes can be set 0
Ping timeout (unit: ms) Set the ping timeout time: can set 100-20000ms 2000

3.5. Wireless configuration

3.5.1. Wireless AP mode

Status

Services

WAN

LAN

Cellular Network
Network Failover
WLAN STA
DHCP

Static Routes
Diagnostics
Tepdump

VPN

Firewall

System

< explain >

Your Trustworthy Industrial loT H

l 246 Settings Client Information

Status  Mode: Master
SSID: AP510-C6D1
BSSID: D4:AD:20:C8:C6:D3
Channel: 6 (2437 GHz)
Tx-Power: 26 dBm

Enable

Hide SSID a

5SID  AP510-C6DL

Encryption  mixed-psk >

L

Key  eseesess
HW Mode  1ing v

Channel  auto v
@ If STA is enabled, the configuration is affected by STA.

HT Mode  auto v

@ If STAis enabled, the configuration is affected by STA.

Regions 00 - World v

Pic 18 Wi-Fi configuration intent

»  Wi-Fiload capacity: 8 devices.

»  The maximum Wi-Fi coverage range in open areas is 50 meters.
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» The actual Wi-Fi connection distance is greatly affected by the environment. Please refer to the actual test
results.
Tab 8 WiFi configuration parameter
name description default
enable Turn on the WIFI LAN function checked
hide SSID To enable this function: The device will not be able to | Not selected
search for 806w WIFI, and you need to manually enter the
correct WIFI name and password to connect, ensuring the
WIFI security
WIFI name The router's WIFI name can be customized AP570-XXXX
The default value of XXXX is the last four bits of the router
MAC
encryption selectable : mixed-psk
No encryption/mixed-psk/psk+ccmp/psk2/psk2-tkip
password WIFI password, customizable 88888888
Network model Options: 11ng/11n/11g/11bgn/11bg/11b 11ng
channel Automatic, lockable channel auto
frequency Auto/40MHz/20MHz is optional auto
bandwidth
Country or region You can select a country or region 00-world

The list of wifi clients can be viewed in the client information interface.

Status

Services

Your Trustworthy Industrial loT Partner

WLAN AP Settings
WLAN AP Settings

AUTOREFRESHON  English | 537

Client Information
WAN SsiD MAC-Address IPv4-Adidress Signal Noise RX Rate TX Rate
LAN 4 AP510-C6D1 66:6F:£8:6C:F6:B9 ? -46 dBm -95 dBm 65.1 Mbit/s 137.3 Mbit/s
Cellular Network
Network Failover
WLAN STA
Pic 19 WiFi client list page
3.6. Wireless client

The router is turned off by default for WIFI (wireless) client, and the WIFI client can be enabled to connect to the

hotspot coverage on site for Internet access.
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Your Trustworthy Industrial 1oT Partner

AUTOREFRESHON | English | 32

WAN Enable
static Routes Enable Ping Check O @ Once selected, check the wireless connect with ping
Diagnostics
Tcpdump
ven
Pic 20 Wireless client configuration
Tab9 WiFi configuration parameter
name description Windows default
start using Turn on the WIFI client Not selected
search Click search to start searching for hot spots not have
It takes about 30 seconds to 1 minute to search for hot
spots, so be patient
WIFI name You can select hot spots by searching or manually WIFI-STA
encryption It can be set to: no encryption /mixed-psk No encryption
network Can be set to: wwan0/lan wwanQ
To use the STA function normally, select wwan0
If you need to use WIFI bridge mode, select lan
Forcing the update | When the network selects LAN (bridge mode), select | check

of LAN IP addresses

this function to restart LAN

Enable Ping
detection

After checking, the live detection function is enabled. If
the detection address is not available, the connection

to the wireless will be re-established

Not selected

reference address

Option: Gateway / specified address

gateway

Ping address

The address of the STA probe, note that you need to
set the address that the STA can ping

empty

On the hot spot information interface, you can check whether the router is connected to the AP.
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& (G | & Notsecure 192.168.3.1/cgi-bin/luci/;stok=793ed32366f47a35deb88d09d 1a48db7/admin/network/wwan Q@ &) = @ “

Your Trustworthy Industrial loT P

WLAN STA Settings
Status

Services

AUTO REFRESH ON

[ scuras | A st |
WAN Ssip MAC-Address Signal Noise RX Rate TX Rate
LAN il _66B7 i _66:BT -20 dBm -85 dBm 1.0 Mbit/s 1.0 Mbit/s
Cellular Network
Network Failover
WLAN AP

WLAN STA
DHCP
Static Routes

Diannostics

Pic 21 Connect to the AP information page

< explain >
>  When the network selects lan, it is set to bridge mode;
» Tosetthe bridge mode, please pay attention to the need to turn off the dhcp of the LAN port;
>  When LAN is enabled with DHCP, bridge mode bridges to the LAN network.

3.7. Static routing

Static routes have the following parameters. The default static route can be added up to 20.
Tab 10 Static routing parameter table

name description Default parameter

Interface LAN, wan_4G, wan_wired, and vpn interfaces lan

Object (target address) The address or address range of the object to be | empty

accessed
subnet mask The subnet mask of the network to which you want to | empty
access
Gateway (next hop) The address to which to forward empty
Jump point (Metric) Number of jumps in the package empty

Static routing describes the routing rules for packets on an Ethernet.

Test example: Test environment, two peer routers A and B, as shown in the figure below.

23
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R un WAN: 192. 168. 0. 200 : ' IP: 192.168. 2.200
Submask: 255.255.255.0 ¥
Next Jump(gateway): 192.168.0.202 LAN: 192.168.2.1 =
Router A £
) T3

anRoter | WAN: 192.168.0.202
! LAN: 192.168. 1 1

lecsccad % rrrrrrrrrrrr 3 2 IP: 192.168.1.7

Router B T

Pic 22 An example of a static routing table

The WAN ports of routers A and B are connected to the network 192.168.0.0, the LAN port of router A is the subnet
192.168.2.0, and the LAN port of router B is the subnet 192.168.1.0.
Now, if we want to make a route on router A so that when we access the 192.168.1.x address, it automatically

goes to router B.

S USR 10T Be Honest, Do Best!
ication Expert of Industrial IOT AUTOREFRESHON. English | 3¢

USR-G806
¥ Static Routing

To find information on static routing configuration, refer to the figure and table below

Status
sevies
Static IPv4 Routes
WAN :
Interface Target [Pyd-Netmask 1Py4-Gateway. Metric
LAN

Cellular Network
This section contains no values yet

Network Failover

WLAN AP

New Rule:

WLAN STA
Interface Target 1Py4-Netmask 1Py4-Gateway Metric

DHCP

Static Routes
Diagnostics [ wan_wired v 192.168.1.0 255.255.255.0 192.168.0.202 I 1 Add I ]

Tepdump

Firewall

Host-IP or Network If target s a network

Serial Server
System
Logout

Pic 23 Route table add page
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3.8. Network diagnostic function

Your Trustworthy Industrial 1oT Partng

oo ]
Status Network Utilities
Services 223.6.6.6 223.6.6.6 __Www.baldu.com
v Network O Ping 8 Traceroute @ Hslookup

WAN

LAN

Cellular Network
Network Failover
WLAN AP
WLAN STA
DHCP

Static Routes

Tepdump

Pic 24 Network diagnostic interface

The router's online diagnostic functions include Ping tools, route resolution tools, and DNS viewing tools.
» Pingis a Ping tool that can directly ping a specific address on the router;
» Traceroute is a routing analysis tool that can obtain the route path when accessing an address;

»  Nslookup is a DNS viewing tool that resolves domain names to IP addresses.

3.9. TCPDUMP traffic monitoring

Packet capture can be performed through the web interface.

Your Trustworthy Industrial loT Partner

AUTOREFRESHON.  English | =i

Start network capture

Statiis Interface seconds, packets Filter Actions
Services D - P | seconds ] [ Start capture
g Lo
LAN No capture in progress
Cellular Network
Network Failover
o [opueins
WLAN STA Capture file Modification date ‘Capture size Actions
R There are no capture files available yet.
Static Routes
Diagnostics
=

VPN

Pic 25 TCPDUMP

Tab 11 WiFi configuration parameter

name description Windows default

Interface Select the capture interface Lo
Br-lan: LAN interface

Wan_wired: WAN interface
Wan2_wir: WAN2 interface

Wan_4G: Cellular interface

25
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Ath1: WIFI STA interface

Capture restrictions Capture duration or number of packets 0 seconds

filter Fill in the filter conditions for the Tcpdump command, | empty
such as port 80

»  The captured packets will be cleared after the router restarts.

4. VPN function

VPN (Virtual Private Network) is a virtual private network technology. In terms of protocol, this router supports: PPTP,
L2TP, IPSec, OpenVPN, GRE, VXLAN.

4.1. PPTP Client

Before application, you need to build a VPN server first. Fill in the server address, account, password and encryption

mode correctly to connect.

TEST
PPTP Setting
S PPTP Parameters
: PPTP Client ® Enable O Disable
Services
Network Server Address ~ 192.168.0.2
~ VPN Interface  auto v
Auto refers used default route interface to connect
PPTP
L2TP User Name
IPSec Password &
OpenVPN
B Remote Subnet 192.168.55.0
Certificate Management @ eg: 192.168.100
GRE Remote Subnet Mask ~ 255.255.255.0
: 255.255.255.0
VPN Status 9@
Firewall NAT
System Enable MPPE Encryption
LDgOUt MTU 1450
@ 600~1450
SRR

@ Append pppd optionsNon - pr ul modification

Pic 26 Router adds VPN operation diagram 1

Tab 12 PPTP configure

name description Default parameter
PPT Enable the PPTP client Enable: Start PPTP client forbidden
Disable: Close the PPTP client
Server address Enter the IP address or domain name of the VPN server to | 192.168.0.2
connect to
joggle Automatic: Connect to the VPN using the default routing | voluntarily
interface

Wan_wired: Use the WAN interface to connect to the VPN
Sta_2g: Connect to the VPN using the 2.4G STA interface

Cellular: Connect to a VPN using cellular network
26
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Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN

Select the automatic interface. If one interface is
disconnected due to an exception, it can automatically

switch to other interfaces to try to connect to the VPN

communication between the client and the server. Enter

the server subnet segment here

user name Fillin the correct user name empty
password Enter the correct password empty
To the subnet Use a static route through the VPN to enable subnet | 192.168.55.0

For the subnet mask

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the subnet mask of the server subnet here

255.255.255.0

NAT

Check: Data passing through the VPN will be sent after NAT
No line: Data passing through a VPN does not go through
NAT

check

MPPE encryption

After checking, it is: mppe required, stateless

Not checked: Do not start mppe encryption

If the server uses require-mppe-128 encryption, you can
uncheck this option and try the following additional
configuration:

mppe required,no40,n056,stateless

refuse-eap refuse-chap refuse-pap refuse-mschap

check

MTU

Set PPTP MTU value to the default value

1450

Additional configuration

Special parameters are usually configured for the server. If
the client interface does not have these parameters,

configure them here. Do not operate by non-professionals

empty

Enable static tunnel

addresses

IP

Customize PPTP client IP. Note that if the IP server is
assigned to other clients or the IP is not within the IP range
defined by the server, the connection will not be made to

the server

Not enabled

Static tunnel IP address

Customize PPTP client IP. Note that if the IP server is
assigned to other clients or the IP is not within the IP range
defined by the server, the connection will not be made to

the server

empty

default gateway

After checking: All data traffic will be transmitted through
the VPN channel after the VPN is established

Unchecked: Only the VPN channel is established. If you
need subnet intercommunication, static routes should be
established

Not selected

PUSR’

www.pusr.com

27




AP510 manual

Note: If the WAN port is connected by PPPOE, this option is

invalid

enable ping Check: Enable VPNping ping alive detection, and reconnect | Not selected
to the VPN if ping fails

Unchecked: Do not enable ping to keep alive

Ping address PPT The address that the PPTP network card can ping is | empty
usually filled with the PTP address

Ping period Ping maintenance interval period, unit: seconds 10

Ping number of times After the Ping failure upper threshold is exceeded, ping will | 3

not be sent to the set IP address, and the VPN will

reconnect

PPTP connection success: After filling in the relevant parameters, save and apply, and enter the VPN--VPN state to

check the connection status.

> USR IOT Be Honest, Do Best!

pert of Industrial IOT English | #X

USR-G806p

OpenVPN Clients

Status Commeon Name Virtual Address Real Address Bytes Received Bytes Sent ‘Connected Since
Services

Network VPN

PPTP

L2Te

1PSec

OpenVPN

Certificate Management

GRE

Firewall
Serial Server
System

Logout

JiNan Usr 10T Technology Limited _ http://www.pusr.com/ :

Pic 27 Router VPN connection status

PUSR’

www.pusr.com




AP510 manual

4.2. L2TP Client

Status

L2TP Setting

Your Trustworthy Industrial 1oT Partner

English | 32

L2TP Parameters

e cient (@) Enable O Disable
B ,
o =
S e
s Remote Subnet Mask és;zzssss.isssznm
e
Pic 28 L2TP client Settings interface
Tab 13 L2TP configuration parameters
name description Default parameter
L2TP client enabled Enable: Start the L2TP client forbidden
Disable: Close the L2TP client
Server address Enter the IP address or domain name of the VPN server to | 192.168.0.2
connect to
joggle Automatic: Connect to the VPN using the default routing | voluntarily
interface
Wan_wired: Use the WAN interface to connect to the VPN
Sta_2g: Connect to the VPN using the 2.4G STA interface
Cellular: Use cellular 5G to connect to a VPN
Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN
Select the automatic interface. If one interface is
disconnected due to an exception, it can automatically
switch to other interfaces to try to connect to the VPN
user name Fillin the correct user name empty
password Enter the correct password empty
Name of tunnel If the server specifies the tunnel name of the Client, it must | empty
be correct
The Tunnel Code Fillin the correct tunnel password empty

IPSec encryption

Check: Enable L2TP over IPSec function

Not selected
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Not checked: Single L2TP function

After IPSEC encryption is enabled

IKE encryption:
3des-md5-modp1024,3des-shal-modp1024

ESP encryption: des-md5, des-shal, 3des-md5, 3des-shal

endon ID

The ID set on the server side

To the subnet

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the server subnet segment here

192.168.55.0

For the subnet mask

Use a static route through the VPN to enable subnet
communication between the client and the server. Enter

the subnet mask of the server subnet here

255.255.255.0

assigned to other clients, or the IP is not within the IP range

defined by the server, the connection will not be

established to the server

NAT Check: Data passing through the VPN will be sent after NAT check
No line: Data passing through a VPN does not go through
NAT

MTU Set the PPTP MTU value to the default value 1450

Additional configuration Special parameters are usually configured for the server. If | empty
the client interface does not have these parameters,
configure them here. Do not operate by non-professionals

Enable static tunnel IP | Customize the L2TP client IP address. Note that if the IP | Not enabled

addresses server is assigned to other clients, or the IP is not within the
IP range defined by the server, the connection will not be
established to the server

Static tunnel IP address Customize the L2TP client IP. Note that if the IP server is | empty

default gateway

After checking: All data traffic will be transmitted through
the VPN channel after the VPN is established

Unchecked: Only the VPN channel is established. If you
need subnet intercommunication, you need to establish a
static route

Note: If the WAN port is connected by PPPOE mode, the
check here is invalid

Not selected

enable ping

Check: Enable VPNping ping alive detection, and reconnect
to the VPN if ping fails
Unchecked: Do not enable ping to keep alive function

Not selected

not be sent to the set IP address and the VPN will reconnect

Ping address The address that the L2TP network card can ping is usually | empty
filled in as the PTP address

Ping period Ping maintenance interval period, unit: seconds 10

Ping number of times After the Ping failure upper threshold is exceeded, ping will | 3
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< explain >

» The mppe mode is: mppe required, stateless.

4.3. IPSec

Status

IPSec Connection Configuration

IPSec Parameters

Your Trustworthy Industrial 1oT Partner

English | #3

: IPSec Enable O Disable
Services
Network Interface  auto v
@ Auto refers used default route interface to connect
Peer Address 192.168.0.2
EEiE @ IP address or domain or %any,eg:10.10.1.88, eg:%any
L2tp
Negotiation Method Main v
OpenVPN Tunnel Type  Site To Site v
Certificate Management Local Subnet  192.168.1.0/24 ]
@ eg:192.168.100/24
GRE
VPN Status Peer Subnet  192.168.55.0/24 )]
@ eg: 192.168.20.0/24
Firewall
IKE Version ikev2 v
System @ IKEV1 only supports a single subnet
Logout
IKE Encryption Algorithm ~ 3DES v
Diffie-Hellman Group ~ Group2(1024bits) v
=
IKE Life Time 28800
Pic 29 IPSec Settings interface
Tab 14 IPSec configuration parameters
name description Default parameter

IPSec enable

Enable: Enable IPSec
Disable: Disable IPSec

forbidden

joggle

Automatic: Use the default route to connect to the VPN
Wan_wired: Use the WAN interface to connect to the VPN
Wan_4qg: Use cellular 4g to connect to the VPN

Automatic example: When the wired connection is the
default route, if you attempt to connect to the VPN via the
wired connection, even if there is a 4G network available, it
will still try to use the wired network card to connect to the
VPN. If the wired connection is disconnected, it will
automatically switch to the 4G network and attempt to
connect to the VPN using the 4G method. If the VPN
connects via 4G and the wired connection becomes
available, the default route will switch to the wired
network. However, since the 4G connection remains active,
the VPN will still be connected. Only when the 4G
connection is disconnected and the IPsec connection is
broken once, the default route network card will attempt to
reconnect to the VPN again.

Wan_4G example: 4G has IP and tries to connect to VPN

voluntarily
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with 4G.4G has no IP and other network cards have IP but
cannot connect to VPN.

Destination address Fillin the IP address or domain name of the other end 192.168.0.2
Fillin:%any for passive server mode
machinery of consultation Optional main mode / active mode (brutal mode) holotype

This subnet

Fill in the subnet segment of this end, and keep it
consistent with the subnet set at the other end

You can fill in up to 10 segments

192.168.1.0/24

To the subnet

Fill in the destination subnet segment, and set the
destination to be consistent with the destination subnet

You can fill in up to 10 segments

192.168.55.0/24

IKE edition ikev2/ikev1, and the configuration is consistent with that of | ikev2
the other end
IKE encryption algorithm Select the IKE encryption algorithm and configure it to be | 3DES
consistent with the other end
IKE verification algorithm Select the IKE verification algorithm and configure it to be | MD5
consistent with the other end
Diffie-Hellman group Select the DH group and configure it to be consistent with | Group2(1024bits)
the other end
IKE survival time IKE survival time setting, unit: seconds 28800

Type of certification

Pre-shared key type

Pre-share keys

Pre-share keys Consistent with the configuration on the other end 123456abc

Local identification It can be FQDN or IP type, and must be consistent with the | @client
peer identifier set on the peer

End identification It can be FQDN or IP type, and should be consistent with the | @server
local identifier set on the other end

ESP encryption algorithm Select the ESP encryption algorithm and configure it to be | AES-128
consistent with the other end

ESP verification algorithm Select the ESP verification algorithm and configure it to be | SHA-1
consistent with the other end

PFS Select the PFS configuration and match it to the end | DH2
configuration

ESP life cycle ESP life cycle Settings, unit: seconds 3600

DPD overtime Set the DPD timeout time in seconds 60

DPD detection cycle DPD detection cycle setting, unit: second 60

DPD activity Optional: None/removal/maintenance/reboot restart
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4.4. OpenVPN

This router supports 1 OpenVPN Server and 3 OpenVPN Clients. Several VPNs do not interfere with each other. It is
recommended to use only one OpenVPN.

Your Trustworthy Industrial lo

OpenVPN Configuration
Enhanced OpenVPN design allows 3 OpenVPN Clients and 1 OpenVPN Server
Status

Services OpenVPN Configuration

Network Name Type Description Enable Status

PPTP CLIENT 1 CLIENT OFF ~ Disconnected @ Edit

= CLIENT_ 2 CLIENT OFF ~ Disconnected (& Edit

IPSec

CLIENT_ 3 CLIENT OFF ~ Disconnected @ Edit
OpenVPN
Certificate Management SERVER_1 SERVER OFF ~ Disconnected |4 Edit
GRE
VPN Status
Firewall
System

Faannt

Pic 30 Open the OpenVPN page

With OpenVPN, users can import the configuration file to simplify the configuration process.

Your Trustworthy Industrial |

CLIENT 1 - OpenVPN Configuration
Status Configuration

Services Enable  ON -
Network:
Description
BETE Enable OpenVPN Config ~ ® on O Off
from file
L2TP
e [ OpenVPN Config File | Choose File | No file chosen I
OpenVPN User name
) @ Username used for authentication to the VPN server. It is neaded when i Type contains Us
Certificate Management
GRE Password @
@ Password used for authentication to the VPN server. It is needed when ication Type contains
VPN Status
= Log Level  warning(3) v
Firewall
@ Log Level:0-11
System

Extra Option
Logout 4

The content here will be written directly to the configuration file. Please fill in carefully

Tab 15 OpenVPN Client parameter table

name description Default parameter

start using Open: Open the openvpn client close

Close: Disable the openvpn client

description You can customize the description of this OpenVPN path, | empty

but you don't have to fill it in

Use the OpenVPN | Open: You can import the OpenVPN configuration | open
configuration file parameters in the form of a file. If you are very familiar with
the OpenVPN configuration file, you can use this method. It

is recommended to use the router configuration box form
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Note: Use the router configuration box form

of the network card

the TAP network card mask of this end

OpenVPN The configuration file is passed to OpenVPN not have
configuration file
protocol tcp/udp/tcp ipv4/udp ipv4 udp
Remote host IP | Set the openvpn server address: domain name or IP 192.168.0.2
address
port Set the openVPN server port number 1194
Type of certification None, SSL/TLS, user name and password, pre-shared key, | SSL/TLS
SSL/TLS+ user name and password
TUN/TAP tun/tap tun
topology Net30/p2p/subnet subnet
bridge pattern Tap bridges LAN and implements layer 2 interaction point | not have
to point
user name When the authentication type is selected with a user name | empty
and password, you must enter the correct user name
password When the authentication type is selected with a user name | empty
and password, you must enter the correct password
Local tunnel IP When the authentication type is no/pre-shared password, | empty
fillin the TUN tunnel IP of this end
Remote tunnel IP When the authentication type is no/pre-shared password, | empty
fillin the end-to-end tunnel IP of this end
Enter the IP address of | When the authentication type is no/pre-shared password, | empty
the Tap network card fill in the IP address of the TAP network card on this end
Tap the subnet mask | If the authentication type is no/pre-shared password, fillin | empty

Interface

Automatic: Connect to the VPN using the default routing
interface

Wan_wired: Use the WAN interface to connect to the VPN
WAN_STA: Connect to the VPN using the 2.4G STA interface
WAN_4G: Use cellular 4G to connect to the VPN

Note: If you select a non-automatic interface, such as the
selected interface and server address are not accessible,
but other interfaces and server addresses are accessible,
you cannot connect to the VPN

Select the automatic interface. If one interface is
disconnected due to an exception, it can automatically

switch to other interfaces to try to connect to the VPN

voluntarily

Redirect gateway

Use openvpn as the default gateway

It takes effect after you select "None" in "Network
Switching"

The WAN port cannot use the redirect gateway function in

close
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PPPOE mode
You cannot enable the redirect gateway function for
multiple VPNs

Nat Whether the data on the VPN network card is NAT open
Enable Keepalive Enable the live detection mechanism open
Connection detection | VPN live heartbeat detection interval 10
time interval

(seconds)

Connection detection | If the heartbeat exceeds the set time without response, | 120

timeout interval | reconnect to the VPN

(seconds)
enable LZO Data compression method No preference
encryption algorithm | Data encryption algorithm BF-CBC

Hash algorithm The data's hash algorithm SHA1

TLS way Select the TLS authentication method OFF

LINK-MTU/TUN-MTU/T
CP MSS

Set the data pack length

Air / air / 1450

only when you select the authentication type as pre-shared
key

Maximum frame | The maximum frame length of data is the default without | empty

length special configuration

Allows remote | Whether to allow remote address change Settings close

address changes

Log grade Openvpn log level, the larger the number, the more | Warning (3)
detailed the log is. Generally, open a higher level to
troubleshoot problems when the connection is abnormal

Additional Non-professionals should not configure it. You need to | empty

configuration input openvpn recognizable parameters

Local Set the static route target segment established by the | empty

route-destination openvpn network card on this end

Local route-Network | Set the subnet mask of the static route target established | empty

mask by the openvpn network card on this end

CA Upload CA certificate not have

CERT Upload the client certificate not have

KEY Upload the client private key not have

TLS Upload the TLS certificate. If the TLS mode is selected OFF, | not have
you do not need to upload the certificate here

Pre-shared key Upload the pre-shared key. You can upload the certificate | not have

Tab 16 OpenVPN Server parameter table

name

description

Default parameter
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interaction point to point

start using Open: Start the openVPN server close
Close: Disable the openvpn client
description You can customize the description of this OpenVPN path, | empty
but you don't have to fill it
protocol tcp/udp/tcp ipv4/udp ipv4 udp
port Set the openvpn server port number 1194
Type of certification None, SSL/TLS, user name and password, pre-shared key, | SSL/TLS
SSL/TLS+ user name and password
TUN/TAP Select the network communication mode, tun/tap tun
Bridge the network The Tap mode can bridge LAN and realize two-layer | not have

Bridge network mode

TAP bridge network mode Settings

Use the device's own DHCP

renegotiates the time

interval

and reconnect. This is a security mechanism of openvpn
Setting both the client and this end to 0 means that only
one negotiation is performed when openvpn is established

If the renegotiation time is set, a very short data delay will

configuration Use the device's own DHCP service: Use the router LAN port | service
DHCP service
Specify the gateway, mask, starting address and ending
address: the device under the route must be connected to
the same subnet as the gateway
topology Net30/p2p/subnet, which is usually the default value subnet
IPv4 tunnel network Open the IP subnet assigned to the client for OpenVPN, | empty
such as 192.168.100.0
IPv4 tunnel subnet | Enter the subnet mask assigned to the client by OpenVPN, | empty
mask for example: 255.255.255.0
Local tunnel IP When the authentication type is no/pre-shared password, | empty
fillin the local TUN tunnel IP
Remote tunnel IP When the authentication type is no/pre-shared password, | empty
fillin the end-to-end tunnel IP of this end
begin IP The TAP bridge mode specifies the starting IP address, such | empty
as 192.168.100.100
The LAN port of the router needs to be set to the same
subnet as the network segment
finish IP The TAP bridge mode specifies the end IP address, such as | empty
192.168.100.200
Enter the IP address of | If the authentication type is no/pre-shared password, fillin | empty
the Tap network card the IP address of the TAP network card on this end
Tap the subnet mask | If the authentication type is no/pre-shared password, fillin | empty
of the network card the TAP network card mask of this end
The client | When the client reaches the set value, it will renegotiate | 3600
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occur after this value is reached. Unit: seconds
If the router client is set to 0, additional configuration is

required: reneg-sec 0

Unchecked: Data is only exchanged between the client and

the server, not between clients

Maximum number of | Set the upper limit of the number of clients that can | 16
customers connect to the service
Allow client to client Check to enable data exchange between OpenVPN clients check

Multiple clients use | Check: Allow multiple clients to use the same client | Not selected
the same certificate certificate to connect to the OpenVPN Server
Redirect gateway Use openvpn as the default gateway close
It takes effect after you select "None" in "Network
Switching"
The WAN port cannot use the redirect gateway function in
PPPOE mode
You cannot enable the redirect gateway function for
multiple VPNs
Nat Whether the data on the VPN network card is NAT open
Enable Keepalive Enable the live detection mechanism open
Connection detection | VPN live heartbeat detection interval 10
time interval
(seconds)
Connection detection | If the heartbeat exceeds the set time without response, | 120

timeout interval | reconnect the VPN

(seconds)

Enable LZO Data compression method No preference
encryption algorithm | Data encryption algorithm BF-CBC

Hash algorithm The data's hash algorithm SHA1

TLS way Select the TLS authentication method OFF

LINK-MTU/TUN-MTU/T
CP MSS

Set the data pack length

Air / air / 1450

configuration

input openvpn recognizable parameters

Maximum frame | The maximum frame length of data is the default without | empty
length special configuration
Allows remote | Whether to allow remote address change Settings close
address changes
Log grade Openvpn log level, the larger the number of log is more | Warning (3)
detailed, generally open a larger level to troubleshoot
problems when the connection is abnormal
Additional Non-professionals should not configure it. You need to | empty

PUSR’

www.pusr.com

37




AP510 manual

multiple user name passwords

user Set the user name and password account for the client connection. Select the option with
the user name and password to take effect. Set multiple accounts to set a user name and
password for each client

user name Set the client connection user name, and you can set | empty
multiple user names and passwords

password Set the client connection password, and you can set | empty

The client is assigned

a static IP address

Set the parameters for assigning fixed IP addresses to client

IP addresses for multiple clients, and each client's fixed IP ad

s. You can set multiple fixed

dress cannot be repeated

255.255.255.0

user Use the certificate form: This is set to the CN corresponding | empty
value of the client certificate, such as client1
If you use only the form of user name and password: Enter
the user name value here
Static IP address Set the static IP address assigned to the client, such as | empty
192.168.100.2
subnet mask Set the subnet mask assigned to the client, for example: | empty

Customer subnet

To enable subnet interworking, you need to fill in the subnet

openvpn will automatically push the routing function

segment of each client, and

name Use the certificate form: This is set to the CN corresponding | empty
value of the client certificate, such as client1
If you use only the form of user name and password: Enter
the user name value here
subnet The subnet segment corresponding to the client, such as | empty
192.168.1.0
subnet mask The subnet mask corresponding to the client subnet | empty
segment, such as: 255.255.255.0
Local routing Set up a static route created by the openvpn network card
target Set the static route target segment established by the | empty
openvpn network card on this end
Network mask Set the subnet mask of the static route target established | empty
by the openvpn network card on this end
Certificate
management
CA Upload CA certificate not have
CERT Upload the client certificate not have
KEY Upload the client private key not have
TLS Upload the TLS certificate. If the TLS mode is selected OFF, | not have
you do not need to upload the certificate here
Pre-shared key Upload the pre-shared key. You can upload the certificate | not have

only when you select the authentication type as pre-shared

PUSR’

www.pusr.com

38




AP510 manual

key

Your Trustworthy Industrial loT Partner

English | 532
The current page is used to centrally manage various certificate and key files related to OpenVPN
Status

Services Client1 Certificate
INERIDTK pkes12(p1a) | ChooseFile | file chosen
@ Pres#r2 (1 for storing cryptographic objects as a single file. It means that p12 file is able to contain ca & cert & key.
Generally if you have a 4 ieed to upload ca & cert & key ane by one.

PPTP

ca [ Choose File | No file chosen
€

Choose File | No file chosen

1PSec oar
OpenVPN key [ ChooseFile | o file chosen
Certificate Management ts-auth(secret key) | ChoaseFile | No file chosen
GRE tis-crypt(secrat key) | Ghoose File ] No file chosen

VPN Status
Pre-shared key(secret key) | CooseFile | No file chosen

Firewall

Certificate Password Type ® file O input
System

Tonat Certificate Password | ChooseFile ] No file chosen

Pic 31 OpenVPN certificate page

Tab 17 OpenVPN Server parameter table

name description Default parameter

Client certificate Openvpn Settings with SSL/TLS or user name and password require the corresponding
certificate to be passed
If openvpn opens client 1, please upload the certificate to the client 1 certificate list,

otherwise the openvpn will fail to establish

Pkcs12(.p12) This certificate type is a file archiving format. If the | empty
generated client certificate suffix is.p12, you can enter it
here. Generally, if you enter X.p12 certificate, you do not

need to enter ca&.cert&.key certificate one by one

Ca If you choose to authenticate with a user name and | empty

password or SSL, the CA certificate must be sent

Cert Enter the client certificate and select the SSL authentication | empty

type. This certificate must be sent

Key Enter the client key and select the SSL authentication type. | empty

This certificate must be sent

Tls-auth (key) If the openvpn TLS mode is set to tls-auth, you need to | empty
enter the TLS key here

Tls-crypt (key) If the openvpn TLS mode is set totls-crypt, the TLS key must | empty

be passed here

Pre-share the key When the authentication type is selected to pre-share the | empty

key, enter the pre-shared key certificate here

Certificate password | If a certificate password is generated, it must be set | document

input type according to the file or manually entered type

Certificate password The password of the PEM certificate can be entered or | empty
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uploaded (the password is in the file). If the certificate is

generated without a password, do not fill in this field

Server certificate Openvpn server Settings with SSL/TLS or user name and password require the
corresponding certificate to be passed

Pkcs12(.p12) This certificate type is a file archiving format. If the | empty
generated client certificate suffix is.p12, you can enter it
here. Generally, if you enter an X.p12 certificate, you do not
need to enter one by one certificates with the

suffix.ca&.cert&.key

Ca If you choose to authenticate with a user name and | empty

password or SSL, the CA certificate must be sent

Cert Pass the client certificate, if you select authentication type | empty
with user name and password or SSL, this certificate must

be passed

Key Pass the client secret key, if you select the authentication | empty
type with user name and password or ssl, this certificate
must be passed

DH To transfer the DH certificate, if you select an
authentication type with a user name and password or SSL,
this certificate must be passed

Tls-auth (key) If the openvpn TLS mode is set to tls-auth, you need to | empty
enter the TLS key here

Tls-crypt (key) If the openvpn TLS mode is set to tls-crypt, you need to | empty
enter the TLS key here

Pre-share the key When the authentication type is selected to pre-share the | empty
key, enter the pre-shared key certificate here

Certificate revocation
list

Certificate password | If a certificate password is generated, it must be set | document
input type according to the file or manually entered type

Certificate password The password of the PEM certificate can be entered or | empty
uploaded (the password is in the file). If the password is

generated, do not fill in here

< explain >

» Tap bridge mode can realize the two-layer data interaction;

>  When the router is used as a VPN server, it is recommended to access up to 2 VPN clients. If the transmission
service is used, please use professional VPN server equipment to build a VPN Server;

» Some people do not provide the certificate required for OpenVPN, and customers need to generate it

themselves.
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4.4.1. OpenVPN TAP bridge example

It is generally used for APN dedicated network card +OpenVPN to realize the function of LAN for multiple terminals.
Note: In this scheme, LAN port DHCP should be turned off for each router, and the router configuration should be in

the same network segment and the IP address should not conflict.

LAN LAN
Upper-level ROUTET | qfm——

\ WANIP:192 168.66.109 w WANIP-102 168 66 203

Router 1 ,g Router 2
—, s -
LANIP:192 168.10.1 = LANIP:192 168.10 2
A
PCA —> pC2

Layer 2 communication

- P : 19216810 103724
P : 192.168.10.100/24 Gateway : 192168102

Gateway : 192.168.10.1

Pic 32 Connect the topology

The router 1 is configured as an openVPN server. The specific configuration is as follows: The LAN port is set to the
network segment and DHCP allocation is turned off. At this time, PC1 needs to be set to a static IP address to log in to

the router web for configuration.

ﬁ USR 10T Be Honest, Do Best!

‘Communication Expert of Industrial IOT ASTORERESHON English | 3z

General Setup

USR-G806p

Status Uptime: 0h 18m 205
MAC-Address: DAAD:20:8D77:48
RX: 1625 MB (49381 Pkts)
Status e TX: 26.14 MB (45982 Phts)

1Pu: 192.168.1.1/24

Services
T
WAN
1Pv4 address 192.168.10.1
O Network Pv4 netmask  255.255.255.0 v
Network Failover 1va gataway  192.168.10.1
WLAN AP 1Pv4 broadcast
WLAN STA
Use custom DNS servers 114.114.114.114 =
2R 8.8.8.8 @
Static Routes
Diagnostics
fepaump DHCP Server
VPN
General Setuy
Firewall e
Serial Server Ignore interface @ Disable DHCP for this interface.
St Start Address 100
Logout @ Lowest leased address as offset from the network address.

Limit 150
@ Maximum number of leased addresses.

Leasetime 12
@ Expiry time of leased addresses, minimum is 2 minutes (2m ).

JiNan Usr IOT Technology Limited  http://www.pusr.com/

Pic 33 LAN port configuration

The following screenshot is configured, and the rest are default parameters.
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USR 10T Be Honest, Do Best!
Communication Expert of Industrial 10T

English | #32

USR-G806
P I sorven s -openvmncommgurnon.

Status Configuration
Services Enable  ON ¥
Network

Description

~ VPN @ The maximum length is 50 Bytes

e Enable OpenVPN Config  Not Support v
LoTP from file
IPSec Protocol ~ UDP ~

OpenVPN port 1194

Certificate Management

Type U y v
GRE

TUN/TAP Tap v
VPN Status
Firewall Bridge Network  [LAN -

Serial Server Tap bridging network  Use your own dhcp servict v

configuration mode

System

Logout Renegotiation Interval(s) ~ 3600

max clients 16

@ Allow a maximum of n simultancously connected dlients.

Client to client @ Internally route client-to-client traffic. 4

Nan Usr I0T Technology

/fwww.pusr.com/

Pic 34 OpenVPN configuration 1

Set a set of user names and passwords.

®
USR 10T Be Honest,

Communication Expert of Industrial 10T

USR-G806p Extra Option |

@ The content here will be written directly to the configuration file. Please fill in carefully

rz

Status

Services
User

Network
Username Password

PPTP I test test ] %] Delete

L2TP

IPSec

OpenVPN

Certificate Management

New User:

Username Password

0 Add
GRE

VPN Status

Firewall Client Static Ip

Serial Server User Static Ip Netmask/P2P IP

System

Logout This section contains no values yet

Tunnel static IP:

User Static IP Netmask/P2P IP

JiN

Usr 10T Technology Limited http://www.pusr.com/

Pic 35 OpenVPN configuration 2

The server needs to pass the openvpn server certificate, including the CA certificate, server certificate, server key and
DH certificate.
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G806p
Certificate Management
The current page is used ta centrally manage various certificate and key files related to OpenVPN
Status

Services Client1 Certificate
Network

pkes12(.p12) EfRS

2 (P12) files define an archive file format for storing cryptographic objects as 3 single fle. It means that .p12 file is able to contain ca & cert &t key: Generally f you have 2 p12
file. there is no need to upload ca & cert & key one by one.
PPTP
o SR

L27p
IPSec cert SR
OpenVPN Key B

tls-auth(secret key) REREATE

GRE e Fert

ts-crypt(secret key) FREREIE
VPN Status

Pre-shared key(secret key) | | RESETTE

Firewall

i ® O i
e Certificate Password Type file O input
System Certificate Password AREREARE
Logout

Pic 36 OpenVPN configuration 3

The router is configured as an openVPN client. The specific configuration is as follows: LAN port is set to the network

segment and DHCP allocation is turned off. At this time, PC2 needs to be set to a static IP address to log in to the

router web for configuration.

>, USR IOT Be Honest, D
Communication Bxpert of Industrial IOT

AUTO REFRES

weneral vetup.

USR-G806p =
Status Uptime: Oh 29m 135
MAC Address: D4:AD:20:8D:77:48
RX: 26.18 MB (75346 Pkts)
Status TX: 38.32 MB (68717 Pkts)
1Pa: 102.168.1.1/24

Services
WAN
- 1Pv4 address ~ 192.168.10.2
5 ~
Cellular Network IPv4 netmask ~ 255.255.255.0
Network Failover IPv4 gateway  192.168.10.1
i it 1Pv4 broadcast
WLAN STA
Use custom DNS servers  114.114.114.114 =
DHCP 8888 a
Static Routes
Diagnostics
Tepdump DHCP Server
VPN

s /
2

Serial Server Ignore interface Disable DHCP for this interface.

System Start Address 100
Logout @ Lowest leased address as offset from the network address.

Limit 150
@ Maximum number of [eased addresses.

Leasetime 12h
@ Expiry time of leased addresses, minimum is 2 minutes {2m ).

Pic 37 LAN port configuration

The following screenshot is configured. All other parameters are default parameters.
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> USR 10T Be Honest, Do Best!

Communication Expert of Industrial 10T English | #i32

USR-G806p

Ciatis nfiguration
Services Enable  ON V
Network
Description
AL Enable OpenVPN Config O on  ® off
(T from file
IPSec Protocol ~ UDP ~

Remote Host IP Address ~ 192.168.66.109

Certificate Management

Port 1194

GRE

Authentication Type ~ Username/Password v
VPN Status
Firewall TUN/TAP  TAP v
Serial Server Bridge Network LA v
System

User name  test
Logout @ Usemame used for authentication to the VPNlserver. It is needed when Type contains Us
Password  test 2
@ Password used for authentication to the VPNerver. It is needed when ication Type contains U
Renegotiation Interval(s) 3600 W

JiNan Usr 10T Technology Limited

Pic 38 OpenVPN configuration 1

@
USR 10T Be Honest,

Communication Expert of Industrial 10T

USR-G806p

The current page is used to centrally manage various certificate and key files related to OpenVPN
Status

Services

Network
1@ PCSE12 (P12) les dfinean arhivefleformat for staring cryptographic objects asa single le. It means that 12 fle i able o cortain ca & cot & ey
Generally if you have 3 .p12 file already, there is no need to u & cert & key one by ane.
EPTP
SN

L2TP “
IPSec cort | IS | Rt
OpenVPN key | mERM |FmEe

tls-auth(secret key)

GRE
ts-crypt(secret key)
VPN Status -

- y R | FEER
—— pre-shared key(secret key) | BIEXfE | FiEE
et aE SO Certificate Password Type file O input
System Certificate Password | SFERfY | et
Logout

Pic 39 OpenVPN configuration 2

Test that PC1 and PC2 can communicate with each other:
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4.4.2. An example of subnet interworking in OpenVPN TUN mode

LAN LAN
— Upper-level Router  |ff—————

v VANIP-192 168 66.109 W WANIP-192 168 66 203

Router 1 o Router 2
(- 2 )
LANIP 192 168101 < LANIP 192 168 1.1
PC1 <> PC2
Subnet interconnection

I P 1 192.168.1.103/24

| e : 192.168.10.161/24 cvowe: 16216611

Gateway : 192.168.10.1

Pic 40 Connect the topology

Router 1 configuration, LAN port setting
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®

USR 10T

Communication Expert of Industrial 10T

USR-G806p

On this page you can configure the network interfaces. You can bridge several interfaces by ticking the “bridge interfaces” field and e
Status interfaces separated by spaces. You can also use YLAN notation INTERFACE. VLANIE (g,g.: eth0. ).

Services

o

Status Uptime: Oh 44m 205

MAC-Address: D4:AD:20:BD:77:48
RX: 24.95 MB (57060 Pkts.)

Network Failover bt TX: 31.23 MB (55866 Pkts.)

1Pv4: 192.168.1.1/24

Cellular Network

WLAN AP
WLAN STA
Protocol  Static address ~
DHCP
- IPv4 address |192.168.10.1
Static Routes
Diagnostics 1Pv4 netmask ~ 255.255.255.0 ~
Tcpdump IPv4 gateway
VPN
1Pv4 broadcast
Firewall
: Use custom DNS servers ~ 114.114.114.114 &
Serial Server a
8.8.8.8
System
Logout 4

Pic 41 Router 1 is configured 1

The OpenVPN Server parameters are configured as follows, and all other parameters remain the default.

®

USR 10T Be Honest,

Communication Expert of Industrial 10T

Do Best!
English | #2

USR-G806p

SERVER_1 - OpenVPN Configuration
— Configuration

Services bl ON T v
Network
Description
R Enable OpenVPN Config ~ Not Support v
i from file
IPSec Protocol upp ~
OpenVPN port 1194
Certificate Management
Authentication Type  SSL/TLS g -
GRE
TUN/TAP TUN ‘ ~
VPN Status
Firewall Topology  Subnet L 2 |
Serial Server Client Subnet  100.100.100.0 /
System e
Client Netmask 255.255.255.0
Logout

Renegotiation Interval(s) ~ 3600

max clients 16

@ Allow a maximum of n simultaneously connected clients,

JiNan Usr 10T Technology Limited http://www.pusr.com/

Pic 42 Router 1 is configured 2

Enter the client subnet information and click "Save"

46

PUSR’

www.pusr.com




AP510 manual

®
USR 10T Be Honest, D
Communication Bxpert of Industrial 10T

USR-G806p {3 Add

Status Client subnet

Services Name Subnet Netmask

Network

PPTP.

#] Delete

S

L2TP New Client Network:

IPSec Name Subnet Netmask

2 add
Certificate Management

GRE

Local Route - LAN IP address and subnet mask of the remote network.
VPN Status

Subnet Netmask
Firewall

Serial Server
This section contains no values yet
System

Logout
Local Route:

Subnet Netmask
1 Add

JiNan Usr 0T Technology Limited  http://www.pusr.com/

Pic 43 Router 1 is configured 3

Enter the OpenVPN server certificate and click "Apply".

USR 10T
Communication Expert of Industrial 10T

Server Certificate
Status

Services pkcs12(.p12) | BEEXFF | FAEXH

@ PKCS#12 (P12) files define an archive file format for storing cryptographic objects as a single file. It means that .p12 file is able to con

Network Generally if you have 2 .p12 file already, there is no need to upload ca & cert & key one by one.
L T
PPTP
cert | EREXMF |RiEiENH
LaTp
key | BERESCHE | FRUEPENCME
IPSec
OpenVPN DH | BN |FagEuft
l Certificate Management I ts-auth(secret key) | PEIEXCF | iiEsce
G Hs-crypt(secret key) | SEEXME | S
VPN Status
Pre-shared key(secret key) | MEEX#F | FfiEsf
Firewall

Certificate Revoke List | SIEX{F | Fufieft

Serial Server
System Certificate Password Type @ file O input

Logout Certificate Password | SEIEN{t | FfEft

Apply Save

JiNan Usr 10T Technology Limited http://www.pusr.com/

Pic 44 Router 1 is configured for 4

The router is configured as OpenVPN client. The configuration is as follows, and other parameters are kept as default

(the parameters and the server are consistent).
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®

USR 10T

Communication Expert of Industrial 10T

USR-G806
B CLIENT _1 - O enVPN Configuration

Status Configuration

Sehices Enable  ON -
Network
Description
el Enable OpenVPN Config O on @ off
L2TP from file
IPSec Protecol ~ UDP ~

Remote Host IP Address ~ 192.168.66.100

Certificate Management

Port 1194

GRE

Authentication Type ~ SSL/TLS v
VPN Status
Firewall TUN/TAP  TUN v
Selialane Topology ~ Subnet v
System

Renegotiation Interval(s) 3600

Logout

Interface  Auto ~

1@ Auto refers used default route interface to connect

redirect-gateway a

lan Usr 10T Technology Limited http://ww

Pic 45 Router 2 is configured 1

Client adds information to the server subnet.

®

USR 10T Be Honest, D

Communication Expert of Industrial IOT

Fragment

USR-G806p @ Enable internal datagram fragmentation:128~1500.f you are not familiar with this option, please leave it empty.
Remote Addr Float O @ Allowing the remote end to change its IP address/port
Status Log Level  warning(3) v
Gepvices @ Log Level:0-11
Network Extra Option ‘ 4
@ The content here will be written directlyto’the configuration file. Please fil in carcfully
PPTP
L2TP
Done ocal Route N IP address and subnet mask of the remote network.

Subnet Netmask
OpenVPN

Certificate Management

[ 192.168.10.0 255.255.255.0 ] %] Delete

GRE
VPN Status

Local Route:
Firewall

: Subnet Netmask
Serial Server

System @ Add

Logout

JiNan Usr 10T Technology Limited http://www.pusr.com/

Pic 46 Router 2 is configured 2

Enter the OpenVPN client certificate and click "Apply".
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S USR IOT Be Honest, Do Best!
Communication Expert of Industrial 10T

English | f32

USR-G806p

The current page is used to centrally manage various certificate and key files related to OpenVPN

Status
Services Client1 Certificate
Network

phes12(p12) | EXE |FmEE

Generally if you have 2 p12 file already, there is no need to upload ca & cert & key one by one

PPTP

ot ca [ |wmEs
1PSec cert REELH
OpenVPN key REELH

Cettificate Managemient ts-auth(secret key) | BIEFE | S

o Hs-crypt(secret key) | SN | SN
VPN Status

Firewall Pre-shared key(secret key) | SEERFE | FEEXH
Serial Server Certificate Password Type ~ ® file O input
SpEn Certificate Password FHEEX
Logout

Client2 Certificate

pkes12(.p12 SAREX M | FEEX

JiNan Usr 10T Technology Limited  https//www.pusr.com/

Pic 47 Router 2 is configured 3

Check the OpenVPN connection status. There is a client1 connected to the service.

@

USR 10T Be Honest, Do

Commurication Expert of Industrial 10T

OpenVPN Clients

Status Common Name Virtual Address Real Address Bytes Received Bytes Sent Connected Since
Services

Network VPN

PPTP

TP

IPSec

OpenVPN

Certificate Management

GRE

ewall

Serial Server
System

Logout

JiNan Usr 10T Technology

PC1 and PC2 are interconnected
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| HEEHFEE

. IR R

=
- RIS

- RERHTTEE

Pic 48 PC1 and PC2 are interconnected

4.5. GRE

Your Trustworthy Industrial loT Partner

English |

Status GRE Parameters
GRE Enable O Disable
Services
Network Interface Name ~ gre_grel
@ unused,

Interface  auto v
peTe @ Auto refers used default route interface to connect
Latp

Peer WAN TP 192.168.0.10
IPSec
Peer Tunnel P 10.10.10.1
OpenVPN
Certificate Management Peer Subnet  192.168.55.0/24
@ eg:192
GRE
Local Tunnel TP 10.10.10.2
VPN Status
Firewall NAT
System L 255
@ 1-2
Logout @
My

Enable Ping (] @ Reconnect When Fai to Ping

Pic 49 GRE basic configuration

< explain >

» Remote address: WAN port IP address of the remote GRE;

»  Local address: The local wan_wired and wan_4g addresses are input according to different networking modes;

» Remote tunnel address: GRE tunnel IP of the other end;

»  For the subnet: For setting the subnet mask, it can be expressed as follows: 255.255.255.0 can be written as
IP/24, and 255.255.255.255 can be written as IP/32. For example: 172.16.10.1/24 corresponds to IP 172.16.10.1,
and the subnet mask is 255.255.255.0;
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Local tunnel IP: Local GRE tunnel IP address;

NAT: Whether the data passing through the GRE interface needs NAT;
TTL setting: Set the TTL of GRE channel, default 255;

Set MTU: Set the MTU of the GRE channel. The default is 1450.

vV V V V

5. Firewall

5.1. Basic Settings

The default is to enable two firewall rules.

Your Trustworthy Industrial loT Part

English

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
Status

ﬁ

Services General Settings

Network
Enable SYN-flood

VPN protection
General Settings
Input  accept ~

Port Forwards

Output  accept v
Traffic Rules
Custom Rules Forward accept ~
Access Restrictions
System
Logout

Source Zone=>Destination zones Input Output  Forward Masquerading MSS clamping

lan: an: 3= | > [ian accept v accept v accept w [m} m] 4] edit

GRS wan_wired: ;7| wan_4g: &|wan6_4g: Sljwwan0: @ = E accept v accept v accept w 14 Edit

Pic 50 Firewall Settings page

[Term Introduction]

» Inbound: packets that access the router IP;
Outgoing: The packet that the router IP is sending;
Forwarding: Data forwarding between interfaces does not go through the routing itself;

IP dynamic disguise: only meaningful for WAN port and 4G port, IP address disguise when accessing the Internet;

YV V VYV V

MSS clamping: limit the MSS size of the message, usually 1460.

[Rule 1]

Inbound LAN port to wired WAN port, and forwarding, are all received;

A\

> If a packet comes from the LAN port and wants to access the WAN port, this rule allows the packet to be
forwarded from the LAN port to the WAN port, which is forwarding;
» You can also open the router's web page under the LAN port, which is "inbound";

»  Therouter itself connects to the Internet, such as synchronizing time, which is "outgoing".

[Rule 2]

»  The wired WAN port and 4G port accept "incoming", "outgoing" and allow "forwarding";
> If there is an "incoming" packet, such as someone trying to log in to the router's web page from a WAN port, it
will be allowed;
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> Ifthereis an "outgoing" packet, such as a router accessing the Internet through a WAN port or 4G port, this action
is allowed;
> If there is a "forwarding" packet, such as a packet coming from the WAN port that wants to be forwarded to the

LAN port, this action is allowed.

5.2. Traffic rules

Traffic rules can selectively filter specific Internet data types and block Internet access requests to enhance network

security. Firewalls are widely used, and the following is a brief introduction to some common applications.

Your Trustworthy Industrial l1oT Partne

English | #Z
Firewall - Traffic Rules - (Unnamed Rule)
This page allows you to change advanced properties of the traffic rule entry, such as matched source and destination hosts.
Status

Services Enable @ Disable

Network
Name -

VPN

N Restrict to address family  1Pv4 only v
v Firewall
General Settings Protocol  TCP+UDP -~
Port Forwards Match ICMP type  any v
Traffic Rules
Source zone

O  Any zone
Custom Rules

i ® 3 L g
Access Restrictions ® [lanz lan: 3=

System [elm - [
Logout

Source MAC address  any -

@ Only match incoming traffic from these MACs.

Source Ip address  any -

@ Only match incoming traffic from this 1P or range.(P rangs divided by -)

Source port

@ Only match incoming traffic originating from the given source port or port range on the client host

Destination zone ~ —
O __Device (input)

Tab 18 Traffic rule parameter table

name description Default parameter

start using The display “ indicates the enabled state start using

The display | “ :indicates the disabled state

name Name of this rule, character type -
Limit addresses Restrict IPv4 addresses Only IPv4 addresses
protocol The types of protocols that can be restricted by rules are | TCP+UDP

selected from:
TCP+UDP/TCP/UDP/ICMP

Match ICMP type For the matching ICMP rule, select any Any
Source area Data stream source area, can be selected: any area, | LAN
WAN, LAN

LAN: Indicates the rules for subnet access to the Internet
WAN: Indicates the rules for accessing the Intranet from
the Internet

Source MAC address The source MAC that needs to match the rule empty

Empty: Represents a match for all MACs

52

PUSR’

www.pusr.com




AP510 manual

Note: When matching the source MAC address, set the
source IP address to empty

Source IP address The source IP to match the rule with empty
Empty: Matches all IP addresses
Note: When matching the source IP address, set the

source MAC address to null

Source port The source port that needs to match the rule empty

Empty: Represents matching all ports

target area Data flow target area, can be selected: any area, WAN, | WAN
LAN

LAN: Indicates the rules for subnet access to the Internet
WAN: Indicates the rules for accessing the Intranet from
the Internet

destination address The target IP address to visit empty
Empty: Represents all addresses

Target port The target port number to visit empty
Air: represents all

Action Receive such packets with options: discard, accept, | accept
reject, or no action

Discard: This rule packet will be discarded upon receipt
Accept: The packet will be accepted if it is received
Reject: This rule packet will be rejected upon receipt

No action: No action is taken when this rule packet is

received

5.2.1. IP address blacklist

First, enter the name of the new forwarding rule, and then click the "Add and Edit" button

Your Trustworthy Industrial lo

Any TCRUDP
From any hostin lan Accept forward +| | [@Edit | # Delete
To any hostin wan

1Pv4-TCPUDP

Status

IP_blacklist From IP 192.1683.208n fan Refuse forward + | * | [@ Edit | # Delete
Services To any hostin wan
Network
Open ports on router:
VPN
Name Protocol External port
% TCP+UDP v 2 Add
General Settings a
Port Forwards
Traffic Rules New forward rule:
Custom Rules Name Source zone Destination zone
Access Restrictions [ 1P_blacklist lan ~  wan v | [ Add and edit... ]
System
Logout
< Source NAT

Pic 51 Figure 1 of the firewall blacklist

In the redirected page, select LAN for the source area, and select all for the source MAC address and source address
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(if you only restrict a specific IP address within the LAN to access a specific IP address outside the LAN, you need to fill

in the IP address or MAC address), as shown in the following figure:

Your Trustworthy Ind

Match ICMP type

Source zone o
O  Any zone

Status
® [Jan: lan: T ®
Services
O  PWaneN wan_wired: 22 fwan_4g: 2 fwans_4g: 2 Qwwano: @
Network i £ = i J
L Source MAC address  any v
@ Only match incoming traffic from these MACs.
General Settings I Source IP address ~ 192.168.3.208 (66:6F:E8: Vv ]

@ Only match incoming traffic from this IP or range.(IP range divided by -)
Port Forwards

Traffic Rules Source port
@ Only match incoming traffic originating from the given source port or port range on the client host

Custom Rules
i Destination zone o T
Access Restrictions O evice (input)

System O  Anyzone (forward)
Logout O [ian:t an: 3= @

@ PwareN wan_wired: i fwan_4g: Flwan6_4g: & Bwwan0: @

Pic 52 Figure 2 of the firewall blacklist

Select WAN in the target area, fill in the IP address that is prohibited from access in the target address, select "reject"

for the action, and click "Apply". As shown in the following figure.

Your Trustworthy Industrial lo

Source MAC address

@ Only match incoming traffic from these MACs.

Status Source IP address  192.168.3.208 (66:6F:E8: v

S @ Only match incoming traffic from this IP or range.(IP range divided by -)

Network Source port

v @ Only match incoming traffic originating from the given source port or port range on the client hast

Destination zane

all

Device (input)

General Settings -
O Anyzone (forward)

Port Forwards
O [lan: an: & #
Traffic Rules
® [BWSREN wan_wired: j#lflwan_ag: g fwan6_ag: & fwwano: @&
Custom Rules v L ) _dg: g _4g: 51 #

Access Restrictions Destination address any v
Syetem @ Redirect matched incoming traffic to the specified internal host
Logout Destination port

@ Redirect matched incoming traffic to the given port on the internal host

[Actiun reject v ]

(8] Back to overview
Pic 53 Figure 3 of the firewall blacklist
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Your Trustworthy Industrial lo

Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router.

Firewall - Traffic Rules
i

Status
Network Name Protocol Action Enable  Sort
VPN
z IPvA-ICMP with type echo-request
~ Allow- . =
Generml ot 9 S1G ri o (1 i
Port Forwards Any TCRUDP -
From any hostin lan Accept forward @ | & || @Edt | Delete
Traffic Rules To any hostin wan
Custom Rules VA TCRUDP
. 1P_blacklist From IP 192.168.3.208 i lan Refuse forward + | ¢ | ZAEdit | # Delete
Access Restrictions .
To any hostin wan
System
Logout Open ports on router:
Name Protocol External port
TCP+UDP & 1 Add

Pic 54 Figure 4 of the firewall blacklist

After this setting is completed, the blacklist function is implemented. That is, the IP address of the subnet device
192.168.3.208 is prohibited from accessing all external networks.

5.2.2. |IP address whitelist

First, add the communication rules for the IP or MAC address to be added to the whitelist. Enter the name of the rule in

the new forwarding rule, and then click the "Add and Edit" button.

Your Trustworthy Industrial lo

Tramic RGeS

Name Protocal Action Enable  Sort

i 1Pva-ICMP with type echo-request

Status T From any hostin wan Accept input + | o | @ Edit || & Delete
: o To any router IPon this device
Services
Any TCRUDP
Network =
From any hostin lan Accept forward + | @ || @Edit | & Delete
VPN To any hostin wan
IP_blacklist From IP 792.768.2.208n fan Refuse forward + | @ |[@Edit | Delete
General Settings To any hostin wan
Port Forwards
Open ports on router:
Traffic Rules
Name Protocol External port
Custom Rules
Access Restrictions TEPDR:  *r {0 add
System
Logout New forward rule:
Name Source zone  Destination zone
1P_wiihtelist lan ~  wan v | [ Add and edit...

Pic 55 Firewall whitelist Figure 1

In the redirected page, select LAN for the source area, and select All for the source MAC address and source address
(if you want to allow a specific IP address within the LAN to access a specific IP address outside the LAN, enter the IP

address or MAC address here, as shown in the figure below
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Status

Services
Network
VPN

v Firewall

General Settings

Port Forwards
Custom Rules
Access Restrictions
System

Logout

AP510 manual

Your Trustworthy Ind

Match ICMP type
Source zone o
O Any zone

@® [lan: lan: g 2

O Pwanss wan_wired: 1 fwan_4g: 2 wan6_4g: # Qwwan0: &

Source MAC address  any v

@ Only match incoming traffic from these MACs.

I Source IP address 192.168.3.208 (66:6F:E8; v I

@ Only match incoming traffic fram this IP or range.(IP range divided by -)

Source port

@ Only match incaming traffic ariginating from the given source port or port range on the dient host

Destination zone O  Device (input)

Any zone (forward)
lan: lan: 3= #

® BWaREN wan_wired: = fwan_4g: £l wans_4g: = Bwwano: @

Pic 56 Figure 2 of the firewall whitelist

Select WAN in the target area, fill in the IP address that is allowed to access the target address, select "Accept" for the

action, and click "Save and apply" after the setting is completed. As shown in the figure below.

Status

Services

Network

VPN

General Settings
Port Forwards
Traffic Rules
Custom Rules
Access Restrictions
System

Logout

Your Trustwor

Source MAC address

(B Only match incoming traffic from these MACs.

Source IP address 192.168.3.208 (66:6F:E8: v

{® Only match incoming traffic from this IP or range.(P range divided by -)

Source port
@ Only match incoming traffic originating from the given source port or port range on the client host
Destination zone O Dpevice (input)
O  Any zone (forward)
C  [am: |lan: g &
® BWERSN wan_wired: = fwan_aq: ;2§ wan6_ag: ;2 Bwwano: o)
Destination address  any v

{® Redirect matched incoming traffic to the specified intemal host

Destination port

@ Redirect matched incoming traffic to the given port on the internal host

[ Action accept ~ ]
€] Back to Overview Apply

Pic 57 Figure 3: Firewall whitelist

Next, set a rule that all communications are rejected. Set the source address to "all", the target address to "all", and

the action to "reject". Note that the order of the two rules must be allowed first and rejected later. The overall setting

is as follows
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Your Trustworthy Industria

Firewall - Traffic Rules
Traffic rules define policies for packets traveling between different zones, for example to reject traffic between certain hosts or to open WAN ports on the router
Status

Services Traffic Rules

Network Name Protocol Action Enable Sort

VPN

X 1Pv4-ICMP with type echo-request
v .

Allow-Ping Fme e foe et Sallaza LB san /L peicte

G i To any router IPon this device

Port Forwards Any TCRUDP

From any hostin fan Accept forward ¢ | & | [AEdt & Delete

Traffic Rules To any hostin wan

Custom Rules IPv4-TCRUDP

1P_wihtelist From IP 192.168.3.208in lan Accept forward e | o | [AEedit | ] Delete

Access Restrictions 3
To any hostin wan

System
1Pv4-TEPUDP

Logout Reject_all From any hostin lan Refuse forward ¢ | & | [AEdit | @) Delete
To any hostin wan

Open ports on router:

Pic 58 Figure 3 of the firewall whitelist

5.3. NAT function

5.3.1. IP address spoofing

IP address disguise converts the source IP of a departing packet to the IP address of a router interface. If you select IP
dynamic disguise in the figure, the system changes the source IP address of a packet flowing out of the router to the
WAN port IP address.

Note: WAN interface must enable IP dynamic disguise and MSS clamp, LAN interface is prohibited to enable IP
dynamic disguise and MSS clamp.

Your Trustworthy Industrial loT P4

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
Status

Services General Settings

Network
Enable SYN-flood
VPN protection

General Settings

Input  accept -
Port Forwards
Output  accept v
Traffic Rules
Custom Rules Forward  accept v

Access Restrictions

System
Zones=>Forward
Logout
Source Zone=>Destination zones Input Output  Forward ing| MSS clamping
lan: lan: 7= & | = [wan accept v accept w  accept v (m] (m] |4 Edit
WWai= wan_wired: | wan_dg: f7l|wan6_dg: flwwano: @) = | acceet accept v accept v accept w (4 Edit

Pic 59 IP address disguise Settings

5.3.2. SNAT

Source IP conversion function.
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Tab 19 SNAT parameter list

name description Default parameter
Enable the button The display ? lindicates the enabled state start using
The display “ indicates the disabled state
name The name of this firewall rule -
protocol Settings can be set: TCP+UDP
TCP+UDP/TCP/UDP/ICMP
Source IP address The source IP that matches the incoming traffic needs to | empty
be matched

Empty means that all source IP addresses are matched

Source port The source port that matches the incoming traffic needs | empty
to be matched

Empty means that all source ports are matched

objective IP The target IP to match incoming traffic to empty

Empty means that all target IP addresses are matched

Target port The target port or must be matched to inbound traffic empty
Empty indicates that the target port is matched

SNAT IP address Change the source address of the matching traffic to this | Add a custom IP address
address

SNAT port Change the source port that matches the traffic to this | empty
port

Empty indicates that the source port is used

Source NAT is a special form of packet disguise that changes the source address of packets leaving the router. When
using it, the IP dynamic disquise on the wan port is first turned off

Your Trustworthy Industrial loT

Firewall - Zone Settings

The firewall creates zones over your network interfaces to control network traffic flow.
Status

*

Services General Settings

Network
Enable SYN-flood
VPN protection

General Settings
Input  accept ~

Port Forwards

Output  accept M
Traffic Rules
Custom Rules Forward  accept ~

Access Restrictions

System

Zones=>Forward
Logout

Source Zone=>Destination zones Input Output  Forward Masquerading MSS clamping

lan: lan: = @ | = [\Wan accept v accept v accept v (] (] B Edit

WAl wan_wired: j#llwan_ag: j#|wan6_4g: | wwano: @] = | 2 accept v accept v accept v 4 Edit

Then set up the Source NAT
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Your Trustworthy Industrial loT P

Protocol

External port

TCP+UDP v 3 add
Status
Services New forward rule:
Network Name Sourcezone  Destination zone
VPN

+ | [€ Add and edit...

lan ~  wan
Firewall

General Settings

Port Forwards

Name Protocol Action Enable Sort

Custom Rules

. This section contains o values yet
Access Restrictions

System
New source NAT:
Logout
Name Source zone Destination zone To source IP To source port
SNAT lan ~ | wan v 192.168.10. v (£ Add and edit...

Pic 60 NAT Settings 1

Click Add and Edit

Your Trustworthy Industrial l1oT Pa

Name

[ Protocol cmp v ]
Status
Services SouicEZone ® [lan: lan: g7
Network O [fwEnsl wan_wired: #flwan_4g: & fwans_4g: £ Bwwan0: &

VPN

Source IP address  any v
Vv Firewall - .
@ Only match incoming traffic from this IP or range.(P range divided by -)

General Settings
Source port
Port Forwards @ Miatch incoming traffic originating from the given source port or port range on the client host.

Destination zone

O [lan: an: g &

Custom Rules

. Wan=s wan_wired: flwan_ag: g2 wan6_ag: j2 fwwano: &
Access Restrictions

SIS Destination IP address v
Logout @ Destination ip or ip range.
Destination port

@ Destination port or port range.

[ SNAT IP address  192.168.10.1 v

@ Rewrite matched trafic to the given address

SNAT port

@ Rewrite matched traffic to the given source port. May be left empty o only rewrite the IP address.

Pic 61 NAT Settings 2

If the source IP, source port and destination IP, destination port are not filled in, all ip and ports are assumed by
default. Save after setting.
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Your Trustworthy Industrial

Protocol

External port

TCP+UDP v i Add
Status
New forward rule:
Services
Name Source zone Destination zone
Network
VPN lan ~  wan v | [£] Add and edit...

~ Firewall

General Settings Source NAT
PO RO Name Protocol Action Enable  Sort
Traffic Rules
o ey Rewrite to source IP
Custom Rules SNAT From any hostin lan + | # || @ Edit | & Delete
3 192.168.10.1
: To any hostin wan

Access Restrictions
System

New source NAT:
Logout

Name Source zone Destination zone To source IP To source port

lan v wan % -~ Please chc v (€] Add and edit..

Pic 62 NAT Settings 3

As shown in the figure, the source IP address of the packet leaving the router is changed to 192.168.9.1. As can be
seen in the figure, the source address of the ICMP packet to 192.168.13.4 is 192.168.9.1, instead of 192.168.1.114.
Verify that the device under the router (IP: 192.168.1.114) pings the PC (IP: 192.168.13.4) under the same switch as the

router, and the data of packet capture on the PC is as follows:
Buee CRXZE AssaTL (B D @BMx| B

i ip.addr == 192.168.13.4 -~ =, BB ORA
Na. Time Source Destination Protocal Info
10.000000 192. 168. 13. 4 220. 195. 22. 209 ICP 50379 > http [FIN, ACK] Seg=1 Ack=1 Win=64708 Len=0
2 0.689352 |192.168.9.1 192. 168. 13. 4 ICMP  Echo (ping) request | (id=0x1d3c, seq(be/le)=57/14592, ttl=64)
3 0.689426 [192. 168. 13. 4 192.168.9. 1 ICMP  Echo (ping) reply (id=0x1d3c, seq(be/le)=57/14592, tt1=128)
6 1.689615 [192. 168.9.1 192. 168. 13.4 ICMP  Echo (ping) request | (id=0x1d3c, seq(be/le)=58/14848, ttl=64)
7 1.689687 [192. 168. 13. 4 192, 168. 9. 1 ICMP  Echo (ping) replv (id=0x1d3c, seaq(be/le)=58/14848, tt1=128)

9 1.825746  192. 168.4.63 192. 168. 13. 4 SMBZ  Create Response File:

Pic 63 NAT test and verify

5.3.3. Port forwarding

Port forwarding allows a computer from the Internet to access a computer or service within a private LAN by mapping
a specified port on a WAN port address to a host on the Intranet.

Your Trustworthy Industrial loT Partner

English | 152
Firewall - Port Forwards
Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN,
Status

s [rerorr
Network Name Match Rules Forwarding To Enable Sort
VPN

~ Firewall

This section contains no values yet
General Settings

= —

jlat il Name Protocol External External port Internal Internal IP Internal port
Cusk Rul zone zone address
ustom Rules
Access Restrictions [ port forward TCP+UDP v wan 8000 lan v 192.168.3.1 v 80 £ add ]
System
Logout

Pic 64 Port Settings page 1

>  After setting the forwarding rule, you need to click the add button on the right, and then this rule will be
60
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displayed in the rule column;

» Then click the "Apply" button in the lower right corner to make the Settings effective;

» The following Settings: 192.168.3.1:80 is the router's own web server. If we want to access a device in the LAN
from the Internet, we need to set up the mapping from the Internet to the LAN, such as setting the Internet port to
81, the internal IP address to 192.168.3.1, and the internal port to 80;

>  When we access port 8000 from the WAN port, the access request will be redirected to 192.168.3.1:80.

S USR 10T Be Honest, Do Best!

Communication Expert of Industrial IOT English | #32

USR-G806p -
Firewall - Port Forwards
Port forwarding allows remote computers on the Intemet to connect to a specific computer or service within the private LAN.
Status
Services Port Forwards
Network Name Match Rules Forwarding To Enable  Sort
VPN
v H 1 1Pv4-TCP, UDP
frewsa! test s e 1P 192.168.2.1, port 80in lan e | s [@Edit | 58 Delete
T Via any router IP at port 81

Port Forwards

Traffic Rules New Port Forwarding Rules:

Custom Rules Name Protocol Ez(ﬂeema\ External port Internal Internal IP Internal port

Access Restrictions
TCP+UDP v wanw lan v v 2 Add
Serial Server

System

- o

JiNan Usr 10T Technology Limited  httpi//www.pusr.com/

Pic 65 Port Settings page 2

Tab 20 Port forwarding parameter table

name description Default parameter
name The name of this port forwarding rule, character type empty
protocol Protocol type can be set: TCP+UDP/TCP/UDP TCP+UDP
exterior zone Including wired wan, 4G, VPN wan
External port You can set a single port or a range of ports, such as | empty
8000-9000

Note: When the external port and internal port are
empty, it is a DMZ function

interior zone Router subnet area lan
interior IP The LAN area IP address of the router empty
Internal port You can set a single port or a range of ports, such as | empty
8000-9000

Note: When the external port and internal port are

empty, it is a DMZ function
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5.3.4. NAT DMz

Port mapping is to map a specified port of WAN port address to a host in the Intranet. DMZ function is to map all ports
of WAN port address to a host. Setting interface and port forwarding are in the same interface. When setting, do not

fill in the external port, and click "Add".

S USR IOT Be Honest, Do Best!
inication Expert of Industrial 10T

English | 52

USR-G806p
Firewall - Port Forwards
Port forwarding allows remate computers on the Intermet to connect to a specific computer or service within the private LAN.
Status
Services Port Forwards
Network Name Match Rules Forwarding To Enable  Sort
VPN

o IPATCR UDP
frewal test o ey ot ey 1P 192.168.2.1, port 80in fan + |+ [@Edt | 5 Delete

General Settings Via any router 1P at port 81

Port Forwards

Traffic Rules New Port Forwarding Rules:

Costorn Hules Name Protocol External External port Internal Internal IP Internal port
zone zone  address
Access Restrictions
TCP+UDP v wan v lan v v {3 Add
Serial Server

System

B empty

JiNan Usr [OT Technology Limited  http://www.pusr.com/ L

Pic 66 DMZ Settings 1

@
USR IOT Be Honest, Do Best!
Communication Expert of Industrial 10T English | 132

USR-G806p

Firewall - Port Forwards

Port forwarding allows remote computers on the Internet to connect to a specific computer or service within the private LAN,

Status

s o roars
Network Name Match Rules Forwarding To Enable Sort

VPN

— 1PA-TCR UDP
oW test B 1P 192.168.2.1, port 80in lan o/l s | @edat | € Delete

Via any router IP at port 61

General Settings

Port Forwards

New Port Forwarding Rules:

Traffic Rules
Clstony Bales Name Protocal External External port Internal Internal IP Internal port
zone zone  address
Access Restrictions
TCP+UDP  ~ wanv lan v v i Add

Serial Server

System

o o

JiNan Usr 10T Technology Limited  http://www.pusr.com/

Pic 67 DMZ Settings 2

As shown in the figure, all ports of the WAN port address are mapped to the host 192.168.2.133 on the Intranet.
< pay attention to >

»  Port mapping and DMZ functions cannot be used simultaneously.

PUSR’

www.pusr.com




AP510 manual

5.4. Access restrictions

Access restrictions enable the control of access to specific domain names. It supports setting blacklists and whitelists
for domain addresses. When a blacklist is selected, devices connected to the router cannot access the domains on the
blacklist, while other domain addresses remain accessible. When a whitelist is selected, devices can only access the
domain addresses listed in the whitelist, and all other domain addresses are inaccessible. Both blacklists and
whitelists can be configured with multiple entries, and this feature is disabled by default.

5.4.1. Domain blacklists

First, in the method options, select the blacklist. Click add to enter the name of the rule and the correct domain name,
then click save. The rule will take effect immediately, preventing devices connected to the router from accessing the
specified domain. If you choose the blacklist but do not add any rules, the default blacklist is empty, allowing all

domains to be accessed. As shown in the figure, except for Baidu, all other domains can be accessed normally.

®
T Be Honest, Do Best!
n Expert of Industrial 10T English | 3

USR-G806p

Access Restrictions

Enter the domain name keyword.Note: When setting the whitelist, the PC may fail to visit the whitelist site for the first time due to browser reasons. If the access fails, please
Status revisit.

Services

Network Configurations
o Method  Black List v

General Settings
Port Forwards Name Domain Name Enable

Traffic Rules

Custom Rules test baidu.com ] ] Delete

Access Restrictions

Serial Server New Firewall Rule:

System Name Domain Name

Logout Sl

o Lo

JiNan Usr IOT Technology Limited  http://www.pusr.com/

Pic 68 Domain blacklists

5.4.2. Domain name whitelist

First, in the method options, select the whitelist. Click add to enter the name of the rule and the correct domain name,
then click save. The rule takes effect immediately, allowing devices connected to the router to access only the domain
name specified in the rule; all other domains are blocked. If you choose the whitelist but do not add any rules, the

default whitelist is empty, meaning no domain can be accessed. As shown in the figure, the device can access Baidu.
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> USR 10T Be Honest, Do Best!

Communication Expert of Industrial IOT English | F132

USR-G806p

Access Restrictions

Enter the domain name keyword.Note: When setting the whitelist, the PC may fail to visit the whitelist site for the first time due to browser reasons. If the access fails, please

Status revisit.

Services

Network Configurations

o =]

General Settings
Port Forwards Name Domain Name Enable

Traffic Rules

Custom Rules [ test baidu.com ) Delete

Access Restrictions

Serial Server New Firewall Rule:

System Name Domain Name

Logout o

o L e

JiNan Usr IOT Technology Limited  http://www.pusr.com/

Pic 69 Domain name whitelist

6. Service function

6.1. Dynamic domain name resolution (DDNS)

DDNS (Dynamic Domain Name Server) is a service that maps a user's dynamic IP address to a fixed domain name
resolution server. Each time a user connects to the network, the client program sends the host's dynamic IP address to
the server program on the service provider's host via information transmission. The server program provides DNS

services and performs dynamic domain name resolution.

6.1.1. Supported services

The use of dynamic domain names is divided into two cases. The first case is that the router itself supports this service
(view the "Service" drop-down box and select the corresponding DDNS service provider, here using Peanut Shell). The
setting method is as follows:
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Status

v Services

USR Cloud

DDNS

SSH Port

SNMPD
SMS
Network
VPN
Firewall
System

Logout

AP510 manual

Dynamic DNS configuration allows access to a fixed domain for the host, but the corresponding IP may be dynamic

Your Trustworthy Industrial loT Partner

English | iz

Configuration

Ensble  [J
Eventinterface  cellular v
@ Network on which the ddns-updater scripts will be started
Service  dyndns.org v
@ Service provider
Username  username
Password  seessese =
Domain Name
SyncTime 300
@ Unit 5, 30-65535

Forced Update Time 86400
@ Unit: 5, 60-86400

Pic 70 DDNS Settings page

Parameter filling requirements are as follows:

function
open
Valid interface
ISP internet
DDNS facilitator
DDNS updates the URL
path
user name
password
realm name

lock-in time (s)

Mandatory update time

Tab 21 DDNS parameter list

content
Check to enable DDNS function
Select WAN port according to requirements
Please fill in the service address of DDNS

Please fill in the DDNS service address
Set the IP source URL address

Peanut shell account name

The peanut shell code

The domain name for which the DDNS
application is made

The time interval for detecting IP address
changes

Enforce a mandatory update interval

6.1.2. DDNS come into force

Windows default
Not selected
wan_wired
dyndns.org
dyndns.org

http://checkip.dyndns.com/

username
password

empty

300

86400

To confirm that the DDNS Settings are in effect, first look at your network's public IP address.

Then, we ping the domain name fe26203015.zicp.vip on the PC, which can be pinged, indicating that DDNS has taken

effect.

PUSR’
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Pic 71 DDNS test Figure 3

6.1.3. functional characteristics

> Please fill in the parameters, service/URL, domain name, user name and password, interface and other
parameters strictly according to the form description to ensure correctness;

»  Even as a router under the subnet, this function can also make dynamic domain name effective;

»  DDNS + port mapping can realize remote access to the internal network of this router;

»  If the network where the router is located does not have an independent public IP address, this function cannot

be used.

6.2. SSH Port

Enable or disable SSH to manage the router.
Note: This function is for PUSR technician to check technical problems. The user name and password is not available

to general users.

Your Trustworthy Industrial loT Partner
English | 5532

Dropbear offers S$H network shell access and an integrated SCP server

Status

USR Cloud
Enable a

DDNs

Port 2222
SNMPD
SMS

0}

VPN
Firewall
System
Logout

Pic 72 SSH
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6.3. SMS

To enable the SMS function, you can view the router parameters by sending SMS AT. You need a SIM card that can
send SMS to the router.

Your Trustworthy Industrial loT Part

Englisl

Short Message Service

SMS AT Enable

Status

USR Cloud
SMS Send

DDNS
Receiver Number

SSH Port
@ The phone number must be 1 to 20 digits long, optionally starting with a'+' sign to indicate an international number.

SEMED; Content

SMS
Network < o &
@ please enter your information in this box, You can input up to 70 characters.

VPN
Send

Firewall

System SMS Receiving Record

Sender Number Time Content
Logout

SMS Sending Record

Receiver Number Time Content Status

Pic73 SMS

Tab 22 configuration parameter

name description Default parameter
SMS AT enabled Enable: Enable SMS AT forbidden
Disable: Turn off SMS AT
SMS authorization method All: Accept SMS AT from all mobile phone numbers and | whole
respond

Specify: Accept the SMS AT of the specified mobile phone

number and respond

Authorized phone number Set the SMS AT authorization phone number, up to 5| empty
numbers
Destination number The router sends a text message to the specified number empty
content The content of a text message sent to a specified number empty

The following screenshot shows the AT sent to the end to obtain router information. For details of SMS AT supported

by the router, see the AT instruction table.
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6.4. SNMPD

14:50

{@B

)

test

+VER:V1.0.03-EN

Pic74 SMS AT

The G806p has SNMP (Simple Network Management Protocol) service. You can remotely view device information,

modify device parameters, monitor device status and other functions of your device through SNMP protocol without

going to the site for monitoring and configuring the device one by one. The SNMP version supported by this device is

V2C and V3.

Status

~ Services

USR Cloud

DDNS
SSH Port
SMS
Network
VPN
Firewall
System

Logout

function
SNMP switch
configuration

user name

PUSR’
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Your Trustworthy Industrial loT Partne
English | X

SNMPD Configuration

SNMPD is a master daemon/agent for SNMP, from the net-snmp project.

Enable SNMP

Enable SNMP. [m]

User Info (use for snmpv3)
username  user
authtype  auth -
auth mode  SHA v

auth passwd

System Info
sysLocation  JiNan
sysContact  WWW.pusr.com

sysName  Smart_Router

Pic 75 SNMP service Settings interface

Tab 23 SNMP parameter list

content Windows default

Check to enable SNMP services Not selected

The name assigned to SNMP users user
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Type of | Certification or certification and encryption attestation
certification
Authentication The authentication protocol used by the user and | SHA
mode host to receive the trap. MD5 or SHA
Authentication User authorization password authpass
password
Encryption type Encryption protocol type, DES or AES DES
Encrypt the | The encryption password used as the private key privpass
password
alliance Location of the equipment JiNan
System contact Contact person for this equipment WWW.usr.cn
systematic name | The system name of this device Smart_Router

Supports obtaining basic router information through SNMP. OID is as follows.
Tab24 SNMP OID list

0oID description Request method
.1.3.6.1.4.1.2021.8.2.101.1 Get CPU information GET
.1.3.6.1.4.1.2021.8.2.101.2 Obtain the device IMEI GET
.1.3.6.1.4.1.2021.8.2.101.3 Get the firmware version number GET

Get the registration status of the cellular

.1.3.6.1.4.1.2021.8.2.101.4 network GET
.1.3.6.1.4.1.2021.8.2.101.5 Obtain the SIM card ICCID GET
.1.3.6.1.4.1.2021.8.2.101.6 Get the registered network type GET
.1.3.6.1.4.1.2021.8.2.101.7 gain imsi GET
.1.3.6.1.4.1.2021.8.2.101.8 Get carrier information GET
.1.3.6.1.4.1.2021.8.2.101.9 Obtain cellular network IP address (IPv4) = GET
.1.3.6.1.4.1.2021.8.2.101.10 Get the signal strength GET
.1.3.6.1.4.1.2021.8.2.101.11 gain tac GET
.1.3.6.1.4.1.2021.8.2.101.12 gain cid GET
69
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7. system function

7.1. host name

The default hostname is AP510.

Your Trustworthy Industrial loT

Here you can configure the basic aspects of your device like its hostname or the timezone.
Status

Services System Properties
Network
General Settings Design
VPN
; Hestrame
Firewall

Administration Apply

Reboot Timer

NTP
Http Port

syslog
Backup/Upgrade
Reboot

Lamnit

Pic 76 host name

7.2. Time Settings

Your Trustworthy Industrial loT P

AUTO REFRESH ON|

The Time Synchronization section is used to configure general router time settings, like selecting the local time zone, synchronizing the time and NTR
Status

F—

Services Time Parameter

Network
Current System Time  2025-10-1207:08:32 Sun| @ Sync with browser

VPN

i Time Zone  America/New York v
Firewall

System

Time Synchronization

Administration

Reboot Timer Synchronized Base Station o
Time
NTP
Enable NTP Client
Http Port
NTP Server a
syslog
Backup/Upgrade Alternate NTP Server  pool.ntp.org =
b europe.pool.ntp.org =
eboot
au.pool.ntp.org 3]
Lot us.pool.ntp.org )

Apply | Save

Pic 77 NTP page

< pay attention to >
» The router can perform network time synchronization and starts the NTP client function by default. The NTP

server address is set.
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7.3. Login password Settings

Your Trustworthy Industrial loT Pa

En
Router Password
Changes the administrator password for accessing the device

Status

Services Configuration

Network
Password =

VPN @ Password support: numbers, letters and symbols.no more than 16

Firewall

System

Administration
Apply

Reboot Timer

Confirmation &

NTP
Hitp Port

syslog
Backup/Upgrade
Reboot

Logout
Pic 78 Username and password setup page

< pay attention to >
» The default password can be set. The default password is admin, and the user name cannot be set. This

password is the management password (web login password).

7.4. HTTP port

Set the port number of the web login page, and enable or disable the TELNET function.

Note: The telnet function is for PUSR technician to check technical problems. The user name and password is not

available to general users.

Your Trustworthy Industrial loT P

Here you can configure the HTTP port number, effective immediately
Status

Services Web server

Network
Http Port 80
VPN @ Do ot set the port in use

Firewall

System
Administration Telnet offers Telnet network shell access.

Reboot Timer

NTP Telnet Instance
Enable

Syslog

port 2233

Backup/Upgrade

Reboot
Logout
Pic 79 HTTP port
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7.5. Parameter backup and upload

Your Trustworthy Industrial loT Partner

English | 3z

Backup / Flash Firmware
Status Backup / Restore

Services Click *Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click “Perform reset” .
Network Download backup: (@ Generate archive
VPN

Reset to defaults: @ Pperform

Firewall

o evore oo aton ey con o2 vy e ed bk e e

Restore backup: Browse Upload archive...

System

Administration

Reboot Timer

NTP Flash new firmware image

Hitp Port Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.
syslog Keep settings: [m]
Image: [Flemsc ccecinie | @ Browse Flash image...
Reboot
Logout

Pic 80 Parameter backup upload page

Parameter upload: Upload the parameter file (xxx.tar.gz) to the router, then the parameter file will be saved and
effective.

Note: Firmware recovery configuration is limited to the same version of firmware. Problems may occur due to
different parameters in different versions. Users are advised to perform recovery configuration in the same version.
Parameter backup: Click the "Download Backup" button to backup the current parameter file as a compressed
package file, such as backup-AP510s-2019-09-16.tar.gz, and save it to the local.

7.6. factory data reset

You can restore factory parameters through the web page.

» By long pressing and releasing the Reload button (factory reset button) for 5~15 seconds, the AP510 router can
be restored to the factory parameters;

> Do not disconnect power to the device during recovery. The factory recovery process lasts about 3 minutes;

> You can restore factory Settings via the web with the same functionality as follows.

Your Trustworthy Industrial loT Part

English

Status

Backup / Flash Firmware

Backup / Restore
Seniees Click “Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, click “Perform reset™.
Network Download backup: Generate archive
VPN
Reset to defaults: @ Perform
Firewall
B esbiocodasior ey o amafoodsprofasiygereeediodiepaivelen:
System Restore backup: @ Browse | [@ Upload archive...

Administration

Reboot Timer

NTP Flash new firmware image

Hitp Port Upload a proper image here to replace the running firmware. Check "Keep settings” to retain the current configuration.
syslog Keep settings: [m]
Backup/Upgrade Image: @ erowse @ Flash image...
Reboot
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Pic 81 Restore the factory page

7.7. firmware upgrade

The AP510 module supports online firmware upgrade in web mode.

Your Trustworthy Industrial l1oT Pa

Backup / Flash Firmware
Status Backup / Restore

Services Click "Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, elick “Perform reset” .
Rt Download backup: | (@ Generate archive
VPN
Reset to defaults: @ Perform
Firewall

Restore backup: Browse | [@ Upload archive...

System
Administration

Reboot Timer

NTP Flash new firmware image

Http Port Upload a proper image here to replace the running firmware. Check "Keep settings" to retain the current configuration.
syslog Keep settings: a

Backup/Upgrade Image: Browse | [@ Flash image...

Reboot

Pic 82 Restore the factory page

< explain >

»  The firmware upgrade process will take 3 minutes, please try to log in the web page again after 3 minutes;

> You can choose whether to retain the configuration. By default, parameter upgrade is not retained (it is
recommended not to retain parameter upgrade when upgrading to different versions);

> Do not disconnect power or unplug the network cable during firmware upgrade, otherwise the device may crash.

7.8. restart

Your Trustworthy Industrial 1oT Partner

English | #32

Reboots the operating system of your device
Status.

Network

-

Firewall

System

Administration
Reboot Timer
NTP

Http Port
syslog

Reboot

Logout

Pic 83 Restart the page
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Click the button to restart the router. The restart time is the same as the power-on start time of the router, which takes
about 50 seconds to complete successfully.

7.9. Restart at regular intervals

To ensure the stability of router operation, it is recommended to enable the timed restart function. This function can
facilitate users to manage the router in a timely manner.

Your Trustworthy Industrial loT Partner

English | F3X

Reboot Scheduler

Reboots the operating system
Status

Services Parameter Configuration
Network
Enable

VPN

= Periodic Reboot  Daily v

Firewall

© Randomly generate the restart time (hours and minutes) to avoid the device online at the same time.f disabled, custom time is required.
System
Administration Random Range(Start) 4:00 v
Reboot Timer Random Range(End)  5:00 &
NTP
Reboot Time  4:3

Hitp Port
syslog
Backup/U e

ackup/Upgrade e

Reboot

Pic 84 Restart the Settings page

< explain >

» The timer restart function is enabled by default. The restart plan will be completed at a random time between
4:00 and 5:00 every day. If you do not need this function, you can cancel it;

» According to the actual application, the scheduled restart plan that meets the conditions can be set, such as the
fixed restart date every month or the fixed restart day every week;

»  For example, if you select Monday at "Week", the scheduled restart task is executed randomly at 4-5 o'clock every
Monday by default.

7.10. Daily record

Log is divided into remote log and local log, which are located in the system-system function menu.

long-range Log
» Remote log server: IP of the remote UDP server. Remote logging is not enabled when the IP is 0.0.0.0;

» Remote log server port: Remote UDP server port.
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Your Trustworthy Industrial 1oT Partner
English | sz

Local log Remote log

kernel log level  Info

Status Application log level  Info ~
Services
Network

Oct 12 06:36:05 (none) kern.info kernel: [ 294.129451] option1 ttyUSB1: GSM modem (1-port) converter now disconnected from ttyUSB1
VPN Oct 12 06:36:05 (none) kern.info kernel: [ 294.138042] option 1-1:1.3: device disconnected
Oct 12 06:36:05 (none) kern.info kernel: [ 294.143129] option1 ttyUSB2: GSM modem {1-port) converter now disconnected from ttyUSB2

[
[
[
Firewall Oct 12 06:36:05 (none) kern.info kernel: [ 294.151506] option 1-1:1.4: device disconnacted
[
[
[
[

Oct 12 06:36:05 (none) kern.info kernel: [ 294.156580] option1 ttyUSB3: GSM modem {1-port) converter now disconnected from ttyUSB3
Oct 12 06:36:05 (none) kern.info kernel: [ 294.164988] option 1-1:1.5: device disconnected

Oct 12 06:36:05 (none) kern.info kernel: [ 294.170103] option1 ttyUSB4: GSM modem {1-port) converter now disconnected from ttyUSB4
Oct 12 06:36:05 (none) kern.info kernel: [ 204.178547] option 1-1:1.6: device disconnected

System Oct 12 06:36:05 (none) daemon.notice netifd: Interface 'wan_4q' is disabled
Oct 12 06:36:05 (none) daemon.notice netifd: Interface 'wané_4g' is disabled

Administration Oct 12 06:36:06 (none) daemon.notice netifd: wan_4g (12216): udhcpc: SIOCGIFINDEX: No such device
Oct 12 06:36:06 (none) daemon.notice netifd: wan_4g (12216): udhcpc: received SIGTERM

Reboct Timien Oct 12 06:36:06 (none) daemon.notice netifd: wan6_dg (12219): Command failed: Permission denied

Oct 12 06:36:06 (none) daemon.err odhcp6c[12219]; Failed to send DHCPVG message to ff02::1:2 (Network is unreachable)

NTP Oct 12 06 kern.info kernel: [ 295.360741] usb 1-1: new high-speed USB device number 7 using ehci-ath79
Oct 12 06: kern.info kernel: [ 298.936737] usb 1-1: USB disconnect, device number 7
Oct 12 06:36 kern.j : [ 311.960601] usb 1-1: new high-speed USB device number 8 using ehci-ath79

Htp Port Oct 12 06: kern.info kernel: [ 312.127099] cdc_ether 1-1:1.0 eth2: register ‘cdc_ether’ at usb-1b000000.usb-1, CDC Ethernet Device,
34:4b:50:00:00:00
Oct 12 06 kern.info kernel: [ 312.151559] option 1-1:1.2: GSM modem (1-port) converter detected
Oct 12 06 kern.info kernel: [ 312.158429] usb 1-1: GSM modem (1-port) converter now attached to ttyUSBO

Backup/Upgrade Oct 12 06 kern.info kernel: [ 312.165978] option 1-1:1.3: GSM modem (1-port) converter detected
Oct 12 06 kern.info kernel: [ 312.172589] usb 1-1: GSM modem (1-port) converter now attached to ttyUSB1

i Oct 12 06 kern.info kernel: [ 312.180020] option 1-1:1.4: GSM modem (1-port) converter detected

Reboot oct 12 06 kern.info kernel: [ 312.186711] usb 1-1: GSM modem (1-port) converter now attached to ttyUSB2
Oct 12 06 kern.info kernel: [ 312.194305] option 1-1:1.5: GSM modem (1-port) converter detected

Logout Oct 12 06: kern.info kernel: [ 312.200959] usb 1-1: GSM modem (1-port) converter now attached to ttyUSB3
Oct 12 06 kern.info kernel: [ 312.208612] option 1-1:1.6: GSM modem (1-port) converter detected -

[

Oct 12 06:36:23 (none) kern.info kernel: [ 312.215420] usb 1-1: GSM modem (1-port) converter now attached to ttyUSB4

Log File: | @ Download log

Your Trustworthy Industrial l1oT Partner
English | 30

Here you can view system logs, including application, kernel, and VPN logs.Remote logs based on UDP protocol can also be configured.

Status
Services
Network
Local log Remote log
VPN
i Remote Service IP 0.0.0.0
Firewall
@ Using udp protocol, keep empty or 0.00.0' to disable
Remote Service Port 555
S ® Keep empty to disable

Administration

Reboot Timer

Hittp Port

Syslog
Backup/Upgrade
Reboot

Logout

Pic 85 log page

Local logs

» Core log level: support debugging, information, attention, warning, error, key, alarm, emergency, a total of 8
levels; in order debugging is the lowest, emergency is the highest;

» Application log level: same as above;

>  Logs (kernel, application, VPN) support instant view, clear, and log file export.

8. AT order set

The router's AT instruction set is suitable for SMS;

8.1. AT code repertory

Tab 25 Summary of AT instructions
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1. AT The Test AT command is available

2. AT+R Restart the device

3. AT+H Help document and list all instructions
4. AT+CLEAR Restore factory

5. AT+VER Query the firmware version

6. AT+MAC query LANMAC

7. AT+APN Query/set APN parameters

8. AT+SN query SN

9. AT+CSQ Query the current signal strength

10. AT+CPIN Query SIM card status

11. AT+IMEI query IMEI

12. AT+ICCID query ICCID

13. AT+MCCMNC query CIMI

14. AT+SYSINFO Query network operators and formats
15. AT+CELLULAR Query network mode

16. AT+WEBU Query the web user name and password
17. AT+PLANG query language

18. AT+UPTIME Query the device running time

19. AT+WANINFO Query wan information

20. AT+4GINFO Query 4G information

21. AT+DIALINFO Query cellular network information
22. AT+LANINFO Query LAN information

23. AT+WANN Query wan configuration

24. AT+LANN Query the LAN configuration

25. AT+NETSTATUS Query the default route

8.1.1. AT order set

8.1.1.1. AT

function Test the AT command

query order : AT
return : OK

set up not have

parameter return : OK

explain The instruction takes effect immediately, and the return OK
represents that the AT instruction is in use
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8.1.1.2. AT+R

function Query the IMEI code of the device

query AT+IMEI
+IMEl:code
Code: IMEI code.

parameter
give an | Send: AT+IMEI
example Return: +IMEI: 868323023238378

8.1.1.3. AT+H

function AT instruction set of the query module
query order : AT+H
return : OK

AT

AT+H
set up not have
parameter Return: AT instruction set

Both are in English string format, without Chinese.
explain not have

8.1.1.4. AT+CLEAR

function factory data reset

query not have

set up Command: AT+CLEAR

parameter not have

explain The command is executed correctly, and the device is restored
to factory without a reply.

8.1.1.5. AT+VER

77

PUSR’

www.pusr.com




AP510 manual

function Query the device software version number
query Command: AT+VER
Return: +VER: ver
set up not have
parameter Ver: Current software version number, such as V1.0.03
explain The command is executed correctly and returns the current

software version number

8.1.1.6. AT+MAC

function Query WAN port MAC
query Command: AT+MAC
Return: +MAC: mac
set up not have
parameter Mac: WAN port MAC, for example: 9CA525AA8B99
explain not have

8.1.1.7. AT+APN

function Query or set APN information
query Command: AT+APN
Return: +APN: apn_name, user, pw, type
set up Command: AT+APN=apn_name, user, pw, type
return : OK
parameter Apn_name: APN address, which can be empty [0-62] bytes,

supports the character range [a-zA-Z0-9-.#@]

User: user name, which can be empty [0-62] bytes, [33-126]
ASCIl characters

PW: Password, which can be empty [0-62] bytes, [33-126]
ASCIl characters

Type: authentication mode, none/pap/chap

give an | Command: AT+APN=autocheck,.,.,none
example return : OK
explain The command is executed correctly and the configuration

takes effect after restarting the device

8.1.1.8. AT+SN
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function Query device SN information
query order : AT+SN
Return: +SN: sn
set up not have
parameter Sn: 20-bit sn code
explain not have

8.1.1.9. AT+CSQ

function Query the current signal strength information of the device

query AT+CSQ
+CSQ: rssi

Rssi: Received signal strength indicator

parameter
give an | Send: AT+CSQ
example Return: +CSQ: 31

< explain >
»  Signal strength is commonly expressed in two units: dBm and asu.

» The US-G806p version uses asu value to indicate; the larger the value, the better the signal strength;

standard aus short-cut | Signal strength (dBm)
process
GSM/CDMA/WCDMA/EVDO/EHRPD/LTE 0-31 dBm=-113dBm + signal strength *2

Nine of the nine
had no signal
TDSCDMA 100-191 dBm= -116dBm + (signal
Nine of the nine | strength-100)

had no signal

> When registered to different network modes, the signal strength can not be directly compared whether it is
expressed as dBm or asu.
> Ingeneral, dBm=-90dBm and asu=12. The signal strength meets the coverage requirements, which can be used

to measure whether the current signal meets the standards.

8.1.1.10.AT+CPIN

function Check the status of the device SIM card
query Command: AT+CPIN
Return: +CPIN: cpin
set up not have
parameter Cpin: SIM card status value
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NOTREADY: Card status is not recognized
READY: Identify card status
SIM PIN: Lock the PIN status
SIM PUK: Lock the PUK state

explain

not have

8.1.1.11.AT+IMEI

function

query facility IMEI

query

Command: AT+IMEI

Return: +IMEI: imei

set up

not have

parameter

IMEI: IMEI number of the device

explain

not have

8.1.1.12.AT+ICCID

function

Query SIM card ICCID

query

Command: AT+ICCID
Return: +ICCID: iccid

set up

not have

parameter

ICcid: SIM card ICCID number

explain

not have

8.1.1.13.AT+MCCMNC

function

Query SIM card CIMI

query

Command: AT+MCCMNC
Return: +MCCMNC: cimi

setup

not have

parameter

Cimi: SIM card Cimi number

explain

not have

8.1.1.14.AT+SYSINFO

function

Query SYSINFO information
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query Command: AT+SYSINFO
Return: +SYSINFO: ops_operate, ops_net_type

set up not have

parameter ops Operate: Operator information
ops_net_type: Network mode

give an | Command: AT+SYSINFO

example Return: +SYSINFO: CHN-CT, LTE
explain not have

8.1.1.15.AT+CELLULAR

function Query the network mode of the network
query Command: AT+CELLULAR
Return: +CELLULAR: ops_net_type
set up not have
parameter ops_net_type: Network mode
give an | Command: AT+CELLULAR
example Return: +CELLULAR: LTE
explain not have

8.1.1.16.AT+WEBU

function Query the web login user name and password
query AT+WEBU
+WEBU:<user>,<pw>
set up not have
parameter User: Web login user name
PW: Web login password
explain

8.1.1.17.AT+PLANG

function Query the web login language
query AT+PLANG

+PLANG:<plang>
setup AT+PLANG=<plang>

OK
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parameter plang:zh_cn/en
zn_cn: the Chinese language
en: English

explain

8.1.1.18.AT+UPTIME

function Query system running time

query AT+UPTIME
+UPTIME:<time>

set up not have

parameter time

explain

8.1.1.19.AT+WANINFO

function Query WAN network card information
query AT+WANINFO
+WANINFO:<mac>|<ip><xmask>|<rx_packets>|<tr_packets><rx_

bytes>|<tx_bytes>

set up not have
parameter Mac: WAN card MAC
IP: WAN card IP

Mask: Subnet mask of the WAN card
rx_packets: Number of received packets
Tr_packets: Number of packets sent
rx_bytes: Receive traffic

tx_bytes: Send traffic

explain

8.1.1.20.AT+4GINFO

function Query cellular network card information
query AT+4GINFO

+4GINFO:<mac>l<ip><mask>|<rx_packets>|<tr_packets><rx_byt

es>|<tx_bytes>

set up not have

parameter Mac: 4G network card mac
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IP: IP of 4G network card

Mask: Subnet mask of 4G network card
rx_packets: Number of received packets
Tr_packets: Number of packets sent
rx_bytes: Receive traffic

tx_bytes: Send traffic

explain

8.1.1.21.AT+DIALINFO

function Query cellular network card information
query AT+DIALINFO
+DIALINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_b

ytes>|<tx_bytes>

set up not have

parameter Mac:cellular network card mac

IP: cellular network card IP

Mask: Subnet mask of cellular network card
rx_packets: Number of received packets
Tr_packets: Number of packets sent
rx_bytes: Receive traffic

tx_bytes: Send traffic

explain

8.1.1.22.AT+LANINFO

function Query LAN network card information
query AT+LANINFO
+LANINFO:<mac>|<ip>|<mask>|<rx_packets>|<tr_packets><rx_b

ytes>|<tx_bytes>

set up not have

parameter Mac: LAN network card mac

IP: LAN network card IP

Mask: Subnet mask of LAN network card
rx_packets: Number of received packets
Tr_packets: Number of packets sent
rx_bytes: Receive traffic

tx_bytes: Send traffic

pour :
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If VLAN is configured, this command returns the LAN
information

explain

8.1.1.23.AT+WANN

function Query WAN port configuration
query AT+WANN
+WANN:<type>,<ip>,<mask>,<gateway>
set up not have
parameter Type: WAN port protocol type
ip:WAN IP

Mask: WAN subnet mask
Gateway: WAN gateway

explain

8.1.1.24.AT+LAN

function Query/set LAN port configuration
query AT+LAN
+LAN:<ip>,<mask>
setup AT+LAN=<ip>,<mask>
parameter IP: LAN IP standard IP address format x.x.x. x x: [0-255]

Mask: LAN subnet mask x.x.x. x x: [0-255] conforms to the
standard format of subnet mask

pour :

If VLAN is configured, this command returns the LAN
information

explain

8.1.1.25.AT+PING

function Run the ping command

query not have

setup AT+PING=<ip>
PING IP(IP): 56 data bytes

parameter IP: IP or domain name, which cannot be empty. Ping is carried,
and the parameter is invalid
For example, c1 is invglid limit [1-200)
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Note: Parameters can only be IP or domain names. Other
parameters will be judged according to the address and return

9. results

explain

Disclaimer

This document does not grant any intellectual property rights, either explicitly or implicitly, nor does it prohibit the
granting of such rights. Apart from the liability stated in the terms and conditions for the sale of its products, our
company assumes no other responsibilities. Furthermore, we do not make any explicit or implicit warranties
regarding the sale and/or use of this product, including its suitability for specific purposes, marketability, or liability
for any infringement of patents, copyrights, or other intellectual property rights. Our company reserves the right to

modify the product specifications and descriptions at any time without prior notice.

10. Update log

Version Update content Refresh time

V1.0.1 Create documents and complete relevant function descriptions 2025-07-01
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