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1. Product Overview

The DM Platform is a monitoring and operation platform powered by PUSR Cloud for PUSR gateways and
routers. It provides online statistics, basic information viewing, firmware upgrades, and cross-region networking
capabilities for routers. It supports remote access to PUSR routers and gateways and the device connected to the
routers and gateways on Lay3. This service can replace complex VPN solutions, facilitating remote access to
cameras, remote configuration of PLCs and industrial computers, remote program downloads for PLCs, file
transfers to industrial computers or PLCs, and remote terminal upgrades. It helps customers manage routers and

terminal devices in a unified and efficient manner.

2. User Management

2.1. Registration and Login
DM Management Platform URL: https://dm.usriot.com

2.1.1. Account Registration

Users can register by filling in the required information and log in using a password or Email verification.

C & hitpsy/accountusriot.com/#/login?type=dm & Gl @

ﬁ USR pass

A

oY
" @
& . ladp#ﬁ /r
£ [
, . o USR pass
4

Password login Email login

Signin pass || Forget password

PUSR’ pusr.com
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Registered pass account

* Email

* Verification Code

Password

* Confirm Password

TimeZone Asia/Shanghai

" Company

* Industry

Read and accept the USR agreement

2.2. User Center

Users can view basic account information and security settings in the User Center.

$: USR Cloud Console
'x pu ul

®
ent ay 1 Gateway list
' Organization management
Total Gateways « Online gateway « Offine gatewray i
5 Gateway list & F 5 ogout
Parameter
' e column.Firmware_Versio
Network Gateway name Gateway status SN Gateway model parameter lock Belonging organize Gateway address Tag
) e n
ger
Value: O
(o} Gateway name90 Onine 01603 81 USR-68095-43 - V1.0.05 My Project -
dl - Data " u2008 Offiine 309023 721 u2008 - V272 My Project 250101, Lixia Qu, Jinan Shi, Shandong, ..
USR-G8065-GPS Offline 000076+ 01 Unknoun type - - My Project Automatic positioning

Account Information

PUSR pusr.com
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USR Cloud Console o DM

WWW_pUS|
Account information

Device basic information

head portrait
informat

Upload

User Name usr.

Register Time 2023-03-02 11:04:35

Contact information

Company USR

Address
TimeZone AsialShanghai
Language English

Security Information: users can set password and email information on this page.

USR clnu({ Console 7 g . fiume’

WWW.DUST.

Account Conter
Security information

unt
Information A secure password can make your account more secure. It is recommended that you change your password regularly, and set a password with at least two letiers, symbols or numbers and a length of 6-20 "
Login password digits, Edi
Security
R
Email settings You have set up Email lumeimei N, You can log in and retrieve your password, and receive service notifications sent by the cloud. ® Ha Edi
Account association information  With the account information bound to the current pass account, you can use the pass account to directly log in to Renyun's products, including IoT, DM, SIM, and Mall View

,k USR (:h:wu;lS Console IS

r.com

E User Center
Gateway list
Gateway list
Total Gateways  Online gateway o Offline gateway
Logout
Baich configuration (IS AR 3 1 2 g
Parameter
Jemiae column.Firmware_Versio
; N Gateway name Gateway status. SN Gateway model parameter lock Belonging organize Gateway address Tag
) n
mana ent
aded
o 01602 5016 DO0L | USR-GE09s-43 - V1.0.05 My Project -
servi
sl Data center u200s Offine 3080 000" 7 2008 = v272 My Project 250101, Lixia Qu, Jinan Shi, Shandong
USR-G80Bs-GPS offine 0000 70L7 1007701 Unknoun type - - My Project Automalic posiioning

2.3.1. Organization Management

This function allows users to group gateways for easier management.

PUSR’ pusr.com
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onsole loT

management User center Organization management

y list

Organization Management Role Management

Batch configuration

) Member Management Gateway Management
Fimware upgrade

{
]
e
=)
m

e

_ Mame SN Source type
v A & 1
I My Project R Gateway named0 0160 31 = ===}
u2005 30802 27 FoHERRR
Data center
USR-G8065-GPS 00007 o1 --

Add organization

2.3.2. Role Management

Assigns different permissions to users based on their roles.

Role name: set the role name
IoT/DM: If it is checked, it means this role have the permission to the IoT/DM,

If it is not checked, it means this role have not the permission to the IoT/DM.
Select menus: Select the menu option displayed on the left side of this user interface

Function permissions: Select to allow the user to use/view the functions under the corresponding menu

PUSR’ pusr.com
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* Role Name

* Permission oT
Settings
Select Menu

Function Permissions

v Gateway management [

I Gateway list ] Operation

Batch configuration [ single Add Batch add

Firmvare upgrade Command control Transfer gateway
Parameter template Parameter configuration Debug

> Network management LoRa node switch Edit Variable

Cancel

2.3.3. Member Management

Adds sub-accounts using email and assigns permissions through role selection. Note: Sub-accounts cannot

Create secondary accounts.

Add Members

* Account Type @ Email

4

caneel

3. Gateway Management

3.1. Gateway List

Provides basic functions such as adding, deleting, modifying, and querying gateways, as well as checking

gateway status and online statistics.

m Galeway management - Gateway list
Total Gateways » Online gateway o Offline gateway
Gateway list 3 1 2
e column.Firmware_Versio

N Gateway name Gateway status SN Gateway model parameter lock Belonging organize Gateway address Tag
(=) =4 n

i
@ Gateway name90 Online 016¢ l 1 USR-G809s-43 - V1.0.05 My Project -
al L2008 Offiine 3081 27 U2008 - var2 My Project 250101, Lixia Qu, Jinan Shi, Shandeng, ..

USR-G8065-GPS Offine 000C 1 Unknovm type o = My Project Automatic positioning

e PUSR’ pusr.com
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3.1.1. Adding Gateways

Gateways can be added individually by entering the SN and MAC/IMEI from the router label or imported in bulk

using a template.

Gateway list 3 1 2
column.Fimware_Versio Single Add
Gateway name Gateway status SN Gateway model parameter lock Belongy Gateway address Tag
n
Batch Add
Gateway names0 T 016031 J000811 USR-G809s-43 b V1005 My Project =
u2008 Offline 30802 0000727 u2008 = V272 My Project 250101, Lixia Qu, Jinan Shi, Shandong,
USR-G8065-GPS Offline 00007 20000001 Unknown type = p My Project Automatic positioning

Single add: the SN and IMEI/MAC is listed on the label pasted on the device, and the other parameters can be set

by users.

% USR Cloud Console loT

WWW.pusr.com
Add Gateway

Add Gateway
Batch config

Fimware upgrade .
Gateway name Gateway name86

* Belonging organize
* 5N SN does not support, click here

Data center
* MAC / IMEI

Positioning method @) Manual positioning Automatic positioning
Gateway address 250101, Lixia Qu, Jinan Shi, Shandong, China Map
Tag

Network ()

monitoring

USR data

transparency

Bach add: users can download the excel template, and fill in the necessary information, and then upload the

excel file to add multiple devices.

PUSR’ pusr.com
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onsole ol
om

& USR Cloud C
ﬁ I.CC

Batch Add Gateway

Batch Add Gateway

[ Gateway list 2 upload files Download Excel template ] [ Belonging ‘ ]

Tips: Support the batch import of gateways, and al most 1000 gateways can be added al the same time. Bl o

Help tools

Location latitude acquisition

3.1.2. Gateway Basic Information

Displays basic router information, including SN, MAC, IMEI, network format, online time, and signal strength.

,k USR Cloud Console loT )

pusr.com

Gateway list Gateway name90

| Base Info Network debugging Positioning Track

Gateway infomation

Gateway list

Q Name: Gateway nameg0 Model: USR-G8095-43
Gateway name - SN: 016037 JRGESRERcD IMEI: 8658282 TTTRA GRS
1 Current Runtime: 8 Day 50 Minute 45 Second
Firmware: V1008
.‘ icain: 89861125205036711368
\ '/ Operator:
. 4 Online Time: 3 Day 3 Hour 41 Minute 40 Second
, Network
Data center v U2008 Offiine: \ g format: Ethemet
USR-G3065-GPS Diie Status: ® Or Signal: - -
Routing Settings SIM Card Management
Network Port Settings
1Pva Subnet
Address: 192.168.10.1 Mask: 2552552550
DHCP
start End Rental
Address: 192.168.10.100 Address: 192.168.10.250 Time:  12h
Acess List
‘gT
-
-

3.1.3. Remote Built-in Web Page

Allows remote access to the gateway/router’s WEB interface via a public domain for visual configuration and
efficient remote maintenance.

Note: Not all the gateway/routers support this function, if you need this function, please contact the sales man.

PUSR’ pusr.com
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iateway name90 Edit Maore o

Base Info Network debugging Positioning Track i

;ateway infomation — wal

Command control

Name: Gateway nameS0 Model: USR-G809s-43 Firmware Upgrade
SN: 0160312567070 0707 71 IMEL: 8658270 )
Reboot gateway
Current Runtime: & Day 50 Minute 45 Second
Firmware: V1.0.05 Reload to factory settings
ICCID: 808611252050367 11368
Operator: --
Online Time: 3 Day 3 Hour 41 Minute 40 Second Delete
Network
format: Ethernet

Click the configuration page, it opens a new tab page, after filling the password, users can log router’'s web page

and can set/check router/gateway’s parameters.

USR-G809. Auto | English | st

®

USR IOT

Communication Expert of Industrial IOT

Be Honest, Do Best!

Authorization Required

Please enter your usemame and password.

Username: admin

Password

USR-G809

Overview tostame st

Network Status Firmware Version V1.0.05

Firewall SN 01603125080600000811
Services IMEI 865827077791820
Network Local Time Fri Sep 19 17:29:36 2025
VPN Uptime 8d 1h4m 16s
Developer Load Average 1.38,1.52,1.59

3.2. Firmware Upgrade
Supports single and batch firmware upgrades for routers/gateways.
3.2.1. Single Device Upgrade

Gateway list--> click “gateway name” --> more--> firmware upgrade

Gateway list Gateway name9o

| Base Info Network debugging Positioning Track

Gateway infomation

Disable
Configuration page S

Gommand control

Firmware Upgrade

Gateway name90 Model: USR-G808s-43

Gateway name Gateway status SN: 0160312€ IMEI: 86581
Reboot gateway
Current Runtime: 8 Day 1 Hour 24 Minute 59 Second
Fanrare: v1.008 - Reload to factory settings
ICCID: 89861125205036711368
Operator: =
Online Time: 3 Day 4 Hour 15 Minute 54 Second Delete
: Network
2008 format: Ethemet

PUSR pusr.com
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Set the task name and select the firmware version

Firmware Update

* Task Name FM upgrade

* Gateway name
* Gateway model USR-G806w-43

* Firmware

Upgrade Version

* Task Time 2025-09-2210:17:33 T 2025-09-23 10:17:32

Users can check the upgrade detail

Upgrade Details

Waiting for upgrading(0) Upgrading(1) Upgrade failed(0) Upgrade success(0)

Operation Lo
Gateway name Original version Target Version
s

GE0BwW 01601224032100002153 Vi

2025-09-22 11:03:07: Issued instructions

2025-09-22 11:03:07; Gateway receiving instruction

Total 1 10/page Pre -

Upgrade Details x
Waiting for upgrading(Q) Upgrading(0) Upgrade failed(0) I Upgrade success(1) I
Operation Lo
Gateway name SN Original version Target Version
as
GB0Gw 01601224032100002153 vViin vi.1.03 View Logs ~

2025-09-22 11:03:07: Issued instructions
2025-09-22 11:03:07: Gateway receiving instruction
2025-09-22 11:03:33: Download completed

| 2025-09-22 11.06.07: Success |

Total 1 10ipage Pre - Next Goto 1
3.2.2. Batch Upgrade

Firmware upgrade -->add upgrade task

Select organization--> select gateway model-->select firmware version-->set task time

LePUSR’ pusr.com
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3
1.Task info 2 Select gateway 3.Finish

*Belonging My Project

* Gateway model  USR-G806w-43

*Firmware | V1.1.14
Upgrade Version

* Task Time 2025-09-22 10:29:44 2025-09-23 10:29:44

Select the specific gateway
Note:
1. Gateways that are offline at the scheduled task time will fail to upgrade
2. It is recommended to select <15 gateways per batch upgrade task. A maximum of 6 upgrade tasks can be

created simultaneously.

Firmware Upgrade X

1.Task info 2 Select gateway 3.Finish

Please select organizati

Belonging orga
= Gateway name SN Current Version Target Version Status .
nize

] GB06W 016012240321 V1.1.02 V1114 Offline My Project

Total 1 10fpage Pre - a Goto 1

The selecled gateway

GB06w(01601224032100002153)

Cancel Previous Step m

The upgrade process starts approximately 10 minutes after the scheduled task start time. Check the upgrade

status by clicking on the corresponding upgrade task in the [Firmware Upgrade] section.

4. SD-VPN Management

SD-VPN establishes a private network over the public internet via openVPN, enabling one-click
interconnection between different branch nodes. It supports remote access, operation, maintenance, and
monitoring. It facilitates mobile office, resource sharing, data transmission, and supports multi-cloud/hybrid
cloud deployment. Suitable for small, medium, and large enterprises, catering, chains, and multi-branch
organizations.

Applicable Scenarios:

e PUSR’ pusr.com
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% Remote Monitoring: Real-time, 24/7 monitoring of facility operational status.

% Remote Debugging of Industrial Computers and Instruments: Update device operating systems

unrestricted by geographical location.
% Remote PLC Upgrades: Avoid on-site visits, perform debugging directly from remote locations.
% Flexible Remote Work: Create remote working environments for enterprise employees.

Products and Firmware Versions Supporting the SD-VPN Feature:

Product Model Firmware Version Max Networking Speed Supported Network Types
USR-G806w-G V1.1.10 and above 10M Layer 3
USR-EG628 V1.0.11 and above 10M Layer 3
USR-M300 V1.1.18 and above 10M Layer 3

4.1. Mesh Network

4.1.1. Network Topology

1# USR-G806wW

PC1

2# USR-G806w

PC2 TCP232-306:

4.1.2. Create mesh network

Network management--> create network-->till the network name-->select mesh network--> create

Create network

* Network name: Mesh Network | 3

* Network type: x Star network

PUSR’

www.pusr.com

pusr.com
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4.1.3. Add site

Click the network name-->add site--> select gateways/routers

Addsite

G806w @ On

Site information

Number of sites Oniline Offiine

Member information
Site Terminal Users

Site name Status Monthly Flow Number of terminals Real IP Virtual IP Adding Time Operation
Gateway nameg0 ® Connected  0.093MB 1 = 10.8.0.3 2025-09-22 11:51:56 Enablereal IP  Delete
G206w @ Connected  0.098MB 2 - 10802 2025-09-22 11:51:44 Enable real I Delete
a+
[={=]
|

4.1.4. Add terminal device

The terminal devices are the device connected to the gateways/routers via WiFi or network cable. In the
above network topology, the PC2, PC3 and the TCP232-306 are all the terminal devices.
Note: The real IP of the terminal device is recommended to set a static IP (if the terminal device uses DHCP,

the IP assigned to the terminal device might change).

Member information

Site Terminal Users AddTerminal

|« o

Gateway named0 TerminalName Real IP Virtual IP Belonging site Adding Time Operation
il TCP232-306 192.168.1.186 103212 G806w 2025-09-22 12:26:05 Delete
PC3 192.168.1.185 10.32.11 G306w 2025-09-22 12:25:43 Delete
B
PC2 192.168.10.185 103221 Gatewsy namesd 2025-09-22 12:25:31 Delete

4.1.5. Add users

The following steps are not mandatory. If not needed, you can skip directly to Step 3 of section 2.2 to verify

‘%PUSR? pusr.com
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the network.
Explanation: Adding users is not mandatory. When maintenance personnel need to operate and maintain

devices within this network while on a business trip, they can join the network via the user method.

site Terminal AddUsers

User Name Phone Number Email Monthly Flow virtual IP Adding Time Operation
- lumeimei@usr.cn - 10.8.0.4 2025-00-22 14:46:17 Download Configuration File  Delete
p===

4.1.6. Download and install client app

1. Download configuration file

Site Terminal Users AddUsers

User Name Phone Number Email Monthly Flow Virtual IP Adding Time Operation

usraz1 -- liumeimei@usr.cn - 10.8.0.4 2025-09-22 14:46:17 Download Configuration File | Delete

Total 1 10/page - «1 Gotlo 1
a4
ot

2. Download client

Network management > SD-VPN
SDVPN 2 & Client download Creale network
Network name Network type Number of sites Number of terminals Creation fime
Mesh Network Mesh network 2 3 2025-09-22 11:49:42
—

3. Run client and import the downloaded configuration file,the connect

B,

bc206318-d331-4ace-9b0f-19bf1d609cc > =EE
OVPN File_1440 > sz
pfSense-UDP4-1196-OpenVPN-Client1-Test-config > EEEE
user-7647 > B
| = Y > BREE
; HEI... RiEEIE AT
| 1B _! SR RIS tri

PUSR’ pusr.com
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E_'F
LR
Mon Sep 22 15:04:38 2025 TAP-Windows Driver Version 9.24 ~
Mon Sep 22 15:04:38 2025 Set TAP-Windows TUN subnet mode network/localinetmask = 10.8.0.0/10.8.0.4/z
Mon Sep 22 15:04:38 2025 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.8.0.4/255.255.0.0 ¢
Mon Sep 22 15:04:38 2025 Successful ARP Flush on interface [28] {D6FCEFBE-E84A-4D9E-BEEA-2ASDO:
Mon Sep 22 15:04:38 2025 MANAGEMENT: >STATE: 1758524678 ASSIGN_IP,,10.8.04,,,,
Mon Sep 22 15:04:38 2025 |Pv4 MTU set to 1500 on interface 28 using service
Mon Sep 22 15:04:38 2025 Data Channel: cipher 'AES-256-GCM', peer-id: 2
Mon Sep 22 15:04:38 2025 Timers: ping 10, ping-restart 30
Mon Sep 22 15:04:38 2025 MANAGEMENT: CMD "echo on all'

1 Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'bytecount 5'

Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'state’

OpenVPN GUI 11.41.0.0/26.3

i . oBE

When the client connect to SD-VPN successfully, the client app will get an IP like shown in the following figure.

LRSS B 3l
Mon Sep 22 15:04:38 2025 MANAGEMENT: CMD 'echo on all A~ b
Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'bytecount 5'

Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'state’ I

Mon Sep 22 15:04:43 2025 TEST ROUTES: 2/2 succeeded len=2 ret=1 a=0 u/d=up

Mon Sep 22 15:04:43 2025 MANAGEMENT: >STATE:1758524683 ADD_ROUTES, ,,,,,

Mon Sep 22 15:04:43 2025 C:\Windows!\system32iroute.exe ADD 10.32.1.0 MASK 255.255.255.0 10.8.0.1
Mon Sep 22 15:04:43 2025 Route addition via setvice succeeded

Mon Sep 22 15:04:43 2025 C:\Windows\system32\route.exe ADD 10.32.2.0 MASK 255.255.255.0 10.8.0.1
Mon Sep 22 15:04:43 2025 Route addition via service succeeded

I Mon Sep 22 15:04:43 2025 Initialization Sequence Completed .
Mon Sep 22 15:04:43 2025 MANAGEMENT: >STATE:1758524683,CONNECTED,SUCCESS,10.8.0.4,47.11 —

7

I

E v
o

o

£ >

7 | 7B IP: 10804
EIEFT5: 2932 (2.9 KiB) &35 19417 (19.0 KiB) OpenVPN GUI 11.41.0.0/2.6.3

P wmEs | | EwEm | R

4.1.7. Verifying the mesh Network

The real IP and the virtual IP of the terminal device is shown in the following figure.

PUSR’ pusr.com
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1# USR- PC1
G806w Virtual IP:10.8.0.4

2# USR-G806w

PC2 PC3 TCP232-306
Real IP: 192.168.10.115 Real IP:192.168.1.185 Real IP:192.168.1.186
Virtual IP:10.32.1.1 Vurtual IP:10.32.1.2

As a maintenance engineer, | may access the TCP232-306 anytime anywhere. Now | will ping and access the

TCP232-306 via webUI. From the following figure, we can find that the ping command is success.

Access the configuration web page

c @ 103212

BR
http://1032.1.2
ESERAEEER RIS

FBAE | admin

% s

PUSR’ pusr.com
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4.2. Star Network

@)_

1# USR-G806wW

PC1

2# USR-G806w

pc2 TCP232-306:

4.2.1. Create star network

Central site IP: 1# USR-G806w

Central site IP: the sub network segment of the central site.

Create network

. Netwurknari: Start Network

* Network type: A Mesh netwark

“ Centralsite: 5 Gaoew

* Central site ip: 192.168.10.0

6

4.2.2. Add the sub site

2# USR-G806w is added as the sub site.

Central site
Central siteName Status Central site ip Virtual IP Adding Time
I_GEUSW @ Connected l 192.168.10.0/24 10.8.05 2025-09-22 17:51:37
Number of sites Online Offline

© @ @ o
Member information
5

Site name Status Monthly Flow Number of terminals Real IP Virtual IP Adding Time Operation Fitin

r Gateway name83 @ Connecied ]U.DWSMB 2 - 10.8.08 2025-09-22 17:51:54 Enable real IP  Delete

Total 1 10/page F - Next Goto 1

Note: On the sub site, it has an operation “Enable real IP” . If you need to access a terminal using its real IP, you
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should enable the real IP function in the sub site settings, and the sub nets under each sub site in this network

must not be on the same network segment.

Site Terminal Users AddSite

Site name Status Monthly Flow Number of terminals ~ Real IP Virtual 1P Adding Time Operation

Gateway name83 @ Connecled  0.870MB 2 -- 10.8.08 2025-09-22 17:51:54 Enable real IP | Delete

4.2.3. Add terminal device to the sub site

Site Users AddTerminal

| All Query
Gateway nameg3 TerminalName Real IP Virtual IP Belonging site Adding Time Operation
TCF232-306 192.168.1.186 103222 Gateway name83 2025-09-22 17:52:49 Delete
PC3 192.168.1.185 103221 Gateway name83 2025-09-22 17:52:24 Delete

4.2.4. Add users

The following steps are not mandatory. If not needed, you can skip directly to Step 3 of section 2.2 to verify
the network.
Explanation: Adding users is not mandatory. When maintenance personnel need to operate and maintain

devices within this network while on a business trip, they can join the network via the user method.

site Terminal AddUsers

User Name Phone Number Email Monthly Flow Virtual IP Adding Time Operation
- liumeimei@usr.cn - 10804 2025-00-22 14:46:17 Download Configuration File  Delete
L=

4.2.5. Download and install client app

4. Download configuration file

Site Terminal Users AddUsers
User Name Phone Number Email Monthly Flow Virtual IP Adding Time Operation

usr3z21 = liumeimei@usr.cn = 10.8.04 2025-09-22 14:46:17 Delete

Total 1 10/page

5. Download client
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SD-VPN

Network management
SD-VPN 2 & Client download Create network

Network name Network type Number of sites Number of terminals Creation fime

Mesh Network Wesh network 2 3 2025-09-22 11:49:42

6. Run client and import the downloaded configuration file,the connect

B

bc206318-d331-4ace-9b0f-19bf1d609cc1 > EE
OVPN File 1440 > WrFREE
pfSense-UDP4-1196-OpenVPN-Client1-Test-config > EInEE
user-7647 > B
I EA > BREFE
i PRI RiERE T
| e | EREesn=s =
-l
&m
AR EE
Mon Sep 22 15:04:38 2025 TAP-Windows Driver Version 9.24 A

Mon Sep 22 15:04:38 2025 Set TAP-Windows TUN subnet mode network/localinetmask = 10.8.0.0/10.8.0.4/2
Mon Sep 22 15:04:38 2025 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.8.0.4/255.255.0.0 ¢
Mon Sep 22 15:04:38 2025 Successful ARP Flush on interface [28] {D6FCEFBE-E84A-4D9E-BEEA-2ASDO
Mon Sep 22 15:04:38 2025 MANAGEMENT: >STATE: 1758524678 ASSIGN_IP,,10.8.04,,,,

Mon Sep 22 15:04:38 2025 IPv4 MTU set to 1500 on interface 28 using service

Mon Sep 22 15:04:38 2025 Data Channel: cipher 'AES-256-GCM', peer-id: 2

Mon Sep 22 15:04:38 2025 Timers: ping 10, ping-restart 30

Mon Sep 22 15:04:38 2025 MANAGEMENT: CMD 'echo on all

1 Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'bytecount 5'

Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'state’

OpenVPN GUI 11.41.0.0/2.6.3

i EFTER B

When the client connect to SD-VPN successfully, the client app will get an IP like shown in the following figure.
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LRSS B 3l
Mon Sep 22 15:04:38 2025 MANAGEMENT: CMD 'echo on all A~ b
Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'bytecount 5'

Mon Sep 22 15:04:39 2025 MANAGEMENT: CMD 'state’ I

Mon Sep 22 15:04:43 2025 TEST ROUTES: 2/2 succeeded len=2 ret=1 a=0 u/d=up

Mon Sep 22 15:04:43 2025 MANAGEMENT: >STATE:1758524683 ADD_ROUTES, ,,,,,

Mon Sep 22 15:04:43 2025 C:\Windows!\system32iroute.exe ADD 10.32.1.0 MASK 255.255.255.0 10.8.0.1
Mon Sep 22 15:04:43 2025 Route addition via setvice succeeded

Mon Sep 22 15:04:43 2025 C:\Windows\system32\route.exe ADD 10.32.2.0 MASK 255.255.255.0 10.8.0.1
Mon Sep 22 15:04:43 2025 Route addition via service succeeded

I Mon Sep 22 15:04:43 2025 Initialization Sequence Completed .
Mon Sep 22 15:04:43 2025 MANAGEMENT: >STATE:1758524683,CONNECTED,SUCCESS,10.8.0.4,47.11 —

7

I

E v
o

o

£ >

7 | 7B IP: 10804
EIEFT5: 2932 (2.9 KiB) &35 19417 (19.0 KiB) OpenVPN GUI 11.41.0.0/2.6.3

L wEEe | ENEE R

4.2.6. Verifying the star Network

1# USR- PC1
G806w Virtual IP:10.8.0.4
2# USR-G806wW
PC2 PC3 TCP232-306
Real IP: 192.168.10.115 Real IP:192.168.1.185 Real IP:192.168.1.186

Virtual 1P:10.32.2.1 Vurtual 1P:10.32.2.2

1. Use terminal PC2 at the central site 1# 806w to access the TCP232-306 under 2# 806w.
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Access the web page of USR-TCP232-306

o ==

Sign in to access this site

Authonization required by http://10.32.2.2
Your connection to this site is not secure

Username | admin

2. Access the TCP232-306 via the PC1, Virtual IP of PC1:10.8.0.4,.
From the following figure, we can find the the PC1 can not access the TCP232-306 successfully. It's a normal
phenomenon,because in star network, only the terminal connected to the central site can access and

communicate with the terminal devices connected to the sub site.

OpenVPN GUI
BIEEZE: user-7647
=N 9 18:13
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3. Access the PC1 from the PC2, it can ping successful.

Guery

User Name Phone Number Email Monthly Flow Virtual IP Adding Time Operation

usra21 -- liumeimei@usr.cn 1.5 MB 10.8.0.7 2025-09-22 18:33.54 Download Configuration File  Delete

4. Access the 1# USR-G806w from PC1

Central siteName Status Central site ip Virtual IP Adding Time

G206w ® Connecte 192.168.10.0/24 10.8.0.5 2025-09-22 17:51:37

PC1 ping the virtual IP 10.8.0.5 of 1# USR-G806w, from the following figure, we can find that it can ping

successfully.

And users can access the webpage of 1# USR-G806w from PC1 via the virtual IP, as shown in the following

figure.

B % Ownien x A o e o el 8 ol = & =

& C | aF=ql 10805/cgi-bin/luci/:stok=c6b3f776812d4b119a07004d81886e69

ﬁ USR IOT Be Honest, Do Best!

Communication Expert of Industrial 10T

AUTOREFRESHON.  English | 3

USR-G806wW

e Hostname USR-G806w

Routes Firmware Version vi.1.03

Sernees SN 01601224032100002153

Network. IMEI 868517070059377

VPN Local Time Tue Sep 23 17:3806 2025

Firewall Uptime 24h 33m 58

System Load Average 176,121,101

Logout
Total Available 83744KB /125064 k8 (66%)
Free 48502 KB/ 125064 kB (38%)
Cached 26936 kB / 125064 k8 (21%)
Buffered 8216kB /125064 kb (6%)

Network

1Pv4 WAN Status Type: dhep
Address: 192.168.66.163
£ Netmask: 255.255.255.0
ath1 Gateway: 2
DN 1: 102.16866.1 =

JiNan Usr 10T Technology Limited  http://www.pusr.com/
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5. FAQ

1. Q: Can the same user's configuration file be used simultaneously on multiple PCs?

A: No, because each certificate corresponds to one virtual IP. Using it on multiple PCs will cause conflicts.

2. Q: How can multiple PCs access this network simultaneously?

A: Step 1: Organization management--Test project--Member management--add--fill in the email, and the
platform will send an confirmation email.

Then you can refer to [Add users] section and download and import configuration file section to add new

users to achieve that multiple PCs access this network simultaneously.

User Center

1 Organization management

Logout

Organization management

Role

3 PEECEUEIEEEN  Gateway Management

~ My Projectt &

~ Wy groups o m E“]
I 2 | TestProjeat & mw User Name Phone Number Email Role Operation

| ke = 111 Galeway View Permissions ~ Change organization ~ Modify role  Delete

Total 1 10/page - Goto 1

3. Q: Does having terminals under a site use DHCP affect the networking function?
A: There is a risk. Because DHCP assignment may cause the IP to change, and the platform uses the

terminal's actual IP to add it to the network. Therefore, using a static IP is recommended.

4. Q: How to troubleshoot if a PC cannot ping other terminals within the network?
A: Please check if the firewall on both the PC and the terminal is turned off. The firewall can affect ping

probes.

5. Q: In a star network, failure occurs when a terminal at the central site tries to access a terminal at a sub-
site. How to handle it?
A: The LAN of the sub-site and the LAN of the central site need to be set to different network segments for

normal operation.

6. Q: How to solve packet loss when using the network?

A: It is recommended to set the terminal MTU to 1500 or below and verify again.
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7.Q: The PLC only supports access from the same network segment, but using remote networking involves
different segments. How to solve it?
A: You can use G806w's SNAT function. Try the following settings:

Source NAT

Name Protocol Action Enable Sort

Any tcp, ud
R Rewrite to source IP

SNAT From any hostin wan 192.168.10.1

] a || 8 £ Edit | %] Delete

To any hostin lan

6. Contact Us

Jinan USR 10T Technology Limited

Address : Floor 12 and 13, CEIBS Alumni Industrial Building, No. 3 Road of Maolingshan, Lixia District, Jinan,
Shandong, China

Official website: https://www.pusr.com

Official shop: https://shop.usriot.com

Technical support: http://h.usriot.com/

Email : sales@usriot.com

Tel : +86-531-88826739

Fax : +86-531-88826739-808
7. Disclaimer

The information in this document provided in connection with Jinan USR loT technology ltd. and/or its affiliates’
products. No license, express or implied, by estoppel or otherwise, to any intellectual property right is granted by
this document or in connection with the sale of USR loT products. EXCEPT AS SET FORTH IN THE TERMS AND
CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS PRODUCT, USR IoT AND/OR ITS AFFILIATES
ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS, IMPLIED OR STATUTORY WARRANTY RELATING
TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT SHALL USR IoT AND/OR ITS AFFILIATES BE LIABLE
FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE, SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT
OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF USR 10T AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF
THE POSSIBILITY OF SUCH DAMAGES. USR loT and/or its affiliates make no representations or warranties with

respect to the accuracy or completeness of the contents of this document and reserves the right to make changes

PUSR’ pusr.com

www.pusr.com



https://www.pusr.com/
https://www.pusr.com/

DM Platform User Manual

to specifications and product descriptions at any time without notice. USR IoT and/or its affiliates do not make

any commitment to update the information contained in this document.
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