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Features
® Support 802.11b/g/n wireless standards.
®  Support usr-link.
® Support route and bridge modes.
® Support RS485 to Wifi/ Ethernet communication.
® Rich indicator LED: Power, link, RXD, TXD.
® \Wide voltage DC 5~36V, support terminal power.
® Support transparent transmission mode, serial command mode, HTTPD Client (GET, PUT and POST), MODBUS, AT
command mode.
® Support three types of registration packets: MAC, USR-Cloud, custom.
® Support custom heartbeat packet, distributing socket protocol, MODBUS polling function
® Support timeout reset function, timing reset function.
® Support remote upgrade.
® Add hardware watch dog, makes more stable
® Supports free framing and automatic framing on the serial port, for higher forwarding efficiency.
® Support websocket and realize the timing communication for serial port and web page.
® Support web page, serial/network AT command to configure parameters.
® Support one key (press the reload button for more than 5 seconds) to restore factory settings.
® Long distance communication: two serial server can transport for 150m(Test conditions: open line of sight, two WIFI

serial servers self-networking, 57600 baud rate, no packet loss during transmission).
® Designed with guide rails for easy installation.

Jinan USR IOT Technology Limited 5 www.usriot.com
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1. Product Overview

1.1. Brief Introduction

USR-DR404 supports serial port to WIFI function, make the serial port (RS485)connection switch into TCP/IP net

interface to realize the bi-direction transparent transmission between serial port and WIFI/Ethernet. Enable serial devices

to have TCP / IP network interface function immediately, connect to the network for data communication, greatly extend

the communication distance of serial devices, as below:

Combined into user equipment

Device USR-DR404

—> '
AP

TCPR!

Diagram 1 Basic function

1.2. Specifications

S erwer

e lF | ; 3 UoF
UART P { \
conn ecllgn '( ) data
v LAN @
55 Server

Standard certification

FCC/CE

Wireless standard

802.11 b/g/n

Frequency range

2.400GHz-2.4835GHz

) Transmitting power
Wireless

parameters

802.11b: +19dBm(Max.@11Mbps)

802.11g: +18dBm(Max.@54Mbps)

802.11n: +17dBm(Max.@HT20,MCS7)
+17dBm(Max.@HT40,MCS7)

User can configure power

Receive sensitivity

802.11b: -89dBm(@11Mbps)

802.11g: -81dBm(@54Mbps)

802.11n: -73dBm(@HT20,MCS7)
-71dBm(@HT40,MCS7)

RS485: 300~~230.4Kbps

Hardware Data interface 485 interface (anti surge, anti thunder,
parameters overcurrent protection)
Ethernet: 10Mbps/100Mbps
Jinan USR IOT Technology Limited 6 www.usriot.com
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Run voltage DC5~36V
Run temp -40C~ 85C
Storage temp -40°C~ 125C
Size 109.66*28*64.71mm(L*W*H)
Wireless network type | Station/AP/AP+Station mode
Safety WPA-PSK/WPA2-PSK
Encryption type TKIP/AES
Transparent transmission mode,
Run mode o
Protocol transmission mode
Software Setting command AT+ command
parameters | Net protocol TCP/UDP/ARP/ICMP/DHCP/DNS/HTTP
Max number of
24
connected TCP
User configure Web server —+ AT command configure
Custom application ) o
Support custom customize application software
software

Form 1 Parameters

2. Networking application

USR-DR404 supports wireless WIFI and wired Ethernet communication modes, flexible networking and network

topology.

2.1. Wireless Networking Configuration

USR-DR404 can configure to be a STA or an AP. Can be set by AT command, web page, as below:
(1) AT command setting: Set by AT + WMODE, it can be set to AP or STA.
Example: Set the WIFI serial server to STA mode. After entering the AT command mode, send the following
command:
Set WIFI serial server to STA mode
AT+WMODE=STA
Restart
AT+Z
After restarting, the serial server will work in STA mode.
(2) Web page settings are as fellows:
For example, log in to the built-in web page of the serial server, enter the mode selection page, and select Station

mode (set the WIFI serial server to STA mode), as follows:

Jinan USR IOT Technology Limited 7 www.usriot.com
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BP Quick Confizure Working Mode Configuration

‘ B Mode Selection

You may configure the Uart-WIFI module wifi mode and data transfer mode.

EP AP Interface Setting
- AP Mode:
Ep STA Interface Setting Access Point
'®) STA Mode:
Ep Application Setting SHANCD Mode
Data Transfer Mode | -I.—.-”.'..n.SP?"..‘?.'ﬁ Mode i

Ep Ethernet Setting ’ "

Apply | [ cancel

Ep HTTPD Client Mode
B Advanced

B Device Management

Diagram 2  Set WiFi mode in web page
Click “Apply”, enter “Device Management”interface, restart.
AP+STA function, can be set by AT command or customized as the factory default.

2.2. Wireless networking application

2.2.1. Wireless networking application(AP)

WIFI can do as a AP, other serial port device and PC as a STA can connect the WIFI, also it can connected to user
device via RS485, as fellows:

USR-DR404

Serial device
. AR Local server
[ RS232/R 5455 l

i Local server

Diagram 3 AP mode

The WIFI serial server works in AP mode. The above applications can be set using the following AT commands:
(1) Set the WIFI server to AP mode
AT+WMODE=AP

Jinan USR IOT Technology Limited 8 www.usriot.com
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(2) The parameters of the WIFI serial server in AP mode can be set according to needs or use the default

parameters. For example:

AT+WAP=11BGN,USR-DR404-TEST,Auto(Optional)

AT+WAKEY=WPA2PSK,AES,12345678(Optional
(3) Restart

AT+Z

Note:

)

1. All AT command settings need to enter the AT command mode (for details, please refer to the section “4.3.1.

Serial AT Commands” )

2. After restarting the device, the parameter settings take effect. To refresh the original configuration information in

memory and restart the operation.

2.2.2. STA Mode

USR-DR404 do as STA and connect to other APs to form a wireless network, all STA take the AP as wireless networking

centre, mutual communication between STAs is completed through AP forwarding, as below:

Serial device USR-DR404
/) RS485 |

=

Serial device USR-DR404

AR
YWWIF

r RS485 |

Diagram 4 STA mode
WIFI serial server parameter settings are as follows:

(1) Set the working mode of WIFI serial server:
AT+WMODE=STA

Intemet
. Remote server

Local server

WIFI

Local server

(2) Set the SSID, encryption mode, and password of the router to be connected (for example, the SSID of the route is:
USR-WIFI-TEST, the encryption mode is WPA2PSK, AES, and the password is www.usr.cn). As follows:

AT+WSSSID=USR-WIFI-TEST

AT+WSKEY=WPA2PSK,AES,www.usr.cn
(3) Restart

AT+Z

Jinan USR IOT Technology Limited
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2.2.3. AP+STA

USR-DR404 can support one AP and one STA meanwhile. Enable the AP+STA function, STA and AP interface can be
used meanwhile, STA interface connected to the router, and then connected to the server in the internet via TCPB; AP
interface can be connected by the phone/ pad (TCPA). So the TCP server, phone /pad can control the device connected to

the DR404 and configure the parameters for the DR404. As below:

&P
W STh Metwaork W] A Inter net

T e s
W iP Mebtwork Remote server

Serial device USR-DR404

. AP +ST A,
- RS485 P GllE >

y - 4 . Local server

WIF|

ﬁ Local server

Diagram 5 AP+ STA mode

WIFI serial server parameter settings are as follows:
(1) Enable AP + STA function of WIFI serial server
AT+FAPSTA=0n
(2) Parameters take effect after resetting the module
AT+RELD
(3) Set the WIFI serial server to STA mode, the WIFI serial server AP interface is still valid
AT+WMODE=STA
(4) Set the SSID, encryption mode, and password of the route to be connected (for example, the SSID of the route is:
USR-WIFI-TEST, the encryption mode id WPA2PSK, AES, and the password is www.usr.cn). As follows:
AT+WSSSID=USR-WIFI-TEST
AT+WSKEY=WPA2PSK,AES,www.usr.cn
(5) Set socket A, socket B
Socket A setting example:
AT+NETP=TCP,Server,8899,10.10.100.100
Set the IP and port of the server to be connected.
Socket B setting example:
AT+TCPADDB=192.168.1.100
AT+TCPPTB=18899

(6) Restart
AT+Z
Note:

Jinan USR IOT Technology Limited 10 www.usriot.com
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When the AP + STA function is enabled, the STA port needs to be connected to another router. Otherwise, the STA

port will continuously scan the router, which will affect the AP port during scanning, such as data loss. If the user
determines that the STA cannot connect to the AP at this time, you can use the command to stop the scanning of the STA
port:
AT+STTC=on/off

“on” means to scan the router, “off” means not to scan, this command will not save after restart.

AT+FSTTC=on/off

This command can be saved, takes affect after restart.

Web page settings: Login to built-in web pages, enter “STA Interface Setting”, enable AP+STA function.

B Quick Configure STA Interface Setting
E» Mode Selection
You could configure STA interface parameters and turn on/off AP+STA here,
P AP Interface Setting
B STA Interface Setting | AP'sSSID [USR_DR404_D984 [ Search.. |
E» Application Setting MAC Address (Optional) _
Security Mode OPEN v|
Ep Ethernet Setting
Encryption Type NONE ~
B HTTPD Client Mode P
| Apply | | Cancel |
B Advanced AP+STA setfings
EP Device Management st o'y |
| Apply.i | Cancel |

After clicking “Apply”,restart to take affect.

2.2.4. Wireless Networking Applications (AP,STA)

USR-DR404 can be configured to be a STA and a AP, in theory support 2 wireless interface, one STA and one AP,

other STA will connected to the network via this AP.

Internet
Remote server
Serial device 1(5TA) 2 08P
I WIF] I
% a—
Local server
USR-DR404 USR-DR404
W

Local server

Diagram 6 Wireless Networking Application

Jinan USR IOT Technology Limited 11 www.usriot.com
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WIFI serial server parameter settings are as follows:
The WIFI serial server numbered 1 works in STA mode, and the numbered 2 works in AP mode:
(1) For No. 1 WIFI serial server, set to STA
AT+WMODE=STA
(2) For No. 2 WIFI serial server, set to AP
AT+WMODE=AP
(3) The WIFI serial server No. 1 is connected to the AP (WIFI serial server 2) as a STA. Therefore, the SSID and
password to be connected to WIFI serial server 1 are the AP parameters of WIF| serial server 2.
The SSID and password of the No. 2 WIFI serial server can be queried by the following AT command:
AT+WAP
AT+WAKEY
Can also be set as required, or use the default parameters. The example of parameters setting of WIFI serial server
2 are as follows:
AT+WAP=11BGN,USR-DR404-TEST,Auto(Optional)
AT+WAKEY=WPA2PSK,AES,12345678(0ptional)
An example of parameter setting of No. 1 WIFI serial server is as follows (the AP parameters to be connected
correspond to the SSID and password of WIFI serial server 2):
AT+WSSSID=USR-DR404-TEST
AT+WSKEY=WPA2PSK,AES,12345678
Consistent with WIFI serial server 2 parameters.
(4) Restart
AT+Z

2.3. Wired Networking

Related AT command:

ltem Description
1 WMODE Setting/query WIFI operating mode(AP. STA)
2 WSSSID Setting/query related AP SSID
3 WSKEY Setting/query encryption under the WIFI STA mode
4 WANN Setting/query net parameters of the STA
5 WSLK Query the wireless connection status of the STA
6 WAP Setting/query the parameters under the WIFI AP mode
7 WAKEY Setting/query encryption parameters under the WIFI AP
mode
8 LANN Setting/query the IP under the AP mode
9 FEPHY Enable/disable Ethernet interface
10 FVER Setting/query module software version (N-Ver. Z-Ver)

Form 2 Related AT Command

ltem Description

Jinan USR IOT Technology Limited 12 www.usriot.com
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1 NETP Setting/query the net protocol parameters of the TCPA
2 TCPB Enable/disable TCPB
3 TCPPTB Setting/query the port of the TCPB
4 TCPADDB Setting/query the server of the TCPB

Form 3 Socket Related AT Command

Webpage configure are as fellows:

B Quick Configure Quick Configure

B> Mode Selection

. - i Modify
@ AP Interface Setting 1Fwer Setting [ Modify]

B STA Interface Setting wiiMode
Mode AP Mode ¥
@ Ethernet Setting Network Name(SSID) \USR_DR404_D984 Hidden
BSSID OC:AR25:92:00:84
B HTTPD Client Mode Security Mode [ Disable v
B Advanced | Apply | | Cancel |
@ Device Management 2 FEthernet Ports Settin g _[Modify]
3 Fuart setting_[aodifcy
4 F Network setting_[Modify]

5F Device Management

Restart Module

Restart Module [ Restart .|

Diagram 7 Ethernet interface networking setting webpage
The USR-DR404 serial server provides a 100M Ethernet interface. Through this 100M Ethernet interface, users can
realize the interconnection of the three interfaces of WIFI, serial port and Ethernet port. In terms of networking, the
USR-DR404 serial server network port can be set to LAN port and WAN port; at the same time, it supports bridge mode and
routing mode to correspond to different specific applications.

2.4. Wired Networking Application

2.4.1. Wired Networking Application (AP + LAN)

When USR-DR404 works in AP mode, other STA devices can connect to this WIFI serial server through RJ 45 or WIFI. In

this networking, all device will be distributed a IP in same network segment with USR-DR404. Application diagram as fellow:

Jinan USR IOT Technology Limited 13 www.usriot.com
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PC1 USR-DR404 pcz

AP
HI45 l W FI
& -+ £ ; :-‘.E 3 o -

Serial device

[P: 10 10.100. 101 [F: 1010 100 25 [P: 10.10.100. 100
GateWay: 10 10, 100_ 254 RS485 i ’ GateWay: 10.10. 10025

Diagram 8 AP+LAN Application

&

WIFI serial server parameter settings:

(1) Enable Ethernet interface
AT+FEPHY=0n

(2) The above settings will take effect after restoring factory settings
AT+RELD
AT + RELD command does not restore the above settings.

(3) Set USR-DR404 to AP
AT+WMODE=AP

(4) For the LAN parameters of the serial server, can use the default parameters or modify the IP address (DHCP

gateway) and subnet mask of the serial server. Here are the default parameters:

AT+LANN=10.10.100.254,255.255.255.0

(5) Restart

2.4.2. Wired Networking Applications (AP+ WAN)

USR-DR404 works in AP mode, set the Ethernet interface to WAN, connected to the router that can search the internet,
and enable the DHCP. Now USR-DR404 works as a second grade router, PC and pad connect to the AP(USR-DR404) can can
be online, the default AP is USR-DR404_xxxx, no encryption, 000000000000which can be setting by web page or AT
command.

After the DR404 connects to the AP and get IP address from AP(192.168.1.1). The DR404 can form a subnet(default
10.10.100.254). The device on the Ethernet interface is assigned an address by the serial server, such as 10.10.100.100 in
the below diagram:

Jinan USR IOT Technology Limited 14 www.usriot.com
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PC USR-DR404 AP
AP §
WIFI 100M Eth Internet
TP: 10.10. 100. 100 IP: IP: 192.168. 1. 10 IP
GateWay: 10.10.100.254  GateWay: 192, 168.1. 1
10. 10. 100. 254 192.168.1. 1 o

Diagram 9 AP+WAN Application

WIFI serial server parameter settings:
(1) Enable Ethernet interface
AT+FEPHY=0n
(2) Set the working mode of Ethernet to WAN
AT+FVEW=enable
(3) The above settings will take effect after restoring factory settings
AT+RELD
AT + RELD command does not restore the above settings.
(4) DR404 works in AP mode, enable DHCP(Default)
AT+WMODE=ap
AT+DHCPDEN=0nN
(5) For security reasons, can modify the AP name and encryption parameters (optional)
AT+WAP=11BGN,B2-WIFI-TEST,Auto
AT+WAKEY=WPA2PSK,AES,www.usr.cn
(6) Can keep the default or set LAN parameters of serial server, IP address (DHCP gateway) and subnet mask
(optional)
AT+LANN=192.168.2.1,255.255.255.0
Note: It is necessary to ensure that the LAN IP address set cannot be on the same network segment as the WAN
IP address obtained by the serial server from the AP!
(7) Restart

2.4.3. Wired Networking Applications (Router)

DR404 works as a STA, in router mode(software is N-Ver). Connected to the AP and obtained an IP address from the
AP such as 192.168.1.101 in the below diagram. DR404 forms a subnet(default 10.10.100.254) which distributes the IP
address to the devices that connect to its Ethernet interface. As below, PC1 in the subnet, for DR404 works in router mode,
PC1 can connected to the PC2, but PC2 can not connected to PC1.
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PCl USR-DR404 PC2

AP
STA N-Ver
& RJ45 l WIFI WIFI
IP: 10.10.100.101 IP: IP: 192.168.1.101 IpP IP: 192.168. 1. 100
GateWay: 10.10. 100. 254 10. 10. 100. 254 GateWay: 192.168.1.1 192.168.1.1 GateWay: 192.168.1.1

Diagram 10 Router Application

WIFI serial server parameter settings:
(1) Set the serial server software version to N-Ver
AT+FVER=n
(2) Enable Ethernet interface
AT+FEPHY=0n
(3) Reset the module, the setting will take affect
AT+RELD
AT + RELD command does not restore the above settings.
(4) Set the working mode to STA
AT+WMODE=STA
(5) Set the SSID and password of the route to be connected (according to the actual parameters of the route)
For example: AT+WSSSID=USR-WIFI-TEST
AT+WSKEY=WPA2PSK,AES,www.usr.cn
(6) Set LAN parameters of serial server, IP address (DHCP gateway) and subnet mask
Query the IP obtained by the serial server from the AP:
AT+WANN
Set the LAN parameters of the serial server to ensure that the LAN IP address cannot be on the same network
segment as the WAN IP address obtained by the serial server from the AP. Since this example is not on a network
segment, can keep the default:
AT+LANN=10.10.100.254,255.255.255.0(Optional)
(7) Restart.
Web page setting: Log in to the built-in web page of DR404, enter the page of Ethernet setting, and set the Ethernet Mode
to ”n” in the Ethernet mode settings.
As shown below:
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B Quick Configure Ethernet Ports Setting

B Mode Selection
Open or closed modules Ethernet Ports and Change Ethernet n or z Mode

Ethernet function

B AP Interface Setting

B STA Interface Seiting

Open the Ethernet _E_n_a'b-le b
B> Application Setting Set the Ethernet work mode LAN port ¥
Sppllcanon settin
Ep Ethernet Setting lip—lﬂl lwl
B} HTTPD Client Mode Ethernet Mode settings
Ethernet Mode nv

B Advanced

| Apply ||| Cancel |

Ep Device Management

Diagram 11 Ethernet port

Click “Apply”, then restart the module to take affect.
2.4.4. Wired Networking Applications (Bridge)

DR404 works as a STA , and works in bridge mode(software is Z-Ver). After connecting to AP, device connected to the
Ethernet interface will get an IP address from AP such as 192.168.1.101 in below diagram. In the whole network, DR404
works as a transparent device, PC1 and PC2 can communicate to each other without any limited. But if you want to realize
the communication between the DR404 and other devices, you need to set a static LAN IP address such as 192.168.1.10.

USR-DR404 AP PC2
I STA Z-Ver

A

IP: 192.168.1.101 IP: 192.168.1.10 IP: IP: 192.168. 1. 100
GateWay: 192.168.1.1 GateWay: 192.168.1.1 192.168.1.1 GateWay: 192.168.1.1

Diagram 12 Bridge Application

WIFI serial server parameter settings:
(1) Set the serial server software version to Z-Ver
AT+FVER=z
(2) Enable Ethernet interface
AT+FEPHY=0n
(3) Reset the module, the setting will take affect
AT+RELD
AT + RELD command does not restore the above settings.
(4) Set the working mode to STA
AT+WMODE=STA
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(5)Set the SSID and password of the route to be connected
For example: AT+WSSSID=USR-WIFI-TEST
AT+WSKEY=WPA2PSK,AES,www.usr.cn

(6)Set LAN parameters of serial server, IP address (DHCP gateway) and subnet mask
AT+LANN=192.168.1.10,,255.255.255.0

(7) Restart.

Web page setting: Log in to the built-in web page of DR404, enter the page of Ethernet setting, and set the Ethernet Mode

to ”"z” in the Ethernet mode settings.

As shown below:

By Quick Confisure Ethernet Ports Setting

E» Mode Selection
Open or closed modules Ethernet Ports and Change Ethernet n or z Mode

Ethernet function

B} AP Interface Setting

@ STA Interface Setting Open the Ethernet |Enable ¥

@ Application Setting Set the Ethernet work mode LAN port v

Ep Ethernet Setting [Apply | | Cancel |
B} HTTPD Client Mode Ethernet Mode settings

|

Ethernet Mode rah
B Advanced

Apply | Cancsl |

B Device Management

Diagram 13 Ethernet Mode Setting
Click “Apply”, then restart the module to take affect.

3. Product function

3.1. Work mode

USR-DR404 serial server has five working modes: transparent mode, serial command mode, HTTPD Client mode,
Modbus TCP <=> Modbus RTU mode, AT command mode. Except for the AT command mode, the switching between the
other modes can be set through the USR-DR404 built-in web page (please refer to the relevant section of "Mode Selection"
in this manual) or the AT command (please refer to the "AT + TMODE" section);

The first three modes can send  “+++” and “a” successively through the serial port. USR-DR404 will return the
confirmation codes “a” and “+ok” in order to switch to the AT command mode. AT + ENTM can return USR-DR404 from

AT command mode to the original working mode. For details, please refer to the related chapter of “Serial AT Command” .
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3.1.1. Transparent mode

USR-DR404 supports transparent transmission mode. Under this mode, the data needs to be sent and received will be

transported transparently between the serial port and WIFI/Ethernet, no analyzing, minimize the complexity of use.

3.1.2. Serial command mode

In this mode ,when USR-DR404 works in UDP client or TCP client, allow sending serial data to different servers.

Ep Quick Configure Working Mode Configuration
B Mode Selection
You may configure the Uart-WIFI module wifi mode and data transfer mode.
EP AP Interface Setting
) ® AP Mode:
* STA Interface Setting Access Point
) STA Mode:
ﬁx_lpphcaton Setting Station Mode
Data Transfer Mode | Transparent Mode v
Ep Ethernet Setting Transparant Mode
Serial Command Mode
B HTTPD Client Mode  |HTTPD Client Mode
Modbus TCP<==Modbus RTU
Ep Advanced
B Device Management

Diagram 14 Serial command mode

The MCU sends data packets according to the following format. After the WIFI serial server has finished parsing, it only
sends n bytes of data to the destination address. When data is returned, the data is output directly from the serial port

without parsing.

Form 4 Serial command mode

Header:
0x55 Oxaa
Length:
The total number of bytes from function code(included) to parity (do not included), the high is in front.
Function code:
Bit0: (UDP: 0 ; TCP: 1)
Bitl: (long connection: 0) Note: Only long connections are currently supported.
Bit2: (IP:0; domain name: 1)
Jinan USR IOT Technology Limited 19 www.usriot.com
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Bit7: (Simple protocol: 0; Full protocol: 1) Note: Only simple protocols are currently supported.
Note:

B For Bitl, long connection, then after sending data, the connection will remain until the target address is changed
again.

B For Bit2, it indicates whether the destination address is IP or domain name. If it is IP, the destination address is 4 bytes;
if it is a domain name, the length of the destination address is the length of the entire domain name string (where the
last byte of the destination address is 0x00, is the end of the string, the length of the domain name is indefinite)

B For Bit7, under the simple protocol, the reply frame contains only data; under the full protocol, the reply frame will fail
to send, waiting for timeout, and the frame format of the response device IP under UDP broadcast.

Reserved parameter:

First byte: long connection, 0X00.
Second byte: reserved.

Destination port:

Low byte first, such as port 33, here is 21 00.

Destination address:

If it is IP, it is 4 bytes. For example, 192.168.0.133 means 85 00 A8 CO; if it is a domain name, the address length is

indefinite and ends with “\ 0”.

Data:

Variable length, up to 1000 bytes

Parity:

From the function code, to the byte before the parity, add. The following are examples of specific applications:
Send data: 55 aa 00 0a 00 00 00 21 00 85 00 A8 CO 01 Of

Length type 00 Oa: Length: n+m+5, here is 10

Function code 00:  UDP mode

Destination IPaddress 85 00 A8 CO:  192.168.0.133

Data 00: Lengthis1,

Parity: 0x00+0x00+0x00+0x21+0x00+0x85+0x00+0xA8+0xC0+0x01=0x0f

3.1.3. HTTPD Client Mode

The HTTPD Client mode supports three HTTP request methods: POST, PUT, and GET. After setting the specific content
of the HTTP header through the AT command or the web page, each time data is sent, the WIFI serial server will
automatically encapsulate the sent data into HTTP protocol data and send it to the designated HTTP server. The data
received from the server will be directly transmitted to the serial port without any processing.

The following are specific application examples:

First set HTTP parameters through AT command:

No. ltem Description
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1 HTPMODE New and old, HTTP header setting mode switch(HTTPD
Client)

2 HTTPURL Old setting/query HTTP server IP and port

3 HTTPTP Old setting/query HTTP requesting type

4 HTTPPH Old setting/query HTTP protocol header path

5 HTTPCN Old setting/query HTTP protocol header Connection

6 HTTPUA Old setting/query HTTP protocol header User-Agent

7 HTPSV New setting/query server address and IP(HTTPD Client)

8 HTPTP New setting/query requesting way(HTTPD Client)

9 HTPURL New setting/query requesting path(HTTPD Client)

10 HTPHEAD New setting/query HTTP header(HTTPD Client)

11 HTTPSCEN Setting/query HTTPD Client  connection mode(long/short)

12 HTTPSCT Setting/query HTTPD Client short connection
timeout(3-65535s)

Form5 Related AT Command
If the data sent is 1234, then you will receive the following data on port 80 of test.usr.cn.
POST /2.php? HTTP /1.1
Connection:keep-alive
User-Agent:lwip1.3.2
Content-Length:4

Host:test.usr.cn:80

1234

If the HTTP type is GET, the data received on port 80 of test.usr.cn is

GET /1.php? data= 1234 HTTP /1.1

Connection:keep-alive

User-Agent:lwip1.3.2

Host:test.usr.cn:80

When the request method is POST or PUT, the data of the serial port will be added after the HTTP protocol header;
when the request method is GET, the data of the serial port will be added after the protocol header path.

Users can customize the content of the HTTP header in the new version of the definition method, and can add, delete,
and modify the content of each HTTP header according to their own needs(If the HTTP request type is POST / PUT,
USR-DR404 will automatically add Content-Length).The setting commands include "AT + HTPMODE, AT + HTPSV, AT + HTPTP,
AT + HTPURL, AT + HTPHEAD". For specific command setting procedures, please refer to the “AT command” chapter.
Similarly, there are corresponding settings pages in the web page.

Note: The above definition method is called the old definition method. In the new version of the setting method, a
new HTTP header definition method is added. If you use the AT command to set the HTTP header, please use "<< CRLF >>"
instead of carriage return and line feed. There is no need to consider carriage return when setting the built-in web page.
The web page settings are as follows:

(1) Set HTTPD request type:
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Ep Quick Configure HTTPD-Client Mode

EP Mode Selection

In HTTPD_Client mode, set the relevant parameters of HTTP

» AP luteriace Setting Note: HTTPD Client mode is used to communicate with HTTP Server. It encapsulate the serial data

to be HTTP protocol data, then send to HTTP Server-
EP STA Interface Setting

HTTPD Header Set Mode new v |
Ep Application Setting —
HTTPD Server address |10.10.100.200
EP Ethernet Setting HTTFD Server port 30
B HTTPD Client Mode HTITD Reguen Type
HTTPD Header path PUT
Advanced —
$ -mnv—iy; e:text/htnl ; charset=utf-8

Ep Device Management

Custom HTTP Header

A

when HTTPD header set to be "old”, use old setting method, that is to fill each header. When set to
be "new”, use new setting method, the header can be user-defined(There can't have "enter” at the
end).

e
Diagram 15 HTTPD Client requesting type
(2) In “Application Setting”, select Httpdclient Mode as long/short.
Apply wancel
 Quick Confiure
E) Mode Selection Socket Distribution '__oFf v

E) AP Interface Setting | Apply | | Cancel |

|
@ STA Interface Setting —
Modbus Polling |off ¥

Application Setti L Anniv |
E) Application Setting [ Apply | [ Cancel

B Ethernet Setting Httpdclient Mode settings

B HTTPD Client Mode |Httpdclient Mode | |?n? = |

B Advanced | [[shot | gancel |

B D MALA B o O
i ElERE (1~350) (us) B

|-Apply| | Cancel

Diagram 16 HTTPD Client mode settings
If set to short connection mode, timeout can be set within the range of 3-65535 (s).

Jinan USR IOT Technology Limited 22 www.usriot.com


http://www.usriot.com
http://www.usriot.com

,k@ USR IOT

‘ .
Be Honest, Do Best, USR-DR404 user manual www.usriot.com

i figure
@ Qulck feontizure Custom heartbeat packet settings
B Mode Selection Custom Heartbeat off v

Ep AP Interface Setting | Apply | | Cancel |
B STA Interface Setting
Socket Distribution off v |

E) Application Setting

| Apply | | Cancel |

@ Ethernet Settine Moclhus Polling settings
E) HTTPD Client Mode Modbus Polling off ¥

® Advanced hiply| |Eancel)
L
ice M f R —
Dertes Alangcemant Httpdclient Mode | short *
Time out(3~65525)(s) 13
| Apply | | Cancel |

Diagram 17 HTTPD Client short connection timeout setting
AT command setting:
(1) Setting/query the Httpdclient Mode (long/short), for example:
AT+HTTPSCEN=short
(2) Setting/query the timeout of short connection mode, for example:
AT+HTTPSCT=3

3.1.4. Modbus TCP <=> modbus RTU

This serial server supports Modbus TCP to Modbus RTU (does not support Modbus ASCII); the network parameters of
the module should correspond to the network parameters of the application software. The TCP server corresponds to the
TCP client and the port must be the same. For the working mode, select Modbus TCP <=> Modbus RTU.

Modbas BETU o 5
Device |———im | SR-DRA04 [ TR [ g

Diagram 18 modbus TCP <=> modbus RTU
Setting by AT command:
AT+TMODE=modbus
Setting by web page:
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EP Quick Configure Working Mode Configuration

B Mode Selection

You may configure the Uart-WIFI module wifi mode and data transfer mode.
B AP Interface Setting

y % AP Mode:
@ STA Interface Setting Access Point

STA Mode:

Ep Application Setting prananMde

Data Transfer Mode | Modbus TCP<=>Modbus RTU ¥ |

Ep Ethernet Setting
| AppIyJ | cancal |

B HTTPD Client Mode
Ep Advanced

B Deviee Manasement

Diagram 19 Data transfer mode

3.1.5. AT command mode

Under AT command, send AT command to query the current status and parameters of the W610.
For details on the method and timing for entering and exiting the AT command mode, refer to the relevant section of

“4.3. Command Configuration” in this manual.

3.2. Socket

Socket A includes TCP Server, TCP Client, UDP Server, UDP Client and socket B supports TCP Client and UDP client.

When socket A in TCP server , at most supports 24 TCP client to connect. In multi-TCP link connection mode, data
transmitted from TCP will be forwarded to the serial port one by one. The data coming from the serial port will be copied
into multiple copies, and one copy will be forwarded on each TCP link. The specific data flow chart shows:

Server 1
; ; USR-DR404 AP
Serial device  yaRT WIFI
éA l AA ’ WIFI AA
CC DD “ ¢ BB CC DD I < cC Q/ Server 2
TCP A
AA
5D l!/ Server 3
<0 \

Diagram 20 Multi TCP link data transmission diagram
Socket A settings: AT+NETP/AT+TCPTO/AT+TCPLK/AT+TCPDIS
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1 NETP Setting / Query TCPA's network protocol
parameters

2 TCPLK Query whether the TCP link is established

3 TCPTO Setting/query TCP timeout

4 TCPDIS Connect / Disconnect TCP (only valid when TCP
Client)

Form 6 Socket A related AT command
Socket B settings: AT+TCPB/AT+TCPPTB/TCPADDB/TCPTOB/TVPLKB/TCPDIS

1 TCPB Enable/disable TCPB

2 TCPPTB Setting/query TCPB port number

3 TCPADDB Setting/query TCPB server address

4 TCPTOB Setting/query TCPB timeout

5 TCPLKB Query whether the TCPB link s
established

6 TCPDIS Connect / Disconnect TCPB

Form 7 Socket B related AT command

3.3. UART

3.3.1. Parameters

Baud rate 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600,
115200, 230400, 345600, 460800

Data 56,78

Stop 1,2

Parity None, Even, Odd

485 NFC: no hardware control

Form 8 Serial port parameters
Webpage setting:
Log in the build-in webpage, under the “Application Setting”page, as below:
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B Quick Configure Wifi-Uart Setting
B Mode Selection
You could configure the Uart parameters and network parameters of the wifi-uart application.
B AP Interface Setting
@ STA Interface Setting Eamdrate "5'?'50' 0 '..j
B Application Setting Data Bits 18]
Parity N one ¥ |
E) Ethernet Setting
Stop |17
B HTTPD Client Mode Flow control | Disable v
485 mode [Enable v |
E» Advanced — -
Baudrate adaptive (REC2117) |Enable ¥ |
E» Device Management = o 2
2 | Apply | | Cancel |

UART AutoFrame Setting
UART AutoFrame Disable v |

Apply | | Cancel

Diagram 21 Set serial port parameters on web page

AT command:
If the user needs to modify the baud rate of the DR404 to 115200bps, as follows:
AT+UART=115200,8,1,None,NFC

3.3.2. UART Free framing

Take sent data from serial device to the DR404 as an example to show the steps of the free framing: if n is the free
frame interval, unit is ms, when T1 >n, T2<n, T3<n, T4<n, T5<n and T6>n, then take bytel -byte5 as a frame, as bellow:
Byte1 Byte?  Byte3  Byted Byteb Byteb  Byte7

o]

Time tree

Diagram22 Switching command mode order

Default interval between 2 bytes is 10ms, that means if the time more than 10ms, this frame will be over.

And interval can change into 50ms to meet the custom’s requirement, setting command are as fellows:

AT+FUARTTE=normal

After setting, restore to the factory default value will enable it.

AT+RELD

Note: AT+RELD can not restore the above setting.

After testing, if the interval set to be 10 ms, and small amount of data, the delay time of the loopback from WIFI
->UART->WIFl is about 40~50m:s.

But ,if the interval is 10ms and the MCU can not confer to send the next bytes in 10ms, and the serial data might be

breaking.

Jinan USR IOT Technology Limited 26 www.usriot.com


http://www.usriot.com
http://www.usriot.com

,OK@ USR IOT

‘ .
Hefioniel uaket USR-DR404 user manual www.usriot.com

If you want to restore the default interval --10ms, using the below AT command:
AT+FUARTTE=fast

Also need to restore to enable it.

For more AT commands, please refer to “AT command” in this manual.

3.3.3. UART auto-framing mode

For a fixed-length data frame on the serial port, you can turn on the UART auto-frame function and set the auto-frame
trigger time and the trigger frame length.USR-DR404 will automatically compose the data received from the serial port and

forward it to the network.
1. Auto framing trigger frame length: USR-DR404 receives the specified number of bytes from the serial port, forms a

data frame, and forwards it to the network.
2. Auto framing trigger time: if the data received from the serial port is less than the auto framing trigger frame length

within the trigger time, USR-DR404 will forward the received data to the network.
The automatic framing time is calculated from the time when the WIFI serial server receives the first byte from the

serial port. As shown below:

Receive the first Number of bytes of trigger
byte length received

Timeline

Start countingtime Data is forwarded to Trigger time

Waiting after last

transfer the network

Diagram 23 Trigger Length

Receive the first Number of bytes received not reach the

byte trigger length

Timeout

Auto framing trigger timeout,

Waiting after last Start counting time
transfer received data is forwarded to the network

Diagram 24 Trigger Time

UART auto framing can be set through the built-in web page “Application Setting -- UART AutoFrame Setting” of DR404

or set by AT command.

Jinan USR IOT Technology Limited 27 www.usriot.com


http://www.usriot.com
http://www.usriot.com

,k@ USR IOT

Honest, D st ! N
B Foiest, T Biet USR-DR404 user manual www.usriot.com

3.4. Synchronous Band Rate (RFC2217)

Synchronous baud rate is named RFC2217. USR Similar RFC2217 make adjustments on the basis of RFC2217 protocol
to improve accuracy of transmission. Enable the baud rate function of WIFI serial server via AT command:

AT+AABR=0Nn

This command takes effect immediately and does not need to be restarted. After restarting, the WIFI serial server will
restore the previous baud rate.

3.5. RFC2217 Protocol Description

Protocol length is 8 bytes. And values taken for example is in HEX:

Name Packet Header Baud Rate Bits parameter Parity
Bytes 3 3 1 1
High is in front, Remove 4 bits of
reduce three bytes data bit, stop bit, header and
Explanation
misjudgment represent a baud parity ignore the high
rate value bit
(115200,
55 AA 55 01C200 83 46
N,8,1)
(9600,
55 AA 55 00 25 80 83 28
N,8,1)
Serial parameter bit:
Bit # Explanation Value Description
00 5 bits
01 6 bits
1.0 Data bit selection
10 7 bits
11 8 bits
00 1 bit
2 Stop Bit -
01 2bits
) 00 Disable Parity
3 Parity Enable -
01 Enable Parity
00 oDD
o4 parity T 01 EVEN
: ari e
y P 10 Mark
11 Clear
8:6 NC 000 0
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3.6. USR-Link

When works in AP mode, DR404 will open a UDP port which number is 49000 to receive the USR-link. Connected
directly to the WIFI of the DR404, phone query the SSID and set the router’s SSID and password via the command under the
UDP. Then the DR404 will restart automatically and connect the router, now it works in STA mode.

Protocol format description:

Name Bytes Description
1 Packet 1 Fixed value: OxFF
Header
2 Length 2 Number of all bytes after length (excluding length) and before
parity (excluding parity)
3 Command 1 Command type, 0x01 is the query command
4 Parity 1 The accumulated sum of all bytes after the header (excluding

the header) and before the parity (excluding the parity).

Form9 Query Command

Name Bytes Description
1 Packet 1 Fixed value: OxFF
Header
2 Length 2 Number of all bytes after length (excluding length) and before
parity (excluding parity)
3 Command 1 Command type, the reply command corresponding to the query
command is 0x81
4 Number of | 1 Number of APs searched
APs
5 SSID1 Indefinite | SSID of route 1
length
6 Terminator 1 Terminator for SSID of Router 1, fixed value is 0x00.
7 Signal 1 The signal strength of router 1 network, ranges from 0 to 100, and
strengthl the corresponding actual value is 0% to 100%.
8 Terminator | 2 Terminator for signal strength 1, 0x0D, Ox0A.
M SSIDn Indefinite | SSID of route n
length
M+1 | Terminator 1 Terminator for SSID of Router n, fixed value is 0x00.
M+2 | Signal 1 The signal strength of router n network, ranges from 0 to 100, and
strength n the corresponding actual value is 0% to 100%.
M+3 | Terminator | 2 Terminator for signal strength n, 0xOD, Ox0A.
M+4 | Parity 1 The accumulated sum of all bytes after the header (excluding the
header) and before the parity (excluding the parity).

Form 10 Reply Command
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For example:
Mobile phone sends to WIFI serial server (hexadecimal number): FF 00 01 01 02
WIFI serial server returns to mobile phone (hexadecimal number): FF 00 14 81 02 54 45 53 54 31 00 40 OD OA
54 4553 54 32 0037 0D OA 1F
Explanation: The mobile phone sends a query command to the WIFI serial server to query the information of the
router. The information returned by the WIFI serial server to the mobile phone is: there are 2 routers, the SSID of router 1 is
"TEST1" and the signal strength is 64%; the SSID of router 2 is "TEST2" and the signal strength is 55%.

Note: The router information returned by the WIFI serial server is sorted according to the signal strength.

Name Bytes Description
1 Packet 1 Fixed value: OxFF
Header
2 Length 2 Number of all bytes after length (excluding length) and before
parity (excluding parity)
Command 1 Command type, 0x02 is the setting command.
4 Reserved 1 Default is 0x00
words
5 SSID Indefinite | SSID of route
length
Delimiter 2 SSID terminator, fixed values are 0xOD and OxOA.
Password Indefinite | Password of route
length
8 Parity 1 The accumulated sum of all bytes after the header (excluding
the header) and before the parity (excluding the parity).
Form 11 Setting Command
Name Bytes Description
1 Packet 1 Fixed value: OXFF
Header

2 Length 2 Number of all bytes after length (excluding length) and before
parity (excluding parity)

3 Command 1 Command type, 0x82 is the reply command corresponding to
the setting command.

4 Parity 1 The parity result of the SSID. If the SSID can be found, the
corresponding value is 0x01. If not, the value is 0x00.

5 Parity 1 The parity result of the password. If the password is in the
correct format, the value is Ox01. If it is incorrect, the value is
0x00.

6 Parity 1 The accumulated sum of all bytes after the header (excluding
the header) and before the parity (excluding the parity).

Form 12 Reply Command
For example:

Mobile phone sends to WIFI serial server (hexadecimal number): FF 00 OF 02 00 54 45 53 54 31 0D OA 31 32 33 34 35
36 CE
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WIFI serial server returns to mobile phone (hexadecimal number): FF 00 03 82 01 01 87

Explanation: The mobile phone sends a setting command to the WIFI serial server, sets the SSID to "TEST1" and the
password to "123456". The information returned by the WIFI serial server to the mobile phone is:

There is a network with SSID "TEST1" and the password format is correct.

3.7. USR Cloud

USR Cloud includes Scada cloud and cloud monitor.

If your serial device supports standard MODBUS RTU data, the cloud platform can display serial device data by
establishing a TCP connection with the DR404.

USR Cloud address: https://mp.usriot.com.After registering an account, log in.

USR Cloud server address is: tcp.mp.usriot.com, port 15000. The device number is 20 digits and the communication
password is up to 8 digits.

3.8. Heartbeat Packet Function

In the network transparent transmission mode, the user can choose to enable the custom heartbeat packet function.
The heartbeat packet can be sent to the network or serial device:

Serial device USR-DR404 AP
— R5485 [ WIF|

é 2erial hoarheet Network heartbeat :
ACK data N ACK data :
Sleri.a — Intervals
i Serial heartbeat Metwork heartbeat 5
= DR404 g
ACK data . ACK data . perver
Intervals Intervals
" Serial heartbeat Metwork heartbeat S
ACK data 3 ACK data <

Diagram 25 Heartbeat packet
The main purpose of sending to the network is to maintain a connection with the server, and at the same time let
the server that is idle for a long time (do not send data to the server for a long time) to detect whether the current
connection status is valid.
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In applications where the server sends fixed query commands to the device, in order to reduce frequent
interactions, users can choose to send heartbeat packets (query commands) to the serial device instead of sending query
commands from the server.

Enable the custom heartbeat packet function. AT command settings are as follows:

(1) Enable heartbeat packet function

AT+HEARTEN=0nNn

(2) Set the sending direction (NET or COM) of the heartbeat packet, for example, set the heartbeat packet to be

sent to the network.
AT+HEARTTP=NET

(3) Set the heartbeat packet data (maximum 40 bytes). For example, to set the data to the string www.usr.cn, you

need to first convert the string to hex 7777772E7573722E636E.
AT+HEARTDT=7777772E7573722E636E

(4) Set the interval for sending heartbeat packets. The setting range is 1-65535s, and the default is 30s. For example,

set the sending interval to 30 seconds.
AT+HEARTTM=30

Then need to set up network connections such as socket A and socket B, please refer to section 2.4. After
completing the settings, restart the serial server. After socket A or socket B is connected to the server, if there is no data
transmission within 30 seconds, the serial server will send the string www.usr.cn to the server.

AT commands:

ltem Description
1 HEARTEN Query / Se whether to enable the heartbeat packet
function
2 HEARTTP Query / Set heartbeat packet sending mode
HEARTDT Query / Set heartbeat packet data
4 HEARTTM Query/ Set heartbeat packet sending interval

Form 13 Heartbeat packet related commands

3.9. Socket Distribution

Users are allowed to send data to appointed socket connection and take the DR404 packaging the data from the net
according to the protocol send to serial device if enabling the socket distribution under the transparent transport.
Users’ MCU send data package according to the socket protocol and DR404 will parse the data package. If correspond
with the protocol, it will be sent to the appointed socket; if not, it will return related error code and does not send it.
1) Data format from serial device to module
MCU send data package according the below format, module parse and send “n”bytes data to the appointed socket
connection. When the data returned, no parse and output from the serial directly.

header Length Parameters Data @ Parity
3 2 2 n 1
(n+2)

Format 14 Serial transmission format
Header: 0x55 OxFD OxAA
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Length: the total number of bytes from parameters(included) to parity (do not included), the high is in front.

Parameters: the first byte:common parameters, it is connecting number(socket A and socket B); Ox61 is all the device

connected to the socket A, 0x62 is all the device connected to the socket B.
The second one:reserved parameters, default is 0x00
Common parameters is in front of the reserved one.
Data: length can be modify, the whole length is less than 4096 bytes.
Parity: from the parameters( included) to parity(not include), add and take the last bytes as parity.
Below is detailed application:
55 FDAA 0003 6100 CC2D (Hex)
Length 00 03: the length is 3
Parameters 61 00: send data to the socket A
Data CC: the data sent is “OxCC”
Parity: 61+00+CC=2D
2) Data format from module to serial device

When the data received from network, module send the data package in the below format to the serial device. When

the serial device send data to the module, if wrong, DR404 will send back to the serial device according to this format.

Header Length Parameters Data  Parity
3 2 2 n 1
(n+2)

Format 15 Serial transmission format

Header: OxAA OxFD 0x55
Length: the total number of bytes from parameters(included) to parity (do not included), the high is in front

Parameters: the first byte: common parameters, it is connecting number(socket A and socket B); The data returned by

Socket A'is 0x61, and the data returned by Socket B is 0x62.

The second byte: reserved parameters, the seventh bit distinguish the the data from net or the

module.(1:returned from module;0:returned from the net)
Data: if the net data, copy the data to the right position, length can be modify, length less than 4096 bytes.
If the DR404 data, return the operating code, details are as fellows:

Return Description Note
code

1 0x00 Header error

2 0x01 Length error

3 0x02 Parameters error

4 0x04 Parity error

5 0x10 Send failed(parameters is right but send

failed)

Format 16 Errors
Parity: from the parameters( included) to parity(not include), add and take the last bytes as parity.
Below is detailed application:
AA FD 55 00 03 61 00 CC 2D (HEX)
Length: 00 04: the length is 4
Parameters 61 00: 61—data from socket A
00—net to serial
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Data CC: the data from the socket A
Sum parity:61+00+CC= 2D
Below, we take socket A as example, serial send abc to socket A, socket A return 123 to the serial device:

AP
A % 2 Remote
| I server
| ] TCP Client ke B
Serial device USAIEPSI%\UJL
RS485 " I Socket A

TCP Server

Socket A ﬂ
PAD

DR404 parses the data and sends it to the
network:

55 FD AA- Header

00 05: Length

6100: Parameter area, data is sent to socket A
6162 63: Data sent to the network

B7- check

61 6263 =——

Serial device sends the serial data {(abc)

to DR404 after packaging:

55FD AA 0005610061 6263 87

Serial S

device

Networl

DR404

DR404 sends network data to serial device ;
Data from socket A on the network side: 123
after packaging

Socket A
AAFDS5500056100313233F7 <+— |

> <+

Diagram 26  Socket Distribution
AT command to enable the socket:
AT+ TCPDPEN =on
Others, if more function for the socket A and socket B, please refer to the 2.4.

3.10.Timeout Restart

Under the transparent transmission mode, enable the timeout restart function. If the DR404 no WIFI connection or
connected but no communication in set time, DR404 will restart.
(1)Enable this function:
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AT+TIMEOUTEN=0n
(2)Setting the time, from 60~65535s default is 3600s, e.g. 100s
AT+TIMEOUTT=100
After setting, restart the DR404.

For example: AT+TIMEQUTT=100, if no connection or connected but no communication within 100s, module will

restart; if there is connection or communication in 100s, the time will be cleared and regain to time.

NO. ltem Description
1 TIMEOUTEN Enable/ disable restart timeout
2 TIMEOUTT Query/ setting the time for restart timeout

Form 17 Timeout Restart

3.11.Timing Restart

"Timing restart" is equivalent to "restart after the set time". In the non-serial port command mode, when this function
is enabled, the module uses the internal clock for timing. After reaching the set time, the module will be forced to restart.

Related AT command:

1) Enable this function:

AT+REBOOTEN=0nN

2) Setting the time, can be modified from 1~720h,default is 24h, e.g, 200h
AT+REBOOTT=200

The parameter setting is completed, takes effect after the module is restarted, and the module will restart every 200h.

NO. Item Description
1 REBOOTEN Enable/disable timing restart
2 REBOOTT Query/setting time for timing restart

Form 18 Timing Restart

3.12.Modbus Polling

(1) Setting by web page
% Applicaton Setting

Modbus Polling on ¥

E» Ethernet Setting

Polling Time out{50-65525)(ms] | (200

Ep HTTPD Client Mode — — —
lidgnle) |cCancal)

B Advanced Hitpdclient Mode settings

|Httpdclientnode || long ¥ |

EP Device Management

Diagram 27 Modbus polling

Jinan USR IOT Technology Limited 35 www.usriot.com


http://www.usriot.com
http://www.usriot.com

'k@ USR IOT

Be Honest, Do Best ! i
k& Flonse!, Do Best USR-DR404 user manual www.usriot.com

(2) Setting by AT command:
Enable/disable Modbus polling function, enable this function:
AT+MODBPOLLEN=0n/off
Set the polling interval (50 ~ 65535) (ms), taking 200ms as an example:
AT+MODBPOLLT=200

3.13.Remote Upgrade

3.13.1 Serial server configuration

Setting by AT command:
(1) Setting/ Query remote upgrade parameters, for example, set remote upgrade to off:

AT + UPDATE = off, ycsjl.usr.cn, 30001,30 Default is off.
Query and set the remote update enable status, remote server address, remote server port, and reporting
interval.
(2) Setting/ Query remote upgrade parameters
AT+MONITOR=0ff,10 Default is off.
Query and set the remote update enable status and reporting interval.

Setting by web page:
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EP AP Interface Setting Restart Module
) . | Restart Module H ijesta it | ‘
@ STA Interface Setting —
B Application Setting Load Factory Defaults

| Load Default Button H Load Default |

Ep Ethernet Setting

Timeout Reboot Setting

B HITPD Client Mode _ . -

|T}m eout Function H off ¥ ‘
Ep Advanced IﬂJPW | Cancel |
@ Deviee Management Reboot time Setting

|Reboot Function H off ¥ |

i Appiy”i iu('llancei |

Remote Upgrade Setfing

Remote Upgrade function onvy

Remote Server Port 3{!001

Remote Server Address yesj 1.usriot.com
Upload interval(MAX 120 min) 30

-Apply | Cancel |

Remote Monitor Setting

Remote Monitor function onv

Upload interval(MAX 120 min) 10

| Cancal |

Diagram 28 Remote upgrade

The remote upgrade function is set to open, select the port of the remote server, enter the server address, and the
default reporting interval is 30min.

3.13.2 Remote upgrade system configuration

(1) User registration and login
Log in to https://ycsjl.usriot.com, click Register to register your account (if you have an account, log in directly) as
shown in the figure:
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Ik Remote Upgrade  login USR official website | USR official mall

account

forget password register account

Diagram 29 Login
After submitting the registration, the mailbox will receive an activation email, click on the link to activate.

mER AR

EftA : yosj <cloud@usrcns [F

i [@:2017E2R220(E8=) F453:00

o SRSt e—

ys]
Diagram 30 Registration
After activation, please contact our company to review the account. The account can be used normally after review.

After login, the device monitoring interface is entered by default. This interface mainly displays the currently online devices.
(2)Version configuration
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L]
é—'}g Remote Upgrade

8 Device Management

@ Device Management> @ Version Config

B# Device Monitoring

ﬂ Upgrade
series : M2 v
@ Version Config ﬂ-n
BE Add Device
model USR-DR404 v @
P Alarm Management
i Group Management .
software version : 7.03T.08 v ]m
R User Management
® Personal file address choose file |1| | !, |
D Notice
T2 User Feedback
fip address
http address
No.
note:
P
submission

Diagram 31 Version configuration

The version config page can be used to add, delete, modify ftp and http addresses, modify serial numbers, etc. The
ftp address and http address cannot be entered manually. Click to select a file. After selecting a file, click Upload.
The ftp address and http address will Automatic update, you can click the download button to download the
firmware for confirmation. When iterative upgrade is required, the serial number must be increased in the order of
version.

(3) Add device
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8 Device Management

# Device Management> E# Add Device

B2 Device Monitoring

& Upgrade
@ Version Config input address query:
mac or imei. g..d cl longitude: 0 EiEAiEs
EE Add Device | wrE
\
&P Alam Management users - Jatitude 0 = =1 )
A Group Management 5 R
/ ezl I
fo UserManagement < device name: 40 : device degfiowimg ; M - AMBELSE
| "
® Personal B
device series. —-pls choose— v monthly flow limit; g M g A~
P Notice |
= ] WA
=1 User Feedback ==
device model. --pls choose— * month start date:
[ Poaieie] L]
device picture: choose file flow monitoring switch close v P
O mEL
@’mﬂ OBz
software version —pls choose-- v offline monitoring switch close M -
il 0
(HELER) pEn
b fvkea
pre-upgraded software version: --pls choose— v remote monitoring switch: open v 98
2
S o7 Ozeaw
(2] PLYEEN
group: ungrouped v upgrade or not; net upgrade v R

add

Diagram 32 Add device
@ After the remote monitoring function is turned on, you can view the running status of the device and remotely
send AT commands to control the device. Corresponding to the "device monitoring" function on the left menu, the
"device monitoring" interface can see the online devices after opening.
@ If you need to upgrade the equipment, choose whether to upgrade.
Note: When the device needs to be upgraded, the "software version" and the pre-upgrade version must be set to
different.
(4) Device upgrade
a: Modify the software version and pre-upgrade version of the device to different version numbers
b: Select whether the device upgrade switch is on.

c: Check whether the device is successfully upgraded through the device upgrade record.

3.14.Websocket

DR404 supports websocket server. Instead of the ways such as HTTP GET, POST, PUT, and is faster. Providing the related
websocket testing webpage for user to testing, details are as below:(10.10.100.254/websocket.html)
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4 7= e
4| mm
U asCII 4B

i

| EIEASCIEHR || EEH/EHEE |

Diagram 33 Websocket Webpage
Click the “Connect” to realize a Websocket connection, then serial and webpage can transport data with each other.
The Websocket server of the DR404 supports 8 clients to connect at most.
People make webpage application and have high requirement for the respond speed can contact us.
Note: this function uses the 8000 port of the DR404.

4. Product parameter setting

UAR-DR404 supports two ways to set the parameters: AT command and webpage. For the setting of AT commands,

please refer to the “AT Commands” section of this document; this chapter mainly describes the Web setting methods.

4.1. Web Page

First time using the DR404, you can configure it via webpage. PC connects to AP interface of USR-DR404. Default SSID,
IP and username, password are as fellows:

Parameters Default value
SSID USR-DR404 _xxxx
IP address 10.10.100.254
Subnet mask 255.255.255.0
Username admin

Password admin

Form 19 Basic Parameters
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4.1.1. Open the Management Webpage

Connecting the DR404 with the wireless net card of the PC, SSID is USR-DR404_xxxx. Enter the browser, fill the
10.10.100.254 (default IP address) and enter. Then fill the username and password( both are: admin) and enter the
webpage.

Management webpage supports English, setting on the top right.

There are nine webpage in it, including: quick configure, mode selection, AP interface setting, STA interface setting,
Application setting, Ethernet setting, HTTPD client mode, Advance and Device management.

4.1.2. Quick Configure

B Quick Confisure Quick Configure

E» Mode Selection

Ep AP Interface Setting 1Fwir Setting [Modify]

8 STA Interface Setting wiiMode
Mode | AP Mode ¥ |

B Application Setting Wireless configuration

B e ettt Network Name(SSID) [USR_DR404_D984 | Hidden [
BSSID 9CIAR25:92:D0:54

E» HTTPD Client Mode Security Mode Disable v

B Advanced | Apply Cancel |

B Device Management 2 FEthernet Ports Setting [Modify]
3 Fuart setting_odify]
4 F Network Sefting [Modify]
5F Device Management

Restart Module

Restart Module |' Restart '|

Diagram 34 Quick Configure
This webpage shows a way to quickly configure the USR-DR404 for user. Configure the parameters and restart to make
the DR404 work normal. Of course, please click the respond webpage to configure.
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4.1.3. Mode Selection

3 Quick Configure

EP Mode Selection

Working Mode Configuration

You mayv configure the Uart-WIFI module wifi mode and data transfer mode.

EP AP Interface Setting

; '® AP Mode:
Ep STA Interface Setting

'/ STA Mode:
Ep Application Setting
Data Transfer Mode
Ep Ethernet Setting
Ep HTTPD Client Mode
Ep Advanced

Ep Device Management

Access Point

Station Mode

Transparent Mode

Transparent Mode

Serial Command Mode
HTTPD Client Mode
Modbus TCP<=>Modbus RTU

Diagram 35 Mode Selection
In the first page choose the work mode of the DR404:AP/ STA.

Data transfer mode including “transparent mode
modbus RTU".

” o n
’

serial command mode”, "HTTPD client mode”, "modbus TCP and
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4.1.4. AP Interface Setting

B Quick Configure AP Interface Setting

Ep Mode Selection

AP Interface Setting such as SSID, Security...
I EP AP Interface Setting I

Wireless Network

B STA Interface Setting

Network Mode __ﬁbl';g_."n mixed mode ¥
B Application Setting Network Name(SSID) USR_DR404_D984 | Hidden [
BSSID 9C:A525:92:D9:84
Ep Ethernet Settin g Frequency (Channel) ':A_LJ l._OSE.J ect v
E) HTTPD Client Mode [ Apply | | Cancel |
# duanced
‘ Security Mode H | Disable v| |
B Device Management — -
|I Apply_| | Cancel |
IP Address(Default DHCP Gateway) |[10.10.100.254
Subnet Mask [255.255.255.0
DHCP Type Server ¥
| Appii | Cancel |

Diagram 36 AP interface
DR404 supports AP interface with which can management the DR404 easier and can realize the networking. Webpage
is as above, including SSID, security mode and LAN setup. Both supports user defined.
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4.1.5. STA Interface Setting

Y Quick Configure STA Interface Setting

B Mode Selection
You could configure STA interface parameters and turn on,/off AP+5TA hers,
Ep AP Interface Setting

STA Interface Parameters
£ STA Interface Setting AP's SSID [USR_DR404_D984 | Search_ |
B Application Setting MAC Address (Optional)
Security Mode OPEN v
B Ethernet Setting e nph
Encryption Type [NONE ¥ |
E) HTTPD Client Mode . =
| Apply | | Cancel |
 domcoss
B Device Management |'J"P_ST':l H'-Oﬁ = ‘
|. Apply .| |- Cancel .|
WAN Connection Type: | DHC P(Autu config) v |
DHCP Mode
| Hostmame(Optional) H IUSR_DR404_ D384 ‘

[ Apply | [ Cancel
Diagram 37 STA Interface
DR404 supports STA interface and can access to other wireless network, setting as above.
There are three lists in this webpage, the former one is STA interface parameters,including the SSID of the AP to
connect, security mode and others. Second one is AP+STA, click to choose enable or not. The latter one is WAN connection

type, including DHCP and Static IP.

4.1.6. Application setting

Application settings are settings for WIFI to RS485 parameters, including: setting of serial port parameters, automatic

framing settings, Ethernet function settings, registration package settings and network protocol settings.
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3 Quick Configure

B> Mode Selection
Ep AP Interface Setting

Ep STA Interface Setting

Ep Application Setting

Ep Ethernet Setting
Ep HTTPD Client Mode
B Advanced

B Device Management

Wifi-Uart Setting

You could configure the Uart parameters and network parameters of the wifi-uart application.

Uart Setting

Baudrate 5?500 ¥ |
Data Bits la ¥

Parity N one ¥

Stop [1v

Flow control __ijisable Y|
485 mode :-Enable v
Baudrate adaptive (RFCz117) __En.a:ble v

|- Apply | | Cancel

UART AutoFrame Setting

UART AutoFrame ” | Disable ¥ | |
| Apply | Cancel.i

Registered Package Setting

‘ Registered Package Type

E

Upload Manner: first: Module send registration packet when connection established; everv: Send
registration packet every ime when module send data

|- Apply | | Cancel

Diagram 38 WIFI-Uart setting
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Custom heartbeat packet settings

B Quick Configure |Custorn Heartbeat “ off v ‘
Mode Selecti Tanmie | [ £ |

B Mode Selection | Apply | | Cancel |

B AP Interface Setting

|Soc3{et Distribution “ off v

B STA Interface Setting

Modbus Polling settings

Ep Application Setting .

B Ethernet Setting |3—Iodhu5 Polling “ off v ‘
Ep HTTPD Client Mode [ Apply | | Cancel |
B Advanced

Hitpdclient Mode

|long ¥

}
]

B Device Management

| Apply | | Cancel |
485 selector switch on v |
i Bl (1~250) (us) 3

| Apply | | Cancel |
Mode Server v
Protocol [Tcp
Port [3899

Server Address

10.10.100.100

MAX TCP Num. (1~24) 24
TCP Time out (MAX 600 5) 0
TCP connection password authentication ||| Disable v

Diagram 39 Other settings

Description:

Network setting: 4 modes can be set on the network side as TCP server, TCP client, UDP server and UDP client.

When USR-DR404 is configured as a UDP server, USR-DR404 will remember the last UDP client and communicate with
the last UDP client. The UDP Client mode only communicates with the target IP and port. When set to TCP Server, there is
no need to enter an IP address. For other settings, you need to fill in the IP address of the other party to be connected.
Enter the protocol port number at the port. The port numbers at both ends of the communication must be the same.

Socket B communicates with the server as a TCP Client and a UDP Client.

TCP connection password authentication: it only works under TCP server mode, verify the password of the TCP client

which will be connected to DR404.

Note:working in the TCP server mode, when enable it, the first data send by the TCP client to the server is password

and enter, the default password is “admin” so the first data should be:0x61 0x64 0x6D 0x69 Ox6E 0xOD OxOA(HEX).
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4.1.7. Ethernet setting

B Quick Configure Ethernet Ports Setting

Ep Mode Selection
Open or closed modules Ethernet Ports and Change Ethernet n or z Mode

Ethernet function

Ep AP Interface Setting

B STA Interface Setting Open the Ethernet [Enable v
E) Application Setting Set the Ethernet work mode LAN port ¥
. [LANport [
2 WAN port |
Ep Ethernet Setting |
S HITPD Clent Mode
‘Etheme.t Mode ”n v ‘
B Advanced —
|Appl',r_| | Cancel |

B Device Management

Diagram 40 Ethernet Setting
DR404 has one Ethernet port, this port can be work as LAN port or WAN port.
LAN port: it supports the data transmission between Ethernet to the serial or WIFI.
WAN port: DR404 can be used as secondary router which is convenient for user to network.
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4.1.8. HTTPD Client Mode
EP Quick Configure HTTPD-Client Mode
E) Mode Selection
In HTTPD_Client mode, sef the relevant parameters of HTTP
Ep AP Interface Setting

Note: HTTPD Client mode is used to communicate with HTTP Server. It encapsulate the serial data
to'be HTTP protocol data, then send to HTTP Servere

E) STA Interface Setting

HTTPD Header Set Mode [new v |
Er Application Setting 7

HTTPD Server address [10.10.100.200 |
E» Ethernet Setting HTTPD Server port |80 |
B HTTPD Client Mode HTTPD Request Type (GET v

HTTPD Header path !a’a bed |
B> Advanced

Content—type: text/html; charset=utf-8

Ep Device Management

Custom HTTP Header

Pl

when HTTPD header set to be "old", use old setting method, that is to fill each header. When set to
be "new", use new setting method, the header can be user-defined(There can't have "enter” at the

end).

Diagram 41 HTTPD Client
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41 USR-TCP232-Test R$232 10

File(F) Options(Q) Help(H)
—COMSettings— COM port data receive Metwark data receive —MetSettings
Portium |COMS = | [lkrTE/1.1 200 0K (1) Pratacal
E7EDD Date: Wed, 00 Mar 2016 0&:54:12 GMT I TCP Server vl
-
Baudh Server: Apache/2.0.63 (#in3Z) PHE/5.Z 4
DPaty |NONE | | [t-Fowered-By: PHE/S.2 14 2] Local hast IP
b Content-Length: 30 I 192.168. 0 158
DataB i it vi S - -
ats Keep .l\l?ve: tlmeoutIIS, max=100 (3] Local host port
StopB i-] hit vi Conmection: Keep—Aliwe 10000
Content-Type: |'Lext;'rhtml
@ Close Listenin I
—l Jinan USE Technology Co., Ltd @ g
| ~Reew Options—— ~Reew Options
[T Receiwe to fila. .. IT Eeceive to file ..
W Add line retwrn W Add line return
[~ Receiwe Az HEX [~ Receive Az HEX
[ Receiwe Pause | EReceiwe Pause
Sawve. .. Clear Save. .. Clear
—Send Options——— —Send Options
[~ Data from file ... [T Data from file ...
[T #uto Checksum [~ Auto Checksum
[T #uto Clear Input [™ Auto Clear Input
[~ Send As Hex [~ Send As Hex
1‘ [~ Send Recyrle [™ Send Recyele
Tnterwval IEDD i3y Jinan USRE Technology Co., http:ffen usr. en Tnterval I1UDD s
Ltd. Send Send
Load. .. Clear Load. .. Clear
[& Ready! | Send: 30 | Fecv: 255  Fecet I [& Beady! | Send: 0 | Recw: 0 RBeset

Diagram 42 HTTPD Client Mode
Under the HTTPD client mode, the content of the protocol header, including: server address, server port, request type,

header path, header Connection and header User-Agent.

4.1.9. Advanced

Under the advanced webpage, user can setup port mapping. It only works at STA mode or Ethernet port sets as
WAN.
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B Quick Configure Advanced Setting

EP Mode Selection

Set the module of some advanced features
E) AP Interface Setting

Port mapping set

B) STA Interface Setting S T (Enable v]

B Application Setting External port (0-65535) |§51963 ]
Internal port { 0~65535) |80 |

B} Ethernet Setting r = -
Port mapping time interval (o ~ 1000) secondsgl 300 |

HTTPD Client Mod
» e Note: this is used to get port forwarding from router, then to mapping the port to module
B Advanced |_Amy_i  Cancel |

E) Device Management

Diagram 43 Advanced
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4.1.10. Device Management

. N 7.03T.07
Ep Quick Configure i
You may configure administrator account and password, load default setting or update firmware.
E» Mode Selection
Administrator Settings
Ep» AP Interface Setting Account [admin
E) STA Interface Setting Password |admin
Ep Application Setting abenit [Cancel
E) Ethernet Setting Restart Module

‘ Restart Module

[ Restart |
E) HTTPD Client Mode || IeEaiy

EP Advanced Load Factory Defaults

‘Load Default Button ||| Load Default |

B Device Management

Timeout Reboot Setting

‘Timeout Function || off v

Reboot time Setting

‘Reboot Function || off ¥

Remote Upgrade Setting

‘Remote Upgrade function || off v

[ Apply | Cancel |

Remote Monitor Setting
‘ Remote Monitor function || [Eﬁf v | ‘
| Apply | | Cancel |

Update Fimmware

Location: | e | SR

Apply |

[

Diagram 44 Device Management
Device management includes username / password settings, factory reset and software upgrade functions.
Instr:
Restart: when user setting parameters in different webpage, click Apply to make sure it, but these parameters will be
effect after restart and DR404 will reboot to fresh the original parameters.
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4.2. AT command

4.2.1. Serial AT Command

UART parameters: 57600/none/8/1.
AT command can be sent by the AT command software or by programming. Take SecureCRT as an example, change
from the other mode to AT command mode there always be two steps.

< Enter “+++” on the serial port (RS485), module receives and returns an “a”;
< Enter “a” on the serial port (RS485), module receives and returns “+ok”, and enter the AT command.

I Serial-CON3 — SecureCRI

THE REE FEW ERNQ O BEE@ IR B
DBLUR BBHBEI FRL 6 &,
| | Serial-coms |
a+ok ~
>
BLEE Serial: COM3 3, 1 2847, ao®l ¥Tioo s BT

Diagram 45 Switch to command mode
Note: Fill “+++”"and “a” need to achieve in the time to reduce the chance of entering command mode while working

normally accidentally. Detail requirement are as fellows:

AT+ENTM
T T2 | T3 | TS5 | T7 i
C T4 ‘ TSJ
PR R —— +ok
+ + + a
éi +E)k

Diagram 46 Switch to command mode
Time requirement:
T1>the interval of serial port package
T2<300ms
T3<300ms
T5<3s
Change transparent transmission mode , HTTPD Client mode to AT command mode :
1. Serial device send “+++”to module continuously. Module received ‘+++’ then returned an “a” .
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2. After receivingthe ‘a’ returned by the module, the device must send another confirmation code ‘a’ to the module
within 3 seconds.

3. The module will return ‘+ok’ , and enter AT command mode.

Change AT command mode to transparent transmission mode, HTTPD Client:

1. Serial device send “AT+ENTM”to module.

2. After the module receive the commend, feedback “+ok”, then back to the previous working mode.

Note: The specific AT command requires a ENTER, but the "+++" and "a" sent by entering the AT command process do not
need a ENTER.

In AT command mode, you can view all AT commands and descriptions of USR-DR404 through the following help
commands, as follows:

AT+H

i Serial CONM3 — SecureCRT

THE &EEQ FEY OENQ WO MHEQ IEW o

HERUR Ba s FHE | @ 5,

[ 1 Seria-coms |

at+ok - =

AT+H

+0ok=
AT+: MoONE command, reply "+ok".
AT+E: Echo own/off, to turn onfoff command 1ine echo function.
AT+ENTM: Goto Through Mode.
AT+METP: Set/GeT the Net Protocol Parameters.
AT+UART: Set/Get the UART Parameters.
AT+WMODE : Set/Get the WIFI Operation Mode (AP or STA)
AT+WSKEY : Set/Get the security parameters of wIFI STA mode.
AT+WSSSID: Set/Get the AP's 55ID of WIFI STA Mode.
AT+WEBU: Set/Get the Login Parameters of wEE page.
AT+waP: Set/Get the Parameters of WIFI AP Mode.
ATHWAKEY : S8t/ /Get the Sacurity Parameters of WIFI AP mMode
AT+WSCAN: Get The &P site survey f{only for STa Mode)
AT+Z: Reset the Module
AT+MID: ?et The Module ID, eg. All-yymmddxxxx (yy:year, mm:month, dd:day, xxxx:serial num)
AT+H: Help

HhsE Serial: COM3 22, 1 2847, 983l wrioo 5 BF

Diagram 47 AT command mode

In order to enter the AT command mode to set parameters conveniently, our company provides "AT command

software":

Com Net

Com port |COMZ1 w
Bandrate |57600
Parity |NONE
Datahits |8 bit

Stﬂpbits 1 bit b AT+ENTH

Diagram 48 Search via serial port

Click “Open”, send "+++ a", receive the response "+ ok", then enter the AT command to be sent in the left operation
area. After the setting is completed, click "AT + Z" to restart the module, and the parameter settings can be completed.
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# ATSetup V1.0.4 = X
B3 About
con iR | ammEn | ameEr | amz | DR
L ! ! ! send normal ETTor
Common oprate
Help:
AT+IMODE L] Senld 1Search module in LAN
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Diagram 49 AT command software

4.2.2. Net AT command

The above is the AT command setting through the serial port. The user can also set the AT command through WIFI.
First, the computer establishes a network connection with USR-DR404, and uses AT Setup software.

Com Net

Port ‘48899 |

keyword ‘um.m.r UsSk. cn |

ATHY ATH)

IF : Mac MID : WER
10.10. 100. 254, 9CARZ0HZDYE4,

Diagram 50 Web search

Click “Search”, the searched USR-DR404 will be displayed, click the USR-DR404, and then set through the left operation
area (the method is the same as the serial port setting)
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Diagram 51 AT command software

4.3.3 Command Format

Based on the ASCIl command , the format of the AT command are as below:
® Format description:
< >: the content that have to be included
[ ]: the part can be select
» Command:
AT+<CMD>[op][para-1,para-2,para-3,para-4...]<CR>
AT+: command prefix
[op]L: command operating code, parameters setting or query;
“=". parameters setting
“NULL” : query
[para-n] : fill when setting the parameters
<CR>: end, enter, ASCII code,: Ox0a or Oxod
Note: When echoing, the terminator is automatically converted to 0x0a0Od. When entering a command, the "AT + <CMD>"
characters are automatically echoed to uppercase, and the parameters remain unchanged.
» Response data
+ <RSP> [op] [para-1, para-2, para-3, para-4+-+] <CR> <LF> <CR> <LF>
+: the response prefix
RSP: response string ,including:
Ok
Err
[op]: =
[para-n]: return parameters or the error code:
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<CR>:ASClI code: 0x0d;
<LF>: ASCII code :0x0a;

B Error code

Error State
-1 Invalid command format
-2 Invalid command
-3 Invalid Operator
-4 Invalid Parameters
-5 Operation not allowed

4.3.4 AT command

Command Function

E Enable/Disable echo function(DR404 does not support)

ENTM Enter transparent transmission mode

NETP Query/Set Network protocol parameters

UART Query/Set serial port parameters

UARTF Enable/Disable auto-frame function

UARTFT Query/Set auto-frame trigger time

UARTFL Query/Set auto-frame trigger length

TMODE Query/Set data transmission mode (transparent transmission
mode or protocol mode)

WMODE Query/Set WIFI mode (AP or STA)

WSKEY Query/Set encryption parameters in STA mode

WSSSID Query/Set SSID of connected AP in STA mode

WSLK Query the connection status in STA mode

WEBU Query/Set Web Server username and password

WAP Query/Set AP mode parameters

WAKEY Query/Set encryption parameters in AP mode

MSLP Set the module to enter low power mode, turn off WIFI

WSCAN Search surrounding AP in STA mode

TCPLK Query socket A TCP connection connect/disconnected

TCPDIS Query/Set establish TCP connection enable/disable(Only take
effect in TCP Client mode)

WANN Query/Set network parameters in STA mode(WAN interface
parameters)

LANN Query/Set network parameters in AP mode(LAN interface
parameters)
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TCPTO Query/Set timeout re-connection time of socket A

MAXSK Query/Set maximum TCP Clients in TCP Server work mode

TCPB Enable/Disable socket B

TCPPTB Query/Set Socket B port number

TCPADDB Query/Set Socket B server address

TCPTOB Query/Set timeout re-connection time of socket B

TCPLKB Query socket B TCP connection connect/disconnected

EPHY Enable/Disable Ethernet interface

RELD Reset the module

FUDLX Enable/Disable RS485

IDFIR Enable / disable sending ID when the connection is first
established

IDEVE Enable / disable sending ID before each data packet

AABR Enable/Disable RFC2217 function

DHCPDEN Enable/Disable DHCP server function of LAN port

HIDESSID Query/Set whether to hide SSID of DR404 in AP mode

DOMAIN Query/Set web server domain name

Z Restart the module

AT+FAPSTA Enable/Disable AP+STA function

MID Query module’s MID

VER Query firmware version

H Query help information

wsQy Query/Set RSSI threshold(percentage) to switch among three
AP in STA mode

HTPMODE Query/Set HTTP Client mode parameters configuration
way(new/old)

HTTPURL Query/Set HTTP Server address and port in HTTP Client
mode(old)

HTTPTP Query/Set HTTP requesting method in HTTP Client mode(old)

HTTPPH Query/Set HTTP header path in HTTP Client mode (old)

HTTPCN Query/Set HTTP header connection in HTTP Client mode (old)

HTTPUA Query/Set HTTP header User-Agent in HTTP Client mode (old)

HTPSV Query/Set HTTP Server address and port in HTTP Client mode

(new)
HTPTP Query/Set HTTP requesting method in HTTP Client mode
(new)

HTPURL Query/Set HTTP URL in HTTP Client mode (new)

HTPHEAD Query/Set HTTP header in HTTP Client mode (new)

HTTPSCEN Query/Set HTTPD Client connection mode (long/short)

HTTPSCT Query/Set HTTPD Client Short Connection Timeout(3-65535s)

REGEN Query/Set registration package type

REGTCP Query/Set registration packet sending type
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WTPWR Query/Set transmitting power
REGCLOUD Query/Set USR Cloud ID and password
FVER Query/Set module software version (N-Ver. Z-Ver)
REGUSR Query/Set custom registration package content
TCPDPEN Enable/Disable socket distribution function
HEARTEN Enable/Disable custom heartbeat packet function
HEARTTP Query/Set custom heartbeat packet sending direction
HEARTDT Query/Set custom heartbeat packet data
HEARTTM Query/Set sending interval of custom heartbeat packet
REBOOTEN Enable/Disable timing restart function
REBOOTT Query/Set timing restart time
TIMEOUTEN Enable/Disable timeout restart function
TIMEOUTT Query/Set timeout restart time
MODBPOLLEN | Enable/disable Modbus polling function
MODBPOLLT Query/Set polling time interval(50~65535)(ms)
UPDATE Query/Set whether to enable the remote upgrade status,
remote server address, remote port , report interval.
MONITOR Query/Set whether enable the remote monitor and report
interval.

<Note>:
1.This AT command set is for onboard WIFI module, which can be used for query, setting WIFI serial server parameters.

2.USR-DR404 can work in AP mode or STA mode, and the WIFI parameters need to be set with different commands.

4.3.41. AT+E

Function: enable/ disable echo function
Format:
AT+E<CR>

+0k<CR>< LF ><CR>< LF >

From the transparent mode to AT command, module default enable echo function, after the first time user enter the
AT+E, disable the echo function, the second time user enter the “AT+E” enable the echo function.

4.3.4.2. AT+ENTM

Function: enter the transparent transmission mode.
Format:
AT+ENTM<CR>

+0k<CR>< LF ><CR>< LF >
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After the command is executed correctly, the module switches from command mode to transparent transmission
mode. If need to enter the command mode again, enter "+++" and the confirmation code to return to the command mode.

4.3.4.3. AT+NETP

Function: Query/Set network protocol parameters
Format:
Query : AT+NETP<CR>

+ok=<protocol,CS,port,|IP><CR>< LF ><CR>< LF >
Setting: AT+NETP=<protocol,CS,port,|IP><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  protocol: protocol type, including

< TCP
< UDP
»  CS:Client or server, including
<~ SERVER: server
<> CLIENT: client
»  port: protocol port, decimal number, less than 65535
Note: when in TCP Server and UDP Server mode, cannot be 80(HTTP port), 8000(websocket port), 49000(usr-link port).
> IP: when module works as TCP client or UDP, server address(can be a IP address or a domain name of server).

After restarting the module, parameters take effect.

4.3.4.4. AT+UART

Function: Query/Set serial parameters
Format:
Query : AT+UART<CR>

+ok=<baudrate,data_bits,stop_bit,parity,flowctrl><CR>< LF ><CR>< LF >
Setting: AT+UART=<baudrate,data_bits,stop_bit,parity,flowctrl><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» baudrate: band rate,

< 300, 600, 1200, 1800, 2400, 4800, 9600, 19200, 38400, 57600, 115200, 230400, 345600, 460800

» data_bits: data bit
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<%~ 56,738
»  stop_bits: stop bit
- 1,2

»  parity: parity

< NONE
< EVEN
< 0DD

»  flowctrl: Hardware flow control (CTSRTS)
<> NFC: No hardware flow control
<> FC: Hardware flow control

After restarting the module, parameters take effect.

4.3.4.5. AT+UARTF

Function: Enable/Disable auto-frame function
Format:
Query : AT+ UARTF<CR>

+ok=<para><CR>< LF ><CR>< LF >
Setting: AT+ UARTF=<para ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» para: disable or enable, means disable or enable this function.

4.3.4.6. AT+UARTFT

Function: Query/Set auto-frame trigger time
Format:
Query : AT+ UARTFT<CR>

+ok=<time><CR>< LF ><CR>< LF >
Setting: AT+ UARTFT=<time><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» time: auto-frame trigger time, unit is ms. Range: 100~10000.
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4.3.4.7. AT+UARTFL

Function: Query/Set auto-frame trigger length
Format:
Query : AT+ UARTFL<CR>

+ok=<len><CR>< LF ><CR>< LF >
Setting: AT+ UARTFL=<len><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» len: auto-frame trigger length, unit is byte. Range: 16~4096.

4.3.4.8. AT+TMODE

Function: Query/Set data transmission mode(transparent transmission mode or protocol mode)
Format:
Query : AT+TMODE<CR>

+ok=<tmode><CR>< LF ><CR>< LF >
Setting: AT+ TMODE=<tmode><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

» tmode: data transmission mode, including
<> Through: transparent transmission mode
< Agreement: serial command mode
< Modbus: Modbus TCP<=>Modbus RTU mode
<> Httpdclient: HTTPD Client mode
After restarting the module, parameters take effect.

Note: After power on, works in transparent transmission mode by default.

4.3.4.9. AT+WMODE

Function: Query/Set WIFI mode (AP or STA)
Format:
Query : AT+WMODE<CR>

+ok=<mode><CR>< LF ><CR>< LF >

Setting: AT+ WMODE=<mode><CR>
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+0k<CR>< LF ><CR>< LF >

Parameters:

» mode: WIFI mode, including
® AP: Wireless access point mode
® STA: Wireless terminal mode

After restarting the module, parameters take effect.

4.3.4.10. AT+WSKEY

Function: Query/Set encryption parameters in STA mode.
Format:
Query : AT+WSKEY<CR>

+ok=<auth,encry,key><CR>< LF ><CR>< LF >
Setting: AT+ WSKEY=< auth,encry,key><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» auth: Authentication mode, including

< OPEN

< SHARED
< WPAPSK
< WPA2PSK

» encry: Encryption algorithm, including

NONE: valid when auth=OPEN.

WEP-H: valid when auth=0PEN or SHARED (WEP, HEX)
WEP-A: valid when auth=OPEN or SHARED (WEP, ASCII)

TKIP: valid when auth= WPAPSK/WPA2PSK

T T

AES: valid when auth= WPAPSK/WPA2PSK

»  key: password, when encry=WEP-H, password is hexadecimal, 10 or 26 digits; when encry=WEP-A, password is ASCII, 5
or 13 digits; when WPA-PSK and WPA2-PSK, password is ASCII, 8~63digits.

This parameter only valid in STA mode, after restarting the module, parameters take effect. But can also be set in AP

mode.
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4.3.4.11. AT+WSSSID

Function: Query/Set AP’s SSID in STA mode.
Format:
Query : AT+WSSSID<CR>

+ok=<ap’s ssid><CR>< LF ><CR>< LF >
Setting: AT+ WSSSID=<ap’s ssid ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» ap’sssid: AP’s SSID

This parameter only valid in STA mode, after restarting the module, parameters take effect. But can also be set in AP

mode.

4.3.412. AT+WSLK

Function: Query the link status in STA mode (only available in STA mode)
Format:
Query : AT+ WSLK<CR>

+ok=<ret><CR>< LF ><CR>< LF >

Parameters:
> ret:

» If not connected: Returns “Disconnected”.
» If connected: Returns "SSID of AP (MAC of AP)"

This parameter only valid in STA mode.

4.3.4.13. AT+WEBU

Function: Query/Set web server username and password.
Format:
Query : AT+WEBU<CR>

+ok=<usr,password><CR>< LF ><CR>< LF >
Setting: AT+ WEBU=< usr,password ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

» usr:username
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»  password: password.

4.3.4.14. AT+WAP

Function: Query/Set parameters in AP mode
Format:
Query : AT+WAP<CR>

+ok=<wifi_mode,ssid,channel><CR>< LF ><CR>< LF >
Setting: AT+ WAP=<wifi_mode,ssid,channel><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  wifi_mode: WIFI mode, including

< 11BG
< 11B

< 11G
< 11BGN
< 1IN

>  ssid: SSID in AP mode
» channel: WIFI channel, AUTO or CH1~CH11

This parameter only valid in AP mode, after restarting the module, parameters take effect. But can also be set in STA
mode.
AT+WAP=11BGN,SOCKAB+STA-TEST,Auto

4.3.4.15. AT+WAKEY

Function: Query/Set encryption parameters in AP mode
Format:
Query : AT+WAKEY<CR>

+ok=<auth,encry,key><CR>< LF ><CR>< LF >
Setting: AT+ WAKEY=< auth,encry,key><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» auth: Authentication mode, including

< OPEN

< SHARED
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< WPAPSK
< WPA2PSK

» encry: Encryption algorithm, including

NONE: valid when auth=0PEN

WEP-H: valid when auth=0PEN or SHARED (WEP, HEX)
WEP-A: valid when auth=0OPEN or SHARED (WEP, ASCII)
TKIP: valid when auth= WPAPSK/WPA2PSK.

AES: valid when auth= WPAPSK/WPA2PSK

R T RS

TKIPAES: valid when auth= WPAPSK/WPA2PSK

»  key: password, when encry=WEP-H, password is hexadecimal, 10 or 26 digits; when encry=WEP-A, password is ASCII, 5
or 13 digits; when WPA-PSK and WPA2-PSK, password is ASCII, 8~63digits.

This parameter only valid in AP mode, after restarting the module, parameters take effect. But can also be set in STA

mode.

4.3.4.16. AT+MSLP

Function: Module enters sleep mode (whether the module works in AP or STA mode, WIFI is not available at this time)
Format:
Query : AT+ MSLP <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ MSLP=<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» Query: sta: Returns whether the module sleeps, such as:

<~ on, Indicates no sleep
< off, sleep
» Setting: off: module enters sleep mode,
on: module exits sleep mode

When the module enters the sleep mode, enter AT + MSLP = on again, module exits the sleep mode. The mode is still

command mode.

4.3.4.17. AT+WSCAN

Function: Search around AP
Format:
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AT+ WSCAN<CR>

+ok=<ap_site><CR>< LF ><CR>< LF >

Parameters:
»  ap_site: Searched APs

The first line returned is "RSSI, SSID, BSSID, Channel, Encryption, Authentication", which are the signal strength,

network name, MAC address, channel, authentication mode, and encryption algorithm.

4.3.4.18. AT+TCPLK

Function: Query whether TCP connection is established
Format:
AT+ TCPLK<CR>

+0k=<sta><CR>< LF ><CR>< LF >

Parameters:
»  sta.: Returns whether TCP connection is established, for example:

<> on, TCP connection is established

<> off, TCP connection is not established

4.3.4.19. AT+TCPDIS

Function: Connect / Disconnect TCP (only valid when TCP Client)
Format:
Query : AT+ TCPDIS <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ TCPDIS=<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  When querying, sta.: Returns whether the TCP Client is linkable, for example

on, connectable
off, not connectable

» When setting, "off" sets the module as unlinkable.Immediately after the command is completed, the module
disconnects the link and does not reconnect."On" sets the module to a linkable state. After the command is completed,

the module will immediately reconnect to the server.
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4.3.4.20. AT+WANN

Function: Query/Set WAN Setting, only valid in STA mode.
Format:
Query : AT+WANN<CR>

+ok=<mode,address,mask,gateway><CR>< LF ><CR>< LF >
Setting: AT+ WANN=< mode,address,mask,gateway ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» mode: IP mode of WAN, for example

<> static, static IP

<> DHCP, dynamic IP
» address.: WAN IP address
»  mask: WAN subnet mask

»  gateway: WAN gateway address

4.3.4.21. AT+LANN

Function: Query/Set LAN settings, only valid in AP mode
Format:
Query : AT+LANN<CR>

+ok=<address,mask ><CR>< LF ><CR>< LF >
Setting: AT+ LANN=<address,mask ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» address.: LAN IP address

»  mask: LAN subnet mask

Note: The address of the WAN port of the module viewed by WANN and the address of the LAN port of the module viewed
by LANN. The two IPs cannot be set on the same network segment, otherwise the module does not work properly.

4.3.4.22. AT+TCPTO

Function: Query/Set TCP timeout
Format:
Query : AT+ TCPTO<CR>
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+ok=<time><CR>< LF ><CR>< LF >

Setting: AT+ TCPTO=<time ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  time.: TCP timeout, <= 600 (600s), >=0 (0 means no timeout), default is O.

TCP timeout: The module TCP channel starts counting when no data is received, and clears the count when data is received.
If the timing exceeds the TCPTO time, the connection is disconnected. When the module works on the TCP Client, it will

actively reconnect to TCP Server. When as a TCP server, TCP client needs to actively reconnect.

4.3.4.23. AT+MAXSK

Function: Query /Set the maximum number of TCP connections
Format:
Query : AT+ MAXSK<CR>

+0ok=<num><CR>< LF ><CR>< LF >
Setting: AT+ MAXSK =<num ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  num: maximum number of TCP connections, range: 1~24, default is 24.

When set to TCP Server, the module can support a maximum of 24 TCP connections. If users do not need so many

connections, can set to reduce appropriately.

4.3.4.24. AT+TCPB

Function: Enable/Disable socket B.
Format:
Query : AT+TCPB <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ TCPB=<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  When querying, sta.: Returns whether socket B is enabled.

<> on, enable
<> off, disable

After restarting the module, parameters take effect.
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4.3.4.25. AT+TCPPTB

Function: Query/Set TCPB port number
Format:
Query : AT+TCPPTB <CR>

+ok=<port><CR>< LF ><CR>< LF >
Setting: AT+ TCPPTB=<port><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
port: Protocol port, decimal number, less than 65535

After restarting the module, parameters take effect.

4.3.4.26. AT+TCPADDB

Function: Query/Set TCPB server address
Format:
Query : AT+TCPADDB <CR>

+ok=<add><CR>< LF ><CR>< LF >
Setting: AT+ TCPADDB=<add><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
add: TCPB server address (server’s IP address, or a domain name)

After restarting the module, parameters take effect.

4.3.4.27. AT+TCPTOB

Function: Query/Set TCPB timeout
Format:
Query : AT+ TCPTOB<CR>

+ok=<time><CR>< LF ><CR>< LF >
Setting: AT+ TCPTOB=<time ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
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» time.: TCPB timeout, <= 600 (600s), >=0 (0 means no timeout), default is O.

4.3.4.28. AT+TCPLKB

Function: Query whether TCPB connection is established
Format:
AT+ TCPLKB<CR>

+ok=<sta><CR>< LF ><CR>< LF >

Parameters:
»  sta.: returns whether TCOB is established.

<> on, established

<> off, not established

4.3.4.29. AT+EPHY

Function: Enable/Disable Ethernet interface.
Format:
Setting: AT+ EPHY<CR>

+0k<CR>< LF ><CR>< LF >

Parameters:
After sending this command, enable the Ethernet interface. This command is not saved, that is, Ethernet is still
disabled after restart. If need to save this setting, please use the factory setting command. If need to enable the Ethernet

interface permanently, please use the “AT + FEPHY = on” command.

After the Ethernet interface is closed, the power consumption of the module can be reduced, so it is recommended to
set it to off when the Ethernet interface is not used. The Ethernet interface is enabled by default.
With “AT + FVEW = disable / enable”, set the Ethernet interface to LAN port (disable) or WAN port (enable). This

command will take effect after restoring the factory settings.

4.3.4.30. AT+FUDLX

Function: Enable/Disable RS485
Format:
AT+FUDLX=0on/off<CR>

+0k<CR>< LF ><CR>< LF >

This command enables or disables the RS485 interface. By default, RS485 is enabled, and the 485 control pin is RTS.

This command takes effect after restoring factory settings.
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4.3.4.31. AT+AABR

Function: Enable/Disable RFC2217 function
Format:
AT+AABR=0n/off<CR>

+0k<CR>< LF ><CR>< LF >

This command enables or disables synchronization (RFC2217) function, default is enabled.

4.3.4.32. AT+DHCPDEN

Function: Enable/Disable DHCP server function of LAN port
Format:
AT+DHCPDEN=0n/off<ID><CR>

+0k=<ID><CR>< LF ><CR>< LF >

Parameters:
This command enables or disables DHCP server function of LAN port, default is enabled.

4.3.4.33. AT+HIDESSID

Function: Enable/Disable hiding the SSID in AP mode.
Format:
AT+HIDESSID=0on/off<CR>

+0k<CR>< LF ><CR>< LF >

This command enables or disables hiding the SSID of the module in AP mode. Default is disabled.

4.3.4.34. AT+DOMAIN

Function: Query/Set web server domain name
Format:
Query : AT+ DOMAIN<CR>

+ok=<name><CR>< LF ><CR>< LF >
Setting: AT+ DOMAIN=<name ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» name: web server domain name
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4.3.4.35. AT+RELD

Function: Reset the module
Format:
AT+ RELD<CR>

+ok=rebooting***<CR>< LF ><CR>< LF >

This command restores the factory settings of the module, then the module will restart automatically.

4.3.4.36. AT+Z

Function: restart the module
Format:
AT+ Z<CR>

Module restarts.

4.3.4.37. AT+MID

Function: Query module’s MID
Format:
Query : AT+MID<CR>

+ok=<module_id><CR>< LF ><CR>< LF >

Parameters:

» module_id: module MID, Format
< All-yymmddnnnn
B yymmdd: Represents the production date, year, month and day

B nnnn: Indicates the production serial number

4.3.4.38. AT+VER

Function: Query firmware version
Format:
Query : AT+VER<CR>

+ok=<ver><CR>< LF ><CR>< LF >

Parameters:
»  ver: returns firmware version of module.

Jinan USR IOT Technology Limited 73

www.usriot.com


http://www.usriot.com
http://www.usriot.com

,OK@ USR IOT

Be Honest, Do Best ! .
% Honest, Do Best USR-DR404 user manual www.usriot.com

4.3.4.39. AT+H

Function: Help command
Format:
Query : AT+H<CR>

+ok=<commod help><CR>< LF ><CR>< LF >

Parameters: commod help: Command line instructions

4.3.4.40. AT+WSQY

Function: Query/Set RSSI threshold(percentage) to switch among three AP in STA mode
Format:
Query : AT+ WSQY<CR>

+ok=<ret><CR>< LF ><CR>< LF >
Setting: AT+ WSQY=< ret><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

ret:
The percentage of RSSI threshold. If the RSSI threshold is 50%, the setting should be “AT + WSQY = 50 <CR>"

Note: If set to 100, the module will not switch WIFI network automatically. If the customer uses only one STA
parameter, be sure to set this parameter to 100.

4.3.4.41. AT+HTPMODE

Function: Query/Set HTTP Client mode parameters configuration way (new/old)
Format:
Query : AT+HTPMODE<CR>

+ok=<type><CR>< LF ><CR>< LF >
Setting: AT+ HTPMODE=<type><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

»  type: Authentication mode, including
<> new : New HTTP Client mode parameters configuration way

<~ old: old HTTP Client mode parameters configuration way
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This parameter is only valid in HTTPD Client mode. Takes affect after restarting the module. But this parameter can

also be set in other modes.

4.3.4.42. AT+HTTPURL

Function: Query/Set IP address and port of HTTP server (old).
Format:
Query : AT+ HTTPURL<CR>

+ok=<ip><port><CR>< LF ><CR>< LF >
Setting: AT+ HTTPURL=<ip>,<port><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» ip: IP address of HTTP server.

»  port: port number of HTTP server.

4.3.4.43. AT+HTTPTP

Function: Query/Set HTTP requesting type in HTTP Client mode (old).
Format:
Query : AT+ HTTPTP<CR>

+ok=<Type><CR>< LF ><CR>< LF >
Setting: AT+ HTTPTP=<Type><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  Type: HTTP requesting type, including

< GET
< PUT
< POST
4.3.4.44. AT+HTTPPH

Function: Query/Set HTTP header path (old).
Format:
Query : AT+ HTTPPH<CR>

+ok=<path><CR>< LF ><CR>< LF >

Setting: AT+ HTTPPH=<path><CR>
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+0k<CR>< LF ><CR>< LF >

Parameters:
»  path: HTTP header path.

4.3.4.45. AT+HTTPCN

Function: Query/Set HTTP header connection mode (old).
Format:
Query : AT+ HTTPCN<CR>

+ok=<Connection><CR>< LF ><CR>< LF >
Setting: AT+ HTTPCN=<Connection><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» Connection: HTTP header connection.

4.3.4.46. AT+HTTPUA

Function: Query/Set HTTP header User-Agent (old).
Format:
Query : AT+ HTTPUA<CR>

+ok=<User-Agent><CR>< LF ><CR>< LF >
Setting: AT+ HTTPUA=<User-Agent><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» User-Agent: HTTP header User-Agent.

4.3.4.47. AT+HTPSV

Function: Query/Set HTTP server address and port number (new).
Format:
Query : AT+ HTPSV<CR>

+ok=<ip><port><CR>< LF ><CR>< LF >
Setting: AT+ HTPSV=<ip> <port><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» ip: HTTP server IP address
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»  port: HTTP server IP port

This parameter is only valid in HTTPD Client mode, takes affect after restarting the module. But can also be set in other

modes.

4.3.4.48. AT+HTPTP

Function: Query/Set HTTP requesting type (new).
Format:
Query : AT+ HTPTP<CR>

+ok=<Type><CR>< LF ><CR>< LF >
Setting: AT+ HTPTP=<Type><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  Type: HTTP requesting type, including

< GET
< PUT
< POST

This parameter is only valid in HTTPD Client mode, takes affect after restarting the module.But can also be set in other

modes.

4.3.4.49. AT+HTPURL

Function: Query/Set HTTP URL (new).
Format:
Query : AT+ HTPURL<CR>

+ok=<path><CR>< LF ><CR>< LF >
Setting: AT+ HTPURL=<path><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  path: HTTP requesting path.

4.3.4.50. AT+HTPHEAD

Function: Query/Set HTTP header (new).
Format:
Query : AT+ HTPHEAD<CR>
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+ok=<head><CR>< LF ><CR>< LF >
Setting: AT+ HTPHEAD=<head><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» head: HTTP header content. “Enter” in header should be replaced by “<<CRLF>>", up to 200 bytes.

4.3.4.51. AT+REGEN

Function: Query/Set registration package type
Format:
Query : AT+ REGEN<CR>

+ok=<mode><CR>< LF ><CR>< LF >
Setting: AT+ REGEN=<mode><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» mode: registration packet type, including

<> mac: registration package is MAC address
<~ cloud: USR Cloud

<> usr: user custom registration package

<~ off: Disable registration package function

For example: AT+REGEN=MAC

4.3.4.52. AT+REGTCP

Function: Query/Set registration package sending type
Format:
Query : AT+ REGTCP<CR>

+ok=<type><CR>< LF ><CR>< LF >
Setting: AT+ REGTCP=<type><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  type: registration package sending type, including

< first: sending when establish a connection

< every: sending when data is sent every time
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4.3.4.53. AT+WTPWR

Function: Set module’s transmit power
Format:
Query : AT+ WTPWR <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ WTPWR =<sta><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  sta.: module’s transmit power, ranging from 0 to 100. Default is 100.

4.3.4.54. AT+REGCLOUD

Function: Query/Set USR Cloud ID and password.
Format:
Query : AT+REGCLOUD<CR>

+ok=<name,password><CR><LF><CR><LF>
Setting: AT+REGCLOUD=<name,password><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

\4

name: device ID, 20 digits.
»  password: password, up to 8 digits.
For example: AT+REGCLOUD=00004219000000000600,123456

4.3.4.55. AT+REGUSR

Function: Query/Set user custom registration package content
Format:
Query : AT+REGUSR<CR>

+0k=<usr><CR><LF><CR><LF>
Setting: AT+REGUSR=<usr><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  Usr: Length is limited to 40 characters, HEX format.
For example: set the registration package content to: www.usr.cn, “77 77 77 2E 75 73 72 2E 63 6E” in HEX
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AT+REGUSR=7777772E7573722E636E

4.3.4.56. AT+TCPDPEN

Function: Enable/Disable socket distribution function
Format:
Query : AT+TCPDPEN <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ TCPDPEN =<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  When querying, sta.: returns whether socket distribution function is enabled, including

<> on, enabled
<> off, disabled

Parameter takes affect after restarting the module.

4.3.4.57. AT+HEARTEN

Function: Enable/Disable heartbeat package function.
Format:
Query : AT+HEARTEN <CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ HEARTEN =<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  When querying, sta.: returns whether heartbeat package is enabled. including

<> on, heartbeat package function is enabled
< off, heartbeat package function is disabled

Parameter takes affect after restarting the module.

4.3.4.58. AT+HEARTTP

Function: Query/Set heartbeat package sending type.
Format:
Query : AT+HEARTTP <CR>
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+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ HEARTTP =<NET/COM><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

»  When querying, sta.: returns heartbeat package sending type, including
<> NET, heartbeat package is sent to network
<> COM, heartbeat package is sent to serial port

Parameter takes affect after restarting the module.

4.3.4.59. AT+HEARTDT

Function: Query/Set heartbeat package data
Format:
Query : AT+HEARTDT<CR>

+ok=<usr><CR><LF><CR><LF>
Setting: AT+HEARTDT=<usr><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

» usr: Length is limited to 40 characters. HEX format.
For example: heartbeat package data: www.usr.cn, “77 77 77 2E 7573 72 2E 63 6E” in HEX.
AT+REGUSR=7777772E7573722E636E

4.3.4.60. AT+HEARTTM

Function: Query/Set heartbeat package sending interval
Format:
Query : AT+ HEARTTM<CR>

+ok=<time><CR>< LF ><CR>< LF >
Setting: AT+ HEARTTM=<time ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» time.: heartbeat package sending interval, 1~65535s, default is 30s.

4.3.4.61. AT+REBOOTEN

Function: Enable/Disable timing restart function
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Format:
Query : AT+REBOOTEN<CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ REBOOTEN=<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:

»  When querying, sta.: returns whether timing restart function is enabled, including
< on, timing restart function is enabled
<> off, timing restart function is disabled

Parameter takes affect after restarting the module.

4.3.4.62. AT+REBOOTT

Function: Query/Set timing restart time
Format:
Query : AT+ REBOOTT<CR>

+ok=<time><CR>< LF ><CR>< LF >
Setting: AT+ REBOOTT=<time ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  time.: timing restart time, 1-720h, default is 24h.

4.3.4.63. AT+TIMEOUTEN

Function: Enable/Disable timeout restart function
Format:
Query : AT+TIMEOUTEN<CR>

+ok=<sta.><CR>< LF ><CR>< LF >
Setting: AT+ TIMEOUTEN=<on/off><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  When querying, sta.: returns whether timeout restart function is enabled, including

<> on, timeout restart function is enabled

<> off, timeout restart function is disabled
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Parameter takes affect after restarting the module.

4.3.4.64. AT+TIMEOUTT

Function: Query/Set timeout restart time
Format:
Query : AT+ TIMEOUTT<CR>

+ok=<time><CR>< LF ><CR>< LF >
Setting: AT+ TIMEOUTT=<time ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» time.: timeout restart time, 60-65535s, default is 3600s.

4.3.4.65. AT+FAPSTA

Function: Enable/Disabled AP+STA function
Format:
AT+FAPSTA=0on/off<CR>

+0k<CR>< LF ><CR>< LF >

This command enables or disables AP+STA function, default is disabled. Parameter takes affect after restarting the

module.

4.3.4.66. AT+HTTPSCEN

Function: Query/Set HTTPD Client mode: long/short
Format:
Query : AT+HTTPSCEN <CR>

+ok=<mode><CR>< LF ><CR>< LF >
Setting: AT+HTTPSCEN =<mode><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
» mode: HTTPD Client mode, including

® |ong: long connection mode

® short: short connection mode
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Parameter takes affect after restarting the module.

4.3.4.67. AT*MODBPOLLEN

Function: Enable/Disable Modbus polling function
Format:
AT+MODBPOLLEN =on/off<CR>

+0k<CR>< LF ><CR>< LF >

Default is “off”. Parameter takes affect after restarting the module.

4.3.4.68.AT+UPDATE

Function: Query/Set remote upgrade parameters.
Format:
Query : AT+UPDATE<CR>

+ok=<state, server address, server port, interval ><CR>< LF ><CR>< LF >
Setting: AT+ UPDATE =< state, server address, server port, interval ><CR>
+0k<CR>< LF ><CR>< LF >

Parameters:
»  state: status,

< on/off
»  server address: server address
<> default: ycsjl.usr.cn
»  server port: server port
<~ Default: 30001
» interval: reporting interval
<> Default is 30min, maximum time interval (max): 120min

Parameter takes affect after restarting the module.
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4.3.4.69.AT+MONITOR

Function: Query/Set remote monitoring parameters
Format:
Query : AT+ MONITOR <CR>

+ok=< state , interval ><CR>< LF ><CR>< LF >
Setting: AT+ MONITOR=< state , interval ><CR>
+ok <CR>< LF ><CR>< LF >

Parameters:
»  state: status

< on/off
» interval: reporting interval

< defaultis 10min, maximum time interval (max): 120min

Parameter takes affect after restarting the module.

5. Contact us

Company: Jinan USR 10T Technology Co., Ltd

Address: Floor 11,Building1,No.1166 Xinluo Street,Gaoxin Distric,Jinan,Shandong,250101 China
Tel: 86-531-55507297 86-531-88826739-803

Web: http://www.usriot.com/

Skype: lisausr

Support: http://h.usriot.com/index.php?c=frontTicket&m=sign

Email: sales@usr.cn tec@usr.cn

6. Disclaimer

The document provides information about USR-W610 module, it doesn’t grant any license to the intellectual property
rights. Except the responsibility declared in the product sale clause, USR does not assure any other responsibilities. In
addition, USR does not make any warranties for the sale and use of this product, including the suitability of products for a
particular purpose, merchant ability or fitness for any patent, copyright or other intellectual property infringement. USR

may make changes to specifications and products description without notice.
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